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cal | ed PROBE

PROBE is simlar to PINGin that it can be used to query the status
of a probed interface, but it differs fromPINGin that it does not
require bidirectional connectivity between the probing and probed

interfaces. |Instead, PROBE requires bidirectiona
between the probing interface and a proxy interface.

connectivity

The proxy

interface can reside on the sane node as the probed interface, or it
can reside on a node to which the probed interface is directly
connected. This docunent updates RFC 4884 and obsol etes RFC 8335.

About Thi s Docunent

This note is to be renoved before publishing as an RFC

The | atest revision of this draft can be found at

https://fenner.github.io/probe-clarification/draft-ietf-intarea-
rfc8335bis.htm. Status information for this docunment may be found

at https://datatracker.ietf.org/doc/draft-ietf-intarea-rfc8335bis/.

Di scussion of this docunent takes place on the Internet Area Area
mailing list (mailto:int-area@etf.org), which is archived at
https://mailarchive.ietf.org/arch/browse/int-area/. Subscribe at
https://ww. ietf.org/mailman/listinfo/int-areal.

Source for this draft and an issue tracker can be found at
https://github. com fenner/probe-clarification

Fenner, et al. Expires 22 January 2026 [ Page 1]



I nternet-Draft PROBE July 2025

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 22 January 2026
Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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1. Introduction

Net wor k operators use PING [RFC2151] to test bidirectiona
connectivity between two interfaces. For the purposes of this
docunent, these interfaces are called the probing and probed
interfaces. PING sends an | CMP [ RFC0792] [ RFC4443] Echo Request
message fromthe probing interface to the probed interface. The
probing interface resides on a probing node while the probed
interface resides on a probed node.

If the probed interface receives the | CVP Echo Request nessage, it
returns an | CMP Echo Reply. Wen the probing interface receives the
| CMP Echo Reply, it has verified bidirectional connectivity between
the probing and probed interfaces. Specifically, it has verified

t hat :

* The probing node can reach the probed interface.

* The probed interface is active.

* The probed node can reach the probing interface.

* The probing interface is active.

Fenner, et al. Expires 22 January 2026 [ Page 3]



I nternet-Draft PROBE July 2025

Thi s docunent describes a network diagnostic tool called PROBE
PROBE is simlar to PINGin that it can be used to query the status
of a probed interface, but it differs fromPINGin that it does not
require bidirectional connectivity between the probing and probed
interfaces. Instead, PROBE requires bidirectional connectivity

bet ween the probing interface and a proxy interface. The proxy
interface can reside on the sane node as the probed interface, or it
can reside on a node to which the probed interface is directly
connected. Section 5 of this docunment describes scenarios in which
this characteristic is useful.

Li ke PING PROBE executes on a probing node. It sends an | CWP

Ext ended Echo Request nessage froma |local interface, called the
probing interface, to a proxy interface. The proxy interface resides
on a proxy node.

The | CMP Ext ended Echo Request contains an | CMP Extension Structure
and the | CVP Extension Structure contains an Interface ldentification
hject. The Interface ldentification Object identifies the probed
interface. The probed interface can reside on or directly connect to
the proxy node.

When the proxy interface receives the | OV Extended Echo Request, the
proxy node executes access control procedures. |f access is granted,
the proxy node determines the status of the probed interface and
returns an | CMP Ext ended Echo Reply nessage. The | CMP Extended Echo
Reply indicates the status of the probed interface.

If the probed interface resides on the proxy node, PROBE determ nes
the status of the probed interface as it would determine its
oper-status [RFC8343]. |If oper-status is equal to 'up’ (1), PROBE
reports that the probed interface is active. Oherw se, PROBE
reports that the probed interface is inactive.

If the probed interface resides on a node that is directly connected
to the proxy node, and the probed interface appears in the |Pv4
Address Resol ution Protocol (ARP) table [RFC0826] or |Pv6 Nei ghbor
Cache [RFC4A861], PROBE reports interface reachability. O herw se,
PROBE reports that the table entry does not exist.

1.1. Term nol ogy
Thi s docunent uses the follow ng terns:

* Probing interface: The interface that sends the | CVP Extended Echo
Request .

* Probi ng node: The node upon which the probing interface resides.
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* Proxy interface: The interface to which the | OW Ext ended Echo
Request nessage is sent.

* Proxy node: The node upon which the proxy interface resides.
* Probed interface: The interface whose status is being queried.

* Probed node: The node upon which the probed interface resides. |If
the proxy interface and the probed interface reside upon the sane
node, the proxy node is also the probed node. Qherw se, the
proxy node is directly connected to the probed node.

1.2. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here

1.3. A note on this docunent’s use of | CWVP Extensions

Thi s docunent defines a unique use of | CMP Extensions [ RFC4884]:
while normally, |ICVMP Extensions are defined to start at a given point
and continue to the end of the packet, if the extension object is an
Interface Identification Object as defined in this nmeno, then the
extension structure (including the checksum consists only of that
single I CVP Extension Ohject. This is done to maintain conpatibility
with the initial set of inplenentations of RFC8335, which behave this
way. New uses of | CWMP Extensions, and in fact uses of Extended Echo
usi ng some object other than the Interface Identification Object,
SHOULD NOT behave this way. Uses other than defined in this menmp
SHOULD treat the | CMP Extension Structure as extending to the end of
the packet as [ RFC4884] defi nes.

2. | CW Extended Echo Request
The | CWP Ext ended Echo Request nessage is defined for both | CvPv4 and
| CMPv6. Like any | CWP nessage, the | CMP Ext ended Echo Request
message i s encapsulated in an | P header. The | CWMPv4 version of the
Ext ended Echo Request nessage is encapsulated in an | Pv4 header,
while the |CMPv6 version is encapsulated in an | Pv6 header

Figure 1 depicts the | CMP Extended Echo Request message.
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0 1 2 3
01234567890123456789012345678901
i S S T i S S e e i S S S S

| Type | Code | Checksum |
e L o i i e th o i R S
| Identifier | Sequence Nunber | Reserved | L]
i e e R e o o e i ol S R B
| | CMP Extension Structure

S o o

| [Data...]

Figure 1. | CW Extended Echo Request Message
| P Header fields:

* Source Address: The Source Address identifies the probing
interface. It MJST be a valid IPv4 or | Pv6 unicast address.

* Destination Address: The Destination Address identifies the proxy
interface. It MJST be a unicast address.

| CVP fields:

* Type: Extended Echo Request. The value for ICMPv4 is 42. The
val ue for ICMPV6 is 160.

* Code: MJIST be set to 0 and MJST be ignored upon receipt.
* Checksum For |CWPv4, see RFC 792. For | CWPv6, see RFC 4443.

* ldentifier: An Identifier to aid in matchi ng Extended Echo Replies
to Extended Echo Requests. May be 0.

* Sequence Nunber: A Sequence Nunber to aid in matching Extended
Echo Replies to Extended Echo Requests. May be 0.

* Reserved: This field MJUST be set to 0 and ignored upon receipt.

* L (local): The L-bit is set if the probed interface resides on the
proxy node. The L-bit is clear if the probed interface is
directly connected to the proxy node.

* | CMP Extension Structure: The | CMP Extension Structure contains an
Interface Identification Cbject that identifies the probed
interface. The checksumin the | CMP Extension structure covers
the Interface ldentification Object but not any (optional) data
that foll ows.
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Section 7 of [RFC4884] defines the |CMP Extension Structure. As per
RFC 4884, the Extension Structure contains exactly one Extension
Header foll owed by one or nore objects. Wen applied to the |ICW
Ext ended Echo Request nessage, the Extension Object(s) define the
operation to perform |In the PROBE application, the | CMP Extension
Structure MJST contain exactly one instance of the Interface

I dentification Cbject (Section 2.1), and the | CMP Extension Structure
does not cover the rest of the packet; it ends at the end of the
single Interface ldentification Cbject, and what follows is sinply
optional data. The behavior when it contains a different Extension
oject is not defined by this neno but may be defined in the future.

If the L-bit is set, the Interface Identification Cbject can identify
the probed interface by nane, index, or address. |If the L-bit is
clear, the Interface lIdentification Cbject MIST identify the probed
interface by address.

If the Interface lIdentification oject identifies the probed
interface by address, that address can be a nmenber of any address
famly. For exanple, an | CVMPv4 Extended Echo Request nessage can
carry an Interface Identification Cbject that identifies the probed
interface by I Pv4, 1 Pv6, or | EEE 802 address. Likew se, an | CMPv6
Ext ended Echo Request nessage can carry an Interface ldentification
oject that identifies the probed interface by IPv4, |Pv6, or |EEE
802 address.

The Interface Identification Cbject MAY be foll owed by an optiona
data section, which is not interpreted but is sinply present to be
copied to the | CWP Extended Echo Reply.

2.1. Interface ldentification Object

The Interface Identification Cbject identifies the probed interface

by name, index, or address. Like any other |ICWMP Extension Object, it

contains an Object Header and Object Payl oad. The Object Header

contains the follow ng fields:

* (Cass-Num Interface ldentification Object. The value is 3.

* C-Type: Values are (1) ldentifies Interface by Nanme, (2)
Identifies Interface by Index, and (3) Identifies Interface by
Addr ess.

* Length: Length of the object, measured in octets, including the
hj ect Header and bj ect Payl oad.

Fenner, et al. Expires 22 January 2026 [ Page 7]



I nternet-Draft PROBE July 2025

If the Interface lIdentification oject identifies the probed
interface by nane, the Object Payload MIST be the interface nane as
defined in [RFC8343]. |If the Object Payl oad woul d not otherw se
term nate on a 32-bit boundary, it MJST be padded with ASCI I NUL
characters, adjusting the Length accordingly.

If the Interface lIdentification oject identifies the probed
interface by index, the length is equal to 8 and the payl oad contains
the if-index [ RFC8343].

If the Interface lIdentification Qoject identifies the probed
interface by address, the payload is as depicted in Figure 2

0 1 2 3
01234567890123456789012345678901
B T S i T s i i e e SEI S
| AFI | Address Length| Reserved |
I S i o T s S S S e s s T

| Addr ess

Figure 2: Interface Identification Object - C Type 3 Payl oad
Payl oad fields are defined as foll ows:

* Address Family ldentifier (AFl): This 16-bit field identifies the
type of address represented by the Address field. Al values
found in the I ANA registry of Address Fami |y Nunbers (avail abl e
from[]ANA address-fam | y-nunbers]) are valid in this field.

* Address Length: Nunber of significant bytes contained by the
Address field. (The Address field contains significant bytes and
paddi ng bytes.)

* Reserved: This field MIST be set to 0 and ignored upon receipt.

* Address: This variable-length field represents an address
associated with the probed interface. |f the address field would
not otherwi se termnate on a 32-bit boundary, it MJST be padded
with zeroes.

3. |1 CWP Extended Echo Reply

The | CVP Ext ended Echo Reply nessage is defined for both | CMPv4 and

| CMPv6. Like any | CWMP nessage, the | CMP Extended Echo Reply nessage
is encapsulated in an I P header. The |ICWv4 version of the Extended
Echo Reply nmessage is encapsulated in an | Pv4 header, while the

| CMPv6 version is encapsulated in an | Pv6 header
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Figure 3 depicts the | CMP Extended Echo Reply nessage.

0 1 2 3
01234567890123456789012345678901
T I T S S i T T S AR

| Type | Code | Checksum |
i e e T i e T e e i i i SE SR NN R SR S S
| Identifier | Sequence Number | St at e| Res| A| 4] 6]
B i s T T i i o S o T Ji I
| | CMP Extension Structure

+- - -+ -

| [Data...]

Figure 3: | CW Extended Echo Reply Message
| P Header fields:

* Source Address: Copied fromthe Destination Address field of the
i nvoki ng Extended Echo Request nessage.

* Destination Address: Copied fromthe Source Address field of the
i nvoki ng Extended Echo Request nessage.

| C\VP fields:

* Type: Extended Echo Reply. The value for ICWPv4 is 43. The val ue
for 1CVWPv6 is 161.

* Code: Values are (0) No Error, (1) Ml formed Query, (2) No Such
Interface, (3) No Such Table Entry, and (4) Miltiple Interfaces
Satisfy Query.

*  Checksum For | CwWv4, see RFC 792. For |1 CVMPv6, see RFC 4443.

* |dentifier: Copied fromthe Identifier field of the invoking
Ext ended Echo Request packet.

* Sequence Nunber: Copied fromthe Sequence Nunber field of the
i nvoki ng Ext ended Echo Request packet.

* State: If Code is not equal to O, this field MUST be set to 0 and
i gnored upon receipt. Likewise, if the probed interface resides
upon the proxy node, this field MJST be set to O and ignored upon
receipt. Oherwise, this field reflects the state of the ARP
tabl e or Nei ghbor Cache entry associated with the probed
interface. Values are (0) Reserved, (1) Inconplete, (2)
Reachable, (3) Stale, (4) Delay, (5) Probe, and (6) Fail ed.
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* Res: This field MIUST be set to O and ignored upon receipt.

* A (Active): The A-bit is set if the Code is equal to O, the prob
interface resides on the proxy node, and the probed interface is
active. Qherwi se, the A-bit is clear

* 4 (1Pv4): The 4-bit is set if the A-bit is also set and IPv4d is
running on the probed interface. Oherwise, the 4-bit is clear.

* 6 (IPv6): The 6-bit is set if the A-bit is also set and IPv6 is
running on the probed interface. Qherwise, the 6-bit is clear

| CMP Message Processing
VWhen a node receives an | CMP Extended Echo Request message and any
the followi ng conditions apply, the node MJST silently discard the
i ncom ng nessage:

* The node does not recognize | CMP Ext ended Echo Request nessages.

* The node has not explicitly enabl ed | CMP Extended Echo
functionality.

* The incomng | OVP Extend Echo Request carries a Source Address
that is not explicitly authorized for the L-bit setting of the
incom ng | CMP Ext ended Echo Request.

* The incomng | CMP Extend Echo Request carries a Source Address
that is not explicitly authorized for the inconing | CVP Ext ended
Echo Request type (i.e., by nanme, by if-index, or by address).

* The Source Address of the incom ng nmessage is not a unicast
addr ess.

* The Destination Address of the inconming nessage is a nulticast
addr ess.

O herwi se, when a node receives an | CMPv4 Ext ended Echo Request, it
MUST format an | CMP Ext ended Echo Reply as foll ows:

* Don't Fragnent (DF) flag is 1
* Mre Fragnments flag is O
* Fragment Ofset is O

* TTL is 255

25

ed

of
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*

Protocol is | CWP

VWhen a node receives an | CMPv6 Extended Echo Request, it MJIST format

an

*

| CMPv6 Extended Echo Reply as foll ows:

Hop Linmit is 255

Next Header is | CMPv6

either case, the respondi ng node MJST do the foll ow ng:

Copy the Source Address fromthe Extended Echo Request nessage to
the Destination Address of the Extended Echo Reply.

Copy the Destination Address fromthe Extended Echo Request
message to the Source Address of the Extended Echo Reply.

Set the DiffServ codepoint to CSO [ RFC4594].
Set the 1 CWP Type to Extended Echo Reply.

Copy the Identifier fromthe Extended Echo Request nessage to the
Ext ended Echo Reply.

Copy the Sequence Nunber fromthe Extended Echo Request message to
the Extended Echo Reply.

Set the Code field as described in Section 4.1

Set the State field to O.

Clear the A-bit, the 4-bit, and the 6-bit.

If (1) the Code Field is equal to (0) No Error, (2) the L-bit is
set, and (3) the probed interface is active, set the A-bit. Al so,
set the 4-bit and the 6-bit as appropriate.

If the Code field is equal to (0) No Error and the L-bit is clear,
then set the State field to reflect the state of the ARP table or
Nei ghbor Cache entry that represents the probed interface.

Copy the | CVMP Extension Structure, |CVMP Extension Object, and Data
(if any) fromthe Extended Echo Request message.

Set the Checksum appropriately.

Forward the | CMP Extended Echo Reply to its destination
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4.1. Code Field Processing

The Code field MIST be set to (1) Malforned Query if any of the
foll owi ng conditions apply:

*  The | COWP Ext ended Echo Request does not include an | CVP Extension
Structure.

* The | CWP Extension Structure does not include exactly one
Interface Identification Object.

*  The | CMP Extension Structure checksumis O or incorrect.

* The L-bit is clear and the Interface Identification Object
identifies the probed interface by nanme or if-index.

* The query is otherw se nal forned.

The Code field MJST be set to (2) No Such Interface if the L-bit is
set and the | CVP Extension Structure does not identify an interface
that resides on the proxy node.

The Code field MJUST be set to (3) No Such Table Entry if the L-bit is
clear and the address found in the Interface Identification Ohject
does not appear in the | Pv4 Address Resolution Protocol (ARP) table
or the 1 Pv6 Nei ghbor Cache.

The Code field MJUST be set to (4) Miultiple Interfaces Satisfy Query
if any of the follow ng conditions apply:

* The L-bit is set and the | CVMP Extension Structure identifies nore
than one interface that resides in the proxy node.

* The L-bit is clear and the address found in the Interface
Identification Object maps to multiple I Pv4 ARP or | Pv6 Nei ghbor
Cache entri es.

O herwi se, the Code field MJST be set to (0) No Error.
5. Use Cases

In the scenarios |listed below, network operators can use PROBE to
determine the status of a probed interface but cannot use PING for
the sane purpose. 1In all scenarios, assume bidirectiona
connectivity between the probing and proxy interfaces. However,

bi directional connectivity between the probing and probed interfaces
i s |acking.
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7

7

* The probed interface is unnunbered.

* The probing and probed interfaces are not directly connected to
one another. The probed interface has an I Pv6 |ink-1ocal address
but does not have a nore globally scoped address.

*  The probing interface runs IPv4 only while the probed interface
runs |1 Pv6 only.

* The probing interface runs IPv6 only while the probed interface
runs | Pv4 only.

* For lack of a route, the probing node cannot reach the probed
interface.

Updates to RFC 4884

Section 4.6 of [RFC4884] provides a list of extensible | GOV nessages
(i.e., nessages that can carry the |CW Extension Structure). This
docunent adds the | CMP Ext ended Echo Request nessage and the | CWP
Ext ended Echo Reply nmessage to that |ist.

Change History
1. Changes from RFC 8335
Thi s docunent updates [RFC8335] to clarify the handling of extra data
beyond the | CMP Extension Structure, that data is echoed in the
response packet, and checksum handling in the | CMP Extension
Structure.

Speci fically,

* Updated Figure 1 to reflect the presence of the | CMP Extension
oj ect and additional data.

* Updated Section 2 to nention the | CMP Extension Structure
checksum and extra verbosity about how the Extension Structure
does not cover the rest of the packet.

* Updated Figure 3 to reflect the presence of the | CMP Extension
Structure and additional data.

* Added a step in Section 4 about copying data fromthe request to
the response.

* Added a step in Section 4.1 about validating the | CVP Extension
Structure checksum
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* Added section Appendix A 1 to suggest human-readabl e di spl ay of
PROBE r esponses

* (Carified in Section 2.1 that the length of an ifNanme Cbject is
adj ust ed when paddi ng i s added.

7.2. Changes fromdraft-fenner-intarea-probe-clarification-00

* Changed "NULL" to "NUL" when referring to the ASCII contro
character, per RFC20.

* Consistently refer to interface name and i ndex using their yang
nanmes, not SNWMP nanes.

* Added [] around the Data following the | CMP Extension Structure in
Figure 1 and Figure 3 to indicate that it is optional

7.3. Changes fromdraft-fenner-intarea-probe-clarification-01
* Updated the section on | CMP Ext ension header format to say that
different 1 CVMP Extension Option headers may be present, and if

they are, the mechanismis not as specified in this neno.

7.4. Changes fromdraft-fenner-intarea-probe-clarification-02

* Made a stronger statenent about not copying this behavior in
Section 1.3

* Renamed to rfc8335bis and nade WG docunent
7.5. Changes fromdraft-int-intarea-rfc8335bis-00
* Changed "For the operations in this memp” to "In the PROBE
application" to better align with draft-ietf-6man-
i cnpv6-reflection

8. | ANA Consi derati ons

I ANA is requested to update the references for the bel ow actions from
[ RFC8335] to refer to this docunent.

I ANA has performed the follow ng actions:
* Added the following to the "I CMP Type Numbers" registry:

42 Extended Echo Request
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Added the following to the "Type 42 - Extended Echo Request"”
subregi stry:

(0) No Error
* Added the following to the "I CMPv6 'type’ Nunbers" registry:
160 Ext ended Echo Request

As | CWMPv6 di stingui shes between informational and error
messages, and this is an informational nmessage, the value has
been assigned fromthe range 128-255.

Added the following to the "Type 160 - Extended Echo Request”
subregistry:

(0) No Error
* Added the following to the "I CMP Type Numbers" registry:
43 Ext ended Echo Reply

Added the following to the "Type 43 - Extended Echo Reply"
subregistry:

(0) No Error

(1) Malformed Query

(2) No Such Interface

(3) No Such Table Entry

(4) Multiple Interfaces Satisfy Query

* Added the following to the "ICMPv6 'type’ Nunbers" registry:
161 Extended Echo Reply

As | CWPv6 di sti ngui shes between informational and error
messages, and this is an informati onal nessage, the val ue has
been assigned fromthe range 128-255

Added the following to the "Type 161 - Extended Echo Reply"
subregi stry:

(0) No Error

(1) Mal formed Query

(2) No Such Interface

(3) No Such Table Entry

(4) Multiple Interfaces Satisfy Query
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* Added the following to the "I CMP Extension Object O asses and
Cl ass Sub-types" registry:

(3) Interface lIdentification oject

Added the following Ctypes to the "Sub-types - Class 3 -
Interface ldentification Object” subregistry:

(0) Reserved

(1) Identifies Interface by Nane
(2) Identifies Interface by Index
(3) Identifies Interface by Address

C- Type val ues are assigned on a First Come First Serve (FCFS)
basis with a range of 0-255.

Al'l codes nentioned above are assigned on an FCFS basis with a range
of 0-255.

9. Security Considerations
The following are legitimte uses of PROBE
* to determine the operational status of an interface.

* to determ ne which protocols (e.g., IPv4 or IPv6) are active on an
interface.

However, nmlicious parties can use PROBE to obtain additiona
informati on. For exanple, a nalicious party can use PROBE to

di scover interface names. Having discovered an interface nanme, the
mal i ci ous party may be able to infer additional information.

Addi tional information may include:

* interface bandw dth

* the type of device that supports the interface (e.g., vendor
identity)

* the operating systemversion that the above-nentioned device
execut es

Understanding this risk, network operators establish policies that
restrict access to | CMP Extended Echo functionality. In order to
enforce these policies, nodes that support |CVP Extended Echo
functionality MJST support the follow ng configuration options:
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10.

10.

* Enabl e/ di sabl e | CMP Ext ended Echo functionality. By default, |CwW
Extend Echo functionality is disabl ed.

* Define enabled L-bit settings. By default, the option to set the
L-bit is enabled and the option to clear the L-bit is disabled.

* Define enabled query types (i.e., by nane, by index, or by
address); by default, all query types are disabl ed.

* For each enabl ed query type, define the prefixes fromwhich | CW
Ext ended Echo Request nessages are permtted.

* For each interface, determ ne whether |CMP Echo Request nessages
are accept ed.

When a node receives an | CMP Extended Echo Request nessage that it is
not configured to support, it MJST silently discard the nessage. See
Section 4 for details.

PROBE must not |eak information about one Virtual Private Network
(VPN) into another. Therefore, when a node receives an | CMP Ext ended
Echo Request and the proxy interface is in a different VPN than the
probed interface, the node MJST return an | CMP Ext ended Echo Reply
with error code equal to (2) No Such Interface.

In order to protect |ocal resources, inplenmentations SHOULD rate-
limt incom ng | CMP Extended Echo Request messages.
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Appendi x A.  The PROBE Application

The PROBE application accepts input paraneters, sets a counter, and
enters a loop to be exited when the counter is equal to 0. On each
iteration of the |oop, PROBE enmits an | CMP Extended Echo Request,
decrenments the counter, sets a tiner, and waits. The | CWP Extended
Echo Request includes an ldentifier and a Sequence Number.

If an | VWP Extended Echo Reply carrying the sane Identifier and
Sequence Nunber arrives, PROBE relays information returned by that
message to its user. However, on each iteration of the | oop, PROBE
waits for the tiner to expire regardl ess of whether an Extended Echo
Reply message arrives

PROBE accepts the foll ow ng paramneters:

*  Count

* Vit

* Probing Interface Address

*  Hop Count

*  Proxy Interface Address

* Loca

* Probed Interface lIdentifier

Count is a positive integer whose default value is 3. Count
determ nes the nunber of tines that PROBE iterates through the above-
ment i oned | oop

Wait is a positive integer whose mininumand default values are 1.
Wait determines the duration of the above-mentioned tinmer, measured
i n seconds.

Probing Interface Address specifies the Source Address of the |ICW
Ext ended Echo Request. The Probing Interface Address MJUST be a
uni cast address and MUST identify an interface that resides on the
pr obi ng node.

The Proxy Interface Address identifies the interface to which the
| CMP Ext ended Echo Request message is sent. It must be an I Pv4 or
| Pv6 unicast address. |If it is an |Pv4 address, PROBE enits an

| CMPv4 nessage. |If it is an I Pv6 address, PROBE enits an | CMPv6
nessage
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Local is a boolean value. It is TRUE if the proxy and probed
interfaces both reside on the sane node. Qherwise, it is FALSE

The Probed Interface Identifier identifies the probed interface. It
is one of the follow ng:

* an interface nane;

* an address from any address famly (e.g., |1Pv4, 1Pv6, |EEE 802,
48-bit MAC, or 64-bit MAC); or

* an if-index.

If the Probed Interface Identifier is an address, it does not need to
be of the sane address famly as the proxy interface address. For
exanpl e, PROBE accepts an | Pv4d Proxy Interface Address and an | Pv6
Probed Interface ldentifier.

A. 1. Information Display

For the PING application, the primary avail abl e piece of information
is the fact that we received an | CMP Echo Reply. Therefore, the
appropriate information to display is all of the avail able

i nformati on about the received reply, e.g., size, ttl, etc. However,
with PROBE, the primary piece of information is the reported status
of the probed interface: the code, status, A 4, and 6 fields. |It’'s
appropriate to convert the conbination of the returned values into a
"human-r eadabl e" response.

For exanple, an application may performthese steps:

* |f the code field is non-zero, print the code value as descri bed
in Section 3.

* |f the code field is zero, then if the L field sent is zero, print
the state value as described in Section 3.

* (Otherwise, the L field sent is 1; print the state represented by

the A, 4, and 6 bits. Sanple textual translations for these bits
are shown in Table 1.
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4= ===}
| Al 4] 6| Text |
[ ettty ety gy o fesfemsfus o p—p—p—(—(—(—(—(—(—(————(———— L
| O] O] O] Interface inactive |
B S T L T +
| 1] O] O] Interface active, with no ipv4 or ipv6 running |
R S e R I e L +
| 2] O] 1| Interface active, with ipv6 running |
T T +
| 1] 2] O] Interface active, with ipv4 running |
B S T I L +
| 2] 2] 1| Interface active, with ipv4 and ipv6 running |
R S e R I e L +

Table 1: Sanple
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