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1.

I nt roducti on

HTTP proxi es that use the CONNECT net hod defined in Section 9.3.6 of
[HTTP] (often referred to as "forward" proxies) allow clients to open
connections to hosts via a proxy. These typically allow for TCP
stream proxyi ng, but can al so support UDP proxying [ CONNECT- UDP] and
| P packet proxying [CONNECT-1P]. The locations of these proxies are
not just defined as hostnames and ports, but can use URI tenplates

[ URI TEMPLATE] .

In order to make use of multiple related proxies, clients need a way
to understand which proxies are associated with one another, and
whi ch protocols can be used to conmunicate with the proxies.

Clients can al so benefit from|earning about additional information
associated with the proxy to optim ze their proxy usage, such know ng
that a proxy is configured to only allow access to a limted set of
desti nati ons.

These inmprovenents to client behavior can be achi eved through the use
of Provisioning Domai ns. Provisioning Domains (PvDs) are defined in
[ PVD] as consistent sets of network configuration information, which
can include proxy configuration details (Section 2 of [PVD]).

Section 4.3 of [PVDDATA] defines a JSON [JSON] format for describing
Provi si oni ng Domai n Additional Information, which is an extensible
dictionary of properties of the Provisioning Domain.

Thi s docunent defines several nechanisns to use PvDs to help clients
under stand how to use proxi es:

1. Away to fetch PvD Additional Information associated with a known
proxy URI (Section 2)

2. Away to list one or nore proxy URIs in a PvD, allowing clients
to | earn about other proxy options given a known proxy
(Section 3).

3. Away to define the set of destinations that are accessible
through the proxy (Section 4).

Using this nmechanisma client can learn that a | egacy insecure HITP
proxy that the client is configured with is also accessi bl e using
HTTPS. 1In this way, clients can upgrade to a nore secure connection
to the proxy.
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1.1. Background

Non- st andard nechani sns for proxy configuration and di scovery have
been used historically, some of which are described in the

i nformati onal [ RFC3040]: Proxy Auto Configuration (PAC) files
Section 6.2 of [RFC3040] are JavaScript scripts that take URLs as

i nput and provide an output of a proxy configuration to use. Wb
Proxy Auto-Di scovery Protocol (WPAD) Section 6.4 of [RFC3040] all ows
networks to advertise proxies to use by advertising a PACfile. This
sol ution uses the DHCPv4 option 252, reserved for private use
according to Section 2.1 of [I ANA-DHCP]. These comobn (but non-
standard) nechani snms only support defining proxies by hostnanme and
port, and do not support configuring a full UR tenplate

[ URI TEMPLATE] .

The nmechani sns defined in this docunment are intended to offer a
standard alternative that works for URI-based proxies and avoi ds
dependenci es on executing JavaScript scripts, which are prone to
i mpl ement ati on inconsistencies and security vulnerabilities.

1.2. Requirenents Keywords

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

1.3. Note to the RFC Editor
RFC EDI TOR: Pl ease renpve this section before publication

Various identifier words are used in this draft using the code

mar kdown and are easily noted in the HTM. rendering of this draft.
The authors kindly request that the RFC editor nmakes these instances
noti ceabl e via appropriate markings in the TXT and PDF renderings of
this draft. The terminclude, but may not be linmted to the
foll owi ng: proxies protocol proxy mandatory al pn identifier

2. Fetching PvD Additional Infornmation for proxies
Thi s docunent defines a way to fetch PvD Additional |Information

associ ated with a proxy. This PvD describes the properties of the
net wor k accessi bl e through the proxy.
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Clients fetch PvD Additional Information associated with a proxy by
i ssuing an HTTP GET request for a PvD URI using the "application/
pvd+j son" nedia type as defined in Section 4.1 of [PVDDATA]. The
fetch MUST use the "https" schene.

[ PVDDATA] defines the well-known PvD URI, that uses a path of

"/ .wel | -known/pvd" and is served on the standard port for HITP over
TLS (HTTPS), port 443. \When a client is provisioned with the

host name of a proxy for which it wants to | ook up PvD Additiona
Information, the client SHALL use the well-known PvD URI using the
host authority of the proxy. A client can also be directly
configured with a HTTPS URI on which to fetch the PvD Information, in
whi ch case the fetch SHALL be made to that configured URI

A client MAY cache the infornmation it obtained from PvD Additi ona
Information, but it MJST discard cached i nformation if:

* The current tine is beyond the "expires" value defined in
Section 4.3 of [ PVDDATA]

* A new Sequence Nunmber for that PvDis received in a Router
Advertisenment (RA)

To avoid synchroni zed queries toward the server hosting the PvD
Addi tional Information when an object expires, clients MIST apply a
random zed backoff as specified in Section 4.1 of [PVDDATA]

For exanple, a client would issue the follow ng request for the PvD
associated with "https://proxy.exanpl e. org/
masque{ ?t arget _host,target port}":

> met hod GET

:schene ht t ps

;authority = proxy.exanple.org
:path = /.well-known/ pvd
accept = application/pvd+json

A client would send the same request as above for the PvD associ ated
with an HTTP CONNECT proxy on "proxy.exanpl e.org: 8080". Note that
the client will not nmake the GET request for the PvD to port 8080,
but to port 443.

Note that all proxies that are co-located on the sanme host share the

same PvD Additional Information. Proxy deployments that need
separate PvD configuration properties MJIST use different hosts.
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PvD Additional Information is required to contain the "identifier",
"expires", and "prefixes" keys. For proxy PvDs as defined in this
docunent, the "identifier"™ MJUST match the hostnane of the HITTP proxy.
The "prefixes" array MJST be enpty for cases when the PvD identifier
is not provided by a Router Advertisenent as defined in [ PVDDATA].

2.1. Discovery via HITPS/ SVCB Recor ds

To allow clients to determ ne whether PvD Additional Information is
avail abl e for a particul ar named host (which allows fetching proxy
information, as well as any other information in the PvD), this
docunent defines a new SvcParanKey in HTTPS and SVCB DNS records
defined in [ SVCB- DNS] .

Presence of this SvcParamKey, named pvd, indicates that the host
supports PvD di scovery via the well-known PvD URI defined in
Section 4.1 of [PVDDATA]. The presence of this key in an HTTPS or
SVCB record signals that PvD Additional Information can be fetched
using the "https" scheme fromthe host on port 443 using the well -
known path. The value of the pvd SvcParanKey MJST be enpty.

A client receiving a DNS record |ike the foll ow ng:
proxy. exanple.org. 3600 IN HTTPS 1 . al pn="h3, h2" pvd

can interpret the presence of the pvd key as an indication that it
MAY performa PvD fetch from "https://proxy. exanpl e. org/.well -known/
pvd" using HTTP GET net hod.

This key is useful for detecting proxy configurations when | ooking up
a DNS record for a known proxy name, but is a generic hint that PvD
Additional Information is available. Future extensions to PvD

Addi tional Information can al so take advantage of this discovery
mechani sm

This hint is advisory; clients MAY still attenpt to fetch PvD
Addi tional Information even if pvd SvcParanKey is not present.

The pvd SvcParamKey is registered with | ANA as described in
Section 7.5.
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3.

3.

Enunmerating proxies within a PvD

Thi s docunent defines a new PvD Additional Information key, proxies,
that is an array of dictionaries, where each dictionary in the array
defines a single proxy that is available as part of the PvD (see
Section 7.1). Each proxy is defined by a proxy protocol and a proxy
| ocation (i.e., a hostname and port or a URH tenplate [UR TEMPLATE]),
along with other optional keys.

When a PvD that contains the proxies key is fetched froma known
proxy using the nethod described in Section 2, the proxies array
descri bes proxies that can be used in addition to the known proxy.
The proxies may potentially supporting other protocols.

Such cases are useful for informng clients of related proxies as a
di scovery nethod, with the assunption that the client already is
aware of one proxy. Many historical nethods of configuring a proxy
only allow configuring a single hostnane and port for the proxy. A
client can attenpt to fetch the PvD information fromthe well-known
URI to learn the list of complete URI's that support non-default
protocol s, such as [ CONNECT- UDP] and [ CONNECT-I P] .

1. Proxy dictionary keys

Thi s docunent defines two required keys for the sub-dictionaries in
the proxies array: protocol and proxy. There are also optional keys,
i ncludi ng mandatory, alpn, and identifier. Oher optional keys (keys
defined in future extensions or proprietary key defined in

Section 3.2) can be added to the dictionary to further define or
restrict the use of a proxy. The keys are registered with | ANA as
described in Section 7.2, with the initial content provided bel ow.

f Sl b pumnl s oo ey oo =l oo e s s s s s s s e

| JSON Key | Optional/|Description |Type | Exanpl e

| | Requi red | | |

| protocol |required | The protocol |String |"connect-udp"

| | | used to | |

| | | communi cate | |

| | |with the | |

I I | proxy I I

S S g S oo

pr oxy | required | String | String |"https://exanpl e. org: 4443/

| cont ai ni ng | | masque/
| the URI | | {?target _host,target port}

I

I I

| |

| | | tenpl ate or | |
| | | host and port| |
| | | of the proxy, | |
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| | | dependi ng on | |

| | | t he format | |

| | | defi ned by | |

| | | the protocol | |

| mandatory |optional |An array of |Array |["exanple_key"]
| | optional keys| of |

| |that client |Strings|
| | must

| | under st and
| | and process
| |to use this
I | proxy

| al pn |optional |An array of |Array |["h3","h2"]
| Appli cation- | of |

| | Layer | Strings|
| | Prot ocol |
| | Negoti ation |
| | prot ocol |
| |identifiers |

+

identifier|optional |A string used|String |"udp-proxy"
| |to refer to |

|entries in
| proxy-match

I

I

I I

I I

| |

| | | ot her
I I

I I

I I

I I

| t he proxy, | |
| whi ch can be | |
| referenced by| |
I
| di ctionari es, |
I
I
I

I
I
| such as |
I
I

Table 1: Initial Proxy Informati on PvD Keys Registry Contents

The val ues for the protocol key are defined in the proxy protoco
registry (Section 7.3), with the initial contents provided bel ow.

For consi stency, any new proxy types that use HTTP Upgrade Tokens
(and use the :protocol pseudo-header) MJST define the protocol value
to match the Upgrade Token / :protocol value. Extensions to proxy
types that use the sane HITP Upgrade Tokens ought to be covered by
the sane protocol value; if there are properties specific to an

ext ensi on, the extensions can either define new optional keys or rely
on negotiation within the protocol to discover support.
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[ oo oo ool e
| Proxy | Proxy | Reference | Notes |
| Protocol | Location | | |
| | For mat | | |
S ettty el el e ey
| socks5 | host:port | [SOCKSv5] | |
I I T I I I T I I I R +
ht t p- connect host : port Section 9.3.6 St andard CONNECT

I I
of [HITP] | nmethod, using |
| unencrypted HTTP |
I I

to the proxy

| https-connect | host:port | Section 9.3.6 | Standard CONNECT |
| | | of [HITP] | nmethod, using |
| | | | TLS-protected |
| | | | HTTP to the proxy |
oo Fom e oo o e e o s +
| connect-udp | UR | [ CONNECT- UDP] | |
| tenplate | | |
o m e e e oo - N o m e e e oo - o e e e e oo oo +
| connect-ip | URI | [CONNECT-I1P] | |
| template | | |
oo Fom e oo o e e o s +
| connect-tcp | UR | [ CONNECT- TCP] | |
I | tenplate | I I
o m e e e oo - N o m e e e oo - o e e e e oo oo +

Table 2: Initial PvD Proxy Protocol Registry Contents

The val ue of proxy depends on the Proxy Location Format defined by
proxy protocol. The types defined here either use a host as defined
in Section 3.2.2 of [URI] and port, or a full URl tenplate.

The val ue of the nandatory key is an array of keys that the client
must understand and process to be able to use the proxy. A client
that does not understand a key fromthe array or cannot fully process
the value of a key fromthe array MJUST ignore the entire proxy

di ctionary.

The mandatory array can contain keys that are either

* registered in an IANA registry, defined in Section 7.2 and marked
as optional,

* or proprietary, as defined in Section 3.2

The nmandatory array MJST NOT include any entries that are not present
in the sub-dictionary.
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If the alpn key is present, it provides a hint for the Application-
Layer Protocol Negotiation (ALPN) [ALPN] protocol identifiers
associated with this server. For HTTP proxies, this can indicate if
the proxy supports HITP/ 3, HITP/ 2, etc.

The value of the identifier key is a string that can be used to refer
to a particular proxy fromother dictionaries, specifically those
defined in Section 4. The string value is an arbitrary non-enpty
JSON string using UTF-8 encodi ng as discussed in Section 8.1 of
[JSON]. Characters that need to be escaped in JSON strings per
Section 7 of [JSON] are NOT RECOMVENDED as they can lead to
difficulties in string conparisons as discussed in Section 8.3 of
[JSON]. Identifier values MAY be duplicated across different proxy
dictionaries in the proxies array. References to a particular
identifier apply to the set of proxies sharing that identifier
Proxies without the identifier key are expected to accept any traffic
since their destinations cannot be contained in proxy-match array
defined in Section 4. Proxies with identifier keys are expected to
accept traffic based on matching rules in the proxy-match array and
MUST NOT be used if they are not included in the proxy-match array.

3.2. Proprietary keys in proxy configurations

I mpl enent ati ons MAY include proprietary or vendor-specific keys in
the sub-dictionaries of the proxies array to convey additional proxy
configuration information not defined in this specification

A proprietary key MIST contain at |east one underscore character
(" ") as a delinmter in the string, with characters both before and
after the underscore. The right-npst underscore serves as a

separ ator between a vendor-specific nanmespace and the key nane; i.e.
the string to the right of the right-nost underscore is the key nane
and the string to the left of the right-nost underscore specifies the
vendor - speci fi ¢ namespace. For exanple, "exanple_tech authnode”
could be a proprietary key indicating an authentication node defined
by a vendor naned "Exanple Tech".

When conbi ned with mandatory array, this mechani small ows
i npl ementations to extend proxy mnetadata while maintaining
interoperability and ensuring safe fallback behavior for clients that
do not support a given extension

3.3. Exanple

G ven a known HTTP CONNECT proxy FQDN, "proxy.exanple.org", a client
coul d request PvD Additional Information with the follow ng request:
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: met hod GET

:schene ht t ps

rauthority = proxy.exanple.org
:path = /.well-known/ pvd
accept = application/pvd+json

If the proxy has a PvD definition for this FQDN, it would return the
foll owi ng response to indicate a PvD that has two rel ated proxy URIs.

:status = 200
content-type = application/pvd+json
content-length = 322

{

"identifier": "proxy.exanple.org.",
"expires": "2026-06-23T06: 00: 002",
"prefixes": [],

"proxies": [

{
"protocol": "http-connect",
"proxy": "proxy.exanple.org: 80"
} i)
{
"protocol": "connect-udp",
"proxy": "https://proxy.exanple.org/ masque{?target_host,target_port}"
}

Fromthis response, the client would I earn the URI tenplate of the
proxy that supports UDP using [ CONNECT- UDP], at
"https://proxy. exanpl e. org/ masque{ ?t arget _host, target_port}".

Destination accessibility information for proxies

Destination accessibility information is used when only a subset of
destinations is reachable through a proxy. Destination restrictions
are often used in VPN tunnel configurations such as split DNS in

| KEv2 [I KEV2SPLIT], and in other proxy configuration mechanisns |ike
PAC files (see Section 1.1).

PvD Additional Information can be used to indicate that a set of
proxies only allows access to a linmted set of destinations.

To support determ ning which traffic is supported by different

proxi es, this docunment defines a new PvD Additional |nformation key
proxy-match. This key has a value that is an array of dictionaries,
where each subdictionary describes a rule for matching traffic to one
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or nore proxies, or excluding the traffic fromall proxies described
in the PvD. These subdictionaries are referred to as "destination
rul es”, since they define rules about which destinations can be
accessed for a particular proxy or set of proxies.

4.1. Destination Rul e Keys

Thi s docunent defines four keys for destination rules. Any
destination rule MJST contain the proxies key. Values correspondi ng
to the proxies key nay be either an enpty array, which inplies that
no proxy defined in this PvD can process matching traffic, or an
array of strings with at |east one proxy identifier string. Al
destination rules MJST al so contain at |east one other key use to
describe the destination properties. Each key’'s value MJST be an
array with at | east one entry.

Ext ensi ons or proprietary deploynments can define new keys to descri be
destination properties. Any destination rules that include keys not
known to the client, or values that cannot be parsed, MJST be ignored
in their entirety.

Destination rule keys are registered with I ANA as defined in
Section 7.4, with the initial content provided bel ow
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Tabl e 3:
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Initial

Proxy Configuration

:::::::::::::+:::::::
Description | Type
:::::::::::::L:::::::
An array of |Array
strings | of
that match | Strings
identifier |
val ues from |
t he top- |
| evel |
pr oxi es |
array |
............ I,
An array of |Array
FQDNs and | of
wi | dcard | Strings|
DNS domai ns |
............ O
An array of |Array
| Pv4 and | of
| Pv6 | Strings|
addr esses |
and subnets |
............ O
An array of |Array
TCP and UDP | of

port ranges | Strings|

PvDs April 2026
sl o}
Exanpl e |
|
e ——(——————————————

["tcp-proxy", "udp-
proxy"]

[ "www. exanpl e. cont',

|
"*_ internal.exanple.conl'] |
I
I

[*2001: db8:: 1",
"192.0. 2.0/ 24"]

["80", "443",
"1024- 65535"]

PvD Proxy Destination Rule Registry Contents
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The domai ns array includes specific FQDNs and zones that are either
accessi bl e using specific proxy (for rules with non-enpty proxies
array) or non-accessi bl e through any proxies (for rules with empty
proxies array). WIldcards are allowed only as prefixes (*.). A

Wil dcard prefix is used to indicate matching entire donai ns or
subdonmi ns instead of specific hostnanes. Note that this can be used
to match nultiple | evel s of subdomains. For exanple, "*.exanple.cont
mat ches "internal.exanmple.cont as well as "ww. public.exanpl e.cont.
Entries that include the wildcard prefix also match an FQDN that only
contains the string after the prefix, with no subdomain. So, an
entry "*.exanple.cont in the donmains array of a proxy-match rule
woul d match the FQDN "exanple.com'. This is done to prevent conmonly
needing to include both "*. exanple.com and "exanple.com in the
domai ns array of a proxy-match rule. Matches are perforned agai nst
absol ute domai n nanes, independent of the client’s configured DNS
search suffixes. Cdients MJST NOT apply | ocal DNS suffix search
rul es when interpreting domains entries. A string MAY have a
trailing dot ("."); it does not affect the matching | ogic.

The subnets array includes IPv4 and | Pv6 address literals, as well as
| Pv4 address subnets represented using CIDR notation [CIDR] and | Pv6
address prefixes Section 2.3 of [IPv6-ADDR]. Subnet-based
destination informati on can apply to cases where applications are
communi cating directly with an | P address (w thout having resolved a
DNS nanme) as well as cases where an application resolved a DNS nane
to a set of I P addresses. Note that if destination rules include an
enpty proxies array (indicating that no proxy is applicable for this
subnet), an application can only reliably follow this destination
rule if it resolves DNS nanmes prior to proxying.

The ports array includes specific ports (used for matching TCP and/ or
UDP ports), as well as ranges of ports witten with a | ow port val ue
and a high port value, with a - in between. For exanmple, "1024-2048"
mat ches all ports from 1024 to 2048, including port 1024 and 2048.

If ports key is not present, all ports are assuned to match. The
array may contain individual port nunmbers (such as "80") or inclusive
ranges of ports.

4.2. Using Destination Rules

The destination rules can be used to determ ne which traffic can be
sent through proxies, and which specific set of proxies to use for
any particular connection. By evaluating the rules in order, a
consi stent behavi or for usage can be achi eved.

Rules in the proxy-match array are provided in order of priority,

such that a client can evaluate the rules fromthe first in the array
to the last in the array, and attenpt using the matching proxy or
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proxies fromthe earliest matching rule first. |[If earliest matching
rule has enpty array of proxies, a client MJST NOT send matching
traffic to any proxy defined in this PvD.

In order to match a destination rule in the proxy-match array, all
properties MJST apply. For exanple, if a destination rule includes a
domai ns array and a ports array, traffic that matches the rul e needs
to match at |least one of the entries in the domains array and one of
the entries in the ports array. |In addition, a destination rule is
considered a match only if at |east one of the associated proxy
identifiers is supported by the client(client understand all

mandat ory keys in the protocol description) and supports the protoco
required by the connection attenpt (for exanple, connect-udp for UDP
traffic). |If no listed proxy identifier is applicable, the rule MIST
be treated as not matching, and the client continues eval uation of
subsequent rul es.

A matched rule will then either point to one or nore proxy identifier
val ues, which correspond to proxies defined in the array from
Section 3, or instructs the client to not send the matching traffic
to any proxy. |If a matching rule contains nore than one identifier,
the client MUST treat the array as an ordered |list, where the first
identifier is the nost preferred. Miltiple proxy dictionaries can
contain the sane identifier value. |In this case, the client can
choose any of the proxies; however, the client ought to prefer using
the sane proxy for the consecutive requests to the sane proxy
identifier to increase connection reuse.

Entries listed in a proxy-nmatch object MJUST NOT expand the set of
destinations that a client is willing to send to a particul ar proxy.
The array can only narrow the set of destinations that the client is
willing to send through the proxy. For example, if the client has a
|l ocal policy to only send requests for "*.exanple.conl to a proxy
"proxy. exanpl e.conf, and domains array of a match object contains
"internal.exanpl e.com and "ot her. conpany. cont', the client would end
up only proxying "internal.exanple.com through the proxy.

4.3. Proprietary Keys in Destination Rul es
I mpl enent ati ons MAY include proprietary or vendor-specific keys in

destination rules to define custommatching | ogic not specified in
this docunent.
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Simlar to proprietary keys in proxy dictionaries (Section 3.2), a
proprietary key in destination rule MJST contain at |east one
underscore character ("_"), which separates a vendor-specific
nanespace fromthe key nane. For exanple, "acne_processid" could be
a key used to apply rules only to traffic of a specific process
identifier as defined by a vendor naned "acne".

Clients that encounter a proprietary key they do not recognize MJST
ignore the entire destination rule in which the key appears. This
ensures that unknown or unsupported matching | ogi c does not

i nadvertently influence proxy selection or bypass security controls.

4. 4. Exanpl es
In the foll owi ng exanple, two proxies are defined with a common

identifier ("default _proxy"), with a single destination rule for
"* internal.exanple.org".

{
"identifier": "proxy.exanple.org.",
"expires": "2026-06-23T06: 00: 002",
"prefixes": [],
"proxies": [
{
"protocol": "http-connect",
"proxy": "proxy.exanple.org: 80",
"identifier": "default_proxy"
H
{
"protocol": "http-connect",
"proxy": "proxy2.exanple.org: 80",
"identifier": "default_proxy"
}
1.
"proxy-match": [
"domains": [ "*.internal.exanple.org" ],
"proxies": [ "default_proxy" ]
}
]
}

The client could then choose to use either proxy associated with the
"defaul t _proxy" identifier for accessing TCP hosts that fall within
the "*.internal.exanpl e.org" zone. This would include the hostnanes

"internal .exanple.org", "foo.internal.exanple.org",
"www. bar . i nternal . exanpl e.org" and all other hosts within
"internal.exanple.org". The client will use the same proxy for the

Pauly, et al. Expires 16 October 2026 [ Page 16]



I nternet-Draft Proxy Configuration PvDs April 2026

followi ng requests to hosts falling into the "*.internal.exanple.org"
zone to increase connection reuse and make use of the connection
resunption. The client will not use the proxies defined in this
configuration to hosts outside of the "*.internal.exanple.org" zone.

In the next exanple, two proxies are defined with a distinct
identifier, and there are three destination rules:

{
"identifier": "proxy.exanple.org.",
"expires": "2026-06-23T06: 00: 00Z",
"prefixes": [],
"proxies": [
{
"protocol": "http-connect",
"proxy": "proxy.exanple.org: 80",
"identifier": "default_proxy"
H
{
"protocol": "http-connect",
"proxy": "special - proxy. exanpl e. org: 80",
"identifier": "special proxy"
}
1,
"proxy-match": [
"domains": [ "*.special.exanple.org" ],
“ports": [ "80", "443", "49152-65535" ],
"proxies": [ "special _proxy" ]
H
{
"domai ns": [ "no-proxy.internal.exanple.org" ],
"proxies": [ ]
H
{
"domains": [ "*.internal.exanple.org" ],
"proxies": [ "default_proxy" ]
}
]
}

In this case, the client would use "speci al - proxy. exanpl e. org: 80" for
any TCP traffic that matches "*. speci al . exanpl e. org" destined to
ports 80, 443 or any port between 49152 and 65535. The client would
not use any of the defined proxies for access to "no-
proxy.internal.exanple.org". And finally, the client would use
"proxy. exanpl e.org: 80" to access any other TCP traffic that matches
"* internal.exanple.org".
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In the foll owi ng exanple, three proxies are sharing a conmon
identifier ("default-proxy"), but use separate protocols constraining
the traffic that they can process.

{
"identifier": "proxy.exanple.org.",
"expires": "2026-06-23T06: 00: 00Z",
"prefixes": [],
"proxies": [
{
"protocol": "http-connect",
"proxy": "proxy.exanple.org: 80",
"identifier": "default_proxy"
b
{
"protocol ": "connect-udp",
"proxy": "https://proxy.exanple.org/ masque/udp/{target_host}, {target_port}",
"identifier": "default_ proxy"
b
{
"protocol": "connect-ip",
"proxy": "https://proxy.exanple.org/ masque/ip{?target,ipproto}”,
"identifier": "default_proxy"
}
1,
"proxy-match": [
"domains": [ "*.internal.exanple.org" ],
"proxies": [ "default_ proxy" ]
}
]
}

The client would use proxies in the follow ng way:

* Traffic not destined to hosts within the "*.internal.exanple.org"
zone is not sent to any proxy defined in this configuration

* TCP traffic destined to hosts within the "*.internal.exanple.org"
zone is sent either to the proxy with "http-connect" protocol or
to the proxy with "connect-ip" protoco

* UDP traffic destined to hosts within the "*.internal.exanple.org"

zone is sent either to the proxy with "connect-udp" protocol or to
the proxy with "connect-ip" protoco
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* Traffic other than TCP and UDP destined to hosts within the
"* internal.example.org" zone is sent to the proxy with "connect-
i p* protocol

The foll owi ng exanpl e provides a configuration of proxies to be used
by default with a set with exceptions to bypass:

{
"identifier": "proxy.exanple.org.",
"expires": "2026-06-23T06: 00: 002",
"prefixes": [],
"proxies": [
{
"protocol": "http-connect",
"proxy": "proxy.exanple.org: 80",
"identifier": "default_proxy"
H
{
"protocol": "http-connect",
"proxy": "backup.exanpl e.org: 80",
"identifier": "secondary_proxy"
}
1,
"proxy-match": [
{
"domains": [ "*.intranet.exanple.org" ],
"proxies": [ ]
%,
"subnets": [ "192.0.2.0/24", "2001:db8::/32" ],
"proxies": [ ]
b
{
"proxies": [ "default proxy", "secondary_proxy" ]
}
]
}

In this case, the client will not forward TCP traffic that is
destined to hosts matching "*.intranet.exanple.org", 192.0.2.0/24 or
2001: db8::/32, through the proxies. Due to the order in "proxies"
array in the last rule of "proxy-match", the client would prefer
"proxy. exanpl e. org: 80" over "backup.exanpl e. org: 80"

The foll owi ng exanpl e provides a configuration of proxies that enable

setting one proxy for "exanple.org" and a different proxy for all of
its subdomains, i.e. "*.exanple.org"
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{
"identifier": "proxy.exanple.org.",
"expires": "2026-06-23T06: 00: 002",
"prefixes": [],
"proxies": [
{
"protocol": "http-connect",
"proxy": "proxyl.exanpl e.org: 80",
"identifier": "proxyl"
H
{
"protocol": "http-connect",
"proxy": "proxy2.exanple.org: 80",
"identifier": "proxy2"
}
1,
"proxy-match": [
{
"domains": [ "exanple.org" ],
"proxies": [ "proxyl" ]
H
{
"domains": [ "*.exanple.org" ],
"proxies": [ "proxy2" ]
}
]
}

In this case, the client will forward TCP traffic that is destined to
host "exanple.org" to "proxyl.exanple.org:80" and all traffic to the
subdomai ns of "exanple.org", i.e. "*.exanple.org" will be forwarded
to "proxy2.exanpl e. org: 80".

Di scovering proxies fromnetwork PvDs

[ PVDDATA] defines how PvD Additional Information is discovered based
on network advertisenents using Router Advertisenents [ RFC4861].

This means that a network defining its configuration via PvD
informati on can include the proxies key (Section 3). However,
clients MUST NOT automatically use these proxy configurations, unless
the device has been explicitly provisioned to trust this
configuration fromthe network for specific proxy hosts; for exanple,
a cor por at e- managed devi ce could use this mechani smon an

aut henti cated corporate network to | earn which of an allowed set of
proxy URI's are available at this particular |ocation
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Future specifications can define ways to dynamically trust proxy
configurations delivered by a network, but such nechani sns are out of
scope for this docunent.

6. Security Considerations

Thi s docunment extends the PvD Additional Information defined in
[ PYDDATA]; as such, all security considerations from [ PVDDATA] apply
here.

The nechanisns in this docunent allow clients using a proxy to
"upgrade" a configuration for a cleartext HTTP/ 1.1 or SOCKS proxy
into a configuration that uses TLS to comunication to the proxy.
Thi s upgrade can add protection to the proxied traffic so it is less
observabl e by entities along the network path; however it does not
prevent the proxy itself from observing the traffic being proxied.

Configuration advertised via PvD Additional |nformation, such as DNS
zones or associ ated proxies, can only be safely used when fetched
over a secure TLS-protected connection, and the client has validated
that the hostname of the proxy, the identifier of the PvD, and the
val i dat ed hostnane identity on the certificate all nmatch.

The lists of proxies and destination rules provided by the PvD

Addi tional Information mght exceed the nenory constraints or
processing capabilities of clients, particularly for constrained
devices. Aclient that is not able to process all of the content of
either the proxies list or destination rules due to resource
limtations MJST ignore the proxy configuration entirely. dients
MUST i nplenment linmts for the maxi mum nunber of proxy configurations
and destination rules that they are able to process; the specific
limts will vary based on device capabilities.

When using information in destination rules (Section 4), clients MJST
only allow the PvD configuration to narrow the scope of traffic that
they will send through a proxy. dients that are configured by
policy to only send a particular set of traffic through a particular
proxy can learn about rules that will cause themto send nore

narrow y-scoped traffic, but MJST NOT send traffic that would go
beyond what is allowed by | ocal policy.

As described in Section 5, proxy configuration discovered based on

RAs from a network MJST NOT be automatically used by clients to start
usi ng proxies when they woul d ot herwi se not proxy traffic.
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7. 1 ANA Consi derations
7.1. New PvD Additional Information key

Thi s docunent registers two new keys in the "Additional I|nfornation
PvD Keys" registry [ ANA_PVD .

7.1.1. proxies Key
JSON Key: proxies
Description: Array of proxy dictionaries associated with this PvD
Type: Array of dictionaries
Exanpl e:

[
{

"protocol": "connect-udp",
"proxy": "https://proxy.exanple.org/ masque{?target_host,target_port}"

7.1.2. proxy-match Key
JSON Key: proxy-match

Description: Array of proxy match rules, as dictionaries, associated
with entries in the proxies array.

Type: Array of dictionaries

Exanpl e:

[
"domains": [ "*.internal.exanple.org" ],
"proxies": [ "default_proxy" ]

}
]
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7.2. New PvD Proxy Information Registry

IANA is requested to create a new registry "Proxy Information PvD
Keys", within the "Provisioning Donains (PvDs)" registry page. This
new registry reserves JSON keys for use in sub-dictionaries under the
proxies key. The initial contents of this registry are given in

Tabl e 1.

New assignnents in the "Proxy Information PvD Keys" registry will be
adm ni stered by | ANA through Expert Review [ RFC8126]. Experts are
requested to ensure that defined keys do not overlap in nanmes or
semantics, do not contain an underscore character ("_") in the nanes
(since underscores are reserved for vendor-specific keys), and have
clear format definitions. The reference and notes fields may be

enpty.
7.3. New PvD Proxy Protocol Registry

I ANA is requested to create a new registry "Proxy Protocol PvD

Val ues", within the "Provisioning Domains (PvDs)" registry page.
This new registry reserves JSON val ues for the protocol key in

proxi es sub-dictionaries. The initial contents of this registry are
given in Table 2.

New assignments in the "Proxy Protocol PvD Values" registry will be
adm ni stered by | ANA through Expert Review [ RFC8126]. Experts are
requested to ensure that defined keys do not overlap in names. The
reference and notes fields may be enpty.

7.4. New PvD Proxy Destination Rule Registry

I ANA is requested to create a new registry "Proxy Destination Rule
PvD Keys", within the "Provisioning Domains (PvDs)" registry page.
This new registry reserves JSON keys for use in sub-dictionaries
under the proxy-match key. The initial contents of this registry are
given in Table 3.

New assi gnnents in the "Proxy Destination Rule PvD Keys" registry

wi Il be adm nistered by | ANA through Expert Review [ RFC8126].
Experts are requested to ensure that defined keys do not overlap in
nanes or semantics, and do not contain an underscore character ("_")
in the nanes (since underscores are reserved for vendor-specific
keys).

7.5. New DNS SVCB Service Paraneter Key (SvcParanKey)

I ANA is requested to add a new entry to the "DNS SVCB Servi ce
Par anmet er Keys (SvcParanKeys)" registry [| ANA SVCB]:
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*  Nunber: TBD
*  Name: pvd
* Meaning: PvD configuration is available at the well-known path
* Change Controller: |IETF
* Reference: this document, Section 2.1
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