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Abst ract

Thi s docunent di scusses the drawbacks of the current practice of
assigning a UDP port to each nmulticast application. Such assignnents
are redundant because the nulticast address already uniquely
identifies the data. The docunent proposes assigning a UDP port
specifically for use with nmulticast applications and lists
requirenents for using this port. This method does not require

nmodi fication to existing protocol stacks, though recommended updates
to nake the port easier to use are included.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi mum of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 17 March 2026

Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega

Provisions Relating to | ETF Docunents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
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Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunment. Code Conponents
extracted fromthis docunent nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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1. Introduction

The Internet community has recogni zed the need to be judicious when
assigning port nunbers (see [RFC7605], Section 6). Wth unicast
applications, the need for explicit port assignment has been reduced
by techni ques such as locally assigning a dynam c port, conbined with
sonme nechani smfor advertising that port (see [ RFC7605],

Section 7.1). Dynami c assignnment does not work with multicast
applications because it is inpossible to guarantee that the port
remai ns unused by all hosts that nay want to join a given multicast
group. The result is that each nulticast application-Ilayer protoco
has had to have its own dedi cated port assignment. Even worse, each
different use of that nulticast application-layer protocol has had to
have a different uni que port assigned.

In the TCP/ 1P nodel, the port nunber in the transport |ayer

mul ti pl exes applications within a host (see [RFC1122], Section 4.1.1
and [ RFC7605], Section 5). Wth Any-Source Milticast, the use of a
port nunber to nultiplex applications is unnecessary because the
destination nmulticast address already provides a unique identifier
for the application. The sanme applies to Source-Specific Milticast
if both source address and destination nulticast address are
consi der ed.
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Because of the desire to conserve port nunbers and the fact that a
port is not necessary to nultiplex multicast applications, this
docunent assigns a UDP port that may be used with multicast
applications: the Miulticast Application Port.

Assigning a UDP port for nulticast applications (as opposed to other
met hods) provides i mediate conpatibility with existing network
protocol stacks. Section 3 contains requirenments that facilitate use
of the port on a given platform but incorporating these requirenents
into existing platforns is expected to be a gradual process.

Use of this port is optional because there nmay be circunstances where
assigning a port is preferred, such as when participants cannot neet
the requirenents in Section 3 and Section 4.

An application may use this port in conjunction with a unicast port
to bal ance out deficiencies related to nulticast distribution (see
[ RFC9119], for exanple).

1.1. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [RFCB174] when, and only when, they appear in al
capital s, as shown here

2. Assignnent

Thi s docunent _requests_ assignnment of UDP port 8738 (0x2222) and
gives it the service name "ntast-app-port".

The _requested_ port may be used as a source port if the application
excl usively uses nulticast nessages.

If any application nmessages are unicast, then a different port should
be used for the source port. This allows receivers to know which
port to send replies to. Such arrangenents would likely require

mul tiple sockets, as the application would need to bind to nultiple
ports.
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3.

Host Requirenents

Hosts SHALL require applications using this port to use it non-
exclusively. In practice, this neans hosts using POSI X-1i ke socket
APl's woul d require applications to set the SO REUSEADDR and/ or

SO REUSEPORT socket options before binding the socket [POSIX]. This
ensures that applications devel oped on a conformant host will also
wor k on a non-conformant host.

Hosts SHALL prevent use of the port with the wildcard address (see
[ RFC3493], Section 3.8) by having the socket bind operation return an
error code.

Hosts SHALL prevent applications from sending non-nulticast packets
to this destination port by having the send operation return an error
code.

Hosts SHALL discard all incom ng, non-multicast packets that use this
destination port.

Appl i cation Requirenents

Appl i cations running on non-conformant hosts can ensure conpatibility
with confornmant hosts by neeting the requirements in this section.

Applications running on a non-conformant host SHALL NOT prevent ot her
applications fromusing this port. |In practice, this nmeans that
applications using PCOSI X-1ike socket APIs woul d enabl e the

SO REUSEADDR and/ or SO REUSEPORT socket options before binding the
socket [PCSI X].

Applications running on a non-conformant host SHALL discard all
dat agranms that do not have the multicast address used by the
appl i cation.

Security Considerations

Appli cations running on non-conformant hosts are vulnerable to a
deni al of service attack if another application clainms exclusive
access to the port.

Systens that use POSI X-1ike socket APIs typically have restrictions
on binding multiple sockets to the same port. This can serve as a
rudi nentary security mechanismin that other |ocal applications
cannot eavesdrop on the nulticast stream A necessary side-effect of
using the Multicast Application Port is that applications can no

| onger rely on these security nechanisns. These applications nmay
want to incorporate additional security measures into their protocol
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Note that the problem of |ocal eavesdropping is typically no worse
than eavesdropping in-flight, so it is likely that both attack
vectors can be resolved by the same security neasure.

6. | ANA Consi derations

IANA is _requested_ to assign the follow ng port:

Servi ce Nane ncast - app- port

Transport Protocol UDP

Assi gnee | ESG <i esg@etf.org>

Cont act | ETF Chair <chair@etf.org>
Descri ption Mul ticast Application Port
Ref er ence Thi s docunent

Port Number 8738

I ANA is requested to update its "Application for Service Nanes and
User Port Numbers" [|IANA-APP] to reference this docunent, ask if the
Mul ticast Application Port may be used, and require an explanation if
not. This docunent does not prohibit future port assignments for

mul ticast applications; the review teamstill has discretion to
approve requests on a case-by-case basis.
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