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Abstract

The | CVMP Extension Structure (RFC4884) does not have a length field.
Therefore, unless the length of the Extension Structure can be
inferred fromother data in the | CMP nessage, the Extension Structure
must be the last itemin the | CMP message.

Thi s docunent updates RFC 4884 to define a length field for the | CWP
Extensi on Structure. Wen length information is provided, receivers
can use it to parse | CWP nessages. Specifically, receivers can use
length information to determ ne the offset at which the itemafter
the 1 CvP Extension Structure begins.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 21 February 2026.

Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. I nt roduction

The | CVMP Extension Structure [ RFC4884] has variable |length. However,
it does not include a field that reflects its length. Therefore,

i npl ement ati ons can parse the | CMP Extension Structure only when it
appears at the end of an | CMP nessage.

It is good practice for a variable-length data structure to include a
field that reflects its length. This allows inplenentations to parse
the structure even when it does not appear at the end of a nmessage.
The | CVP Extension Structure includes reserved bits that are

avai l abl e for this purpose.

Thi s docunent adds a length field to the | CVP Extension Header. It
does not define data itens that mght foll ow the | CVP Extension
Structure.

The specifications of this docunment apply to all | CVP Extension
Structures, regardl ess of whether they appear in |ICvWPv4 [ RFCO792] or
| CMPv6 [ RFC4443] nessages.

Thi s docunent UPDATES [ RFC4884] .
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2. Conventions and Definitions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP14 [ RFC2119] [ RFCB174] when, and only when, they appear in al
capitals, as shown here

3. The I CWP Extension Structure

An | CVMP Extension Structure contains exactly one Extension Header
foll owed by one or nore objects. The Extension Header format is
defined in Section 7 of [RFC4884]. This docunent nodifies the

Ext ensi on Header format by allocating the lower 8 bits of the
reserved field for a newlength field. Figure 1 depicts the updated
Ext ensi on Header format.

0 1 2 3
01234567890123456789012345678901
B I i st ST S I S S S S S S S S e S S S S ik o S N S S S
| Version| Rsvd | Length | Checksum |
el i I e i it T e e e e i i T o S e e S e T R R

Figure 1. | CWP Extension Header As Updated By This Docunent
Version: 4 bits.

* | CMP Ext ension Header version nunber. This is version 2 as per
[ RFC4884] .

Reserved (Rsvd): 4 bits

*  MJIST be set to 0 by the sender and MJST be ignored by the
receiver.

Length: 8 bits

* This field represents the |l ength of the | CVP Extension Structure,
including all options and optional padding, but excluding the |ICW
Ext ensi on Header. The length is neasured in 4-byte words. Legacy
i npl ementations set this field to 0 as per section 7 of [ RFC4884].
Therefore, inplenmentation SHOULD NOT drop packets if this field is
set to O.

Checksum 16 bits
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* As per [RFC4884], the checksumis the one’s conplenment of the
one’s conpl enment sum of the data structure, with the checksum
field replaced by zero for the purpose of conputing the checksum
An all-zero val ue means that no checksumwas transmtted. See
Section 5.2 of [RFC4884] for a description of howthis field is
used.

The | CVMP Extension Structure MJST be zero-padded so that it ends on a
4-byte boundary. If it does not end on a 4-byte boundary, the
receiving node will parse the | CVMP nessage incorrectly and may
discard it.

The receiver MJST silently discard an | CMP message in the follow ng
cases:

* The length field in the | CMP Extension Header indicates that the
| CMP Extension Structure is too large to fit in the | CMP nessage.

* The length field in the final | CW Extension Object indicates that
the final |CMP Extension Ohject is too large to fit in the | CW
Ext ensi on Structure.

* The final three bytes of the |CMP Extension Structure are neither
padding (i.e., zeros) nor part of a well-formed | CMP Extension
oj ect.

Backwar ds Conpatibility

Legacy i nplenmentations that do not support the nechani smdefined in

this docunent set the length field to zero when sending a packet and

ignore the length field in received | CMP nessages.

Such i npl enentations require one of the foll ow ng:

* The I CWP Extension Structure is final itemin the | CMP packet.

* The length of the |CMP Extension Structure can be inferred from
other fields in the packet.

Currently, no nmechanisns rely on the | CMP extension structure |ength
field. Should such nmechani sms be defined in the future, backward
conmpatibility with | egacy inplenentations should be discussed for
each case

UPDATES to RFC 4884
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Length Field

In Section 7 of [RFC4884], an | CMP Extension Header contains a 12-bit
reserved field.

Section 3 of this docunent allocates the lower 8 bits of that field

for a newlength field. Figure 1 provides a diagram of the updated
| CVP Ext ensi on header.

Mal f or red Ext ensi on Headers

[ RFC4884] offered no advice regarding the processing of malforned
| CMP Ext ensi on Headers.

Section 3 of this docunent offers the foll ow ng advice:

The receiver MJST silently discard an | CMP nessage in the follow ng
cases:

* The length field in the | CMP Extensi on Header indicates that the
| CMP Extension Structure is too large to fit in the | CMP nessage.

* The length field in the ICW Extension Structure is less than to
the total |ength of | CMP Extension Objects.

* The final three bytes of the | CMP Extension Structure are neither
padding (i.e., zeros) nor part of a well-formed | CMP Ext ension
oj ect.

Paddi ng Requi r enent

In [ RFC4884], the I CWP Extension Structure was not required to end on
a 4-byte boundary.

Section 3 of this docunent adds the follow ng requirenent:

The | CVP Extension Structure MJST be zero-padded so that it ends on a
4-byte boundary. If it does not end on a 4-byte boundary, the
receiving node will parse the | CVMP nessage incorrectly and may
discard it.

5.4. Ignore Reserved Field

[ RFC4884] describes the reserved field of the | CMP Ext ensi on Header
as follows:

Must be set to O.
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Section 3 of this document describes the reserved field as follows:
MJST be set to O by the sender and MJST be ignored by the receiver.
6. | ANA Consi derations
Thi s docunent requires no | ANA acti ons.
7. Security Considerations

Thi s docunent introduces no security vulnerabilities. However, it
does inherit security considerations from|[RFC4884].
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