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Abst r act

RFC5837 describes a nmechanismfor Extending ICWP for Interface and
Next-Hop ldentification, which allows providing additiona

information in an ICVWP error that helps identify interfaces
participating in the path. This is especially useful in environnments
where a given interface nmay not have a unique |IP address to respond
to, e.g., a traceroute.

Thi s docunment introduces a similar |CMP extension for Node
Identification. It allows providing a unique |P address and/or a
textual nanme for the node, in the case where each node may not have a
unique | P address (e.g., a deploynent in which all interfaces have

| Pv6 addresses and all nexthops are | Pv6 nexthops, even for |Pv4
routes).

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at
https://fenner.github.io/icnp-node-id/draft-ietf-intarea-extended-

i cnp-nodeid. htm . Status information for this docunent may be found
at https://datatracker.ietf.org/doc/draft-ietf-intarea-extended-icnp-
nodei d/ .

Di scussion of this docunment takes place on the Internet Area Wrking
Goup Wrking Goup nailing list (mailto:int-area@etf.org), which is
archived at https://mailarchive.ietf.org/arch/browse/int-areal.
Subscribe at https://ww. ietf.org/mailman/listinfo/int-areal.

Source for this draft and an issue tracker can be found at
https://github. com fenner/icnp-node-id.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Fenner & Thonas Expi res 20 February 2026 [ Page 1]



I nternet-Draft | CMP Node I D August 2025

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on 20 February 2026
Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD Li cense text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

In addition to adding incoming interface information to a traceroute
usi ng the nmechani sns described in [RFC5837], a network operator nay
be interested in adding information to unanbi guously identify nodes
thensel ves. For exanple, [I-D.chroboczek-intarea-v4-via-v6]
describes a scenario in which individual nodes do not have unique

| Pv4 addresses to use to reply to an IPv4 traceroute, so additiona
information is needed. Another scenario is described in

[1-D. equi nox-v6ops-i cnpext - xl at-v6onl y-source]: when an | Pv6-only
node runs the custoner-side translator (CLAT, [RFC6877]), traceroute
to an |1 Pv4 destination can not represent intermediate |Pv6-only
routers.

The goal of this specification is to have a nechanismto provide

addi tional useful information about the identification of a node
sending an | CMP error, which depends on the actual context and scope
of the message being delivered. To this end, it is RECOVMMENDED to
use a conbination of I P Address and Nane sub-objects (including

combi nati ons where one of the sub-objects is not used) that is unique
and neani ngful in the actual context and scope. It is explicitly
permitted to use an | P address that nay have only | ocal neaning
(e.g., ULA [RFC4193]), since that information can then be provided to
the operator of the domain who can then deternmine the |ocal neaning.

Thi s docunment defines an I CVMP extension that fills that void.

2. Conventions and Definitions
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOVMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in

BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here
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ICWMPv4 is used to refer to Internet Control Message Protocol (ICW)
specified in [ RFC0792] .

ICMPv6 is used to refer to Internet Control Message Protocol (I CVPV6)
for the Internet Protocol Version 6 (I1Pv6) specified in [ RFC4443].

ICMP is used to refer to both | CMPv4 and | CMPV6.

3. Node Identification Object
This section defines the Node Identification Cbject, an | C\WP
Extensi on Object with a C ass-Num (Ohject Cass Value) of 5 (see

Section 6).

Simlar to Section 4 of [RFC5837], this object can be appended to the
fol | owi ng nessages:

* | GwPv4 Tine Exceeded

* | CvPv4 Destination Unreachabl e
* | COvPv4 Paraneter Problem

* | CGwPv6 Tine Exceeded

* | CWPv6 Destination Unreachabl e

For reasons described in [ RFC4884], this extension cannot be appended
to any of the currently defined | CMPv4 or | CMPv6 nessages other than
those |isted above.

The extension defined herein MAY be appended to any of the above
|isted nessages and SHOULD be appended whenever required to identify
the node and when |l ocal policy or security considerations do not
supersede this requirenent. See Section 5 for suggested
configuration regardi ng including these nessages.

Simlarly to the Interface Identification Object defined in
[ RFC5837], there are two different pieces of information that can
appear in a Node Identification Object:

1. An |P Address Sub-Ohject MAY be included, containing an address
of sufficient scope to identify the node within the domain. The
| P Address Sub-Object is defined in Section 3.2 of this meno.

2. A Nane Sub- Obj ect MAY be included, as specified in Section 3.3,

containing up to 63 octets of the YANG sys: hostname ([ RFC7317])
or anot her appropriate nane uniquely identifying the node.
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3.1. C- Type Meaning in a Node ldentification Object

The C-Type contains a bitmask describing what information is included
in this Node ldentification Ohject (Figure 1). The fields in this
bit mask are chosen so that the | PAddr and name bits overlap with the
same bits as defined in [ RFC5837], so that an inplenentation that
supports exactly these bits can reuse packet generation and parsing

code.

Bi t 0 1 2 3 4 5 6 7
S S S S S S S S S S S S S S S S +
| Unassi gned | IPAddr| Name | Un2 |
Fommma - Fommma - Fommma - Fommma - Fommma - Fommma - Fommma - Fommma - +

Figure 1: C Type for the Node ldentification bject
The following are bit-field definitions for C Type:

* Unassigned (bits 0-4): These bits are reserved for future use and
MJST be set to O on transmit and ignored on receipt.

* |P Addr (bit 5) : Wen set, an | P Address Sub-(Chject is present.
When clear, an | P Address Sub-Qoject is not present. The IP
Address Sub-hject is described in Section 3.2 of this neno.

* Name (bit 6): Wien set, a Nane Sub-Qbject is included. Wen
clear, it is not included. The Name Sub-Object is described in
Section 3.3 of this neno.

* Un2 (bit 7): This bit is reserved for future use and MJST be set
to 0 on transmit and ignored on receipt.

The information included does not self-identify, so this
specification defines a specific ordering for sending the information
that nust be foll owed.

If bit 5 (IP Address) is set, an | P Address Sub-(hject MJST be sent
first. If bit 6 (Nanme) is set, a Nanme Sub- Obj ect MJST be sent next.
The information order is thus: |P Address Sub-Object, Nane Sub-
oject. Any or all pieces of information may be present or absent,
as indicated by the CType. Any data that follows these optional

pi eces of information MJST be ignored.

It is valid (though pointless until additional bits are assigned by
I ANA) to receive a Node ldentification Object where bits 5 and 6 are
both 0; this MJST NOT generate a warning or error. A packet with
such a Node ldentification Object SHOULD be treated as though it
contains no Node Identification Object.
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3.1.1. Behavior when additional bits are reserved

Bit val ues SHOULD be assigned fromleft to right in the diagram
above, i.e., starting at zero. The sub-objects associated with each
new bit MJST be placed in the packet after the sub-objects defined in
this meno. For exanple, if bit 0 is assignhed to the Foobl ewonp, a
packet with bits 0 and 5 set MJST contain the | P Address Sub- (bject,
foll owed by the Foobl ewonp sub-object.

If a bit is set that a receiver does not support, followed by a bit
that the receiver does support, the receiver MJST ignore all of the
addi tional data, since the |length of the unsupported data is unknown.

3.2. | P Address Sub- bject

If the Node Identification Chject identifies the node by address, the
oj ect Payl oad contains an address sufficient to identify the node
within the appropriate scope - global or as otherw se configured - as
depicted in Figure 2.

0 1 2 3
012345678901234567890123456789¢01
b T e ol ok ok o o S L R
| AF | Reserved |
T e ok b ok S S SR SR SR

| Address. . .

Figure 2: | P Address Sub- Object

Payl oad fields are defined as foll ows:

* Address Family ldentifier (AFl): This 16-bit field identifies the
type of address represented by the Address field. Values for this
field represent a subset of values found in the I ANA registry of
Address Family Nunbers (available from
[1 ANA. address-fam |y-nunbers]). Valid values are as foll ows:

- 1: 32-bit |Pv4d address
- 2: 128-bit | Pv6 address.

* Reserved: This field MIST be set to O and ignored upon receipt.

* Address: This variable-length field represents an address of
appropriate scope (global, if none other defined) that can be used
to identify the node. The length of this field is derived from

the AFl (i.e., 32 bits if the AFl field is set to 1, and 128 bits
if the AFl is set to 2).
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3.3. Nanme Sub-nject
Figure 3 depicts the Nane Sub- (bject:

0 1 2 3
01234567890123456789012345678901
T e L o o o e i i s it NN R SR S B S
| Lengt h | Node Name . . . |
B e T S e S S S it s S N

Figure 3: Nanme Sub- Ohj ect

The Nane Sub- Cbj ect MJUST have a length that is a multiple of 4 octets
and MJUST NOT exceed 64 octets. |If the length field exceeds 64
octets, the receiver MJIST ignore the sub-object.

The Length field represents the | ength of the Nane Sub- Object,
including the length, the node nane, and any padding, in octets. The
maxi mumvalid length is 64 octets. The length is constrained to
ensure there is space for the start of the original packet and

addi tional information.

The second field contains the human-readabl e node nanme. The node
nane SHOULD be t he YANG sys: hostnanme [RFC7317], if |ess than 64
octets, or the first 63 octets of the sys:hostnane, if the

sys: hostname is longer. The node name MAY be sone ot her human-

meani ngf ul name of the node. The node nane MJST be padded with ASCII
NUL characters if the object would not otherwise terninate on a
4-octet boundary. An exanple of truncation of a 66-octet node nane,
begi nning "Hel pMyAscii" and ending "Honestar" woul d be encoded as

fol | ows:

0 1 2 3
01234567890123456789012345678901
T I T S S i T T S AR

I 64 I H I e I I I
it i S S i e it s SEIE SRR I SR R R TR S R R el st SR R R e i it S
I p I M I y I A I

e I I s S SR S
i I i S e S it SN DU DU SRS
I 0 I m I e I s I
I i I R T S i S i St N SRR S

The node nane MUST be represented in the UTF-8 charset [RFC3629]
usi ng the Default Language [ RFC2277].
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4.

Addition of Node ldentification Gbject by Internmedi ate Nodes

An | P/1CWP transl ator MAY use this extension when translating an | CWP
message |isted above to include the pre-translation source address of
a packet. \When doing so, it MJST include the | P Address Sub- Object.
If an | VP Extension Structure is already present in the packet being
transl ated, this Extension Object is appended to the existing | CW
Extensi on Structure and the checksumis updated. |If an |ICW
Extension Structure is not present in the packet being translated,
one is added using the rules of [RFC4884]. Further details of this
node of operation are outside the scope of this neno.

Security Considerations

A node name may reveal sensitive information, especially when it
encodes semantic infornmation. It may not be desirable to allowthis
information to be sent to an arbitrary receiver. The addition of
this information to the | CVMP responses listed in Section 3 is
configurabl e, and SHOULD be di sabl ed by default, with the exception
of IP/ICW translators [RFC7915]. Those translators SHOULD add the
Node Identification Extension Cbject with the |P Address Sub-bject,
as described in [I-D. equi nox-v6ops-icnpext-xlat-v6only-source]. An
i npl ementation nay deternine what objects nmay be appended to a given
message based on the destination | P address of the | CVP nessage that
will contain the objects. Access control lists (ACLs) may be used to
filter the destinations to which this information may be
communi cat ed

Thi s docunent does not specify an authentication nmechani smfor the
extension that it defines. Application devel opers should be aware
that | CMP nmessages and their contents are easily spoofed.

I ANA Consi derati ons

This 1 ANA has allocated the | CVWP Extension Object Cass value 5 to
t he extension described above.

| dass Value | O ass Name | Reference |
[ e ——— p—p——(———————————————————————— Ll p—p—p————
| 5 | Node Identification bject | [This docunent] |
S o e e e e e i eee oo n o e e oo +

Table 1

The corresponding C ass Sub-types Registry is as follows:
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| G Type (Value) | Description | Reference |
[ oo s oo s sy ey o}
| 0-4 | Unassigned - allocatable | [This |
| | with Standards Action | docunment] |
. e . +
| 5 | I'P Address Sub-obj ect | [This |
| | included | document] |
o e S R +
| 6 | Nane Sub-object included | [This |
| | | document] |
. e . +
| 7 | Unassigned - allocatable | [This |
| | with Standards Action | document] |
o e S R +
Tabl e 2
As indicated in the table above, the remaining bits in the C Type

value are t

As nentione
bits starti
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Appendi x A, Change history

This section is to be renmoved before publishing as an RFC

A 1.

*

Changes since draft-fenner-intarea-extended-icnp-hostid-00

Instead of having two different nessages with the sane C ass Val ue
and different CType values, we copy the bitnmap inplenmentation from
[ RFC5837]. The re-use of bit positions means that packet parsing
and generation code can be |argely reused from existing [ RFC5837]
code.

Changes since draft-fenner-intarea-extended-icnp-hostid-01

Fi xed several copy-pasta errors that still referred to interface
nanmes i nstead of node nane.

Changes since draft-fenner-intarea-extended-icnp-hostid-02

Renanmed to draft-ietf-intarea-extended-icnp-nodeid-00 to reflect
adoption by WG

Changes since draft-ietf-intarea-extended-icnp-nodei d-00
Several edits suggested by Med Boucadair
Added Section 4 to address the needs of XLAT

Changed title to "Adding Extensions to ICVWP Errors for Originating
Node Il dentification"
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A.5. Changes since draft-ietf-intarea-extended-icnp-nodeid-01

* Added the request to assign bits starting at 0 to the | ANA
Consi der ati ons

* Updat ed | ANA Consi derations wordi ng based on RFC8126

* Shortened sub-object nanes to "I P Address” and "Nanme", elimnating
" Node" .

A. 6. Changes since draft-ietf-intarea-extended-icnp-nodeid-02

* Added table to reflect Object O ass assignnent to | ANA
Consi derati ons

* Use SVG for packet figures
* Add exanpl e of an encoded, truncated node name
* Be explicit on treatment of a packet with no bits set
* (Carified "defaults to off" in security considerations
* Carified use of | P address and nanes

A. 7. Changes since draft-ietf-intarea-extended-icnp-nodeid-03
* Added Standards Action sentence to | ANA Consi derations
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