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Abst r act

Thi s docunent defines a YANG data nodel for the nanagenent of the
Address Resolution Protocol (ARP). It extends the basic ARP
functionality contained in the ietf-ip YANG data nodel, defined in
RFC 8344, to provide managenment of optional ARP features and
statistics.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi mum of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 19 April 2026.

Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal

Provisions Relating to | ETF Docunents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
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Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunment. Code Conponents
extracted fromthis docunent nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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1. Introduction

Basi ¢ ARP functionality is supported by the ietf-ip YANG data nodel,
defined in [ RFC8344]. This docunent defines a YANG [ RFC7950] data
nmodel that extends the basic ARP YANG support to al so cover optiona
ARP features, and ARP rel ated statistics to aid network nonitoring
and troubl eshooti ng.

Thi s nodel defines YANG configuration and operational state data
nodes both for ARP related functionality formally specified in other
RFCs (such as [RFC8344] and [ RFC1027]), and al so for conmon ARP
behavi our that is often supported on network devices.

The YANG nodul es in this docunment conformto the Network Managenent
Dat astore Architecture (NVDA) [ RFC8342].

Editorial Note: (To be renmoved by RFC Editor)
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This draft contains several placehol der values that need to be
replaced with finalized values at the time of publication. Please
apply the follow ng repl acenents:

*  UXXXX' --> the assigned RFC value for this draft both in this
draft and in the YANG nodel s under the revision statenent.

* The "revision" date in nodel, in the format XXXX- XX- XX, needs to
be updated with the date the draft gets approved. The date al so
needs to get reflected on the line with <CODE BEQ NS>.

1.1. Termi nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [RFCB174] when, and only when, they appear in al
capitals, as shown here

The following terns are defined in [ RFC8342] and are not redefined

her e:
* client
* server

* configuration data

* systemstate

* state data

* intended configuration

* running configuration datastore
* operational state datastore

The following terns are defined in [ RFC7950] and are not redefined
her e:

* augnment
* data nodel

* data node
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1.

2

3.

The term nol ogy for describing YANG data nodels is found in
[ RFC7950] .

2. Tree Diagrans

Tree diagrans used in this docunment follow the notation defined in
[ RFC8340]

Pr obl em St at enment

Nei t her ARP [ RFC0826] nor Proxy-ARP [ RFC1027] defines standard

net wor k managerment configurati on nodels. |nstead, network equi pnent
vendors have inplenented their own bespoke configuration interfaces
and nodel s.

Net wor k operators benefit from having common networ k managenent
nodel s defined that can be inplenmented by nultiple network equi pnent
manuf acturers. This sinplifies the operati on and nmanagenent of

net wor k devi ces.

Sone, but not all, required ARP functionality has been defined in
"ietf-ip" ([RFC8344]). Providing a standard YANG nodel that nobdels
these optional ARP features, which are fairly w dely inplenented by
net wor k equi prent manufacturers, and used by network operators, is
beneficial to the general goal of interoperability in the networking
i ndustry.

Desi gn of the Data Model

This data nodel intends to describe the processing that a protoco
finds the hardware address, also known as Media Access Control (MAC)
address, of a host fromits known |P address. These tasks include,
but are not limted to, configuring dynam c ARP | earni ng, proxy ARP,
and gratuitous ARP. There are two kinds of ARP configurations:

gl obal ARP configuration, which is across all interfaces on the

devi ce, and per interface ARP configuration

1. ARP Dynam c Learning

As defined in [ RFC0826], ARP caching is the nethod of storing network
addresses and the associated data-link addresses in nenory for a
period of tine as the addresses are learned. This mninizes the use
of val uabl e network resources to broadcast for the sane address each
time a datagramis sent.

There are static ARP cache entries and dynam ¢ ARP cache entri es.
Static entries, are nanually configured and kept in the cache table
on a permanent basis which are defined in the ipv4 neighbor list for
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each interface in [RFC8344]. Dynamic entries are added by vendor
software, kept for a period of time, and then renoved. W can
specify how long an entry remains in the ARP cache. |If we specify a
timeout of 0 seconds, entries are never cleared fromthe ARP cache.

3.2. Proxy ARP

Proxy ARP, defined in [RFCL027], allows a router to respond to ARP
requests on behalf of another machine that is not on the sane |oca
subnet, offering its own Ethernet nedia access control (MAC) address
By replying in such a way, the router then takes responsibility for
routing packets to the intended destination

In the case of certain data center network virtualization, as
specified in [RFC8014], the proxy ARP can be extended to intercept
all ARP requests, including source and target |P addresses in

di fferent subnets, and those ARP requests in the same subnet to
suppress ARP handl i ng.

3.3. Gatuitous ARP

Gratuitous ARP enables a device to send an ARP Request packet using
its owmn | P address as the destination address. G atuitous ARP
provi des the foll owing functions:

* Checks duplicate | P addresses: [RFC5227] uses gratuitous ARP to
hel p detect IP conflicts. Wen a device receives an ARP request
containing a source IP that matches its own, then it knows there
is an IP conflict.

* Advertises a new MAC address: Al so in [RFC5227], if the MAC
address of a host changes because its network adapter is replaced,
the host sends a gratuitous ARP packet to notify all hosts of the
change before the ARP entry is aged out.

* Notifies an active/standby sw tchover in a [ RFCO568] VRRP backup
group: After an active/standby swi tchover, the master router sends

a gratuitous ARP packet in the VRRP backup group to notify the
swi t chover.

3.4. ARP Data Mde

Thi s docunent defines the YANG nodule "ietf-arp", which has the
foll owi ng structure:
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modul e: ietf-arp
+--rw arp
+--rw dynani c- | earni ng? bool ean

augnent /if:interfaces/if:interfacel/ip:ipvda:
+--rw arp
+--rw expiry-tine? ui nt 32
+--rw dynani c- | earni ng? bool ean
+--Trw proxy-arp
| +--rw nmode? enuneration
+--rw gratuitous-arp
| +--rw enabl e? bool ean
| +--rwinterval? ui nt 32
+--ro statistics

+--ro0 in-requests-pkts? yang: count er 32
+--ro in-replies-pkts? yang: count er 32
+--ro0 in-gratuitous-pkts? yang: count er 32
+--ro0 out-requests-pkts? yang: count er 32
+--ro out-replies-pkts? yang: count er 32

+--ro0 out-gratuitous-pkts? yang: count er 32

Cct ober 2025

augrment /if:interfaces/if:interface/ip:ipv4/ip:neighbor

+--1r0 renmini ng-expiry-tine? ui nt 32
Figure 1

4. ARP YANG Modul e

This section presents the ARP YANG nodul e defined in this docunent.

This nodul e i nmports definitions from Cormobn YANG Data Types

[ RFC6991], A YANG Data Mddel for Interface Managenent [RFC8343],

A YANG Dat a Model for | P Managenment [RFC8344].

<CODE BEG NS> file "ietf-arp@025-07-19. yang"
modul e ietf-arp {
yang-version 1.1;
nanespace "urn:ietf:parans: xnm :ns:yang:ietf-arp";
prefix arp;

inmport ietf-yang-types {

prefi x yang;

ref erence

"RFC 6991: Common YANG Data Types";

}
inmport ietf-interfaces {

prefix if;

ref erence

"RFC 8343: A Yang Data Model for Interface Managenent"
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}
inmport ietf-ip {
prefix ip;
ref erence
"RFC 8344: A Yang Data Model for |P Managenent";
}

organi zati on
"I ETF Internet Area Working Goup (intarea)"”;

cont act
"WG Web: <https://datatracker.ietf.org/wy/intareal>
WG List: <mailto: int-area@etf.org>

Aut hor: Feng Zheng

<habby. zheng@uwuawei . con»
Editor: Bo Wi

<l ana. wbo@uawei . con>
Editor: Robert WIlton

<rwi | ton@i sco. con»
Editor: Fan Zhang

<zhangf 52@hi nat el ecom cn>
Aut hor: Yongqi ng Zhu

<zhuyqg8@hi nat el ecom cn>
Aut hor: Xi aojian Ding

<wj swsl @63. conmp";

description
"Thi s YANG nodul e defines Address Resol ution Protocol (ARP)
managenent, which includes static ARP configuration,
dynani ¢ ARP | earning, ARP entry query, and packet statistics
col l ecti on.

Copyright (c) 2025 | ETF Trust and the persons identified as
authors of the code. All rights reserved.

Redi stribution and use in source and binary forms, with or

wi t hout nodification, is pernmitted pursuant to, and subject

to the license terns contained in, the Revised BSD License set
forth in Section 4.c of the | ETF Trust’s Legal Provisions

Rel ating to | ETF Docunents
(https://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC XXXX; see the
RFC itself for full legal notices.";

revision 2025-07-19 {

description
"Init revision";
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reference
"RFC XXXX: A Yang Data Model for ARP";
}
contai ner arp {
description
"Address Resol ution Protocol (ARP)"
| eaf dynam c-1 earning {
type bool ean;
default "true";
description
"Controls the default ARP |earning behavior on all
interfaces on the device, unless explicit overridden by
the per-interface dynam c-1earning |eaf:
true - dynamc learning is enabled on all interfaces by
def aul t,
false - dynamic learning is disabled on all interfaces by
defaul t";
reference
"RFCB826: An Ethernet Address Resol ution Protocol";
}
}
augment "/if:interfaces/if:interfacel/ip:ipvd" {
description
"Augnent interfaces with ARP configuration and state.";
container arp {
description
"Address Resol ution Protocol (ARP) related configuration
and state";

| eaf expiry-time {
type uint32 {
range "30..86400",

}
units "seconds";
description
is

"Aging time of a received dynamic ARP entry before it
removed fromthe cache.";

| eaf dynam c-1earning {
type bool ean;

description
"Control s whether dynami c ARP |earning is enabled on the

interface. |If not configured, it defaults to the behavi or
specified in the per-device /arp/dynam c-1|earning |eaf.

true - dynanmic learning is enabl ed
false - dynanmic learning is disabled";
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}

cont ai ner proxy-arp {
description
"Configuration paraneters for proxy ARP";
| eaf node {
type enuneration {
enum di sabl ed {
description
"The systemonly responds to ARP requests that
specify a target address configured on the loca
interface.";
}
enum renot e-only {
description
"The systemonly responds to ARP requests when the
sender and target |P addresses are in different
subnets.";

enum al | {
description
"The systemresponds to ARP requests where the sender
and target | P addresses are in different subnets, as
wel |l as those where they are in the sane subnet.";

}

}

default "di sabl ed";

description
"When set to a value other than 'disabled , the |oca
system shoul d respond to ARP requests that are for
target addresses other than those that are configured on
the I ocal subinterface using its own MAC address as the
target hardware address. |If the 'renote-only’ value is
specified, replies are only sent when the target address
falls outside the locally configured subnets on the

interface, whereas with the "all’ value, all requests,
regardl ess of their target address are replied to.";
reference
"RFC1027: Using ARP to | nplenment Transparent Subnet
Gat eways";

}
}
contai ner gratuitous-arp {
description
"Configure gratuitous ARP.";
ref erence
"RFC5227: |1 Pv4 Address Conflict Detection";
| eaf enable {
type bool ean;

Zheng, et al. Expires 19 April 2026 [ Page 9]



Internet-Draft ARP YANG nodel Cct ober 2025

description
"Enabl e or disable sending gratuitous ARP packet on the
interface.

The default behaviour is device specific, and a
deviation could be used to specify a device specific
default.";

| eaf interval {
type uint32 {
range "1..86400";
}

units "seconds";
description
"The interval, in seconds, between sending gratuitous ARP
packet on the interface.

The default behaviour is device specific, and a
deviation could be used to specify a device specific
default.";

}
}

contai ner statistics {
config fal se;
description
"ARP per-interface packet statistics

For all ARP interface counters, discontinuities in the
val ue can occur at re-initialization of the managenent
system and at other tines as indicated by the value of
"..l../statistics/discontinuity-time' in the
ietf-interfaces YANG nodul e.";
| eaf in-requests-pkts {
type yang: counter 32;
description
"The nunber of ARP request packets received on this
interface.";
}
| eaf in-replies-pkts {
type yang: count er 32;
description
"The nunber of ARP reply packets received on this
interface.";
}
| eaf in-gratuitous-pkts {
type yang: counter 32;
description
"The nunber of gratuitous ARP packets received on this
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interface.";
}
| eaf out-requests-pkts {
type yang: counter 32;
description
"The nunmber of ARP request packets sent on this
interface.";

| eaf out-replies-pkts {
type yang: counter 32;
description
"The nunber of ARP reply packets sent on this
interface.";

| eaf out-gratuitous-pkts {
type yang: counter 32;
description

"The nunber of gratuitous ARP packets sent on this
interface.";
}
}
}
}

augnment "/if:interfaces/if:interfacel/ip:ipv4/ip:neighbor" {
description
"Augnent | Pv4 neighbor list with ARP expiry time.";
| eaf remaining-expiry-time {
type uint32;
units "seconds";
config fal se;
description
"The nunber of seconds until the dynamic ARP entry expires
and is renoved fromthe ARP cache.";
}
}
}

<CODE ENDS>

Figure 2
5. Data Mdel Exanples

This section presents two sinple ARP configuration exanples:

Zheng, et al. Expires 19 April 2026 [ Page 11]



Internet-Draft ARP YANG nodel Cct ober 2025

5.1. Configured static ARP Entry

This exanple illustrates the configuration for a static ARP entry for
peer 192.0.2.1 with MAC address 00: 00: 5E: 00: 53: AB usi ng the node
defined in [ RFC8344].

<?xm version="1.0" encodi ng="utf-8""?>

<interfaces

xm ns="urn:ietf:parans: xm :ns:yang:ietf-interfaces"

xm ns:ianai ft="urn:ietf:parans: xm :ns:yang:iana-if-type">
nterface>

<nane>et h0</ nanme>

<type>i anai ft: et her net Csmacd</t ype>

<l-- other paraneters fromietf-interfaces onmtted -->

<

<ipv4d xm ns="urn:ietf:parans: xm:ns:yang:ietf-ip">
<I-- ipv4d address configuration paraneters onitted -->
<nei ghbor >
<i p>192.0. 2. 1</i p>
<li nk-1 ayer - addr ess>00: 00: 5E: 00: 53: AB</ | i nk-| ayer - addr ess>
</ nei ghbor >
<lipva>
</interface>
</interfaces>

Figure 3
5.2. Configuration of proxy ARP and gratuitous ARP
This exanple illustrates the configuration of ARP entry expiry tinme,

proxy ARP in 'renote-only’ node, and enabling gratuitous ARP with an
interval of 10 m nutes.
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<?xm version="1.0" encodi ng="utf-8""?7>
<interfaces
xm ns="urn:ietf:paranms: xnm :ns:yang:ietf-interfaces"
xm ns:ianai ft="urn:ietf:parans: xm :ns:yang:iana-if-type">
<interface>
<nane>et h0</ name>
<type>i anai ft: et her net Csmacd</t ype>
<l-- other paraneters fromietf-interfaces onitted -->

<ipvd xmns="urn:ietf:parans: xm:ns:yang:ietf-ip">
<!-- ipv4d address configuration paraneters onitted -->
<arp xmns="urn:ietf:parans: xm :ns:yang:ietf-arp">
<expiry-time>1200</expiry-ti ne>
<pr OoXxy-ar p>
<nmode>r enot e- onl y</ node>
</ pr oxy- ar p>
<grat ui t ous- ar p>
<enabl e>t rue</ enabl e>
<i nt erval >600</i nterval >
</ gratui t ous-arp>
</ arp>
<lipvd>
</interface>
</interfaces>

Figure 4
6. | ANA Consi derations
Thi s docunent registers a URI in the |ETF XM. registry [ RFC3688].
Following the format in [RFC3688], the followi ng registration is
requested to be nade:
URI: urn:ietf:parans:xm:ns:yang:ietf-arp
Regi strant Contact: The | NTAREA WG of the | ETF.
XM: N A the requested URI is an XML nanmespace
Figure 5

Thi s docunent registers a YANG nodul e in the YANG Mbdul e Nanes
registry [ RFC6020].

Nane: ietf-arp

Nanespace: urn:ietf:params:xm:ns:yang:ietf-arp
Prefix: arp

Ref erence: RFC XXXX

Fi gure 6
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7

Security Considerations

The YANG nodul e specified in this docunent defines a schema for data
that is designed to be accessed via network nmanagenent protocols such
as NETCONF [ RFC6241] or RESTCONF [ RFC8040] . The | owest NETCONF | ayer
is the secure transport |ayer, and the mandatory-to-inpl enment secure
transport is Secure Shell (SSH) [ RFC6242]. The | owest RESTCONF | ayer
is HITPS, and the mandatory-to-inpl enent secure transport is TLS

[ RFC8446] .

The NETCONF Access Control Mdel (NACM [ RFC8341] provides the neans
to restrict access for particular NETCONF or RESTCONF users to a
preconfigured subset of all available NETCONF or RESTCONF protoco
operations and content.

There are a nunber of data nodes defined in this YANG nodule that are
writable/creatabl e/deletable (i.e., config true, which is the
default). These data nodes may be considered sensitive or vul nerable
in some network environnents. Wite operations (e.g., edit-config)
and del ete operations to these data nodes without proper protection
or authentication can have a negative effect on network

operations. These are the subtrees and data nodes and their
sensitivity/vulnerability in the "ietf-arp" nodul e:

* [ietf-arp/dynam c-1 earning

This leaf is used to enable ARP dynamic |earning on all interfaces.
ARP dynam ¢ |l earning could allow an attacker to inject spoofed
traffic into the network, e.g. denial-of-service attack

* arp/ dynam c- | ear ni ng

This leaf is used to enable ARP dynamc |earning on a single
interface. ARP dynamic learning could allow an attacker to inject
spoofed traffic into the network, e.g. denial-of-service attack

* interface/ipv4/arp/ proxy-arp

These | eaves are used to enable proxy ARP on an interface. They
could allowtraffic to be ms-configured (denial-of-service attack)

* interface/ipv4/arp/gratuitous-arp
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These | eaves are used to enabl e sending gratuitous ARP packet on an
interface. This configuration could allow an attacker to inject
spoofed traffic into the network, e.g. man-in-the-mddle attack. The
default value for this data node is device specific, and hence users
of this nmodel MUST understand whether or not gratutious ARP is
enabl ed and whether this could constitute a security risk.
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Appendi x A.  Exanpl es
This section presents two sinple ARP configuration exanpl es:
A.1l. Configuration of a Static ARP Entry

This exanple illustrates the configuration for a static ARP entry for
peer 192.0.2.1 with MAC address 00: 00: 5E: 00: 53: AB usi ng t he node
defined in [ RFC8344].

<?xm version="1.0" encodi ng="utf-8""?>

<interfaces

xm ns="urn:ietf:parans: xm :ns:yang:ietf-interfaces"

xm ns:ianai ft="urn:ietf:parans: xm :ns:yang:iana-if-type">
nterface>

<nane>et h0</ nanme>

<type>i anai ft: et her net Csmacd</t ype>

<l-- other paraneters fromietf-interfaces onmtted -->

<

<ipvd xm ns="urn:ietf:parans: xm:ns:yang:ietf-ip">
<l-- ipv4d address configuration paraneters onitted -->
<nei ghbor >
<i p>192.0. 2. 1</i p>
<li nk-1 ayer - addr ess>00: 00: 5E: 00: 53: AB</ | i nk-| ayer - addr ess>
</ nei ghbor >
<lipva>
</interface>
</interfaces>

Figure 7
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A. 2. Configuration of Proxy ARP and G atuitous ARP

This exanple illustrates the configuration of ARP entry expiry time,
proxy ARP in 'renpote-only’ npde, and enabling gratuitous ARP with an
interval of 10 m nutes.

<?xm version="1.0" encodi ng="utf-8""?>
<interfaces
xm ns="urn:ietf:paranms: xm :ns:yang:ietf-interfaces"
xm ns:ianai ft="urn:ietf:parans: xm :ns:yang:iana-if-type">
<interface>
<nane>et h0</ name>
<type>i anai ft: et her net Csmacd</t ype>
<l-- other paraneters fromietf-interfaces onitted -->

<i pv4d xm ns="urn:ietf:parans: xm:ns:yang:ietf-ip">
<!-- ipv4d address configuration paraneters onitted -->
<arp xmns="urn:ietf:parans:xm :ns:yang:ietf-arp">
<expiry-time>1200</expiry-ti me>
<pr oxy-ar p>
<nmode>r enot e- onl y</ node>
</ pr oxy- ar p>
<grat ui t ous- ar p>
<enabl e>t rue</ enabl e>
<i nterval >600</i nt erval >
</ gratui t ous-arp>
</ arp>
<lipvd>
</interface>
</interfaces>

Figure 8
Aut hors’ Addr esses
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