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Abst ract

Rout e tagging plays an inmportant role in external BGP [ RFC4271]
relations, in comunicating various routing policies between peers.
It is also a compn best practice anong operators to propagate
various additional information about routes intra-domain. The nost
common tool used today to attach various information about routes is
through the use of BGP comunities [ RFC1997].

Thi s docunent defines a new encodi ng that enhances and sinplifies
what can be acconplished with BGP comunities. This specification's
nmost i nmportant addition is the ability to specify and advertise an
operator’s parameters for execution. It also provides an extensible
platform for any future comrunity encodi ng requirements.

Requi renent s Language
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79
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Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on 18 Septenber 2025.
Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD Li cense text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

[ RFC1997] defines the BGP Conmunity Attribute. This attribute is
used as a tool to carry additional information in BGP routes which
may help to automate peering adm nistration. The BGP Conmunities
Attribute consists of a set of one or nore four-octet val ues, where
each specifies a different comunity. Except for two reserved
ranges, the encoding of community val ues nandates that the first two
octets are to contain the Autononous System nunmber, with the next two
octets containing sone |ocally defined opaque val ue.
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Since the introduction of [RFC1997], numerous additional nechani sns
have been introduced to provide BGP Comunity-like functionality.
Each of these mechani snms introduce a new syntax, typically covered by
its encoding with the BG Path Attribute that defines it, and a
semanti c space.

The definition of a new BGP Path Attribute, with the ability to
contain locally defined parameters enhances the current |evel of
network policies, as well as sinplify BGP policy nanagement. The
encoding facilitates the delivery of new network services wi thout a
need to define a new BGP extension each tine.

2. Protocol Sunmary
Thi s specification defines a new BGP Path Attribute, the BGP
Conmunity Container. It carries a series of BG Community Contai ner
types, each prefaced with the BGP Community Contai ner Conmon Header.
This specification also defines the BG® Wde Comunity Contai ner.

2.1. BGP Community Container Commobn Header

The BGP Community Contai ner Conmon Header permits Comunity-1like
attributes to be grouped under a single BGP Path Attribute. This

provides a hierarchy for future Community-like features. It permts
i mpl ement ati ons w t hout know edge of a specific Community Container’s
format to address that Community Container by its code point. It

al so permits common enforcenent of the Community Container’s
transitivity across AS boundaries wi thout need for the inplenentation
to understand a specific Container’s inplenmentation.

2.2. Comunity Containers

Thi s docunent defines one Community Container (Type 1 - "BGP Wde
Conmunity TLVs") with the encoding defined in Section 4.

2.3. BGP Community Container Atons
At ons provide data types that can be used to encode contents of BGP

Conmunity Containers. They are in the format of TLVs and are defined
later in this docunment in Section 5.
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2.4. Propagation of BGP Conmunity Containers

Propagati on of BGP Conmunity Containers is scoped to the

adm ni strative boundary. The definition of an adm nistrative
boundary consists of arbitrary set of connected ASes, possibly under
control of a single entity. How such an adninistrative boundary is
determined is out of scope of this docunent.

3. BGP Community Container Attribute

Thi s docunent defines a new BGP Path Attribute, the BG Comunity
Container. The attribute type code is TBD.

The BGP Community Container attribute is an optional, transitive BGP
attribute, and may be present only once in the BGP UPDATE nessage.

The attribute contains a set of typed containers. Any given

contai ner type may appear multiple tines, unless that container
type’'s definition specifies otherwise. Each such container can have
a uni que propagation scope and can be subject to local filtering.

3.1. BGP Community Container Attribute Comrmbn Header
Contai ners always start with the foll owi ng cormon header
0 1 2 3

01234567890123456789012345678901
e i S T S S T T S i S S S S

| Type | Flags |T|C Reserved |
I S i o T s S S S e s s T
| Lengt h |

il s ST I S S I S T T S
Figure 1: Commobn contai ner header

The BGP Conmunity Contai ner Conmon Header contains follow ng
encodi ng:

Cont ai ner Type:
Cont ai ner Type 1, BGP Wde Conmmunity is defined in this docunent.

Fl ags:
Fl ags control conmon behavior including the transitivity of the
Cont ai ner.

Lengt h:
Length of the Contai ner header and content.
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Thi s docunent defines container type 1. See the Section 11 for
i nformati on on additional type registration policies.

[ gttty ppp—p—p e p—p—p—p—p—p—_————————————————————————————————— o
| Bit | Value | Meaning |
| T | 0 | Not Transitive across adm nistrative boundary. |
Fom e e - - N o m o e e e e e e e e e e e e e e e e e e e e e e e e ememao - +
| | 1 | Transitive across AS and administrative boundary

+o-m - - AR, o +
| C | 0 | Not transitive across confederation boundari es. |
Fomm o - Fomm o - o m m e e e e e e e e e e e e e e e e e e e e e eee e +
| | 1 | Transitive across confederation boundari es. |
Fom e e - - N o m o e e e e e e e e e e e e e e e e e e e e e e e e ememao - +
| 3..7 | - | RESERVED - MJST be zero when originated and |
| | | SHOULD be ignored upon receipt. |
Femmm o - Fomm o - e m m e e e e e e e e e e e e e e e e e e e e eeee e +

Table 1: Flags

Fl ags are defined globally and apply to all container types.
Bit O (T bit) Transitivity bit:

When not set (value 0), the community in the container is not
transitive across admnistrative boundary.

When set (value 1), the community in the container is transitive
across all administrative boundari es.

Bit 1 (C bit) BGP Confederation [RFC3065] bit:

The confederation bit is used to manage the propagati on scope of a
gi ven cont ai ner across Menber-AS conf ederati on boundary.

When not set (value 0) community is not transitive across

conf ederati on Menber-AS boundary. Wen set (value of 1) indicates
that community in a given container is transitive across Menber-AS
conf ederati on boundary.

The Reserved field MJST be set to zero when originated and SHOULD be
i gnored upon receipt.

The Length field represents the total length (in octets) of a given
container including its header
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4.

4.

1.

BGP Community Container, Type 1: BGP Wde Conmunity

The Type 1 BGP Conmunity Container, the BGP Wde Conmunity, is of
variable size (but minimumlength 12). 1t is conposed of a fixed
12-octets - containing the Conmunity Val ue, the Source AS Nunber, and
the Context AS Nunber - followed by optional TLVs:

0 1 2 3

01234567890123456789012345678901
B T i T o o o S e i i S S
| Conmuni ty Val ue |
R s i o e i ol S e S e T ik ik T S e T S T S

Sour ce AS Nunber |
I o T e s i s it T e R I i cT I SR S I SR
Cont ext AS Number |
Bl o T R ik st T o e b i T o S S e S it eI

+
I
+
I
+
|
+
| _ |
| TLVs (optional) |
I I
+ +

B i T S T i I i T i s S S S I S S S
Figure 2: Type 1, BGP Wde Conmunity

Conmuni ty Val ue

Conmunity Value: 4 octets

The Community Val ue indicates what set of actions a router is
requested to take upon reception of a route containing this
community. The semantics of this value depend on whether this is a
private/local community or |ANA registered

VWhen the high order bit of the Cormmunity Value field - |I - is set,
the value is | ANA Registered and has a well defined neaning with
underlying semantics. See the docunentation for each Registered BGP
Wde Community for its semantics and validation requirements.

When the high order bit of the Community Value field is clear, the
value is locally defined and has semantics solely within the contro
of the AS defining that community. The Context AS Nunber provides
the nanespace in which this Community Value is interpreted. It is
that AS's responsibility to provide the semantics and validation
requi renents for that BGP Wde Community.

When Community Value is not recognized by the BGP speaker it should
ignore it while naintaining propagation rules as specified by T/C
bits
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See Section 11.5 for code point space partitioning.
4.2. Source AS Number
Sour ce Aut ononmpus System Number: 4 octets

The Aut ononobus System nunber indicates the AS originating this BGP
Wde Comunity.

4.3. Context AS Nunber
Cont ext Aut ononmous System Nunber: 4 octets

This identifies the AS that provides the semantics to interpret this
Conmuni ty.

4.4. BGP Wde Conmunity TLVs

Optional type 1 container TLVs are encoded in the follow ng format:

0 1 2 3
01234567890123456789012345678901
R Tk I ST S S

Sub- Type |
B i a T ot ST S o S S S

Length |
B T i T o o o S e i i S S
Val ue (vari abl e)

i T T e e i e o i i S O S e S S S it i S e NI S

+—+— +— +

Figure 3: Type 1 Container TLVs

Sub- Type:
The sub-type of the BGP Wde Community TLV. A given Sub-Type
MUST NOT appear nore than once.

Lengt h:
Length of the "Value" field in octets.

Val ue:
Specific to the underlying Sub-Type.
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4.4.1. Sub-Type 1, BGP Wde Comunity Targets TLV

The value field of the Wde Conmunity Target(s) TLV (Sub-Type 1) is a
series of Atom TLVs. The semantics of any given Atom TLV MJST be
part of the definition of a given Wde Community.

BGP Wde Community Targets define the matching criteria for the
community. A given Wde Community nmay have a nunber of targets that
it applies to. The semantics of these targets will vary on a per
comunity basis. Depending on the definition of the comunity,
targets nmay be optional

BGP Wde Community Targets consist of a series of Atons that have
"match any" semantics. Thus, if any given target matches per the
semantics of that Atomfor the community, the conmunity is considered
to match and the action defined by the community shoul d be execut ed.

When no Target(s) TLV is specified, it is considered "match all"

If the semantics of a given Atomis undefined or unrecognized this
At om MUST be ignored.

When no targets are required by the definition of a given Wde
Conmunity, the Wde Comunity Target(s) TLV SHOULD NOT be encoded in
the conmunity. |Inplenentations MIUST be prepared to accept a Wde
Conmunity Target(s) TLV with an enpty val ue field.

4.4.2. Sub-Type 2, BGP Wde Comunity Exclude Targets TLV

The BGP Wde Community Exclude Target(s) TLV (Sub-Type 2) contains a
series of a Atons.

BGP Wde Community Exclude Targets define criteria by which the
community is considered to not match. Depending on the semantics of
the BGP Wde Comunity, Exclude Target(s) nmay be optional

The semantic of the BGP Wde Community Exclude Target(s) is to match
all targets specified in BGP Wde Community Target(s) TLV with the
exception of those listed in the BGP Wde Community Excl ude Target(s)
TLV.

The value field of the BGP Wde Comunity Exclude Target(s) TLVis a
series of BG® Wde Community Atom TLVs. The semantics of any given
At om TLV MJST be part of the definition of a given Wde Conmunity.

If the semantics of a given Atomis undefined for the comunity in
question, this Atom MJST be ignored.
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If the BGP Wde Conmmunity Target(s) TLV and the BGP W de Comunity
Excl ude Target(s) TLV result in conflicting actions, priority MJST be
given to the Wde Comrunity Exclude Target(s) TLV.

When no exclude targets are required by the definition of a given BGP
Wde Community, the BGP Wde Comunity Exclude Target(s) TLV SHOULD
NOT be encoded in the community. |nplenentati ons MIUST be prepared to
accept a BGP Wde Community Exclude Target(s) TLV with an enpty val ue
field.

4.4.3. Sub-Type 3, BGP Wde Community Paraneters TLV

The BGP Wde Community Paraneter(s) TLV (Sub-Type 3) contains an
ordered set of Atons sub-TLVs.

A given BGP Wde Conmunity may have paraneters that are used as

i nputs for executing actions defined for that comunity. These
paraneters, and any constraints inplied by the paraneters, MJST be
defined by the wide conmunity definition. Paranmeters consist of an
ordered set of Atom sub-TLVs. The semantics of any specific
positional instance of an Atom MJUST be defined by the wi de comunity.

Care must be taken when using Atons with list semantics. |f the
desired behavior is a single or limted nunber of instances of that
type, this MJST be docunented as part of the use case of that BGP
Wde Comunity.

If it is the case that a parameter for a given community is of an
unexpected type or length, the BGP Wde Community MJST be ignored.

If it is the case that there are too many or two few paraneters for a
given comunity, the BGP Wde Community MJST be ignored.

When no paraneters are required by the definition of a given Wde
Conmunity, the Wde Comunity Paranmeters TLV SHOULD NOT be encoded in
the conmunity. |Inplenentations MJST be prepared to accept a Wde
Comunity Paraneter TLV with an enpty val ue field.

5. BGP Community Contai ner Atons

Sone types of BGP Community Contaners, for exanple BGP Wde
Comunities, will act on and hence need to encode some distinct Atons
of data. Use of Atons is solely subject to definition of the
specific BGP Container type. Atoms are encoded as TLVs, where each
TLV has the foll owing format:
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0 1 2 3
01234567890123456789012345678901
i ok ST S R TR

I Type I

b S o e R R SR

| Lengt h |

i e e e i e o o e e b i o S N S S
| Val ue (vari abl e)

B i s T T i i o S o T Ji I

Figure 4: Atons TLVs
The Type field contains a value of 1-254. The values 0 and 255 are
reserved for future use.
The Length represents the length of the "Value" field in octets.
The Val ue field contains the TLV val ue.

Supported formats of the TLVs defined in this docunment are:

Type 1. Autononpus System Number List.
Type 2: |Pv4 Prefix List.
Type 3: IPv6 Prefix List.
Type 4: Integer32 List.
Type 5: |EEE Floating Point Nunber List.
Type 6: Neighbor O ass List.
Type 7: User-defined O ass List.
Type 8: UTF-8 String.
The semantics of a given Atomw || depend upon the context in which

it is used, as defined by the containing wi de comunity.

The foll owi ng sections define the Atons and their validation rules

for contained data within provided Length. |[If the Length of the Atom
does not match the rules for that Atom it SHALL be consi dered

mal formed. (See Section 8.)

In general, Atons of List type have the semantics of sets. The
presence of duplicate entries have no additional semantics, and they
MAY be renoved by a BGP Speaker propagating the Lists.

5.1. Atom Type 1, The Autononous System Nunber Li st
This Atomrepresents a |list of four octet Autononbus System nunbers.

The minimum Length of this Atomis 4 octets. The Length MJST be a
mul tiple of 4.
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When used in an Autonompus System Number List Atom the follow ng
val ues have special meaning::

0x00000000 - to indicate "No Autononbus Systens".
OXFFFFFFFF - to indicate "A|l Autononpbus Systens".

5.2. Atom Types 2 and 3, The IPv4 and I Pv6 Prefix Lists
These Atons represents a list of I1Pv4d or IPv6 prefixes. |Pv4 and

I Pv6 Prefix List Atons val ues are encoded as specified for the BGP
NLRI in Section 4.3 of [RFC4271].

e +
| Prefix Length (1 octet) |
o e e e e e +
| Prefix (variable) |
O +

Figure 5: IP prefix in atons

The Container’s Length field nmust be able to accommpdate the |ist of
prefixes according to the encoding rules. |[If the Container’s Length
cannot fully acconmopbdate the required nunber of octets to encode the
Atomis Prefix Length and the actual Prefix, the Atomis considered
mal f or ned.

5.3. Atom Type 4, The Integer32 List

This Atomrepresents a list of four-octet Integers. These Integers
are stored in network byte order.

The mini mum Length of the Integer32 list Atomis 4 octets. The
Length MUST be a multiple of 4.

5.4. Atom Type 5, The | EEE Fl oati ng Point Nunber Li st
This Atomrepresents a list of floating point nunbers. Floating
poi nt numbers are a fixed Length of 4 octets and are stored in

[ | EEE. 754. 1985] for mat.

The mi ni mum Length of the Floating Point Nunber list Atomis 4
octets. The Length MJUST be a nultiple of 4.

5.5. Atom Type 6, The Nei ghbor O ass Li st
The Nei ghbor Class list Atomrepresents a |list of Neighbor classes,

each 4 octets in size. Neighbor class currently can contain three
val ues:
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Peer (1):
This class is typically applied to sessions where a transit-free
rel ati onshi p exists between two providers.

Customer (2):
This class is typically applied to sessions where the renpte end
of the session is operated by a custoner.

Upstream (3):
This class is typically applied to sessions where the renpte end
of the session is operated by a network from which you receive
transit routes.

The mi ni mum Length of the Neighbor Cass Iist Atomis 4 octets. The
Length MUST be a multiple of 4.

5.6. Atom Type 7, The User-defined C ass List

The User-defined Class list Atomrepresents a list of user-defined
class, each 4 octets in size. The exact property definition is up to
the semantics of the defining Autononous System The semantics
governing a given User-defined Class list are defined by the Context
AS Nunmber and the Community Val ue.

Exanpl es of User-defined C ass properties include geography (East,
West), continent (North America, Asia, Europe), etc. Simlar to the
[ RFC1997] BGP Communities, it is necessary that the Context AS
provide a registry of the value and the senmantics of a given
community - howthis is done is out of scope.

The mini nrum Length of the User-defined Class list Atomis 4 octets.
The Length of this Atom MIUST be a multiple of 4.

5.7. Atom Type 8, the UTF-8 String

The UTF-8 String Atomrepresents an arbitrary Unicode string in UTF-8
[ RFC3629] format. The Length is required to be of sufficient size to
carry the UTF-8 string in the Value field.

I npl enent ati ons MJST be prepared for truncated/inproperly forned
UTF-8 strings. Wen detecting such a string, the inplenmentation
shoul d renpve trailing octets of a nulti-octet sequence in order to
have a wel | -fornmed string.

I mpl enent ati ons MJUST be prepared to receive enpty (zero-Length) UTF-8
String Atons as they nmay be used as Paraneters.
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6. Well Known Standard BGP Communiti es

According to RFC 1997, as well as | ANA's BGP Wl | - Known BGP
Conmunities (https://ww.iana. org/assi gnments/ bgp-wel | - known-

conmuni ti es/ bgp-wel | - known- comuni ties.xhtm ) registry, nunber of BGP
communities are defined to have gl obal significance.

A nunber of Well-Known BGP Conmunities are docunented by | ANA BGP- VKC
(https://ww. i ana. or g/ assi gnnent s/ bgp-wel | - known- comuni ti es/ bgp-

wel | - known-communities.xhtm ). It is recomended to continue using
the BGP Comunity Attribute [RFCL997] for the propagation of these
Vel | - Known Conmuniti es.

7. Operational Considerations

Mul tipl e nmechani snms exist for an operator to propagate actions into
the network. Besides BGP Wde Communities, an operator can use the
BGP Community Attribute [RFC1997], the BGP Extended Communities
Attribute [ RFC4360], or the BGP Large Conmunities Attribute [ RFC3092]
to achieve simlar objectives. Care should be taken when using nore
than one of these tools. The interaction between the different
comunity attributes is out of the scope of this docunent.

8. Error Handling
8.1. Ceneral Error Handling for BG Community Containers

The "treat as wi thdraw' behavi or [ RFC7606] MJST be executed for any
mal f ormed Community Containers, including their contents or presence
of the BGP Community Container Attribute or given community TLV nore
then once in the BGP Update Message.

Each Comunity Container type may have additional validation rules,
including permtted |l ength of Atons. Failure to conformto those
additional rules MIST al so be treated as a nal fornmed Comunity
Cont ai ner.

8.2. BGP Wde Conmunity Container Error Handling

If any Atomin a BG Wde Community container’s Exclude Targets TLV
is unrecogni zed, that Wde Community MJST NOT be considered a match
and no actions for that comunity should be processed. Wile the
Targets TLV is meant to be inclusive, the Exclude Targets TLV is
meant to be proscriptive of applying the action.
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9. Exanple
9.1. Exanple Type 1 Wde Conmunity Definition

An operator of an AS 64496, wishes to locally define a Wde Comunity
with the senmantics of pernmitting AS PATH prepending with targets that
i ncl ude AS nunbers of peer ASes and peers who have been marked with a
set of enumerated city | ocations. AS 64496 has sel ected Conmunity
Value 1 to represent this functionality.

AS 64496 has established a set of values to use for its User-defined
d ass:

100 - Ansterdam

101 - New York

102 - San Franci sco

103 - Tokyo

104 - Moscow
Target senantics:

The Autononpbus System Nunber list Atomrefers to the target peer
AS Nunbers.

The User-defined Cass for AS 64496 has been defined el sewhere and
the val ues 100..104 rmay be used for this locally defined Wde
Conmuni ty.

The Targets TLV nust contain at | east one entry.

The Exclude Targets TLV may contain entries of the above supported
At ons.

The semantics of all other Atons are undefined for this comunity.
Par anet er semanti cs:

The paranmeter TLV shall consist of exactly one |Integer32 Atom
val ue that is constrained to have a value of 2..8.

9.2. Exanple Type 1 BGP Wde Comunity Encodi ng
AS_PATH prepend 4 TIMES TO AS 2424, AS 8888, to peers marked as
Anst erdam (100) or to peers marked Moscow (104), but not to peers in
New York (101).

The T Flag (transitive) is unset to prevent propagation of this
comuni ty.
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0 1 2 3
01234567890123456789012345678901
i S S T i S S e e i S S S S

| Type (1, Wde) | Flags |0|1] Reserved(0) |
i I S e I S L i S S e
| Length: 63 |

I i i S S i i S S S S R R T ok
| Community: LOCAL PREPEND ACTI ON CATEGORY 1|
e o I e e ol i I T T T S S e e e e i i ol it T R R
| Source AS 64496 |
i I i S e S it SN DU DU SRS
| Context AS 64496 |
I e I S i S i i S
| Target TLV (1)] Length: 22 |

R o S e i i NI TR R R e e S s s T S S S

| ASN List (1) | Length: 8 |

I I S i S S i i S R S l o e i
| Target ASN# 2424 |
I i i I S i S
| Target ASN# 8888 |
B i s T T i i o S o T Ji I
| User List(7) | Length: 8

i I S I e I S kN SRR SR
| Amst erdam (100) |
I e I S i i S ik i S N SRR S
| Moscow (104) |
B i s T T i i o S o T Ji I
| ExcTar get TLV( 2) | Length: 7 |

I S s S S S e N DU SR

| User List(7) | Length: 4 |

I i I S S i sk I S S S
| New York (101)

B i s T T i i o S o T Ji I
| Param TLV (3) | Length: 7 |

i S s S S i M SR S S

| I'nteger32 (4) | Length: 4 |

T S s I i I I ki SR N SRR S
| Prepend # 4

B i s T T i i o S o T Ji I

Figure 6: Exanple 1

10. Security considerations
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10.

10.

11.

11.

1. BGP Community Container Security Considerations

The security considerations for BGP Conmunities [ RFC1997] or BGP
Ext ended Communities [ RFC4360] apply to BGP Community Contai ners.

Transitive BGP Comunity Container comunities could unintentionally
spread far fromtheir origin. |If a router receives many routes from
multiple sources on the Internet with different communities, it could
cause significant processing burden or nmenory usage. To prevent

this, it is RECOWENDED that routers should be configured to strip
unexpected communities fromreceived routes.

Thi s docunent uses UTF-8 encoding for the UTF-8 String Atom There
are a number of security issues with Unicode. Inplenenters and
operators are advised to review Uni code Techni cal Report #36
(https://unicode.org/reports/tr36/) to | earn about these issues.
UTF-8 "Shortest Fornm encoding is REQUI RED to guard agai nst the
technical issues outlined in [UTR36] (https://unicode.org/reports/
tr36/).

2. BGP Wde Conmunity Security Considerations

For BGP W de Communities, the Community Value and the Source AS
Nunber may provide sufficient context to renove unwanted or
unexpected comrunities.

Gven the flexibility and power offered by BGP Wde conmunities, it
is inportant to consider the additional possibilities allowed by
their definition. In particular, for locally defined BGP Wde
Comunities, it is RECOMENDED to restrict the range of paraneters.
For registered BGP Wde Conmunities, the security considerations of
the docunent defining them MJUST address issues specific to those
new y defined Comunities.

| ANA Consi der ati ons

Al'l Registration Policies contained in this document are based on
[ RFC8126] .

1. BGP Community Container Attribute
Thi s docunent defines a new BGP Path Attribute called BG Comunity
Container Attribute. For this newtype ANA is requested to allocate

a new value in the corresponding registry:

Regi stry Name: BGP Path Attributes
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11.

11.

Thi s docunent nakes the followi ng assignnents for the optional,
transitive BGP Community Container Attribute:

Nane Type Val ue

BGP Community Container Attribute TBD [this docunent]
2. BGP Community Container Atonms Types

Thi s docunent requests IANA to define and maintain a new registry
naned: "BGP Comunity Contai ner Atom Types". The pool of 0x00-O0xFF
has been defined for its allocations.

Regi strati on procedures:

0x00: Reserved
0x01-0x08: Defined in this docunent.
0x09- OXFE: | ETF Consensus.

OxFF: Reserved

Thi s docunent nakes the follow ng assignnents for the BGP Comunity
Cont ai ner Atom Type val ues registry:

Narme Type Val ue

Aut ononpbus Syst em Nunber Li st 0x01 [this docunent]
I Pv4d Prefix list 0x02 [this docunent]
I Pv6 Prefix list 0x03 [this docunent]
I nteger32 |ist 0x04 [this docunent]
| EEE Fl oating Poi nt Nunber 1|i st 0x05 [this docunent]
Nei ghbor C ass |i st 0x06 [this docunent]
User-defined Class list 0x07 [this docunent]
UTF-8 string 0x08 [this docunent]

3. BGP Community Container Neighbor C ass List Atom Types

Thi s docunent requests |ANA to define and maintain a new registry
naned: "BGP Comunity Contai ner Nei ghbor C ass List Atom Types". The
pool of 0x00000000- OXFFFFFFFF has been defined for its allocations.

Regi stration procedures:

0x00000000 : Reserved.
0x00000001- 0x00000003 : Defined in this docunent.
0x00000004- OXFFFFFFFE : | ETF Consensus.
OxFFFFFFFF : Reserved.
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Thi s docunent nakes the followi ng assignnents for the BGP Comunity
Cont ai ner Nei ghbor C ass List Atom Types registry:

Nane Type Val ue

Peer 1 [this docunent]
Cust omer 2 [this docunent]
Upst r eam 3 [this docunent]

11. 4. BGP Conmunity Contai ner Val ues

Thi s docunent requests |ANA to define and nmaintain a new registry
naned: "BGP Comunity Contai ner Types".

The pool of: 0x0000..O0xFFFF has been defined for its allocations.
Regi stration procedures:

0x0000 : Reserved.
0x0001- Ox00FF : | ETF Revi ew.
0x0100- OXFFOO : First Come First Served.
OxFF01- OXFFFE : Experinental Use.

OxFFFF : Reserved.

Val ues:
0x0001 : BGP Wde Community [this docunent]
11.5. Registered Type 1 BGP Wde Comunities Container Val ues
Thi s docunent requests IANA to define and maintain a new registry
naned: "Registered Type 1 BGP Wde Community Container Values". The
pool of 0x00000000..O0xFFFFFFFF has been defined for its allocation
Regi stration procedures:
0x00000000 : Reserved.
0x00000001- Ox7FFFFFFF : Private use.
0x80000000 : Reserved.
0x80000001- OXFFFFFEFF : First Come First Served
OXFFFFFFOO- OXFFFFFFFE : Experinental .
OXFFFFFFFF : Reserved.
11.6. Registered Type 1 BGP Wde Comunity TLVs
Thi s docunent requests IANA to define and maintain a new registry

naned: "Registered Type 1 BGP Wde Community Optional Sub-Types"
The pool of 0x00..0xFF has been defined for its allocation
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12.

12.

Regi stration procedures:

0 : Reserved
1..3 : Defined in this docunent.
4..254 . | ETF Consensus.
255 : Reserved

Thi s docunent nakes the foll owi ng assignnents for the Registered Type

1

1.

BGP Wde Community Optional Sub-Types registry:

Nane Type Val ue

Targets 1 [this docunent]

Excl ude Targets 2 [this docunent]

Par anet er s 3 [this docunent]
Change History

Wor ki ng Group draft

Changes from-03 to -04:

Many editorial changes.

Restored the structure of the common header to accomodate pri or

i mpl ement ati ons from Huawei. However, do not keep the Hop count
per prior |IDR and author discussion

Adopt the nanme BGP Community Container for the general feature and
comon header after discussion on |IDR regarding Large BGP
Conmunities. Wde communities now specifically refer to the Type
1 contai ner.

Updat ed t he Common Cont ai ner Header’'s definition of Length to only
cover the length of the contents, and not the header

H de the Type 2 (4:4), Type 3 (Nx4), Type 4 (16+Nx4) containers
for now.

Qut st andi ng i ssues addresses and section renoved.

Type 1 container renaned from"Wde conmunity" to "Wde comunity
TLVS".

Rename Integer Atomto I nteger32

Exanmpl e changed, follow ng previous specification change.
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Changes from-02 to -03:
Many editorial change.

I ntroduction of new type of containers: Type 2 (4:4), Type 3
(Nx4), Type 4 (16+Nx4)

Conmon cont ai ner header: Type | ength changed from 2-octets to 1
octet, "Hop Count" renoved, "Context AS number" noved fromtype 1
to the generic header.
Renove comunity "AS-4 List Generic Wde BGP Conmunity"

Changes from-00 to -02: no change

00: no change

12.2. Individual draft
Changes from-03 via -04 to -05:

Update the Introduction.

Substantial re-work of Atomtypes renoving proposed G oup
contai ner and noving Atonms to be lists.

Added t he Exclude Targets TLV to the Wde Community contai ner.
Added a section on error handling.
Updat ed t he exanpl e.
Changes from-02 to -03:
Renoved C and R naned bit fields originally from-00.
Renanme Target AS field to Context AS.
Make Integer Atoma fixed 4 octets in |length.
Add Nei ghbor O ass Atom
Rename TTL to Hop Count
Changes from-01 to -02:

The Type field has been expanded to 2 octets.
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The Length field has been noved to the conmon header.

Changed format to use TLVs.

Added Atom TLV to define well defined syntactic itens.

Added TLVs to distinguish targets from paraneters.
Various editorial changes to | anguage.
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