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1. Introduction

Segnent Routing (SR) [ RFC8402] allows a headend node to steer a
packet flow al ong any path. [RFC9256] details the concepts of SR
Policy and steering into an SR Policy. These apply equally to the
MPLS and | Pv6 data plane instantiations of Segment Routing with their
respective representations of segnents as SR-MPLS SID and SRv6 SID as
described in [ RFC8402] .

[ RFC9830] specifies the way to use BGP to distribute information
about one or nore of the candidate paths of an SR Policy to the
headend of that policy. It defines a new BGP address famly (SAFl),
i.e., SR Policy SAFI NLRI. BGP UPDATE message sends the NLRI that
identifies an SR Policy Candidate Path, and the attributes that
encode the segnent lists and other details of that SR Policy

Candi date Path. These BGP attributes include the Tunnel

Encapsul ation Attribute [RFC9012] with the SR Policy Tunnel - Type, and
it encodes SR Policy tunnel information (per [RFC9830]).
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11 segment-descriptor types (fromtype A all the way to type K) for
SR segnents are defined [ RFC9256] section 4. [RFC9830] specifies the
encodi ng for segnment types A and B in BGP SR Policy SAFlI. And the
encoding for the remaining 9 types are specified in [ RFC9831].

As specified in [RFC9256], the SR algorithm can be optionally
specified for Segnent Types C (I Pv4 Node and SID), D (IPv6 Node and
SID for SR-MPLS), | (1 Pv6 Node and SID for SRv6), J (IPv6 Node, index
for renote and |l ocal pair, and SID for SRv6), and K (1 Pv6 Local/
Renote addresses and SID for SRv6). That is, currently the algorithm
can be carried along with SR-MPLS prefix SID, SRv6 prefix SID and
SRv6 adj acency SI D when delivering SR Policy.

[I-D.ietf-lsr-algorithmrel ated-adjacency-sid] comrents that, besides
the SR-MPLS prefix SID, the algorithmcan be also included as part of
an SR-MPLS Adj acency-SI D advertisenment in scenarios where nmultiple

al gorithm share the sane Iink resource. 1In this case, an SR MPLS
Policy advertised to the headend may al so contain algorithmspecific
Adj acency- SI D.

Thi s docunent defines new Segnment Types and proposes extensions for
BGP to provide algorithminformation for SR MPLS Adj acency- Sl Ds when
delivering SR Policy via BGP.

2. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here.

3. New Segnent Types for SR-MPLS Adjacency with optional SR Al gorithm

Thi s section defines four new Segnent types and the corresponding
Segnent Sub-TLVs of Segnent List Sub-TLV to provide algorithm
informati on for SR-MPLS Adj acency-SIDs. The Segrment Sub-TLVs in this
docunent are only defined for the Segment |ist Sub-TLV used by the
Tunnel Encapsul ation Attribute with the SR Policy Tunnel - Type as per
[ RFC9830]. Al other usages are outside the scope of this docunent.

The processing procedures for SIDwi th algorithmspecified in

[ RFC9256] and [RFCI9831] are still applicable for the new segnent
types. Just as in [RFC9830], the segnent |ist sub-TLVs specified in
this document (sections 3.1, 3.2, 3.3, and 3.4) MAY repeat multiple
times within the segnent-1list Sub-TLV. BGP only checks the syntax of
the fields, but the semantic neaning is check by the consuner. Wen
the algorithmis not specified for the SID types above which
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optionally allow for it, the headend SHOULD use the Strict Shortest
Path al gorithmif available; otherwise, it SHOULD use the default
Shortest Path al gorithm

3.1. Type L: IPv4 Node Address and Local Interface ID with optional SR
Al gorithmfor SR MPLS

This type allows for identification of an Adjacency SID or BGP Peer
Adj acency SID (as defined in [ RFC8402]) as an MPLS | abel for point-
to-point links including | P unnunbered |inks. The headend is
required to resolve the specified | Pv4 Local Node Address to the node
originating it and then use the Local Interface IDto identify the
poi nt-to-point |ink whose adjacency is being referred to. The Loca
Interface ID link descriptor follow semantics as specified in

[ RFC9552]. This type can also be used to indicate indirection into a
layer 2 interface (i.e., without |IP address) like a representation of
an optical transport path or a layer 2 Ethernet port or circuit at
the specified node. The SR Algorithm (refer to Section 3.1.1 of

[ RFC8402] ) MAY al so be provided.

The encoding for Type L Segnent Sub-TLV is as foll ows:

0 1 2 3
01234567890123456789012345678901
T e L o o o e i i s it NN R SR S B S
| Type | Lengt h | Fl ags | SR Algorithm|
B i s T T i i o S o T Ji I
| Local Interface ID (4 octets) |
e s o i T e R  h h o i R SR S
| | Pv4 Node Address (4 octets) |
i e e R e o o e T T b i ol I N S o
| SR-MPLS SID (optional, 4 octets) |
B i s T T i i o S o T Ji I

Wher e:

Type: TBD1

Length: Specifies the length of the value field (i.e., not including
Type and Length fields) in terns of octets. The value MJST be 14
when the SR-MPLS SID is present else it MJST be 10.

Fl ags: 1 octet of flags as defined in section 2.10 of [RFC9831].
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SR Algorithm 1 octet specifying SR Al gorithm as described in

Section 3.1.1 of [RFC8402]) when A-Flag as defined in [ RFC9831] is
present. SR Algorithmis used by SRPM as described in Section 4 of

[ RFC9256]). Wen A-Flag is not set, this field SHOULD be set to zero
on transm ssion and MJST be i gnored on receipt.

Local Interface ID: 4 octets of interface index of local interface
(refer TLV 258 of [RFC9552]).

| Pv4 Node Address: a 4-octet |Pv4 address representing a node.

SR-MPLS SID: optional, 4-octet field containing label, TC, S and TTL
as defined in Section 2.4.4.2.1 of [RFC9830].

3.2. Type M [Pv4 Addresses for link endpoints as Local, Renote pair
with optional SR Al gorithmfor SR MPLS

This type allows for identification of an Adjacency SID or BGP Peer
Adj acency SID (as defined in [ RFC8402]) as an MPLS | abel for Iinks.
The headend is required to resolve the specified Local |Pv4 Address
to the node originating it and then use the Renote | Pv4 Address to
identify the Iink adjacency being referred to. The Local and Renote
Address pair link descriptors follow semantics as specified in

[ RFC9552]. The SR Algorithm (refer to Section 3.1.1 of [RFC8402])
MAY al so be provi ded.

The format of Type M Segnment Sub-TLV is as foll ows:

0 1 2 3

01234567890123456789012345678901
T e L o o o e i i s it NN R SR S B S
| Type | Lengt h | Fl ags | SR Algorithm|
B i s T T i i o S o T Ji I
| Local |Pv4 Address (4 octets) |
e L o i T S E t ok i R SR
| Renote | Pv4 Address (4 octets) |
i e e R e o o e el ok i hI TR R S T
| SR-MPLS SID (optional, 4 octets) |
B i s T T i i o S o T Ji I

Wher e:
Type: TBD2
Length: Specifies the length of the value field (i.e., not including

Type and Length fields) in terns of octets. The value MJST be 14
when the SR-MPLS SID is present else it MJST be 10.
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Fl ags: 1 octet of flags as defined in section 2.10 of [RFC9831].

SR Algorithm 1 octet specifying SR Al gorithm as described in

Section 3.1.1 of [RFC8402]) when A-Flag as defined in [ RFC9831] is
present. SR Algorithmis used by SRPM as described in Section 4 of

[ RFC9256]). When A-Flag is not set, this field SHOULD be set to zero
on transni ssion and MJST be ignored on receipt.

Local 1Pv4 Address: a 4-octet |Pv4 address representing the |oca
i nk address of the node.

Renote | Pv4 Address: a 4-octet |Pv4 address representing the link
address of the nei ghbor node.

SR-MPLS SID: optional, 4-octet field containing label, TC, S and TTL
as defined in Section 2.4.4.2.1 of [ RFC9830].

3.3. Type N IPv6 Node Addresses and Interface ID for |link endpoints as
Local, Renote pair, with optional SR Al gorithm for SR-MLS

This type allows for identification of an Adjacency SID or BGP Peer
Adj acency SID (as defined in [ RFC8402]) as an MPLS | abel for I|inks
including those with only Link-Local |Pv6 addresses. The headend is
required to resolve the specified | Pv6 Node Address to the node
originating it and then use the Local Interface IDto identify the
poi nt-to-point |ink whose adjacency is being referred to. For other
than point-to-point links, additionally the specific adjacency over
the link needs to be resolved using the | Pv6 Renpte Node Address and
Interface ID. The Local and Renote pair of Node Address and
Interface ID link descriptor follows senmantics as specified in

[ RFC9552]. This type can also be used to indicate indirection into a
layer 2 interface (i.e., without |IP address) like a representation of
an optical transport path or a layer 2 Ethernet port or circuit at
the specified node. The SR Algorithm (refer to Section 3.1.1 of

[ RFC8402]) MAY al so be provided.

The format of Type N Segnment Sub-TLV is as foll ows:
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0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Type | Lengt h | FI ags | SR Algorithm|
e s i i T S  t i i R SRR S
| Local Interface ID (4 octets) |
i e e R e s o i e R e o i i S S N S S
/1 | Pv6 Local Node Address (16 octets) /1
B i s T T i i o S o T Ji I
| Renote Interface ID (4 octets) |
e L o i T e i o i R S S
/1 | Pv6 Renpte Node Address (16 octets) /1
T e L o i T e e i st it E N R SR S S S
| SR-MPLS SID (optional, 4 octets) |
B i s T T i i o S o T Ji I

Wher e:
Type: TBD3

Length: Specifies the length of the value field (i.e., not including
Type and Length fields) in terns of octets. The value MJST be 46
when the SR-MPLS SID is present else it MJST be 42.

Fl ags: 1 octet of flags as defined in section 2.10 of [RFC9831].

SR Algorithm 1 octet specifying SR Al gorithm as described in

Section 3.1.1 of [RFC8402]) when A-Flag as defined in [ RFC9831] is
present. SR Algorithmis used by SRPM as described in Section 4 of

[ RFC9256]). When A-Flag is not set, this field SHOULD be set to zero
on transni ssion and MJST be ignored on receipt.

Local Interface ID. 4 octets of interface index of |ocal interface
(refer TLV 258 of [RFC9552]).

| Pv6 Local Node Address: a 16-octet |Pv6 address representing the
node.

Renpte Interface ID: 4 octets of interface index of renote interface
(refer TLV 258 of [RFC9552]). The value MAY be set to zero when the
| ocal node address and interface identifiers are sufficient to
descri be the |ink.

| Pv6 Renpte Node Address: a 16-octet | Pv6 address. The val ue MAY be

set to zero when the | ocal node address and interface identifiers are
sufficient to describe the |ink.
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SR-MPLS SID: optional, 4-octet field containing label, TC, S and TTL
as defined in Section 2.4.4.2.1 of [RFC9830].

3.4. Type O |Pv6 Addresses for link endpoints as Local, Renote pair
with optional SR Al gorithmfor SR MPLS

This type allows for identification of an Adjacency SID or BGP Peer
Adj acency SID (as defined in [ RFC8402]) as an MPLS | abel for I|inks
with dobal |1 Pv6 addresses. The headend is required to resolve the
specified Local |IPv6 Address to the node originating it and then use
the Renote | Pv6 Address to identify the Iink adjacency being referred
to. The Local and Renote | Pv6 Address pair link descriptors follow
semantics as specified in [RFCO552]. The SR Algorithm (refer to
Section 3.1.1 of [RFC8402]) MAY al so be provided.

The format of Type O Segnent Sub-TLV is as foll ows:

0 1 2 3
01234567890123456789012345678901
B I i st ST S I S S S S S S S S e S S S S ik o S N S S S
| Type | Length | Fl ags | SR Algorithm|
el i I e i it T e e e e i i T o S e e S e T R R
/1 Local |1 Pv6 Address (16 octets) /1
I S i o T s S S S e s s T
/1 Renote | Pv6 Address (16 octets) /1
B I i st ST S I S S S S S S S S e S S S S ik o S N S S S
| SR-MPLS SID (optional, 4 octets) |
el i I e i it T e e e e i i T o S e e S e T R R

Wher e:

Type: TBD4

Length: Specifies the length of the value field (i.e., not including
Type and Length fields) in terns of octets. The value MJST be 38
when the SR-MPLS SID is present else it MJST be 34.

Flags: 1 octet of flags as defined in section 2.10 of [RFC9831].

SR Algorithm 1 octet specifying SR Algorithm as described in
Section 3.1.1 of [RFC8402]) when A-Flag as defined in [ RFC9831] is
present. SR Algorithmis used by SRPM as described in Section 4 of

[ RFC9256]). When A-Flag is not set, this field SHOULD be set to zero
on transm ssion and MJST be ignored on receipt.

Local 1Pv6 Address: a 16-octet | Pv6 address representing the |oca
Iink address of the node.
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Renote | Pv6 Address: a 16-octet |Pv6 address representing the link
address of the nei ghbor node.

SR-MPLS SID: optional, 4-octet field containing label, TC, S and TTL
as defined in Section 2.4.4.2.1 of [ RFC9830].

4. | ANA Consi derations
4.1. Segnent Types

Thi s docunent requests al phabetical identifier allocations for new
"Segnent Types" under the "Segnent Routing" registry.

Val ue Descri ption Ref erence
L | Pv4 Node Address and Local Interface ID

with optional SR Al gorithmfor SR MPLS Thi s docunent
M | Pv4 Addresses for link endpoints as Local, Renote pair

with optional SR Al gorithmfor SR-MPLS Thi s docunent
N | Pv6 Node Addresses and Interface ID for |ink endpoints

as Local, Renote pair, with optional SR Al gorithmfor SR-MPLS Thi s docunent
@] | Pv6 Addresses for |ink endpoints as Local, Renote pair,

with optional SR Al gorithmfor SR MPLS Thi s docunent

4.2. SR Policy Segment List Sub-TLVs

Thi s docunent requests the followi ng code points fromthe "SR Policy
Segnent List Sub-TLVs" registry [ RFC9830] under the "Border Gateway
Prot ocol (BGP) Tunnel Encapsul ati on" registry group.

Val ue Description Ref er ence

TBD1 Segnent Type L sub-TLV Thi s docunent
TBD2 Segnent Type M sub-TLV Thi s docunent
TBD3 Segnent Type N sub-TLV Thi s docunent
TBD4 Segnent Type O sub-TLV Thi s docunent

5. Security Considerations

Thi s docunent defines new sub-TLVs of the Segnent List sub-TLV used
and only used under the Tunnel Encapsul ation Attribute with the SR
Pol i cy Tunnel - Type[ RFC9830] to carry the informati on of new segnent
types as introduced in this document, i.e, SR-MPLS Adjacency- Sl Ds
wi th operational algorithminformation.

Procedures and protocol extensions defined in this docunent do not

af fect the security considerations discussed in [ RFC9256] and
[ RFC9830] .
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8.

8.

The information in segnent types L-O defined in this document is
critical pieces of information about the infrastructure of a network
or multiple network segments, nore specifically, these information

i ncl udes endpoi nt/ node addresses, SR SIDs, and the SR al gorithns.

The operators need to carefully restrict access to the information
contained in segnments L-O it is the responsibility of the network
operators to ensure that only trusted nodes (that include both
routers and controller applications) within the SR domain are
configured to receive such information

Manageabi |l ity Consi derations

The operations and nanageability considerations in [RFC9830] apply to
the segnment types defined in this docunent.

The YANG nodel for the operation and managenent of SR Poli cies
[1-D.ietf-spring-sr-policy-yang] reports the SR Policies provisioned
via BGP SR Policy SAFlI along with their operational states. And

[ RFC9857] enables the reporting of the operational state of the SR
Policies fromthe headend to the controllers via BGP-LS

Currently this docunment is experinental and there’'s no inplenmentation
yet. But it is RECOMMENDED to include the information of new segnent
types in both BGP-LS UPDATE and YANG nodel for SR Policies, so
potential inplenentations in the future would benefit fromit.
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