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Abst ract

Segnment Routing (SR) is a source routing paradigmthat explicitly

i ndi cates the forwardi ng path for packets at the ingress node. An SR
Policy is a set of candidate paths, each consisting of one or nore
segnent lists. This docunent defines extensions to BGP SR Policy to
specify the identifier of a segnent Ilist.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 30 Novenber 2026.

Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

Segment routing (SR) [RFC8402] is a source routing paradigmthat
explicitly indicates the forwarding path for packets at the ingress
node. The ingress node steers packets into a specific path according
to the Segnment Routing Policy (SR Policy) as defined in [ RFC9256].

In order to distribute SR policies to the headend, [RFC9830]
speci fi es a nechani sm by using BGP

However, there is no identifier for segnent lists in BGP SR Poli cy,
whi ch may cause inconveni ence for other nechanisns to designate
segnment lists distributed by BGP

Consi der a scenario where a network controller distributes SR
policies to the headend nodes, which need to collect traffic
forwarding statistics per segnent |list. Wen a headend node reports
each statistic to the controller, it needs to specify the segnent
list to which the statistic belongs. Due to the lack of an
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identifier, the headend node usually reports all SIDs in the
associ ated segnent list along with the statistic, and then the
controll er needs to conpare the SIDs one by one to recogni ze which
segnent list it is. The advertisenent of all SIDs in the segnent
list consunes a |l ot of octets, and the conparison of SIDs can be
conmpl i cat ed.

Consi der a second exanple where a network controller distributes SR
policies using BGP, and then uses NETCONF to set sone configurations
of the segnent lists that are not suitable to be carried in BG. The
controll er needs to specify which segnent |ist these configurations
belong to when it issues them |In this case, a sinple identifier of
the segnment |ist can al so be hel pful

An identifier of a segment list may al so serve as a user-friendly
attribute for debuggi ng and troubl eshooti ng purposes, such as

di splaying an invalid segnent |ist when its associ ated BFD session is
down.

Section 5.7.4 of [RFCI9857] defines an SR Segnent List Identifier sub-
TLV for reporting the identifier associated with a specific SIDIist.
Thi s docunent defines extensions to BG SR Policy to specify the
identifier of an SR Segnent List.

1.1. Requirenents Language
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [RFCB174] when, and only when, they appear in al
capital s, as shown here

2. Segnent List Identifier in SR Policy

As defined in [ RFC9830], the SR policy encoding structure is as
fol | ows:
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SR Policy SAFI NLRI: <Distinguisher, Policy-Color, Endpoint>
Attributes:
Tunnel Encapsul ation Attribute (23)
Tunnel Type: SR Policy (15)
Bi nding SID
SRv6 Bi nding SID
Pref erence
Priority
Pol i cy Name
Pol i cy Candi date Path Nane
Explicit NULL Label Policy (ENLP)
Segnent Li st
Wi ght
Segnent
Segnment

Figure 1: SR Policy Encoding
SR policy with segment list identifier is expressed as bel ow

SR Policy SAFI NLRI: <Distinguisher, Policy-Color, Endpoint>
Attributes:
Tunnel Encapsul ation Attribute (23)
Tunnel Type: SR Policy (15)
Bi nding SID
SRv6 Bi nding SID
Pref erence
Priority
Pol i cy Name
Pol i cy Candi date Path Name
Explicit NULL Label Policy (ENLP)
Segnent Li st
Wei ght
Segnent List ldentifier
Segnent
Segnent

Figure 2: SR policy with segnent list identifier Encoding

The segment list identifier can be advertised using the Segment List
I D sub-TLV, as defined in Section 2.1
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2.1. Segnent List |ID Sub-TLV

The Segment List ID sub-TLV is defined in the BGP Tunne

Encapsul ation Attribute [RFC9012]. The Segnent List |ID sub-TLV can
be carried in the BGP Tunnel Encapsul ation Attribute with the tunne
type set to SR Policy.

The Segment List ID sub-TLV specifies the identifier of the segnent
list by a 4-octet nunber. The Segment List IDis unique within the
context of a Candi date Path.

The Segment List ID sub-TLV is an optional sub-TLV. Only a single
instance of this sub-TLV is advertised for a given segnent list. |If
mul tiple instances are present, then the first valid one (i.e., not
determned to be mal formed as per Section 2.4 of [RFC9830]) is used
and the rest are ignored.

The Segment List ID sub-TLV has the followi ng format:

0 1 2 3
01234567890123456789012345678901
B T S i T s i i e e SEI S
| Type | Length | Fl ags | RESERVED |
I S i o T s S S S e s s T
| Segnent List ID |
B i aT T e e o S o S S S I T et sl o ST S S S S S S

Figure 3: Segnent List ID sub-TLV
wher e:
*  Type: 19.
* Length: 6.
* Flags: 1 octet of flags. None are defined at this stage. Flags
SHOULD be set to zero on transmi ssion and MJST be ignored on

receipt.

* RESERVED: 1 octet of reserved bits. SHOULD be set to zero on
transm ssi on and MJST be ignored on receipt.

* Segnent List ID: 4 octets which carry a 32-bit unsigned non-zero
nunber that serves as the identifier associated with the segnent
list. A value of O indicates that there is no identifier
associated with the Segnent List. The scope of this identifier is
the SR Policy Candi date path.
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The validation of an SR Policy NLRI with the Segnent List |ID sub-TLV
in the BGP tunnel encapsulation attribute [RFCO012] foll ows the
procedures in Section 4.2 of [RFC9830].

The Segment List ID sub-TLV is considered malforned if its format
does not nmatch the above description. |If its format is considered
mal f ormed, the associated BGP SR Policy NLRI is considered nual formed
and the "treat-as-withdraw' strategy of [RFC7606] MJST be appli ed.

3. Security Considerations

The protocol extensions defined in this docunment do not affect the
base BGP security nodel. The security requirenents and nechani sns
described in [RFCO830] also apply to this docunent. SR operates
within a trusted SR domain [ RFC8402] and its security considerations
al so apply to BGP sessions when carrying SR Policy infornmation.

The Segment List ID sub-TLV is an optional sub-TLV that specifies an
identifier associated with a segnent list. The scope of this
identifier is the SR Policy Candidate Path. The Segnent List ID
uniquely identifies a segnent list within an SR Policy Candi date

Pat h.

The Segnment List IDis assigned by a controller, distributed via BGP
and used as an identifier for the segnent list. Since this
identifier may expose mission-critical or commercially sensitive
network information, it introduces a confidentiality risk

Net wor k operators MUST ensure that only trusted nodes (including both
routers and controller applications) within the SR domain are
permitted to receive this information.

4. I nplenentation Status

[Note to the RFC Editor - renove this section before publication, as
well as remove the reference to [ RFC7942].]
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This section records the status of known inplenmentations of the
protocol defined by this specification at the time of posting of this
Internet-Draft, and is based on a proposal described in [RFC7942].
The description of inplenentations in this section is intended to
assist the |ETF in its decision processes in progressing drafts to
RFCs. Please note that the listing of any individual inplenentation
here does not inply endorsement by the | ETF. Furthermore, no effort
has been spent to verify the information presented here that was
supplied by I ETF contributors. This is not intended as, and nust not
be construed to be, a catalog of available inplenentations or their
features. Readers are advised to note that other inplenentations may
exi st.

According to [ RFC7942], "this will allow reviewers and worki ng groups
to assign due consideration to docunents that have the benefit of
runni ng code, which nmay serve as evidence of val uabl e experinmentation
and feedback that have nmade the inplenmented protocols nore nature.

It is up to the individual working groups to use this information as
they see fit".

New H3C Technol ogi es

* (Organi zation: New H3C Technol ogi es.

* | nplementation: H3C CR16000, CR19000 series routers
i mpl ement at i on.

* Description: Al sections including all the "MJUST" and " SHOULD'
cl auses have been inplenented in above-nenti oned New H3C
Product s(runni ng Version 7.1.099 and above).

* Maturity Level: Product

* Coverage: Al sections.

* Version: Draft-03

* Licensing: NA

* | nplenmentation experience: Nothing specific.

* Contact: |inchangwang. 04414@3c. com

* Last updated: February 10, 2025
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4.

7.

2.

1.

ZTE Corp
* Organi zation: ZTE Corporation
* |Inplenmentation: ZTE s ZXR10 core router

* Description: The inplementation in |ab has been conpleted. The
comrercial inplenmentation is under devel opnent.

* Maturity Level: Product
* Coverage: Al
* Version: Draft-03
* Licensing: NA
* Inplenmentation experience: Nothing specific.
* Contact: feng.jun99@te.comcn
* Last updated: February 6, 2025
I ANA Consi derations

Thi s docunent defines a new Sub-TLV in the registry "SR Policy
Segnent List Sub-TLVs" [ RFC9830]:

Val ue Description Ref erence

19 Segnent List | D sub-TLV Thi s docunent
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Appendi x A.  Cross WG Information

Thi s section describes cross-working group information for the | ETF
review process. This section will be removed by the RFC Editor
before publication. The RFC Editor will also renpove the references
to [I-D.ietf-pce-multipath].

A 1. Spring WG

[ RFC9256] details SR Policy architecture, but does not define any
identifier for a Segment List. The Segnent List ID was introduced in
BGP-LS (Section 5.7.4 of [RFC9857]) and PCEP (Section 4.2 of
[I-D.ietf-pce-multipath]). Note that the nanes are different due to
the objects/TLVs in respective protocols but the semantics are

i denti cal

A Segnment List belongs to a Candidate Path. Note that the Segnent
List is neant to realize the objectives of a specific Candi date Path.
Therefore, the segment list 1D is scoped under the candidate path

hi erarchy. The segnent list IDis a 32-bit non-zero nunber that
serves as the identifier associated with a segnent list. Currently,
in BGP-LS and PCEP extensions, the segnent list IDis scoped under

t he candi date path.

Thi s docunent defines extensions to BG SR Policy to specify the
identifier of an SR Segnent List. The definition of the segment |ist
IDin this docunent is consistent with the specification of segnent
list IDin BGP-LS and PCEP ext ensi ons.

A 2. PCE W5

The BGP extension in this docunent for the identifier of segment I|ist
al so could be inplenented via PCEP according to Section 4.2 of
[I-Dietf-pce-nultipath]. The Path ID uniquely identifies a Path
within the context of an LSP. Path |Ds MJST be uni que across al
these path types within the same LSP. In this document, Path |Ds
correspond to the identifier of a segnent |ist under CP
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Sections 4.3 and 4.4 of [I-D.ietf-pce-nultipath] describe the usage
of Path IDs in | oad-bal ancing and multiple paths for protection
scenarios, respectively. Additionally, Appendix A of
[I-D.ietf-pce-nultipath] specifies how Path I Ds are encapsul ated

wi thin the PCEP protocol.

A. 3. SRv6OPS

Thi s docunent is unrelated to SRv6COPS and only relates to BGP-TE
ext ensi ons.
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