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Abst r act

A Segnent Routing (SR) Policy is an ordered |ist of segments (also
referred to as instructions) that define a source-routed policy. An
SR Policy consists of one or nore candi date paths, each conprising
one or nore segment lists. A headend can be provisioned with these
candi dat e pat hs usi ng various nechani sns, such as CLI, NETCONF, PCEP
or BGP.

Thi s docunent specifies how BGP can be used to distribute SR Policy
candi date paths. It introduces a BGP SAFI for advertising a

candi date path of an SR Policy and defines sub-TLVs for the Tunnel
Encapsul ation Attribute to signal information related to these
candi dat e pat hs.

Furt hernmore, this docunment updates RFC9012 by extending the Col or
Ext ended Community to support additional steering nmodes over SR
Pol i cy.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
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1. Introduction

Segnment Routing (SR) [ RFC8402] allows a headend node to steer a
packet flow along a specific path. Internediate per-path states are
elimnated thanks to source routing.

The headend node is said to steer a flowinto an SR Policy [ RFC9256].

The packets steered into an SR Policy carry an ordered list of
segnments associated with that SR Policy.

[ RFC9256] further details the concepts of SR Policy and steering into
an SR Policy. These apply equally to the SR-MPLS and Segnent Routing
for 1Pv6 (SRv6) data-plane instantiations of Segnent Routing using
SR- MPLS and SRv6 Segnent Identifiers (SIDs) as described in

[ RFC8402]. [RFCB660] describes the representation and processi ng of
this ordered list of segnents as an MPLS | abel stack for SR-MPLS
Wi | e [ RFC8754] and [ RFC8986] describe the sane for SRv6 with the use
of the Segnent Routing Header (SRH).

The SR Policy related functionality described in [RFC9256] can be
conceptual ly viewed as being incorporated in an SR Policy Mdule
(SRPM. Following is a rem nder of the high-level functionality of
SRPM

* Learning nultiple candidate paths (CP) for an SR Policy via
various nechanisns (CLI, NETCONF, PCEP, or BGP).

* Selection of the best candidate path for an SR Poli cy.

* Associating a Binding SID (BSID) to the sel ected candi date path of
an SR Policy.
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* Installation of the selected candidate path and its BSID in the
forwardi ng pl ane.

Thi s docunent specifies the use of BGP to distribute one or nore of
the candi date paths of an SR Policy to the headend of that policy.
The docunent describes the functionality provided by BGP and, as
appropriate, provides references for the functionality which is

out side the scope of BGP (i.e. resides within SRPM on the headend
node) .

Thi s docunent specifies a way of representing SR Policy candidate
pat hs in BGP UPDATE nessages. BGP can then be used to propagate the
SR Policy candidate paths to the headend nodes in a network. The
usual BGP rules for BGP propagation and best-path selection are used.
At the headend of a specific policy, this will result in one or nore
candi date paths being installed into the "BGP table". These paths
are then passed to the SRPM The SRPM nay conpare themto candi date
paths | earned via other mechanisms and will choose one or nore paths
to be installed in the data plane. BGP itself does not install SR
Pol i cy candidate paths into the data plane.

Thi s docunent introduces a BGP subsequent address famly (SAFI) for
I Pv4 and | Pv6 address famlies. |In UPDATE nessages of those AFI/
SAFls, the Network Layer Reachability Information (NLRI) identifies
an SR Policy Candidate Path while the attributes encode the segnment
lists and other details of that SR Policy Candi date Path.

While for sinplicity the text in this docunent states that BGP
advertises an SR Policy, it is to be understood that BGP advertises a
candi date path of an SR policy and that this SR Policy m ght have
several other candidate paths provided via BGP (via an NLRI with a
different distinguisher as defined in Section 2.1), PCEP, NETCONF, or
| ocal policy configuration

Typically, a SR Policy Controller [RFC9256] defines the set of
policies and advertises themto policy headend routers (typically
ingress routers). These policy advertisenents use the BGP extensions
defined in this docunment. In nost cases, the policy advertisement is
tailored for a specific policy headend; consequently, it may be
transmtted over a direct BGP session (i.e., without internediate BGP
hops) to that headend and is not propagated any further. |In such
cases, the policy advertisenents will not traverse any Route

Refl ector (RR, [RFC4456]) (see Section 4.2.3).

Alternatively, a BGP egress router may advertise SR Policies that
represent paths termnating on itself. |In such cases, the router can
send these policies directly to each headend over a dedi cated BGP
session, w thout necessitating any further propagation of the policy.
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In sone situations, it is undesirable for a controller or BGP egress

router to have a BGP session to each policy headend. In these
situations, BGP Route Reflectors may be used to propagate the
advertisenents. In certain other deploynents, it may be necessary

for the advertisenment to propagate through a sequence of one or nore
ASes within an SR Donmin (refer to Section 7 for the associated
security considerations). To nake this possible, an attribute needs
to be attached to the advertisenent that enables a BGP speaker to
determ ne whether it is intended to be a headend for the advertised
policy. This is done by attaching one or nore Route Target Extended
Conmunities to the advertisenent [ RFC4360].

The BGP extensions for the advertisenment of SR Policies include
fol |l owi ng components:

* A Subsequent Address Famly ldentifier (SAFlI) whose NLRI's
identifies an SR Policy candidate path.

* A Tunnel Type identifier for SR Policy, and a set of sub-TLVs to
be inserted into the Tunnel Encapsulation Attribute (as defined in
[ RFC9012]) specifying segnment lists of the SR Policy candi date
path, as well as other infornmation about the SR Policy.

* One or nore | Pv4d address-specific format route target extended
community ([ RFC4360]) attached to the SR Policy Candi date Path
adverti senment and that indicates the intended headend of such an
SR Policy Candi date Path adverti senent.

The SR Policy SAFI route updates utilize the Tunnel Encapsul ation
Attribute to signal an SR Policy, which itself functions as a tunnel
This usage differs notably fromthe approach described in [ RFC9012],
where the Tunnel Encapsulation Attribute is associated with a BGP
route update (e.g., for Internet or VPN routes) to specify the tunne
used for forwarding traffic. This docunent does not nodify or
supersede the usage of the Tunnel Encapsul ation Attribute for
existing AFl/SAFls as defined in [RFC9012]. Details regarding the
processi ng of the Tunnel Encapsul ation Attribute for the SR Policy
SAFlI are provided in Section 2.2 and Section 2. 3.

The northbound advertisenent of the operational state of the SR
Pol i cy Candi date Paths as part of BGP-LS [ RFC9552] topol ogy
information is specified in [I-Dietf-idr-bgp-Is-sr-policy].

The signaling of Dynam c and Composite Candi date Paths (sections 5.2

and 5.3 respectively of [RFC9256]) is outside the scope of this
docunent .
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The Col or Extended Comunity (as defined in [RFCO012]) is used to
steer traffic into an SR Policy, as described in section 8.8 of

[ RFC9256]. The Section 3 of this document updates [RFCO9012] with
nodi fications to the format of the Flags field of the Col or Extended
Conmunity by using the two leftnost bits of that field.

1.1. Requirenents Language
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [RFCB174] when, and only when, they appear in al
capitals, as shown here

2. SR Policy Encoding

2.1. SR Policy SAFI and NLR

A SAFl is introduced in this docunment: the SR Policy SAFI with
codepoint 73. The AFl used MJST be | Pv4(1l) or |Pv6(2).

The SR Policy SAFI uses the NLRI format defined as foll ows:

o e e oo +

| NLRI Length | 1 octet

o e e e e a e oo m +

| Distinguisher | 4 octets
oo o - +

| Policy Color | 4 octets
o e e oo +

|  Endpoi nt | 4 or 16 octets
o e e e e a e oo m +

Figure 1: SR Policy SAFI Format
wher e:
* NLRI Length: 1 octet indicating the length expressed in bits as

defined in [RFC4760]. Wen AFl = 1 the value MJST be 96 and when
AFl = 2 the value MJST be 192.
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* Distinguisher: 4-octet value uniquely identifying the policy in
the context of <color, endpoint> tuple. The distinguisher has no
semantic value and is solely used by the SR Policy originator to
make unique (froman NLRI perspective) both for multiple candidate
pat hs of the sane SR Policy as well as candi date paths of
different SR Policies (i.e. with different segnent lists) with the
same Col or and Endpoi nt but meant for different headends. The
di stinguisher is the discrimnator of the SR Policy candidate path
as specified in section 2.5 of [RFC9256].

* Policy Color: 4 octets that carry an unsi gned non-zero integer
val ue indicating the color of the SR Policy as specified in
section 2.1 of [RFC9256]. The color is used to match the col or of
the destination prefixes to steer traffic into the SR Policy as
specified in section 8 of [RFC9256].

* Endpoint: value identifies the endpoint of a policy. The Endpoint
may represent a single node or a set of nodes (e.g., an anycast
address). The Endpoint is an |IPv4 (4-octet) address or an |Pv6
(16-octet) address according to the AFl of the NLRI. The address
can be either a unicast or an unspecified address (0.0.0.0 for
IPv4, :: for I1Pv6), known as null endpoint, as specified in
section 2.1 of [RFC9256].

The col or and endpoint are used to automate the steering of BGP
service routes on SR Policy as described in section 8 of [RFC9256].

The NLRI containing an SR Policy candidate path is carried in a BGP
UPDATE nessage [ RFC4271] using BGP nulti-protocol extensions

[ RFC4760] with an AFl of 1 or 2 (IPv4 or IPv6) and with a SAFlI of 73.
The fault nanagenent and error handling in the encoding of the NLR
is specified in Section 5

An update nessage that carries the MP_REACH NLRI or MP_UNREACH NLRI
attribute with the SR Policy SAFI MJST al so carry the BGP nandatory
attributes. |In addition, the BGP update nmessage MAY al so contain any
of the BGP optional attributes.

The next-hop network address field in SR Policy SAFlI (73) updates nmay
be either a 4-octet |IPv4 address or a 16-octet |Pv6 address,

i ndependent of the SR Policy AFl. The length field of the next-hop
address specifies the next-hop address famly. [|f the next-hop
length is 4, then the next-hop is an | Pv4 address; if the next-hop
length is 16, then it is a global 1Pv6 address; if the next-hop
length is 32, then it has a global IPv6 address followed by a Iink-

| ocal I Pv6 address. The setting of the next-hop field and its
attendant processing is governed by standard BGP procedures as
described in section 3 of [RFC4760] and section 3 of [RFC2545].
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It is inportant to note that at any BGP speaker receiving BGP updates
with SR Policy NLRI's, the SRPM processes only the best path as per
the BGP best-path selection algorithm In other words, this docunent
| everages the existing BGP propagati on and best-path sel ection rules.
Details of the procedures are described in Section 4.

It has to be noted that if several candidate paths of the sane SR
Policy (endpoint, color) are signaled via BGP to a headend, then it

i s RECOVWENDED t hat each NLRI uses a different distinguisher. |f BGP
has installed into the BGP table two adverti senments whose respective
NLRI s have the sanme col or and endpoint, but different distinguishers,
bot h advertisenments are passed to the SRPM as different candidate
paths along with their respective originator information (i.e., ASN
and BGP Router-1D) as described in section 2.4 of [RFC9256]. The ASN
woul d be the ASN of the origin and the BGP Router-1D is determned in
the follow ng order:

* Fromthe Route Origin Comunity [ RFC4360] if present and carrying
an | P Address, or

* As the BGP Originator |ID [RFC4456] if present, or

* As the BGP Router-ID of the peer fromwhich the update was
received as a last resort.

The Section 2.9 of [RFC9256] specifies the selection of the active
candi date path of the SR Policy by the SRPM based on the information
provided to it by BGP

2.2. SR Policy and Tunnel Encapsulation Attribute

The content of the SR Policy Candidate Path is encoded in the Tunnel
Encapsul ation Attribute defined in [RFCO012] using a Tunnel - Type
called SR Policy Type with codepoint 15. The use of SR Policy
Tunnel -type is applicable only for the AFI/SAFI pairs of (1/73,

2/ 73). This docunent specifies the use of the Tunnel Encapsul ation
Attribute with the SR Policy Tunnel -Type and the use of any other
Tunnel - Type with the SR Policy SAFlI MJST be considered mal forned and
handl ed by the "Treat-as-Wthdraw' strategy [ RFC7606].

The SR Policy Encoding structure is as foll ows:
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SR Policy SAFI NLRI: <Distinguisher, Policy-Color, Endpoint>
Attributes:
Tunnel Encapsul ation Attribute (23)
Tunnel Type: SR Policy (15)
Bi nding SID
Pref erence
Priority
Pol i cy Name
Pol i cy Candi date Path Name
Explicit NULL Label Policy (ENLP)
Segnent Li st
Wi ght
Segnent
Segnent

Figure 2: SR Policy Encoding

wher e:

* SR Policy SAFI NLRI is defined in Section 2.1

*  Tunnel Encapsulation Attribute is defined in [ RFC9012].

*  Tunnel - Type is set to 15.

* Preference, Binding SID, Priority, Policy Nane, Policy Candidate
Pat h Nanme, ENLP, Segnent-List, Wight, and Segment sub-TLVs are
defined in Section 2. 4.

* Additional sub-TLVs may be defined in the future.

A Tunnel Encapsul ation Attribute MJST NOT contain nore than one TLV

of type "SR Policy"; such updates MJST be considered nal forned and

handl ed by the "Treat-as-Wthdraw' strategy [ RFC7606].

BGP does not need to performthe validation of the tunnel (i.e., SR

Policy) itself as indicated in section 6 of [RFC9012]. The

validation of the SR Policy information that is advertised using the
sub-TLVs specified in Section 2.4 is perforned by the SRPM
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2.3. Applicability of Tunnel Encapsulation Attribute Sub-TLVs

The Tunnel Egress Endpoi nt and Col or sub-TLVs of the Tunne

Encapsul ation Attribute, as defined in [ RFC9012], are not utilized
for SR Policy encodings. Consequently, their values are not rel evant
within the context of the SR Policy SAFl NLRI. If these sub-TLVs are
present, a BGP speaker MJST ignore them and MAY renove them fromthe
Tunnel Encapsul ation Attribute during propagation

Simlarly, any other sub-TLVs, including those specified in
[ RFC9012], that do not have explicitly defined applicability to the
SR Policy SAFI MJST be ignored by the BGP speaker and MAY be renoved
fromthe Tunnel Encapsul ation Attribute during propagation

2.4. SR Policy Sub-TLVs

Thi s section specifies the sub-TLVs defined for encoding the
i nformati on about the SR Policy Candi date Path.

Preference, Binding SID, SRv6 Binding SID, Segnent-List, Priority,
Policy Name, Policy Candidate Path Name, and Explicit NULL Label
Policy are all optional sub-TLVs introduced for the BGP Tunnel
Encapsul ation Attribute [ RFC9012] being defined in this section

Wi ght and Segment are sub-TLVs of the Segment-List sub-TLV nmentioned
above.

An early version of this docunent included only the Binding SID sub-
TLV that could be used for both SR-MPLS and SRv6 Binding SIDs. The
SRv6 Binding SID TLV was introduced in | ater versions to support the
advertisenment of additional SRv6 capabilities wi thout affecting
backward conpatibility for early inplenentations.

The fault managenment and error handling in the encoding of the sub-
TLVs defined in this section are specified in Section 5. For the
TLVs/ sub-TLVs that are specified as single instance, only the first

i nstance of that TLV/sub-TLV is used and the other instances MJST be
i gnored and MUST NOT consi dered to be nal f or ned.

None of the sub-TLVs defined in the followi ng sub-sections have any
effect on the BGP best-path selection or propagati on procedures.
These sub-TLVs are not used by the BGP path sel ection process and are
i nstead passed on to SRPM as SR Policy Candidate Path information for
further processing described in section 2 of [RFC9256].

The use of SR Policy Sub-TLVs is applicable only for the AFI/ SAFI

pairs of (1/73, 2/73). Future docunents nay extend their
applicability to other AFI/SAFI
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2.4.1. Preference Sub-TLV

The Preference sub-TLV is used to carry the Preference of an SR
Policy candidate path. The contents of this sub-TLV are used by the
SRPM as described in section 2.7 of [RFC9256].

The Preference sub-TLV is OPTIONAL and it MJST NOT appear nore than
once in the SR Policy encoding.

The Preference sub-TLV has followi ng format:

0 1 2 3
01234567890123456789012345678901
B T I e R i i i T S S e e I e ik oI I S S e S S
| Type | Length | Fl ags | RESERVED |
el i I e i it T e e e e i i T o S e e S e T R R
| Preference (4 octets) |
R i T I e T S S e S TR S T e i I S e S e e e e o o

Figure 3: Preference sub-TLV

wher e:

*  Type: 12

* Length: Specifies the length of the value field (i.e., not
including Type and Length fields) in ternms of octets. The val ue
MJST be 6.

* Flags: 1 octet of flags. No flags are defined in this docunent.
The Flags field MUST be set to zero on transmi ssion and MJST be

i gnored on receipt.

* RESERVED: 1 octet of reserved bits. This field MUST be set to
zero on transm ssion and MJUST be ignored on receipt.

* Preference: a 4-octet value indicating the Preference of the SR
Pol i cy Candidate Path as described in section 2.7 of [RFC9256].

2.4.2. Binding SID Sub-TLV
The Binding SID sub-TLV is used to signal the binding SID rel ated
informati on of the SR Policy candidate path. The contents of this
sub-TLV are used by the SRPM as described in section 6 in [ RFC9256].

The Binding SID sub-TLV is OPTIONAL and it MJST NOT appear nore than
once in the SR Policy encoding.
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When the Binding SID sub-TLV is used to signal an SRv6 SID, the

sel ection of the correspondi ng SRv6 Endpoi nt Behavi or [ RFC8986] to be
instantiated is determ ned by the headend node. 1t is RECOVMENDED
that the SRv6 Binding SID sub-TLV, as defined in Section 2.4.3, be
used when signaling an SRv6 Binding SID for an SR Policy candi date
path. The support for the use of this Binding SID sub-TLV for
signaling of SRv6 Binding SIDis retained primarily for backward
compatibility with inplenmentations that foll owed early versions of
this document that had not defined the SRv6 Binding SID sub-TLV.

The Binding SID sub-TLV has the follow ng fornmat:

0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Type | Lengt h | FI ags | RESERVED |
i i i T i I S i e s o o i i
| Bi nding SID (variable, optional) |
R et e s i o e s i i

Figure 4: Binding SID sub-TLV

wher e:

*  Type: 13

* Length: Specifies the length of the value field (i.e., not
including Type and Length fields) in ternms of octets. The val ue
MUST be one of: 18 when a SRv6 BSID is present, 6 when a SR MPLS
BSID is present, or 2 when no BSID is present.

* Flags: 1 octet of flags. The following flags are defined in the
registry "SR Policy Binding SID Fl ags" as described in
Section 6. 6:
01234567
e et o
| ST I
i ok ST S R TR
Figure 5: SR Policy Binding SID Fl ags
wher e:

- S-Flag: This flag encodes the "Specified-BSID only" behavior
It is used by SRPM as described in section 6.2.3 in [ RFC9256].
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2

- |-Flag: This flag encodes the "Drop Upon Invalid" behavior. It
is used by SRPM as described in section 8.2 in [RFC9256] to
define a specific SR Policy forwarding behavior. The flag
indicates that the SR Policy is to performthe "drop upon
i nval i d* behavi or when no valid candidate path (CP) is
available for this SR Policy. In this situation, the CP with
the hi ghest preference anpbngst those with the "drop upon
invalid" config is made active to drop traffic steered over the
SR Pol i cy.

- The unassigned bits in the Flag octet MJST be set to zero upon
transm ssion and MJUST be ignored upon receipt.

* RESERVED: 1 octet of reserved bits. MJST be set to zero on
transm ssi on and MJST be ignored on receipt.

* Binding SID: If the length is 2, then no Binding SID is present.
If the length is 6 then the Binding SIDis encoded in 4 octets
using the format below. Traffic Cass (TC), S, and TTL (Total of
12 bits) are RESERVED and MJST be set to zero and MJST be i gnored.

0 1 2 3
01234567890123456789012345678901
e S S e S S T T T MU A R S S S S
| Label | TC |9 TTL |
T Il o =i S S S B s £ Ty s

Fi

gure 6: Binding SID Label Encoding

The Label field is validated by the SRPM but MJST NOT contain the
reserved MPLS | abel values (0-15). |If the length is 18 then the
Bi nding SID contains a 16-octet SRv6 Sl D

4.3. SRv6 Binding SID Sub-TLV

The SRv6 Binding SID sub-TLV is used to signal the SRv6 Binding SID
related information of an SR Policy candidate path. It enables the
specification of the SRv6 Endpoi nt Behavi or [ RFC8986] to be
instantiated on the headend node. The contents of this sub-TLV are
used by the SRPM as described in section 6 in [ RFC9256].

The SRv6 Binding SID sub-TLV is OPTIONAL. Mre than one SRv6 Bi nding
SI D sub-TLVs MAY be signaled in the sane SR Policy encoding to

i ndicate one or nore SRv6 SIDs, each with potentially different SRv6
Endpoi nt Behaviors to be instanti ated.

The SRv6 Bi nding SID sub-TLV has the followi ng fornmat:
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0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Type | Lengt h | FI ags | RESERVED |
e L i i i R t o i R S
| SRv6 Binding SID (16 octets) |
i e e R e s o e e b b i ol I R S T
/1 SRv6 Endpoi nt Behavior and SID Structure (optional) /1
B i s T T i i o S o T Ji I

Figure 7: SRv6 Binding SID sub-TLV
wher e:
*  Type: 20

* Length: Specifies the Iength of the value field (i.e., not
i ncluding Type and Length fields) in terms of octets. The value
MJUST be 26 when the SRv6 Endpoi nt Behavior and SID Structure is
present else it MJST be 18.

* Flags: 1 octet of flags. The following flags are defined in the
registry "SR Policy SRv6 Binding SID Fl ags" as described in
Section 6.7:

01234567
I S S
I I
+ -+

+- +-
| Bl
+- +-

+— +
(0]

+- - 4o+

Figure 8 SR Policy SRv6 Binding SID Fl ags
wher e:

- S-Flag: This flag encodes the "Specified-BSID only" behavior
It is used by SRPM as described in section 6.2.3 in [ RFC9256].

- |I-Flag: This flag encodes the "Drop Upon Invalid" behavior. It
is used by SRPM as described in section 8.2 in [ RFC9256].

- B-Flag: This flag, when set, indicates the presence of the SRv6
Endpoi nt Behavi or and SID Structure encodi ng specified in
Section 2.4.4.2.4.

- The unassigned bits in the Flag octet MJST be set to zero upon
transm ssi on and MJST be i gnored upon receipt.
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2.

* RESERVED: 1 octet of reserved bits. This field MJST be set to
zero on transm ssion and MJUST be ignored on receipt.

* SRv6 Binding SID: Contains a 16-octet SRv6 SID. The value 0 MAY
be used when the controller wants to indicate the desired SRv6
Endpoi nt Behavior, SID Structure, or flags w thout specifying the
BSI D.

* SRv6 Endpoi nt Behavior and SID Structure: Optional, as defined in
Section 2.4.4.2.4. The SRv6 Endpoi nt Behavior and SID Structure
MUST NOT be included when the SRv6 SID has not been included.

4.4. Segment List Sub-TLV

The Segment List sub-TLV encodes a single explicit path towards the
endpoi nt as described in section 5.1 of [ RFC9256]. The Segnent Li st
sub-TLV includes the elenents of the paths (i.e., segnents) as well

as an optional Weight sub-TLV.

The Segment List sub-TLV may exceed 255 bytes in length due to a

| arge number of segnments. A 2-octet length is thus required.
According to section 2 of [RFC9012], the sub-TLV type defines the
size of the length field. Therefore, for the Segnment List sub-TLV, a
code point of 128 or higher is used.

The Segment List sub-TLV is OPTI ONAL and MAY appear multiple tinmes in
the SR Policy encoding. The ordering of Segnent List sub-TLVs does
not matter since each sub-TLV encodes a Segnent List.

The Segment List sub-TLV contains zero or nore Segnent sub-TLVs and
MAY contai n a Wi ght sub-TLV.

The Segment List sub-TLV has the foll ow ng format:
0 1 2 3

01234567890123456789012345678901
e T S S S e i i S DU S S S S R S T S S

| Type | Lengt h | RESERVED |
B i s T T i i o S o T Ji I
/1 sub- TLVs /1

i i i T i I S i e s o o i i
Figure 9: Segnent List sub-TLV
wher e:

*  Type: 128.
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* Length: the total length (not including the Type and Length
fields) of the sub-TLVs encoded within the Segment List sub-TLV in
terms of octets.

* RESERVED: 1 octet of reserved bits. This field MUST be set to
zero on transm ssion and MJST be ignored on receipt.

* sub-TLVs currently defined:

- An optional single Wight sub-TLV.

- Zero or nore Segnent sub-TLVs.
Validation of an explicit path encoded by the Segment List sub-TLV is
beyond the scope of BGP and performed by the SRPM as described in
section 5 of [RFC9256].

2.4.4.1. \Wight Sub-TLV

The Wei ght sub-TLV specifies the weight associated with a given
segnment list. The contents of this sub-TLV are used only by the SRPM
as described in section 2.11 of [ RFC9256].

The Wei ght sub-TLV is OPTIONAL and it MJST NOT appear nore than once
i nside the Segnment List sub-TLV.

The Wei ght sub-TLV has the follow ng format:

0 1 2 3
01234567890123456789012345678901
T e L o o o e i i s it NN R SR S B S
| Type | Lengt h | Fl ags | RESERVED |
B i s T T i i o S o T Ji I
| Wi ght |
e L i i e ki i R S S

Figure 10: Weight sub-TLV

wher e:

*  Type: 9.

* Length: Specifies the length of the value field (i.e., not

including Type and Length fields) in terms of octets. The val ue
MJUST be 6.
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* Flags: 1 octet of flags. No flags are defined in this document.
The Flags field MIST be set to zero on transm ssion and MJST be
i gnored on receipt.

* RESERVED: 1 octet of reserved bits. This field MUST be set to
zero on transm ssion and MJST be ignored on receipt.

* Weight: 4 octets an unsigned integer value indicating the weight
associated with a segnment |ist as described in section 2.11 of
[ RFC9256]. A weight value of zero is invalid.

2.4.4.2. Segnment Sub-TLVs

A Segnment sub-TLV describes a single segnent in a segnent list (i.e.,
a single elenment of the explicit path). One or nore Segnent sub-TLVs
constitute an explicit path of the SR Policy candi date path. The
contents of these sub-TLVs are used only by the SRPM as described in
section 4 in [ RFC9256] .

The Segment sub-TLVs are OPTI ONAL and MAY appear multiple times in
the Segnment List sub-TLV.

Section 4 of [RFC9256] defines several Segnent Types:

Type A: SR-MPLS Labe

Type B: SRv6 SID

Type C. IPv4 Prefix with optional SR Al gorithm

Type D:. I1Pv6 dobal Prefix with optional SR Algorithmfor SR-MPLS

Type E: I1Pv4 Prefix with Local Interface ID

Type F: 1Pv4 Addresses for |link endpoints as Local, Renote pair

Type G I1Pv6 Prefix and Interface ID for |ink endpoints as Local
Renote pair for SR-MPLS

Type H: 1Pv6 Addresses for |ink endpoints as Local, Renote pair
for SR-MPLS

Type |: IPv6 dobal Prefix with optional SR Al gorithmfor SRv6

Type J: IPv6 Prefix and Interface ID for |ink endpoints as Local,

Renote pair for SRv6
Type K 1Pv6 Addresses for |link endpoints as Local, Renote pair
for SRv6

The foll owi ng sub-sections specify the sub-TLVs used for Segnent
Types A and B. The other segnent types are specified in
[I-D.ietf-idr-bgp-sr-segtypes-ext]. As specified in section 5.1 of
[ RFC9256], a mix of SR-MPLS and SRv6 segments make the segment-1Iist
i nvalid.
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2.4.4.2.1. Segnent Type A

The Type A Segnent Sub-TLV encodes a single SR-MPLS SID. The fornmat
is as follows and is used to encode MPLS Label fields as specified in
[ RFC3032] [ RFC5462].:

0 1 2 3
01234567890123456789012345678901
i S S T i S S e e i S S S S

| Type | Lengt h | FI ags | RESERVED |
i i i T i I S i e s o o i i
| Label | TC |9 TTL |

R et e s i o e s i i

Figure 11: Type A Segnent sub-TLV

wher e:

*  Type: 1.

* Length: Specifies the length of the value field (i.e., not
including Type and Length fields) in ternms of octets. The val ue
MUST be 6.

* Flags: 1 octet of flags as defined in Section 2.4.4.2.3.

* RESERVED: 1 octet of reserved bits. This field MIJST be set to
zero on transm ssion and MJUST be ignored on receipt.

* Label: 20 bits of [|abel val ue.

* TC 3 bits of traffic class.

* S 1 bit of bottom of-stack

* TTL: 1 octet of TTL.

The followi ng applies to the Type-1 Segment sub-TLV:

* The S bit MJST be zero upon transni ssion and MJUST be ignored upon
reception.

* |f the originator wants the receiver to choose the TC value, it
sets the TC field to zero

* |f the originator wants the receiver to choose the TTL value, it
sets the TTL field to 255.
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* |f the originator wants to recommend a val ue for these fields, it
puts those values in the TC and/or TTL fi el ds.

* The receiver MAY override the originator’s values for these
fields. This would be deternmined by |ocal policy at the receiver.
One possible policy would be to override the fields only if the
fields have the default val ues specified above.

2.4.4.2.2. Segment Type B

The Type B Segnent Sub-TLV encodes a single SRv6 SID. The format is
as foll ows:

0 1 2 3

01234567890123456789012345678901
e i S T S S T T S i S S S S

| Type | Length | Fl ags | RESERVED |
I S i o T s S S S e s s T
/1 SRv6 SID (16 octets) /1
B I i st ST S I S S S S S S S S e S S S S ik o S N S S S
/1 SRv6 Endpoi nt Behavior and SID Structure /1
/1 (optional, 8 octets) /1

i s S S S e e i e a i i I S S S S S

Figure 12: Type B Segnent sub-TLV

wher e:

*  Type: 13.

* Length: Specifies the length of the value field (i.e., not
including Type and Length fields) in terms of octets. The val ue
MJUST be 26 when the SRv6 Endpoi nt Behavior and SID Structure is
present else it MJST be 18.

* Flags: 1 octet of flags as defined in Section 2.4.4.2.3.

* RESERVED: 1 octet of reserved bits. This field MJST be set to
zero on transm ssion and MJST be ignored on receipt.

* SRv6 SID: 16 octets of |Pv6 address.
* SRv6 Endpoint Behavior and SID Structure: Optional, as defined in

Section 2.4.4.2.4. The SRv6 Endpoi nt Behavior and SID Structure
MUST NOT be included when the SRv6 SID has not been incl uded.
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The Sub-TLV code point 2 defined for the advertisenent of Segnent
Type B in the earlier versions of this docunent has been deprecated
to avoi d backward conpatibility issues

2.4.4.2.3. SR Policy Segnent Flags

The Segment Types sub-TLVs descri bed above nmay contain the foll ow ng

SR Policy Segment Flags in their "Flags" field. Also refer to
Section 6. 8:

01234567
e
Y | Bl I
oo e e - - - -+

Figure 22: SR Policy Segnment Flags
wher e:

V-Flag: This flag, when set, is used by SRPM for "SID
verification" as described in Section 5.1 of [RFC9256].

B-Flag: This flag, when set, indicates the presence of the SRv6
Endpoi nt Behavi or and SID Structure encodi ng specified in
Section 2.4.4.2.4.

The unassigned bits in the Flag octet MIUST be set to zero upon
transm ssi on and MJST be i gnored upon receipt.

The following applies to the Segnent Fl ags:
*

V-Flag applies to all Segnment Types.

B-Fl ag applies to Segnent Type B. |f B-Flag appears w th Segnent
Type A it MJIST be ignored.

2.4.4.2.4. SRv6 SID Endpoi nt Behavior and Structure

The Segment Types sub-TLVs descri bed above MAY contain the SRv6

Endpoi nt Behavi or and SID Structure [ RFC8986] encodi ng as descri bed
bel ow
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T e L o o o e i i s it NN R SR S B S
| Endpoi nt Behavi or | Reserved |
B i s T T i i o S o T Ji I
| LB Length | LN Length | Fun. Length | Arg. Length

i s i i T s i i i I S

Fi gure 23: SRv6 SI D Endpoi nt Behavior and Structure

wher e:
Endpoi nt Behavior: 2 octets. It carries the SRv6 Endpoi nt
Behavi or code point for this SRv6 SID as defined in section 10.2
of [RFC8986]. Wen set with the value OxFFFF (i.e., Opaque), the
choi ce of SRv6 Endpoint Behavior is left to the headend.

Reserved: 2 octets of reserved bits. This field MIST be set to
zero on transm ssion and MJUST be ignored on receipt.

Locator Block Length: 1 octet. SRv6 SID Locator Block length in
bits.

Locator Node Length: 1 octet. SRv6 SID Locator Node | ength in
bits.

Function Length: 1 octet. SRv6 SID Function length in bits.
Argument Length: 1 octet. SRv6 SID Argunents length in bits

The total of the locator block, |ocator node, function, and argunent
| engths MJST be | ess than or equal to 128.

2.4.5. Explicit NULL Label Policy Sub-TLV

To steer an unl abeled I P packet into an SR policy for the MPLS data
pl ane, it is necessary to push a | abel stack of one or nore | abels on
t hat packet.

The Explicit NULL Label Policy (ENLP) sub-TLV is used to indicate
whet her an Explicit NULL Label [RFC3032] nust be pushed on an
unl abel ed |1 P packet before any other |abels.

If an ENLP Sub-TLV is not present, the decision of whether to push an
Explicit NULL | abel on a given packet is a matter of |oca
confi guration.

The ENLP sub-TLV is OPTIONAL and it MJST NOT appear nore than once in
the SR Policy encoding.
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The contents of this sub-TLV are used by the SRPM as described in
section 4.1 of [RFC9256].

0 1 2 3
01234567890123456789012345678901
T T S S e T o S U S SUp S SEp S SR S i

| Type | Length | Fl ags | RESERVED |
s i S e i i T s S S T ol ST S e e
| ENLP |

R e s i i e
Fi gure 24: ELNP sub-TLV
Wher e:

Type: 14.

Length: Specifies the length of the value field (i.e., not
i ncluding Type and Length fields) in ternms of octets. The value
MUST be 3.

Flags: 1 octet of flags. No flags are defined in this docunent.
The Flags field MIST be set to zero on transmi ssion and MJST be
i gnored on receipt.

RESERVED: 1 octet of reserved bits. This field MJST be set to
zero on transm ssion and MJST be ignored on receipt.

ENLP (Explicit NULL Label Policy): Indicates whether Explicit NULL
| abel s are to be pushed on unl abel ed | P packets that are being
steered into a given SR policy. The follow ng val ues have been
currently defined for this field:

- 1. Push an IPv4 Explicit NULL | abel on an unl abel ed | Pv4
packet, but do not push an IPv6 Explicit NULL | abel on an
unl abel ed |1 Pv6 packet.

- 2 Push an IPv6 Explicit NULL | abel on an unl abel ed | Pv6
packet, but do not push an IPv4 Explicit NULL | abel on an
unl abel ed |1 Pv4 packet.

- 3. Push an IPv4 Explicit NULL | abel on an unl abel ed | Pv4
packet, and push an I Pv6 Explicit NULL | abel on an unl abel ed
| Pv6 packet.

- 4: Do not push an Explicit NULL | abel
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This field can have one of the values as specified in

Section 6.10. The ENLP unassi gned val ues may be used for future
extensions. |Inplenmentations adhering to this document MJST ignore
the ENLP Sub-TLV with unrecogni zed values (viz. other than 1
through 4). The behavior signaled in this Sub-TLV MAY be
overridden by |ocal configuration by the network operator based on
their deployment requirements. The section 4.1 of [RFC9256]

descri bes the behavior on the headend for the handling of the
explicit null [ abel

2.4.6. Policy Priority Sub-TLV

2

4.

An operator MAY set the Policy Priority sub-TLV to indicate the order
in which the SR policies are re-conmputed upon topol ogi cal change.

The contents of this sub-TLV are used by the SRPM as described in
section 2.12 of [RFC9256].

The Priority sub-TLV is OPTIONAL and it MJUST NOT appear nore than
once in the SR Policy encoding.

The Priority sub-TLV has foll owi ng format:

0 1 2 3
01234567890123456789012345678901
R et e s i o e s i i
| Type | Lengt h | Priority | RESERVED |
B i s T T i i o S o T Ji I

Figure 25: Priority sub-TLV
Wher e:
Type: 15
Length: Specifies the length of the value field (i.e., not

i ncluding Type and Length fields) in terms of octets. The val ue
MJST be 2.

Priority: a 1-octet value indicating the priority as specified in
section 2.12 of [RFC9256].

RESERVED: 1 octet of reserved bits. This field MIST be set to
zero on transm ssion and MJST be ignored on receipt.

7. Policy Candidate Path Nane Sub-TLV

An operator MAY set the Policy Candidate Path Nane sub-TLV to attach
a synbolic nane to the SR Policy candi date path.
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2.

Usage of Policy Candi date Path Name sub-TLV is described in section
2.6 of [RFC9256].

The Policy Candi date Path Name sub-TLV may exceed 255 bytes in length
due to a long nane. A 2-octet length is thus required. According to
section 2 of [RFC9012], the sub-TLV type defines the size of the
length field. Therefore, for the Policy Candidate Path Name sub- TLV
a code point of 128 or higher is used.

It is RECOVWENDED that the size of the synbolic name for the
candidate path is limted to 255 bytes. |Inplenentati ons MAY choose
to truncate |l ong nanmes to 255 bytes when signaling via BGP

The Policy Candi date Path Name sub-TLV is OPTIONAL and it MJST NOT
appear nore than once in the SR Policy encodi ng.

The Policy Candi date Path Nanme sub-TLV has foll owi ng fornmat:
0 1 2 3

01234567890123456789012345678901
i S S T i S S e e i S S S S

I Type |  Length | RESERVED |
i i i T i I S i e s o o i i
/1 Pol i cy Candi date Path Name /1

i s i T S e S T T il o S R S S S
Figure 26: Policy Candidate Path Name sub-TLV
Wher e:
Type: 129.
Length: Specifies the length of the value field (i.e., not
including Type and Length fields) in ternms of octets. The val ue

is variabl e.

RESERVED: 1 octet of reserved bits. This field MIST be set to
zero on transm ssion and MJUST be ignored on receipt.

Pol i cy Candi date Path Name: Synbolic nane for the SR Policy
candi date path without a NULL term nator with encoding as
specified in section 2.6 of [RFC9256].

4.8. Policy Name Sub-TLV
An operator MAY set the Policy Nanme sub-TLV to associate a synbolic

nane with the SR Policy for which the candidate path is being
advertised via the SR Policy NLRI.
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Usage of Policy Nane sub-TLV is described in section 2.1 of
[ RFC9256] .

The Policy Nanme sub-TLV may exceed 255 bytes in length due to a | ong
policy nane. A 2-octet length is thus required. According to
section 2 of [RFC9012], the sub-TLV type defines the size of the
length field. Therefore, for the Policy Name sub-TLV a code point of
128 or higher is used.

It is RECOVWENDED that the size of the synbolic name for the SR
Policy is limted to 255 bytes. |nplenentations MAY choose to
truncate long names to 255 bytes when signaling via BGP

The Policy Name sub-TLV is OPTIONAL and it MJST NOT appear nore than
once in the SR Policy encoding.

The Policy Nanme sub-TLV has foll owi ng format:

0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Type | Lengt h | RESERVED |
R e s T o T S R El ok i R e e S S e o o s
/1 Pol i cy Name /1
R e o T T e S S T ol S i T S s ik i I S I S S R S R

Figure 27: Policy Nanme sub-TLV

Wher e:
Type: 130
Length: Specifies the length of the value field (i.e., not
including Type and Length fields) in ternms of octets. The val ue

is variabl e.

RESERVED: 1 octet of reserved bits. This field MIST be set to
zero on transm ssion and MJUST be ignored on receipt.

Pol i cy Nane: Synbolic name for the SR Policy w thout a NULL
term nator with encoding as specified in section 2.1 of [RFC9256].
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3.

Col or Ext ended Comunity

The Col or Extended Community [RFC9012] is used to steer traffic
corresponding to BGP routes into an SR Policy with matching col or

val ue. The Col or Extended Community MAY be carried in any BGP UPDATE
message whose AFI/SAFlI is 1/1 (I1Pv4 Unicast), 2/1 (I Pv6 Unicast), 1/4
(I Pv4 Labeled Unicast), 2/4 (1Pv6 Label ed Unicast), 1/128 (VPN-1Pv4
Label ed Unicast), 2/128 (VPN-1Pv6 Label ed Unicast), or 25/70

(Et hernet VPN, usually known as EVPN). Use of the Col or Extended
Conmunity in BGP UPDATE nessages of other AFI/SAFIs is not covered by
[ RFC9012] and is hence outside the scope of this docunent as well.

Two bits fromthe Flags field of the Col or Extended Comrunity are
used as follows to support the requirenents of Color-Only steering as
specified in Section 8.8 of [RFC9256]:

1
0123456789012345
i I S S S s o i e
|CQ Unassi gned |
B il s S S S S I S i

Fi gure 28: Col or Extended Comunity Fl ags

The CO bits together formthe Color-Only Type field which indicates
the various matching criteria between BGP NH and SR Policy endpoi nt
in addition to the matching of the color value. Follow ng types are
def i ned:

* Type 0 (bits 00): Specific Endpoint Match: Request match for the
endpoint that is the BGP NH

* Type 1 (bits 01): Specific or Null Endpoint Match: Request match
for either the endpoint that is the BG® NH or a null endpoint
(e.g., like a default gateway)

* Type 2 (bits 10): Specific, Null, or Any Endpoint Match: Request
mat ch for either the endpoint that is the BG®P NH or with a null or
any endpoi nt

* Type 3 (bits 11): reserved for future use and SHOULD NOT be used.
Upon reception, an inplementation MJUST treat it |ike Type O.

The details of the SR Policy steering nmechani snms based on these
Color-Only types are specified in section 8.8 of [RFC9256].

Previdi, et al. Expi res 10 August 2025 [ Page 26]



I nternet-Draft Segnent Routing Policies in BGP February 2025

One or nore Col or Extended Conmmunities MAY be associated with a BGP
route update. Sections 8.4.1, 8.5.1, and 8.8.2 of [RFC9256] specify
the steering behaviors over SR Policies when nultiple Color Extended
Comunities are associated with a BGP route.

4. SR Policy Operations

As nentioned in Section 1, BGP is not the actual consumer of an SR
Policy NLRI. BGP is in charge of the origination and propagati on of
the SR Policy NLRI but its installation and use are outside the scope
of BG. The details of SR Policy installation and use are specified
in [ RFC9256] .

4.1. Advertisenent of SR Policies

Typically, but not limted to, an SR Policy is conputed by a
controller or a path conputation engine (PCE) and origi nated by a BGP
speaker on its behal f.

Multiple SR Policy NLRIs may be present with the same <col or,
endpoint> tuple but with different distinguishers when these SR
policies are intended for different headends.

The di stinguisher of each SR Policy NLRI prevents undesired BGP route
sel ection among these SR Policy NLRIs and allows their propagation
across route reflectors [ RFC4456].

Moreover, one or nore route targets SHOULD be attached to the
adverti senent, where each route target identifies one or nore
i nt ended headends for the advertised SR Policy update.

If no route target is attached to the SR Policy NLRI, then it is
assuned that the originator sends the SR Policy update directly
(e.g., through a BGP session) to the intended receiver. 1In such a
case, the NO ADVERTI SE conmunity [ RFC1997] MUST be attached to the SR
Policy update (see further details in Section 4.2.3).

4.2. Reception of an SR Policy NLRI

On reception of an SR Policy NLRI, a BGP speaker first determnes if
it is valid as described in Section 4.2.1 and then perforns the

deci sion process for selection of the best route (Section 9.1 of

[ RFC4271]). The key difference fromthe base BGP deci sion process is
that BGP does not downl oad the sel ected best routes of SR Policy SAFI
into the forwarding and instead considers them "usabl e" for passing
on to the SRPM for further processing as described in Section 4.2.2.
The sel ected best route is "propagated" (Section 9.1.3 of [RFC4271])
as described in Section 4.2.3 irrespective of its "usability" by the
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| ocal router.
4.2.1. Validation of an SR Policy NLR

When a BGP speaker receives an SR Policy NLRI from a neighbor it MJST
first performvalidation based on the following rules in addition to
the validation described in Section 5:

* The SR Policy NLRI MJST include a distinguisher, color, and
endpoint field which inplies that the Iength of the NLRI MJST be
either 12 or 24 octets (depending on the address fam |y of the
endpoi nt) .

* The SR Policy update MJST have either the NO ADVERTI SE comunity
or at |east one route target extended community in |Pv4-address
format or both. |If a router supporting this specification
receives an SR Policy update with no route target extended
communities and no NO ADVERTI SE comunity, the update MJST be
consi dered as nal f or med.

* The Tunnel Encapsul ation Attribute MJST be attached to the BGP
Update and MJST have a Tunnel Type TLV set to SR Policy (codepoint
is 15).

A router that receives an SR Policy update that is not valid
according to these criteria MJST treat the update as mal forned and
the SR Policy candi date path MJUST NOT be passed to the SRPM

4.2.2. Eigibility for Local Use of an SR Policy NLR

An SR Policy NLRI update w thout any route target extended conmunity
but having the NO ADVERTI SE community is considered usabl e.

If one or nore route targets are present, then at |east one route
target MJUST match the BGP Identifier of the receiver for the update
to be considered usable. The BGP ldentifier is defined in [ RFC4271]
as a 4-octet |Pv4 address and updated by [ RFC6286] as a 4-octet,
unsi gned, non-zero integer. Therefore, the route target extended
community MJST be of the sane format.

If one or nore route targets are present and none matches the | oca
BGP lIdentifier, then, while the SR Policy NLRI is valid, it is not
usabl e on the receiver node.

VWhen the SR Policy tunnel type includes any sub-TLV that is
unrecogni zed or unsupported, the update SHOULD NOT be consi dered
usable. An inplenentation MAY provide an option for ignoring
unsupported sub-TLVs.
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4.

2

Once BCGP on the receiving node has determnined that the SR Policy NLR
is usable, it passes the SR Policy candidate path to the SRPM Note
that, along with the candidate path details, BGP al so passes the
originator information for breaking ties in the candidate path

sel ection process as described in section 2.4 of [RFC9256].

When an update for an SR Policy NLRI results in its becomni ng
unusabl e, BGP MJIST delete its corresponding SR Policy candidate path
fromthe SRPM

The SRPM applies the rules defined in section 2 of [RFC9256] to
determi ne whether the SR Policy candidate path is valid and to sel ect
the active candi date path for a given SR Policy.

3. Propagation of an SR Policy

SR Policy NLRIs that have the NO ADVERTI SE comunity attached to them
MUST NOT be propagat ed.

By default, a BGP node receiving an SR Policy NLRI MJST NOT propagate
it to any EBGP nei ghbor. An inplenmentation MAY provide an explicit
configuration to override this and enable the propagation of valid SR
Policy NLRI's to specific EBGP nei ghbors where the SR domain conprises
mul tiple-ASes within a single service provider donmain (see Section 7
for details).

A BGP node advertises a received SR Policy NLRI to its |IBGP nei ghbors
according to normal | BGP propagation rul es.

By default, a BGP node receiving an SR Policy NLRI SHOULD NOT renobve
route target extended community before propagation. An

i mpl ement ati on MAY provi de support for configuration to filter and/or
renove route target extended conmunity before propagation

A BGP node MUST NOT alter the SR Policy information carried in the
Tunnel Encapsul ation Attribute during propagation

Error Handling and Fault Managenent
This section describes the error handling actions, as described in

[ RFC7606], that are to be performed for the handling of the BGP
updat e nessages for BGP SR Policy SAFI
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A BGP Speaker MUST performthe following syntactic validation of the
SR Policy NLRI to determine if it is malformed. This includes the
validation of the length of each NLRI and the total |ength of the
MP_REACH NLRI and MP_UNREACH NLRI attributes. 1t also includes the
val idation of the consistency of the NLRI length with the AFl and the
endpoi nt address as specified in Section 2.1

When the error determined allows for the router to skip the nal formnmed
NLRI (s) and continue the processing of the rest of the update
message, then it MJST handl e such mal formed NLRIs as ' Treat-as-
withdraw . | n other cases, where the error in the NLRI encoding
results in the inability to process the BGP update nessage (e.(g.

I ength related encoding errors), then the router SHOULD handl e such
mal formed NLRIs as ' AFl/ SAFI di sabl e when ot her AFI/ SAFI besides SR
Policy are being advertised over the sane session. Alternately, the
router MUST perform ’session reset’ when the session is only being
used for SR Policy or when it 'AFI/SAFlI disable’ action is not
possi bl e.

The validation of the TLVs/sub-TLVs introduced in this document and
defined in their respective sub-sections of Section 2.4 MJIST be
performed to determne if they are malforned or invalid. The

val idation of the Tunnel Encapsulation Attribute itself and the other
TLVs/ sub-TLVs specified in Section 13 of [RFC9012] MJST be done as
described in that docunent. |In case of any error detected, either at
the attribute or its TLV/ sub-TLV level, the "treat-as-w thdraw'
strategy MJST be applied. This is because an SR Policy update

wi thout a valid Tunnel Encapsul ation Attribute (conprising of al
valid TLVs/sub-TLVs) is not usable.

An SR Policy update that is determined to be not valid, and therefore
mal f or med, based on rul es described in Section 4.2.1 MJST be handl ed
by the "treat-as-w thdraw' strategy.

The validation of the individual fields of the TLVs/sub-TLVs defi ned
in Section 2.4 are beyond the scope of BGP as they are handl ed by the
SRPM as described in the individual TLV/ sub-TLV sub-sections. A BGP
i mpl ement ati on MJUST NOT perform semantic verification of such fields
nor consider the SR Policy update to be invalid or not usabl e based
on such validation

An i npl enentati on SHOULD | og any errors found during the above
validation for further analysis.

6. | ANA Consi der ations

Thi s docunent uses code point allocations fromthe foll owi ng existing
registries:
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* Subsequent Address Family ldentifiers (SAFl) Paranmeters registry

* BGP Tunnel Encapsul ation Attribute Tunnel Types registry under the
BGP Tunnel Encapsul ation registry

*  BGP Tunnel Encapsul ation Attribute sub-TLVs registry under the BGP
Tunnel Encapsul ation registry

* Col or Extended Community Flags registry under the BGP Tunne
Encapsul ation registry

Thi s docunent al so requests the creation of the foll owi ng new
registries:

* SR Policy Segment List Sub-TLVs under the BGP Tunnel Encapsul ation
registry

* SR Policy Binding SID Flags under the BGP Tunnel Encapsul ation
registry

* SR Policy SRv6 Binding SID Fl ags under the BGP Tunne
Encapsul ation registry

* SR Policy Segnent Flags under the BGP Tunnel Encapsul ation
registry

* Col or Extended Community Color-Only Types registry under the BGP
Tunnel Encapsul ation registry

* SR Policy ENLP Val ues under the Segnent Routing registry
6.1. Subsequent Address Family ldentifiers (SAFl) Parameters
Thi s docunent introduces a SAFI in the registry "Subsequent Address
Fam |y ldentifiers (SAFl) Paraneters" that has been assigned a code
point by ANA. The entry needs to be updated as foll ows:
Code Poi nt Descri ption Ref erence
73 SRPolicy SAFl This docunent
Tabl e 1. BGP SAFlI Code Poi nt
6.2. BGP Tunnel Encapsul ation Attribute Tunnel Types
Thi s docunent introduces a Tunnel -Type in the registry "BGP Tunne

Encapsul ation Attribute Tunnel Types" that has been assigned a
codepoint by I ANA. The entry needs to be updated as foll ows:
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Code Poi nt Descri ption Ref erence

15 SR Policy Thi s docunent
Tabl e 2: Tunnel Type Code Poi nt
6.3. BGP Tunnel Encapsulation Attribute sub-TLVs
Thi s docunent defines sub-TLVs in the registry "BGP Tunne
Encapsul ation Attribute sub-TLVs" that have been assigned code points

by 1ANA as follows via the early allocation process which needs to be
made pernmanent:

Code Poi nt Descri ption Ref erence

12 Pref erence sub-TLV Thi s docunent
13 Bi ndi ng SI D sub-TLV Thi s docunent
14 ENLP sub- TLV Thi s docunent
15 Priority sub-TLV Thi s docunent
20 SRv6 Bi nding SID sub-TLV Thi s docunent
128 Segment List sub-TLV Thi s docunent
129 Pol i cy Candi date Path Name sub-TLV This docunent
130 Pol i cy Nanme sub-TLV Thi s docunent

Tabl e 3: BGP Tunnel Encapsul ation Attribute Code Points
6.4. Col or Extended Conmunity Fl ags

Thi s docunent defines the use of 2 bits in the registry called "Col or
Ext ended Community Fl ags" under the "BGP Tunnel Encapsul ation"
registry that have been assigned by I ANA via the early allocation
process to formthe Color-Only Types field which needs to be made

per manent :
Bi t
Posi tion Descri ption Ref erence
0-1 Color-only Types Field Thi s docunent

Tabl e 4: Col or Extended Community Flag Bits
6.5. SR Policy Segrment List Sub-TLVs
Thi s docunent requests the creation of a new registry called "SR
Pol i cy Segnent List Sub-TLVs" under the "BGP Tunnel Encapsul ation”

registry. The allocation policy of this registry is "IETF Revi ew
according to [ RFC8126].
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Following initial Sub-TLV codepoints are assigned by this docunent:

Val ue Descri ption Ref er ence

0 Reserved Thi s docunent
1 Segnent Type A sub-TLV Thi s docunent
2 Depr ecat ed Thi s docunent
3-8 Unassi gned

9 Wei ght sub- TLV Thi s docunent
10 Depr ecat ed Thi s docunent
11 Depr ecat ed Thi s docunent
12 Deprecat ed Thi s docunent
13 Segnent Type B sub-TLV Thi s docunent

14- 255 Unassi gned
Table 5: SR Policy Segnent List Code Points
6.6. SR Policy Binding SID Fl ags
Thi s docunent requests the creation of a new registry called "SR
Policy Binding SID Fl ags" under the "BGP Tunnel Encapsul ation”
registry. The allocation policy of this registry is "Standards
Action" according to [ RFC8126].

The following flags are defined:

Bi t Descri ption Ref er ence
0 Specified-BSID-Only Flag (S-Fl ag) Thi s docunent
1 Drop Upon Invalid Flag (I-Flag) Thi s docunent
2-7 Unassi gned

Table 6: SR Policy Binding SID Fl ags
6.7. SR Policy SRv6 Binding SID Fl ags
Thi s docunent requests the creation of a new registry called "SR
Policy SRv6 Binding SID Fl ags" under the "BGP Tunnel Encapsul ation"
registry. The allocation policy of this registry is "Standards
Action" according to [ RFC8126].

The following flags are defined:
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Bi t Descri ption Ref er ence
0 Specified-BSID-Only Flag (S-Fl ag) Thi s docunent
1 Drop Upon Invalid Flag (I-Flag) Thi s docunent
2 SRv6 Endpoi nt Behavior &
SID Structure Flag (B-Flag) Thi s docunent
3-7 Unassi gned

Table 7: SR Policy SRv6 Binding SID Fl ags
6.8. SR Policy Segnent Fl ags
Thi s docunent requests the creation of a new registry called "SR
Pol i cy Segnent Flags" under the "BGP Tunnel Encapsul ation" registry.
The allocation policy of this registry is "I ETF Review' according to
[ RFC8126] .

The following flags are defined:

Bit Descri ption Ref erence
0 Segnent Verification Flag (V-Fl ag) Thi s docunent
1-2 Unassi gned
3 SRv6 Endpoi nt Behavi or &
SID Structure Flag (B-Flag) Thi s docunent
4-7 Unassi gned

Table 8: SR Policy Segnent Flags
6.9. Color Extended Conmunity Color-Only Types

Thi s docunent requests the creation of a new registry called "Col or
Ext ended Community Col or-Only Types"” under the "BGP Tunne

Encapsul ation" registry for assignnent of codepoints (values 0
through 3) in the Color-Only Type field of the Col or Extended
Community Flags field. The allocation policy of this registry is
"Standards Action" according to [ RFC8126].

The foll owi ng types are defined:

Type Description Ref erence
0 Speci fi c Endpoi nt Match Thi s docunent
1 Specific or Null Endpoint Match Thi s docunent
2 Specific, Null, or Any Endpoint Match This docunent
3 Unassi gned Thi s docunent

Table 9: Col or Extended Community Col or-Only Types
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6.10. SR Policy ENLP Val ues

Note to I ANA (RFC editor to renove this before publication): The new
registry creation request belowis also present in the draft-ietf-
pce-segnent-routing-policy-cp. |ANA is requested to process the
registry creation via the first of these two docunents to reach
publication stage and the authors of the other docunent woul d update
the |1 ANA consi derations suitably.

Thi s docunent requests IANA to nmaintain a new registry under "Segnent
Routing" registry group with the allocation policy of "Standards
Action" [RFC8126]. The newregistry is called "SR Policy ENLP

Val ues" and contai ns the codepoints allocated to the "ENLP" field
defined in Section 2.4.5. The registry contains the follow ng
codepoints, with initial values, to be assigned by IANA with the
reference set to this docunent:

Fomm o - S o +
| Code | I I
| Point | Description | Reference |
R, o e e e e e e e e e e e e e o m o T +
| 0 | Reserved (not to be used) | This docunent

| 1 | Push an IPv4 Explicit NULL |abel | This docunent |
| | on an unl abel ed | Pv4 packet, but | |
| | do not push an IPv6 Explicit NULL | |
| | label on an unl abel ed |1 Pv6 packet | |
| 2 | Push an I Pv6 Explicit NULL |abel | This docunent |
| | on an unl abeled | Pv6 packet, but | |
| | do not push an IPv4 Explicit NULL | |
| | label on an unl abel ed | Pv4 packet | |
| 3 | Push an IPv6 Explicit NULL |abel | This docunent |
| | on an unl abel ed | Pv6 packet, and | |
| | push an IPv4 Explicit NULL | abel | |
| | on an unl abel ed | Pv4 packet | |
| 4 | Do not push an Explicit NULL | This docunent |
| | I abel | |
| 5-255 | Unassigned | |
N o e e e e e e e e e e mmmemao - o m e e e oo - +

Table 10: SR Policy ENLP Val ues
7. Security Considerations

The security mechani sms of the base BGP security nodel apply to the
ext ensi ons described in this docunment as well. See the Security
Consi derations section of [RFC4271] for a discussion of BGP security.
Al so, refer to [RFC4272] and [ RFC6952] for analysis of security

i ssues for BGP
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The BGP SR Policy extensions specified in this document enable
traffic engineering and service programrm ng use-cases within an SR
domai n as described in [RFC9256]. SR operates within a trusted SR
domai n [ RFC8402] and its security considerations also apply to BGP
sessions when carrying SR Policy information. The SR Policies
distributed by BGP are expected to be used entirely within this
trusted SR domai n which conprises a single AS or multiple ASes/
domains within a single provider network. Therefore, precaution is
necessary to ensure that the SR Policy information advertised via BGP
sessions is limted to nodes in a secure manner within this trusted
SR domai n. BGP peering sessions for address-fam|lies other than SR
Policy SAFlI may be set up to routers outside the SR domain. The

i solation of BGP SR Policy SAFlI peering sessions nmay be used to
ensure that the SR Policy information is not advertised by accident
or error to an EBGP peering session outside the SR domain.

Additionally, it may be considered that the export of SR Policy
information, as described in this document, constitutes a risk to
confidentiality of mission-critical or commercially sensitive

i nformati on about the network (nmore specifically endpoint/node
addresses, SR SIDs, and the SR Policies deployed). BGP peerings are
not automatic and require configuration; thus, it is the
responsibility of the network operator to ensure that only trusted
nodes (that include both routers and controller applications) within
the SR domain are configured to receive such infornmation.

8. Manageability Considerations

The specification of BGP nodels is an ongoi ng work based on
[I-D.ietf-idr-bgp-nodel] and its future extensions are expected to
cover the SR Policy SAFI. Existing BGP operational procedures al so
apply to the SAFl specified in this docunent. The managenent,
operations, and nmonitoring of BGP speakers and the SR Policy SAFI
sessions between them are not very different from other BGP sessions
and can be managed using the sanme data nodel s.

The YANG nodel for the operation and managenent of SR Policies
[I-D.ietf-spring-sr-policy-yang] reports the SR Policies provisioned
via BGP SR Policy SAFI along with their operational states.
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