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Abst r act

A Segnent Routing(SR) policy identifies a set of candidate SR paths
Each SR path is passed in BGP as the SR Policy SAFI NLRI acconpani ed
with the Tunnel Encapsul ation attribute (Tunnel-encaps). Each SR
Path (tunnel) uses a set of TLVs in the Tunnel -encaps attribute to
describe the characteristics of the SR Policy tunnel. One of the
TLVs that describes the tunnel is the Segnment |ist TLV which provides
a list of segnents contained in the tunnel.

Thi s docunent specifies a new Path Segment Sub-TLV to associate a
Path Segnent IDto the SR Segnment List. The Path Segment |ID can be
used for perfornance nmeasurenent, path correlation, and end-2-end
path protection. This Path Segnment identifier can be al so be used to
correlate two unidirectional SR paths into a bidirectional SR path.
Bidirection SR path may be required in sone scenari os such as nobile
backhaul transport networKk.

Requi renent s Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

Status of This Meno

Li,

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 15 March 2026.
Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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I nt roducti on

Segment routing (SR) [RFC8402] is a source routing paradigmthat
explicitly indicates the forwarding path for packets at the ingress
node. The ingress node steers packets into a specific path according
to the Segnment Routing Policy ( SR Policy) as defined in [ RFC9256] .
For distributing SR policies to the headend, [RFC9256] specifies a
mechani sm by using BGP, and new Sub-TLVs are defined for SR Policies
i n BGP UPDATE nessage.

In many use cases such as performance neasurenent, the path to which

the packets belong is required to be identified. |In some scenarios,

(e.g., Mbile backhaul transport networks), there are Requirenents to
support bidirectional path. However, there is no path identification
informati on for each Segnent List in the SR Policies defined in

[ RFC9256]. Also, the SR Policies defined in [ RFC9256] only supports

uni di rectional SR paths.

Therefore, this docunent defines the extension to SR policies that
carry Path Segnent in the Segnment List and support bidirectional
path. The Path Segnent can be a Path Segnent in SR MPLS [ RFC9545]
and SRv6 [I-D.ietf-spring-srv6-path-segnent], or other IDs that can
identify a path. Also, this docunent defines extensions to BGP to
distribute SR policies carrying Path Segnent and bidirectional path
i nformati on.

Ter mi nol ogy

Thi s docunent nakes use of the ternms defined in [ RFC8402] and
[ RFC9256]. Sone terns are |listed below for reference.

* SR Segment Routing.

* SR MPLS: Segnent Routing over MPLS data plane.
*  SRv6: Segment Routing over |Pv6 data plane.

* PSID: Path Segnent Identifier.

* SRPM SR Policy Module [I-D.ietf-idr-sr-policy-safi].
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2.1. Requirenments Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [RFCB174] when, and only when, they appear in al
capitals, as shown here

3. Path Segnment in SR Policy

As defined in [I-D.ietf-idr-sr-policy-safi] , the SR Policy encodi ng
structure is as foll ows:

SR Policy SAFI NLRI: <Distinguisher, Policy-Color, Endpoint>
Attributes:
Tunnel Encaps Attribute (23)
Tunnel Type: SR Policy
Bi nding SID
Pref erence
Priority
Pol i cy Name
Explicit NULL Label Policy (ENLP)
Segnent Li st
Wi ght
Segnent
Segnent

An SR path can be specified by an Segnent List Sub-TLV that contains
a set of segnent Sub-TLVs and ot her Sub-TLVs as shown above. As
defined in [ RFC9256], a candidate path includes nultiple SR paths
specified by SIDIist. The Path Segment can be used for identifying
an SR path (specified by SIDIlist) fromthe headend and the tail end.
Also, it can be used for identifying an SR candi date path in sone use
cases if needed. This docunent defines a new Path Segnent Sub-TLV
within Segment List Sub-TLV, the details will be described at section
3.1. The new SR Policy encoding structure with Path Segnent Sub-TLV
i s expressed as bel ow
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SR Policy SAFI NLRI: <Distinguisher, Policy-Color, Endpoint>
Attributes:
Tunnel Encaps Attribute (23)
Tunnel Type: SR Policy

Bi nding SID
Pref erence
Priority
Pol i cy Name
Explicit NULL Label Policy (ENLP)
Segnent Li st
Wei ght
Pat h Segnent
Segnent
Segnent
Segnent Li st
Wei ght
Pat h Segnent
Segnent

Segnent

The Path Segnment is used to identified an SR path, and it can be used
in OAM or | OAM use cases. Wen all the SID Lists within a candi date
pat h share the sane Path Segnent ID, the Path Segnent can be used to
coll ect the aggregated information of the candidate path. Miltiple
Pat h Segnent MAY be included in a Segnent List for different use
cases. |In SR-MPLS, one, or sone or all of them MAY be inserted into
the SID List as the requirenent of the use case. However, in SRv6,
only one Path Segnent | D can be encoded in a SRH  Therefore, an

i mpl ement ati on MJUST deci de how to choose a Path Segnent ID fromthe
multiple Path Segnent IDs. 1In order to sinplify the inplenentation,
this docunment suggests to encode only one Path Segnent Sub-TLV for a
segnent list, while the rest Path Segnent SHOULD be ignored.

3.1. SR Path Segnent Sub-TLV
This section defines an SR Path Segnent Sub- TLV.

An SR Path Segnent Sub-TLV is included in the segnent list Sub-TLV to
identify an SIDIlist. It has the follow ng fornmat:
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0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Type | Lengt h | FI ags | RESERVED |
e L o i T L L e st o i R S S
| Path Segnent |D (Variable) |
i e e R e s o i e S  t o i o I N S T
/1 SRv6 Endpoi nt Behavior and SID Structure (optional) /1
B i s T T i i o S o T Ji I

Figure 1. Path Segnent Sub-TLV

Wher e:

*

Type (TBAl): SR Path Segnent Sub-TLV (to be assigned by | ANA).

Length: the total length of the value field not including Type and
Length fields.

Flags: 8 bits of flags. Follow ng flags are defined:

0 1 2 3 4 5 6 7
T T i S S
| Reserved |B |L |
I e T g

- L-Flag: Local flag. Set when the Path Segnent has | ocal
significance on an SR node.

- B-Flag: This flag, when set, indicates the presence of the SRv6
Endpoi nt Behavi or and SID Structure encodi ng specified in
Section 2.4.4.2. 4. of [I-D.ietf-idr-sr-policy-safi]. It MJST
be ignored when the value of length field is snaller than 18.

- The rest bits of Flag are reserved and MJST be set to 0 on
transm ssi on and MJST be ignored on receipt.

Path Segnent ID: if the length is 2, then no Path Segnment IDis
present. If the length is 6 then the Path Segnent ID is encoded
in 4 octets [ RFC9545] using the format below. TC, S, TTL (Total
of 12 bits) are RESERVED and SHOULD be set to zero and MJUST be

i gnor ed.

et al. Expires 15 March 2026 [ Page 6]



I nternet-Draft Path ID and Bi-directional Path in BG  Septenber 2025

0 1 2 3
01234567890123456789012345678901
i S S T i S S e e i S S S S

| Type | Lengt h | FI ags | Reserved |
i i i T i I S i e s o o i i
| Pat h Segnent Label | TC |9 TTL |

i e e R e T S S e  Eh o ok I NI TR R R A
Figure 2. SR-MPLS Path Segnent Sub-TLV

If the length is 18 then the Path Segnment ID contains a 16-octet SRv6
Path Segnent ID [I-D.ietf-spring-srv6-path-segnent].

If the length is larger than 18 and B-flag is set, then SRv6 Endpoi nt
Behavior and SID Structure TLVs is included as per Section 2.4.4.2.4.
of [I-D.ietf-idr-sr-policy-safi].

4. SR Policy for Bidirectional Path

In some scenariose, for exanple, nobile backhaul transport network,
there are requirements to support bidirectional path. In SR a
bidirectional path can be represented as a binding of two
unidirectional SR paths. This docunent also defines a Reverse
Segnent List Sub-TLV to describe the reverse path associated with the
forward path specified by the Segnent List. An SR policy carrying SR
bidirectional path information is expressed as bel ow

SR Policy SAFI NLRI: <Distinguisher, Policy-Color, Endpoint>
Attributes: Tunnel Encaps Attribute (23)
Tunnel Type: SR Policy

Bi nding SID
Pref erence
Priority
Pol i cy Name
Explicit NULL Label Policy (ENLP)
Segnent Li st
Wi ght
Pat h Segnent
Segnent
Segnment
Reverse Segnent Li st
Pat h Segnent
Segnent

Segnent
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4. 1.

Li,

Reverse Path Segnent List Sub-TLV

A Reverse Path Segnment List Sub-TLV is defined to specify an SR
reverse path associated with the path specified by the Segment List,
and it has the follow ng format:

0 1 2 3

01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Type | Lengt h | RESERVED |
e s o i T i i S S
| Sub- TLVs (Vari abl e) |
i e e R e o o e i ok i oI SR R B S

Figure 3. SR Reverse Path Segnent List Sub-TLV

wher e:

Type (TBA2): Reverse Path Segment List Sub-TLV (to be assigned by
| ANA) .

Length: the total length of the Sub-TLVs encoded within the Reverse
Pat h Segnent List Sub-TLV not including the Type and Length fields.

RESERVED: 1 octet of reserved bits. SHOULD be unset on transm ssion
and MJST be ignored on receipt.

Sub- TLVs, reuse the Sub-TLVs in Segnment List defined in
[I-D.ietf-idr-sr-policy-safi] and [I-D.ietf-idr-bgp-sr-segtypes-ext].

* One or nore mandatory SR Path Segment Sub-TLVs that contains the
Path Segnents of the reverse SR path.

* One or nore Segment Sub-TLVs to specify the reverse SR path.

The Segment sub-TLVs in the Reverse Path Segnent List sub-TLV
provides the information of the reverse SR path. This Reverse Path
Segnment 1ist can be used for directing egress BFD peer to use
specific path for the reverse direction of the BFD session [ RFC9612]
or other applications.

Qper ati ons

The docurent defines a new Sub-TLV under the extensions for SR policy
defined in [I-D.ietf-idr-sr-policy-safi], therefore, the description
of operations defined in [I-D.ietf-idr-sr-policy-safi], can apply to
this docunment directly, including advertisenment of SR policies and
reception of SR policy NLRI.
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Typically but not linmt to, the unidirectional or bidirectional SR
policies carrying path identification infomation are configured by a
controller.

After configuration, the unidirectional or bidirectional SR policies
carrying path identification infomation will be advertised by BGP
updat e nessages. The operation of advertisenment this SR policy is
the sane as defined in [I-D.ietf-idr-sr-policy-safi], as well as the
reception.

The consuner of the unidirectional or bidirectional SR policies is
not the BGP process, it can be any applications, such as performance
measurenent [I-D.ietf-spring-stamp-srpmi. The operation of sending
informati on to consuners is out of scope of this docunent.

Error Handling and Fault Managenent

The docurent defines a new Sub-TLV under the extensions for SR policy
defined in [I-D.ietf-idr-sr-policy-safi], therefore, the error
handling defined in [I-D.ietf-idr-sr-policy-safi] can apply to this
docunent. Also, the error handling as defined in [ RFC7606] applies
to new Sub-TLVs as well as SAFlI context, therefore, the error
handling in [ RFC7606] al so applies to this docunent.

Specifically, a BGP Speaker MJST perform Syntax validation of the
Tunnel Encapsul ation Attribute follow ng the error handling defined
in [RFC7606] and [I-D.ietf-idr-sr-policy-safi].

In addition, a BGP Speaker MJST perform Syntax validation of the new
Pat h Segnent Sub-TLV to deternine if it is malformed. This includes
the validation of the Iength of the Sub-TLV and the range of the
value fileds. |If any validation check fails, the Update nessage MJUST
be handl e as ’'Treat-as-wi thdraw

In addition, the validation of the individual fields of the TLVs/ Sub-
TLVs of the associated segnment |ist are beyond the scope of BGP as
they are handl ed by the SR Policy Mdule
[I-Dietf-idr-sr-policy-safi] as described in the individual TLV/ Sub-
TLV sub-sections. Therefore this part is out of the scope of this
docunent. A BGP inplenentati on MJUST NOT perform senantic
verification of such fields nor consider the SR Policy update to be
invalid or not usable based on such validation. An inplenmentation
SHOULD | og any errors found during the above validation for further
analysis [I-D.ietf-idr-sr-policy-safi].
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7

7

9

| ANA Consi der ati ons

Thi s docunent defines new Sub-TLVs in follow ng registries

1. Existing Registry: BGP Tunnel Encapsul ation Attribute sub-TLVs

Thi s docunent defines new Sub-TLVs in the registry "SR Policy List
Sub-TLVs" [I-D.ietf-idr-sr-policy-safi] to be assigned by | ANA

Codepoi nt Descri ption Ref erence
TBA(17) Pat h Segnent Sub-TLV Thi s docunent
TBA( 18) Reverse Segment List Sub-TLV Thi s docunent

Security Considerations

Similar to [I-D.ietf-idr-sr-policy-safi], the security mechani snms of
the base BGP security model [RFC4A271] apply to the extensions
described in this docunent. Also, the new security considerations
defined in [I-D.ietf-idr-sr-policy-safi] also apply to this docunent.

The Path Segnment extension is included in the SR Policy extension
[I-Dietf-idr-sr-policy-safi], so it does not introduce extra
security problems conparing the existing SR policy entension. The
Path Segnent information is critical to the path, and a wong Path
Segnent | D may cause unexpected forwardi ng actions and results.

An inplenmentation needs to nmake sure that the value of Path Segnent
IDis correct to avoid unexpected forwardi ng actions and results,
especially in an SR-MPLS network. In addition, the Path Segment
information distribution froma controller to an ingress router has
to be protected. The security considereations in
[I-Dietf-idr-sr-policy-safi] apply to this distribution procedure.

Contributors
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