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Abst ract

Segment Routing (SR) Policy is a set of candidate paths, each
consi sting of one or nore segnent lists and the associ ated
informati on. The header of a packet steered in an SR Policy is
augnented with an ordered |ist of segnents associated with that SR
Policy. A Network Resource Partition (NRP) is a subset of network
resources allocated in the underlay network which can be used to
support one or a group of RFC 9543 network slice services.

In networks where there are nultiple NRPs, an SR Policy may be
associated with a particular NRP. The association between SR Policy
and NRP needs to be specified, so that for service traffic which is
steered into the SR Policy, the header of the packets can be
augnmented with the informati on associated with the NRP. An SR Policy
candi date path can be distributed using BGP SR Policy. This docunent
defines the extensions to BG SR policy to specify the NRP which the
SR Policy candidate path is associated wth.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 21 Septenber 2026.
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1. Introduction

The concept of Segnment Routing (SR) policy is defined in [ RFC9256].
An SR Policy is a set of candidate paths, each consisting of one or
nmore segnent |lists. The headend of an SR Policy may learn nultiple
candi date paths for an SR Policy. The header of a packet steered in
an SR Policy is augnmented with an ordered |ist of segments associated
with that SR Policy. The BGP extensions to distribute SR Policy
candi date paths are defined in [ RFC9830].
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[ RFC9543] discusses the general framework, components, and interfaces
for requesting and operating network slices using | ETF technol ogi es.
It also introduces the concept of Network Resource Partition (NRP),
which is a subset of the resources and associated policies in the
underl ay network. The network slices defined in [ RFC9543] can be
realized by mapping one or nore connectivity constructs to an NRP.

[ RFC9732] describes the framework and the candi date conponent
technol ogi es for providi ng enhanced VPN services based on VPN and
Traffic Engineering (TE) technol ogies. Enhanced VPN can be used for
the realization of network slice services defined in [ RFC9543].

As described in [I-D.ietf-teas-nrp-scalability], one scal abl e data

pl ane approach to support network slicing is to carry a dedicated NRP
IDin the data packet to identify the NRP the packet belongs to, so
that the packet can be processed and forwarded using the subset of
network resources allocated to the NRP

In networks where there are nultiple NRPs, an SR Policy may be
associated with a particular NRP. The association between SR Policy
and NRP needs to be specified, so that for service traffic which is
steered into the SR Policy, the header of the packets can be
augnmented with the informati on associated with the NRP
[I-D.ietf-spring-sr-policy-nrp] describes the association of

candi date paths with NRPs under the SR Policy architecture. This
docunent defines the extensions to BGP to specify the control plane
NRP I D that is associated with an SR Policy candi date path.

1.1. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

2. NRP ldentifier of SR Policy

In order to specify the NRP the candi date path of SR policy is
associated with, a new sub-TLV called "NRP" sub-TLV is defined in the
BGP Tunnel Encapsul ation Attribute [RFCO012]. The NRP sub-TLV can be
carried in the BGP Tunnel Encapsul ation Attribute with the tunne

type set to SR Policy. The use of the NRP sub-TLV in other tunne
types is outside the scope of this docunent.

The NRP sub-TLV has the follow ng format:
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0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Type | Lengt h | FI ags | Reserved |
i i i T i I S i e s o o i i
| NRP I D (4 octets) |
R et e s i o e s i i

Figure 1. NRP Sub-TLV

wher e:
*  Type: 123 (assigned by | ANA)
* Length: 6 octets.

* Flags: 1-octet flag field. None is defined at this stage. The
flags MUST be set to zero on transm ssion and MJST be ignored on
receipt.

* Reserved: 1 octet of reserved bits. |t MJST be set to zero on
transm ssi on and MJST be ignored on receipt.

* NRP ID: A 32-bit donmain significant identifier which is used to
identify an NRP in the control plane. The values of 0 and
OXFFFFFFFF are reserved.

The validation of an SR Policy NLRI with the NRP Sub-TLV in the BGP
tunnel encapsul ation attribute [ RFC9012] follows the procedures in
section 4.2 of [RFC9830], augnmented by the validation procedures
described in this docunent.

VWhen the NRP sub-TLV is carried in the BGP Tunnel Encapsul ation
Attribute associated with an SR Policy NLRI, a segnent |ist of the
candidate path is considered invalid if the headend node of the SR
Policy determnes that the set of network resources corresponding to
the control plane NRP ID on network segnments identified by the
segrment list do not exist. The detailed nmechanisns for NRP resource
validation are out of the scope of this docunent.

The encoding structure of BG SR Policy with the NRP sub-TLV is
expressed as bel ow
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3.

SR Policy SAFI NLRI: <Distinguisher, Policy-Color, Endpoint>
Attributes:
Tunnel Encaps Attribute (23)
Tunnel Type: SR Policy (15)
Bi nding SID
SRv6 Bi nding SID
Pref erence
Priority
Pol i cy Name
Pol i cy Candi date Path Nane
Explicit NULL Label Policy (ENLP)
NRP
Segnent Li st
Wi ght
Segnment
Segnent

Figure.é: SR Policy Encoding with NRP sub-TLV

Pr ocedur es

When a candidate path of SR Policy is instantiated within an NRP, and
a network-wi de data plane NRP Selector IDis used for identifying the
resources of the NRP, the originating node of SR Policy MJIST include
the NRP sub-TLV in the BGP Tunnel Encapsulation Attribute of the BGP
SR Policy. The setting of other fields and attributes in BG SR
Policy MJUST follow the nechani smas defined in [ RFC9830].

On reception of an SR Policy NLRI, a BGP speaker determines if it is
accept abl e and usabl e according to the rules defined in Section 4.2
of [RFC9830] and section 2 of this docunment. |If the SR Policy

candi date path selected as the best candidate path is associated with
an NRP, the headend node of the SR Policy MJST nmap the NRP ID to the
data plane NRP Selector ID, then encapsul ate both the NRP Selector ID
and the segnent list of the selected candidate path in the header of
packets which are steered to the SR Policy. The specific
encapsul ati on nechani sm of carrying NRP Selector 1D in the data plane
is out of the scope of this docunent. For SR Policy with | Pv6 data
pl ane, the data plane NRP Selector ID can be the sane as the NRP I D,
and t he approach to encapsulate the NRP Selector IDin | Pv6 Hop-by-
Hop Options header is defined in [I-D.ietf-6nman-enhanced-vpn-vtn-id].
For SR Policy with MPLS data pl ane, the mechani snms of mappi ng and
encapsul ating the NRP Selector IDin the packet would be based on the
framework defined in [ RFC9789].
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Al t hough the proposed nmechani smallows different candidate paths in
one SR policy to be associated with different NRPs, in normal network
scenarios it is considered that the association between an SR Policy
and NRP is consistent, in such case all candidate paths of one SR
policy SHOULD be associated with the same NRP.

4. Error Handling

The error handling of the BGP Update nessages for BGP SR Policy SAFI
with the NRP extensions defined in this docunent follows the
procedures in section 5 of [RFC9830].

The NRP sub-TLV is optional and MJUST NOT appear nore than once for
one SR Policy candidate path. The NRP sub-TLV is consi dered

mal formed if its format does not match the above description. |If the
NRP sub- TLV appears nore than once, or its format is considered
mal f ormed, the associated BGP SR Policy NLRI is considered nal formnmed
and the "treat-as-wi thdraw' strategy of [RFC7606] MJUST be appli ed.

5. Scal ability Considerations

The nmechani sm specified in this docunent adds additional information
to the SR Policy candidate paths. |In order to steer traffic into
different NRPs using SR Policy, the SR Policies used for different
NRPs need to be different. As the nunber of NRP increases, the
nunber of SR Policies would al so increase accordingly. Wen BGP is
used for distributing SR Policy candi date paths, the anount of

control plane information exchanged between the network controller
and the headend nodes woul d al so i ncrease. However, since the SR
Pol i ci es candidate paths distributed in BGP are only installed by the
correspondi ng headend nodes, the inpacts to the BGP control plane are
consi dered accept abl e.

6. Security Considerations

The security considerations of BGP [ RFC4271] and BGP SR policy
[ RFC9830] apply to this docunent.

The NRP sub-TLV provides a control plane NRP ID that is linked to the
NRP identifier (denoted as NRP Selector ID) that may be carried in

| Pv6 Hop-by-Hop options header or used in the encapsul ation of MPLS
As the NRP Sel ector |ID can inpact packet forwarding in a network,
care should be taken to protect this mission-critical or conmercially
sensitive information during provisioning, query and report of the
control plane NRP ID in BGP
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7.

9.

9.

| ANA Consi der ati ons

| ANA has assigned the sub-TLV type as defined in Section 2 from"BGP
Tunnel Encapsul ation Attribute sub-TLVs" registry in the "Border
Gat eway Protocol (BGP) Tunnel Encapsul ation" G oup.
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