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Abst ract
Segnment Routing (SR) policy is a set of candidate SR paths consisting
of one or nore segnment lists and necessary path attributes. It
enabl es instantiation of an ordered list of segments with a specific
intent for traffic steering. In-situ Flow Information Tel enetry

(IFIT) refers to network OAM data pl ane on-path telemetry techni ques,
in particular the nost popular are In-situ OAM (I OAM and Alternate
Mar ki ng. This docunment defines extensions to BGP to distribute SR
policies carrying IFIT information. So that |FIT nethods can be
enabl ed automatically when the SR policy is applied.
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1. Introduction

Segnent Routing (SR) policy [ RFC9256] is a set of candidate SR paths
consisting of one or nore segnment |ists and necessary path
attributes. It enables instantiation of an ordered |ist of segments
with a specific intent for traffic steering.

In-situ Flow Information Telemetry (I FIT) denotes a famly of flow
oriented on-path telenmetry techniques (e.g. 10AM Alternate Marking),
whi ch can provide high-precision flow insight and real-tine network

i ssue notification (e.g., jitter, latency, packet loss).In
particular, IFIT refers to network OAM (Operations, Adninistration,
and Mai ntenance) data plane on-path telenetry techni ques, including
In-situ OAM (1 OAM [RFC9197] and Alternate Marking [RFC9341]. It can
provide flow information on the entire forwarding path on a per-
packet basis in real tine.
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An automatic network requires the Service Level Agreenent (SLA)

moni toring on the depl oyed service. So that the system can quickly
detect the SLA violation or the performance degradation, hence to
change the service deploynment. For this reason, the SR policy native
IFIT can facilitate the closed | oop control and enabl e the autonation
of SR service

Thi s docunent defines extensions to Border Gateway Protocol (BGP) to
distribute SR policies carrying IFIT information. So that IFIT
behavi or can be enabl ed autonatically when the SR policy is applied.

This BGP extension allows to signal the IFIT capabilities together
with the SR-policy. In this way |IFIT nmethods are automatically
activated and running. The flexibility and dynamicity of the IFIT
applications are given by the use of additional functions on the
controller and on the network nodes, but this is out of scope here.

IFIT is a solution focusing on network domai ns according to [ RFC8799]
that introduces the concept of specific domain solutions. A network
domai n consists of a set of network devices or entities within a
single adm nistration. As nentioned in [RFC3799], for a nunber of
reasons, such as policies, options supported, style of network
managenent and security requirenents, it is suggested to limt
applications including the emerging IFIT techniques to a controlled
domain. Hence, the IFIT nmethods MJST be typically deployed in such
control |l ed domai ns.

1.1. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in BCP 14 [ RFC2119]

[ RFC8174] when, and only when, they appear in all capitals, as shown
here.

2. Motivation

IFIT Methods are being introduced in nmultiple protocols and in
particul ar for Segment Routing over the MPLS data plane (SR-MPLS) and
Segnent Routing over |Pv6 data plane (SRv6).

It is worth nentioning that, at the nonment, the IFIT methods (I OAM
and Alternate Marking) are nore mature for SRv6 conpared to SR-MPLS.
The reference docunents are [ RFC9486] and [ RFC9343] for SRv6.

The definition of these data plane IFIT nethods for SR-MPLS and SRv6

inmply requirenments for various routing protocols, such as BG, and
this docunment ains to define BGP extensions to distribute SR policies
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carrying IFIT information. This allows to signal the IFIT
capabilities so IFIT methods are automatically configured and ready
to run when the SR Policy candidate paths are distributed through
BGP.

It is to be noted that, for PCEP (Path Conputation El enent

Conmruni cation Protocol), [I-D.ietf-pce-pcep-ifit] proposes the
extensions to PCEP to distribute paths carrying IFIT information and
therefore to enable IFIT methods for SR policy too. These docunents
conpl enent the depl oynment scenario described in
[I-D.ietf-ippnalt-nmark-depl oynment] and

[1-D. song-opsawg-ifit-framework].

3. IFIT nethods for SR Policy

In-situ Operations, Administration, and M ntenance (1 OAM [ RFC9197]
records operational and telenetry information in the packet while the

packet traverses a path between two points in the network. 1In terns
of the classification given in RFC 7799 [ RFC7799] | OAM coul d be
categori zed as Hybrid Type 1. | OAM nmechani snms can be | everaged where

active OAM do not apply or do not offer the desired results. Wen SR
policy enables the |OAM the | OAM header will be inserted into every
packet of the traffic that is steered into the SR paths.

The Alternate Mrking [ RFC9341] technique is an hybrid perfornmance
measur enent net hod, per RFC 7799 [ RFC7799] cl assification of
measur enent net hods. Because this nmethod is based on marking
consecutive batches of packets. It can be used to neasure packet

| oss, latency, and jitter on live traffic.

Thi s docunent ainms to define the control plane. Wile the rel evant
docunents for the data plane application of 1 OAM and Alternate
Mar ki ng are respectively [RFC9486] and [ RFC9343] for Segnment Routing
over | Pv6 data plane (SRv6)

4. 1FIT Attributes in SR Policy

As defined in [RFC9830], a new SAFl is defined (the SR Policy SAFI
with codepoint 73) as well as a new NLRI. The NLRI contains the SR
Pol i cy candi date path and, according to [RFC9830], the content of the
SR Policy Candidate Path is encoded in the Tunnel Encapsul ation
Attribute defined in [ RFC9012] using a new Tunnel - Type call ed SR
Policy Type with codepoint 15. The SR Policy encoding structure is
as foll ows:
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SR Policy SAFI NLRI: <Distinguisher, Color, Endpoint>
Attributes:
Tunnel Encapsul ation Attribute (23)
Tunnel Type: SR Policy (15)
Bi nding SID
Pref erence
Priority
SR Policy Nane
SR Policy Candi date Path Nane
Explicit NULL Label Policy (ENLP)
Segnent Li st
Wi ght
Segnent
Segnent

A candi date path includes nultiple SR paths, each of which is
specified by a segnment list. |IFIT can be applied to the candi date
path, so that all the SR paths can be nonitored in the same way. The
new SR Policy encoding structure is expressed as bel ow

SR Policy SAFI NLRI: <Distinguisher, Color, Endpoint>
Attributes:
Tunnel Encapsul ation Attribute (23)
Tunnel Type: SR Policy (15)
Bi nding SID
Pref erence
Priority
SR Policy Nane
SR Policy Candi date Path Narme
Explicit NULL Label Policy (ENLP)
IFIT Attributes
Segnent Li st
Wei ght
Segnent
Segnent

IFIT attributes can be attached at the candidate path | evel as sub-
TLVs. There may be different IFIT tools. The follow ng sections
wi Il describe the requirement and usage of different IFIT tools, and
define the correspondi ng sub-TLV encoding in BGP

Once the IFIT attributes are signalled, if a packet arrives at the

headend and, based on the types of steering described in [ RFC9256],
it may get steered into an SR Policy where IFIT nmethods are applied.
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Therefore it will be managed consequently with the correspondi ng | OAM
or Alternate Marking information according to the enabled IFIT
met hods.

Note that the IFIT attributes here described can also be generalized
and included as sub-TLVs for other SAFls and NLRIs.

5. IFIT Attributes Sub-TLV

The format of the IFIT Attributes Sub-TLV is defined as foll ows:

0 1 2 3
01234567890123456789012345678901
Fom e e e oo - Fom e e e oo - +
| Type | Length |
oo e e e e e e e e oo oo R R +
I I
/1 sub- TLVs /1

s i S e i i T s S S T ol ST S e e
Figure 1: Fig. 1 IFIT Attributes Sub-TLV

Wher e:

Type: to be assigned by | ANA

Length: the total length of the value field not including Type and
Length fields.

sub-TLVs currently defined:

* | OAM Pre-allocated Trace Option Sub-TLV,

* | OAM I ncrenental Trace Option Sub-TLV,

* |OAM Directly Export Option Sub-TLV,

* | OAM Edge-t o- Edge Option Sub-TLV,

* Enhanced Alternate Marking (EAM sub-TLW.
The presence of the IFIT Attributes Sub-TLV inplies support of IFIT
met hods (1 OAM and/or Alternate Marking). It is worth nentioning that
| OAM and Alternate Marking can be activated one at a time or can
coexist; so it is possible to have only IOAM or only Alternate

Mar ki ng enabl ed as Sub-TLVs. The sub-TLVs currently defined for | QAM
and Alternate Marking are detailed in the next sections.
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In case of enpty IFIT Attributes Sub-TLV, i.e. no further IFIT sub-
TLV and Length=0, IFIT methods will not be activated. If two
conflicting | OAM sub-TLVs are present (e.g. Pre-allocated Trace
Option and Increnental Trace OQption) it nmeans that they are not

usabl e and none of the two nethods will be activated. The sane
applies if there is nore than one instance of the sub-TLV of the sane
type. Anyway the validation of the individual fields of the IFIT
Attributes sub-TLVs are handl ed by the SRPM (SR Policy Mdule).

The process of stopping |FIT nmethods can be done by setting enpty
IFIT Attributes Sub-TLV, while, for nodifying |FIT nmethods
parameters, the IFIT Attributes Sub-TLVs can be updated accordingly.
Additionally the backward conpatibility is guaranteed, since an

i npl ementation that does not understand IFIT Attributes Sub-TLV can
simply ignore it.

5.1. |1 OAM Pre-allocated Trace Option Sub-TLV
The 10AM tracing data is expected to be collected at every node that
a packet traverses to ensure visibility into the entire path a packet
takes within an | OAM dormai n. The preallocated tracing option wll
create pre-allocated space for each node to populate its information.

The format of | OAM pre-allocated trace option sub-TLV is defined as

fol | ows:

0 1 2 3
01234567890123456789012345678901
Fom e Fom e e +
| Type=1 | Lengt h=6 | Nanespace | D |
Fom e Fom e e S S +
| | OAM Tr ace Type | Flags | Rsvd |
o m mm e e e e e e e e e e e e e e e e e e e mm e meaa o - Fomm oo R, +

Figure 2. Fig. 2 |OAM Pre-allocated Trace Opti on Sub-TLV
Wher e:
Type: 1 (to be assigned by | ANA).

Length: 6, it is the total length of the value field (not including
Type and Length fields).

Nanespace ID: A 16-bit identifier of an | OAM Nanespace. The
definition is the same as described in section 4.4 of [RFC9197].
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| OAM Trace Type: A 24-bit identifier which specifies which data types
are used in the node data list. The definition is the same as
described in section 4.4 of [RFC9197].

Flags: A 4-bit field. The definitionis the sane as described in
[ RFC9322] and section 4.4 of [RFC9197].

Rsvd: A 4-bit field reserved for further usage. It MJST be zero and
i gnored on receipt.

5.2. 1 OAM Increnental Trace Option Sub-TLV
The incremental tracing option contains a variable node data fields
where each node allocates and pushes its node data inmredi ately

foll owi ng the option header.

The format of IOAMincrenental trace option sub-TLV is defined as

fol | ows:
0 1 2 3
01234567890123456789012345678901
S S o mm e e e e e e a— oo oo +
| Type=2 | Lengt h=6 | Nanespace | D |
o o oo s T Fomm o - +
| | OAM Tr ace Type | Flags | Rsvd
o m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e oo Fomm e - o - N +
Figure 3: Fig. 3 IOAM Increnental Trace Option Sub-TLV
Wher e:

Type: 2 (to be assigned by | ANA)

Length: 6, it is the total length of the value field (not including
Type and Length fields).

Al the other fields definition is the same as the pre-allocated
trace option sub-TLV in section 4.1

5.3. I OAM Directly Export Option Sub-TLV
IOAM directly export option is used as a trigger for 1OAM data to be
directly exported to a collector wthout being pushed into in-flight

dat a packets.

The format of IOAM directly export option sub-TLV is defined as
fol |l ows:
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0 1 2 3
01234567890123456789012345678901
T T +
| Type=3 | Lengt h=12 |
. S IR +
| Nanespace | D | Fl ags |
T T TRy I IRy . +
| | OAM Tr ace Type | Rsvd |
oo e m e e e e e e e e e e e e e e e e e m e e e e e ee— o T +
| Flow | D |
. +

Figure 4: Fig. 4 IOAM Directly Export Option Sub-TLV
VWher e:
Type: 3 (to be assigned by | ANA)

Length: 12, it is the total length of the value field (not including
Type and Length fields).

Nanespace ID: A 16-bit identifier of an | OAM Nanespace. The
definition is the same as described in section 4.4 of [RFC9197].

Flags: A 16-bit field. The definition is the same as described in
section 3.2 of [RFC9326].

| OAM Trace Type: A 24-bit identifier which specifies which data types
are used in the node data list. The definition is the sane as
described in section 4.4 of [RFC9197].

Rsvd: A 4-bit field reserved for further usage. It MJST be zero and
i gnored on receipt.

Flow ID: A 32-bit flowidentifier. The definition is the sane as
described in section 3.2 of [RFC9326].

5.4. |1 OAM Edge-t o- Edge Option Sub-TLV

The 1 OAM edge to edge option is to carry data that is added by the
| OAM encapsul ati ng node and interpreted by | OAM decapsul ati ng node.

The format of | OAM edge-to-edge option sub-TLV is defined as foll ows:
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0 1 2 3
01234567890123456789012345678901
S S +
| Type=4 | Lengt h=4 |
o m m e e e e e e e e e e e e e e e e e e e e e eeee—oon oo +
Nanespace | D | | OAM E2E Type |
o m e e e e e e aaa oo o m e e e e e e aaa oo +

Figure 5: Fig. 5 | OAM Edge-t o- Edge Option Sub-TLV
Wher e:
Type: 4 (to be assigned by | ANA).

Length: 4, it is the total length of the value field (not including
Type and Length fields).

Nanmespace I D: A 16-bit identifier of an | OAM Nanespace. The
definition is the same as described in section 4.6 of [RFC9197].

| OAM E2E Type: A 16-bit identifier which specifies which data types
are used in the E2E option data. The definition is the sane as
described in section 4.6 of [RFC9197].

5.5. Enhanced Alternate Marking (EAM sub-TLV

The format of Enhanced Alternate Marking (EAM sub-TLV is defined as

fol | ows:

0 1 2 3

01234567890123456789012345678901
o m e e e oo - o m e e e oo - +
| Type=5 | Lengt h=4 |

o mm e e e e e e a— oo oo AR, AR, AR, +- - - - -+

Fl owvonl D | Peri od |HE R|
T . ot oo -+
Figure 6: Fig. 6 Enhanced Alternate Mrking Sub-TLV
Wher e:

Type: 5 (to be assigned by | ANA).

Length: 4, it is the total length of the value field (not including
Type and Length fields).
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Fl owmvonI D: A 20-bit identifier to uniquely identify a nonitored fl ow
wi thin the measurenment domain. The definition is the sane as
described in section 5.3 of [RFC9343].

Period: Tine interval between two alternate marking period. The unit
i s second.

H A flag indicating that the measurenment is Hop-By-Hop
E: Aflag indicating that the neasurenent is end to end.

R A 2-bit field reserved for further usage. It MJST be zero and
i gnored on receipt.

6. SR Policy Operations with IFIT Attributes

The details of SR Policy installation and use are specified in
[ RFC9256]. This docunent conplements SR Policy Operations described
in [RFCO830] by adding the IFIT Attributes.

The operations described in [RFC9830] are always valid. The only
difference is the addition of IFIT Attributes Sub-TLVs for the SR
Policy NLRI, that can affect its acceptance by a BGP speaker, but the
i npl ementati on MAY provide an option for ignoring the unrecognized or
unsupported I FIT sub-TLVs. SR Policy NLRI s that have been determ ned
acceptabl e, usable and valid can be eval uated for propagation,
including the IFIT information

The error handling actions are al so described in [RFC9830],indeed a
BGP Speaker MUST performthe syntactic validation of the SR Policy
NLRI to determine if it is malformed, including the TLVs/sub-TLVs.
In case of any error detected, either at the attribute or its TLV/
sub-TLV level, the "treat-as-wi thdraw' strategy MJST be appli ed.

The validation of the IFIT Attributes sub-TLVs introduced in this
docunent MUST be perfornmed to deternmine if they are nal forned or
invalid. The validation of the individual fields of the IFIT
Attributes sub-TLVs are handl ed by the SRPM (SR Policy Mdule).

7. |1 ANA Consi derations

Thi s docunment defines a new sub-TLV in the registry "BGP Tunnel
Encapsul ation Attribute sub-TLVs" to be assigned by | ANA

Codepoi nt Descri ption Ref er ence

TBD1 IFIT Attributes Sub-TLV Thi s docunent
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Thi s docunent requests creation of a newregistry called "IFIT
Attributes Sub-TLVs". The allocation policy of this registry is
"Specification Required" according to RFC 8126 [ RFC8126].

The following initial Sub-TLV codepoints are assigned by this

docunent :

Val ue Descri ption Ref erence
1 10 Pre-allocated Trace Option Sub-TLV  Thi's docunent
2 | OAM I ncrenental Trace Option Sub-TLV Thi s docunent
3 ICAM Directly Export Option Sub-TLV Thi s docunent
4 | OAM Edge-t o- Edge Option Sub-TLV Thi s docunent
5 Enhanced Alternate Marking Sub-TLV Thi s docunent

8. Security Considerations

The security nmechani snms of the base BGP security nodel apply to the
ext ensions described in this docunent as well. See the Security
Consi derations section of [RFC9830].

SR operates within a trusted SR domai n RFC 8402 [ RFC38402] and its
security considerations also apply to BGP sessions when carrying SR
Policy information. The isolation of BG SR Policy SAFI peering
sessions nay be used to ensure that the SR Policy information is not
advertised outside the SR domain. Additionally, only trusted nodes
(that include both routers and controller applications) within the SR
domai n must be configured to receive such information

I npl enentation of IFIT nethods (1 OAM and Alternate Marking) are

m ndful of security and privacy concerns, as explained in RFC 9197

[ RFC9197] and Alternate Marking [ RFC9341]. Anyway incorrect IFIT
paraneters in the BGP extension SHOULD NOT have an adverse effect on
the SR Policy as well as on the network, since it affects only the
operation of the telenmetry nethodol ogy.

I FIT data MUST be propagated in a limted domain in order to avoid

mal i ci ous attacks and solutions to ensure this requirenent are
respectively discussed in [RFC9197] and [ RFC9343].

Qn, et al. Expires 18 April 2026 [ Page 12]



I nternet-Draft bgp-sr-policy-ifit Cct ober 2025

IFIT nethods (1 OAM and Alternate Marking) are applied within a
controll ed dormai n where the network nodes are | ocally adninistered.
Alimted adm nistrati ve domain provides the network adm nistrator
with the neans to select, nonitor and control the access to the
network, making it a trusted donmain also for the BGP extensions
defined in this docunent.
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