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Abst ract

The docurent describes the BGP nmechani snms for SD-WAN ( Sof t war e

Defi ned Wde Area Network) edge node attribute di scovery. These
mechani sms i ncl ude a new tunnel type and sub-TLVs for the BGP Tunnel -
Encapsul ation Attribute (RFC9012) and set of NLRI (network |ayer
reachability information) for SD-WAN underl ay information.

In the context of this docunment, BGP Route Reflector (RR) is the
component of the SD-WAN Controller that receives the BG UPDATE from
SD- WAN edges and in turn propagates the information to the intended

peers that are authorized to communicate via the SD-WAN overl ay
net wor k.

Requi renment s Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119] [ RFC8174]
when, and only when, they appear in all capitals, as shown here.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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1. Introduction

Thi s docunent describes the BGP signaling extensions that enable SD
WAN edge nodes to advertise client route reachability, underlay
tunnel properties, and security related attributes required to

establish and maintain SD-WAN overl ay tunnels.

Tunnel forms a | ogical overlay between edge nodes across

het er ogeneous underl ay networks (e.qg.,

l'inks, or public Internet).
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The mechani sns defined in this docunment apply to both: 1) SD WAN
Secure L3VPN depl oynments, where L3VPN services are delivered over SD
WAN Hybrid tunnels; and 2) SD-WAN Secure Links depl oynments, where
encrypted logical links are forned between SD-WAN edge nodes wi t hout
usi ng L3VPN address famlies.

BGP [ RFC4271] serves as the control plane for these SD WAN

depl oynents. Al BGP peers participating in SD-WAN edge di scovery
are assunmed to mmintain secure transport connections with their Route
Refl ector (RR), either via network service provider private paths or
via other secure transport nechani sns. The establishnent and

mai nt enance of such secure transport connections are outside the
scope of this docunent.

Thi s docunent defines a new SD-WAN Hybrid Tunnel type and associ ated
sub-TLVs for the BGP Tunnel Encapsul ation Attribute [RFC9012], as
well as new NLRIs for advertising SD-WAN underlay information. These
ext ensi ons enabl e SD-WAN edge nodes to exchange the infornation
necessary to establish and update secure SD-WAN overlay tunnels, as
described in [Net2d oud].

1.1. Secure L3VPN Services over SD-WAN

An SD-WAN network defined in [ MEF70.1] and [ MEF70.2] refers to a
policy-driven network over multiple heterogeneous underlay networks
to get better WAN bandwi dth managenent, visibility, and control. In
many depl oynents, L3VPN services are offered over SD-WAN overlays to
provide site-to-site connectivity with traffic segnentati on,
security, and performance guarantees. These L3VPN services |everage
SD- WAN Secure Links, i.e. encrypted data plane tunnels established
bet ween SD- WAN edge nodes usi ng mechani sms such as | Psec, to carry
user traffic between endpoints.

Thi s docunent describes the BGP nechani sns used to support such L3VPN
depl oynents by enabling SD-WAN edge nodes to advertise underl ay
attributes, tunnel characteristics, and security association related
attributes. These nechani sns enabl e dynami ¢ tunnel sel ection,
service-level steering, and secure endpoint discovery.

The SD-WAN usage nodel, including its depl oynent scenarios and BGP
requirenents, is detailed in [ SD WAN- BGP- USAGE] and not repeated
here. This docunent focuses solely on the signaling extensions and
encapsul ati on nechani sns required to support those scenarios in BGP
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1.2. SD-WAN Secure Links

[ RFC9012] defines a BGP nmechanismthat |inks routes (prefix and Next
Hop) to a specific tunnels using a specific encapsulation. The SD
WAN Secure Links Topol ogy uses a single hybrid logical link on a SD
WAN Peer to represent multiple underlay topology links. The SD-WAN
peer distributes |Psec security association (lIPsec SA) [ RFC4301]
related information regarding the hybrid |ink or individual underlay
I'i nks.

The traffic is routed via normal |1Pv4/1Pv6 forwardi ng without any VPN
addition. The SD-WAN Secure Links provides sone |ink security for
some sinple cases of the three scenarios from [ SD WAN- BGP- USAGE] t hat
do not require L3VPN addresses (Route Distinguisher (RD), prefix).

1.3. Conventions used in this document
The foll owing acronyns and terns are used in this docunent:

C-PE (Customer Prem ses Equipnent): A specific type of SD-WAN Edge
depl oyed at the custonmer’s edge. |In this docunent, the ternms C PE
and SD- WAN Edge are used interchangeably when referring to SD-WAN
nodes that handle client route adverti sement and secure tunnel
est abl i shrent .

Controller: Refers to the SD-WAN Controller as defined in [ SD WAN-
BGP- USACE] .

C-PE: Custoner Prem ses Equi pnent that participates in the SDWAN
overlay network. As defined in [ SD WAN BGP- USAGE] .

CPE-Based VPN: Virtual Private Secure network formed anong C PEs.
This is to differentiate such VPNs from nost comonly used PE-
based VPNs di scussed in [ RFC4364].

CPN: Custoner Prem ses Network

SD- WAN:  Sof t war e- Def i ned Wde Area Network, as defined in [ MEF 70. 1]
and [ MEF 70. 2] .

SD- WAN Edge: A network el enment that participates in the SD-WAN
overlay as defined in [ SDWAN- BGP- USAGE] .

SD-WAN Hybrid Tunnel: A single |logical tunnel that conbi nes several
links of different encapsulation into a single tunnel. This
| ogi cal tunnel MAY exist as part of a SD-WAN Secure L3VPN or
simply be a SD-WAN secure link for a flat network.
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Secure Transport Connection: A transport |layer security mechani sm
(e.g., IPsec, TLS, or SSL) |layered under the BGP session to
provide confidentiality, integrity, and authenticity of routing
updat es over untrusted networKks.

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC8174] when, and only when, they appear in all capitals, as
shown here.

2. BGP SD-WAN Mechani sns
The BGP nechani sns defined in this docunent serve two functions:

Advertise Cient routes with SD-WAN Hybrid Tunnel: A BGP speaker
supporting SD-WAN re-advertises routes received fromclient
routers with the Next HOP attributes set to its own |IP address, as
explicitly configured [ RFC4271], and include BGP attribute
i ndi cating the SD-WAN Hybrid Tunnel. dient routes MAY be
advertised using the follow ng AFl/SAFIs: Unicast |Pv4/lPv6(1/1,
2/1) and L3VPN I Pv4/I1Pv6 (1/128, 2/128). The term "next hop self"
means the routers sets the Next Hop Address to an address
i ndicating the BG? Peer. The SD-WAN tunnel indication can be
conveyed using either the Encapsul ati on Extended Conmunity or the
Tunnel Encapsul ation Attribute.

Advertise Underlay Routes (SD-WAN NLRIs) with SD-WAN Hybrid Tunnel

Encapsul ation Attribute: A BGP speaker advertises SD-WAN NLRI for
| Pv4/ 1 Pv6 (AFI/SAFI 1/74 or 2/74) with the NEXT_HOP attribute set
to the |l ocal address of the advertising speaker, as explicitly
configured [ RFC4271], and includes a BGP attribute indicating the
Hybrid Tunnel. The SD-WAN NLRI identifies the port (or ports)
within the SD-WAN Hybrid Tunnel for which the BGP speaker is
advertising encapsulation or IPsec SA related infornmation via the
SD- WAN Hybrid Tunnel Encapsul ation Attribute. The SD-WAN Hybrid
Tunnel Encapsul ation Attribute contains |IPsec SA and, optionally,
NAT-rel ated i nformation.

This section describes the SD-WAN Hybrid Tunnel, the SD-WAN NLRI s,
the new sub-TLVs for SD-WAN Tunnel |Psec SA, sub-TLVs for Port
attributes, the procedures for the client routes, the procedures for
underlay routes, error handling, and considerations for managi ng SD
WAN t echnol ogi es.
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2

1. SD WAN Hybrid Tunnel Encoding
Nane: SD-WAN Hybrid Tunne
Code: 25 (I ANA assi gned)

Description: The SD-WAN Hybrid Tunnel identifies a virtual tunne
that overlays a path across a set of underlay |inks between two
BGP peers. These underlay |inks may use various technol ogi es
(e.g., MPLS, Layer 2 direct connections, or Layer 3 public
Internet). The termhybrid reflects that different types of
underlay |inks can be used sinultaneously.

Encodi ng: Per [RFC9012], the following two BGP attributes that MAY
encode a Tunnel Encapsulation attribute information: the Tunne
Encapsul ation Attribute, and the Encapsul ati on Extended Conmunity
as a "barebones" tunnel identification. The encoding for the SD
WAN Hybrid Tunnel is described for both BGP attributes.

SD- WAN Encodi ng i n Encapsul ati on Extended Conmunity

0 1 2 3

01234567890123456789012345678901

R s i o e i ol S e S e T ik ik T S e T S T S

0x03 (1 octet)| Ox0c (1 octet)]| Reserved (2 octets)

R i i I e R e I T T il ik o ST TR S R R R TR S T TR i N
Reserved (2 octets) | Tunnel Type=25 (2 octets)

T I R o ol i ol s S S e S e S ik i it (EIE I S SR e TR

+-
I
+- +-
|
+-
Encapsul ati on Extended Community
Figure 1: SD-WAN Hybrid Tunnel encoding in Encapsul ation
Ext ended Conmunity

The NextHop Field in the BGP update is the tunnel egress

Endpoi nt, and this SHOULD be set to the BGP Peer Address for
the SD-WAN Peer.
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SD- WAN Encodi ng i n Tunnel Encapsul ation Attribute

0 1 2 3
01234567890123456789012345678901
i i i T i I S i e s o o i i
Tunnel - Type=25(SD- WAN- Hybrid )| Length (2 Cctets) |
B T e R et e s o o S e R e
Sub- TLVs |

|

T A S i S S S T S T S S e e s e

+—— +—

Fi gure 2: SD-WAN Hybrid Value Field

No Sub-TLVs for the Encapsul ati on Extended Community of the SD-WAN

Hybrid Tunnel [RFC9012]: When Encapsul ati on Extended Community with
Tunnel Type = 25 is attached to a client route, the detail ed SD
WAN tunnel attributes, particularly those related to |Psec
paraneters and keying material, are not included in the same BGP
UPDATE nessage. Instead, they are advertised separately using the
SD-WAN NLRI, as described in Section 2.2 and 3.3. The SD-WAN NLRI
is originated using the | oopback address of the C-PE, rather than
the client route. The renpte BGP speaker uses this | oopback
address to associate the client route with the correspondi ng SD
WAN Hybrid Tunnel. This separation allows for independent
adverti senent rates and avoi ds bl oati ng BGP UPDATE nessages wth
the |l arge anpbunt of data required for |IPsec SA, cryptographic
keys, and rel ated paraneters.

Sub-TLVs for SD-WAN Hybrid Tunnel (Type 25) in the Tunne

Encapsul ation Attribute: Wen the SD-WAN Hybrid Tunnel (Type 25) is
used within the Tunnel Encapsul ation Attribute for client routes,
all sub-TLVs defined in [ RFC9012] are valid, along with the
addi tional sub-TLVs specified in Section 2.2 and 3.3 of this
docunent. In this case, detailed underlay tunnel attributes, such
as | Psec-rel ated paraneters, are included directly in the same BGP
UPDATE as the client route. As a result, there is no need for a
separ at e UPDATE nmessage associated with the C PE | oopback address.
However, this approach neans that any changes to underl ay
attributes (e.g., |Psec keys or cryptographic paraneters)
necessitate re-advertising the client route with an updated Tunne
Encapsul ation Attribute, which can increase both the frequency and
si ze of BGP UPDATE nessages.

Val idation Procedure: The validation procedure for the SD-WAN tunne
TLV has the foll owi ng conmponents:

1) validation of tunnel TLV encoding [ RFC9012],
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the BGP peer installing the route MIST al so validate that
and underlay links are active.

rout e,
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-Draft

2) Check that sub-TLVs are valid for

3) Egress Tunnel

SD- WAN Edge Di scovery

End Poi nt Check:

NLRI

February 2026

(see Table 1),

and

validate that the tunnel

egress endpoint (as carried in the Tunnel

TLV [ RFC9012])

hop resolution rules.

Tabl e

1

Client Routes AFI/ SAFI

Under | ay Rout es AFI/ SAFI

1/1, 2/1, 1/128, 2/128
1/ 74 and 2/ 74

sub- TLV Code dient Routes Underla
Encapsul ati on 1 not valid not vali
Pr ot ocol 2 not valid not vali
Col or 3 valid *1 not vali
Load- Bal anci ng Bl ock 5 not valid not vali
Tunnel Egress EP 6 Info rgd *5 required
DS Field 7 not valid not vali
UDP Dest. Port 8 not valid not vali
Enbedded Label H. 9 not valid not vali
MPLS | abel Stack 10 not valid not vali
Prefix-SID 11 not valid not vali
Pr ef erence 12 not valid not vali
Bi nding SID 13 not valid not vali
ENLP 14 not valid not vali
Priority 15 not valid not vali
SPI / Sl 16 not valid not vali
SRv6 Bi nding SID 20 not valid not vali
| Psec SAID 64 valid *3 valid *3
Ext ended Port Attr 65 not valid valid *4
Under | ay Type 66 not valid valid *4
| Psec SA Rekey Cnt 67 valid *3 valid *3
| Psec Public Key 68 valid *3 valid *3
| Psec SA Proposal 69 valid *3 valid *3
Sinmplified IPsec SA 70 valid *3 valid *3
Figure 3: sub-TLV |i st

Dunbar ,

et al.

Expi res 24 August 2026
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d
d
d
d
d
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2

2

2

2

Not es

* *1 - For client traffic, the Color sub-TLV defined in this
docunent nust be validated using the sane procedures specified in
[ RFC9012] for the Col or Extended Community. Wen both the Col or
Ext ended Comunity and the Col or sub-TLV are present, the value in
the Col or Extended Community [ RFC9012] takes precedence and nust
be used for forwarding and policy deci sions.

* *2 - The listed Sub-TLVs are not valid when used w th Underl ay
route advertisenents. Future extensions nay define their use in
that context, but such extensions are outside the scope of this
docunent .

* *3 - See Section 2.3 (encoding), Section 2.4 (client route
validation), and Section 2.5 (underlay route validation) for
content processing and validation procedures.

* *4 - See Section 2.3 (encoding), and 2.6 (error handling for
mal f or med sub-TLVs or incorrect NLRI association).

* *5 - Per [RFC9012] Section 4.1, when Tunnel Encapsul ation
Attribute is attached to a client route UPDATE, the Tunnel Egress
Endpoint is derived fromthe BGP NextHop attribute.

SD- WAN Under | ay UPDATE

The Edge BGP Peer using BGP SD-WAN di scovery sends the hybrid SD-WAN
NLRI with the SD-WAN Hybrid tunnel attribute to advertise the
detail ed properties associated with the public facing WAN ports and

| Psec tunnels. The Edge BGP Peer sends this information to its
designated RR via the Secure Transport Connection. Each BGP UPDATE
message with a SD-WAN Underlay NLRI MJST contain a Tunne

Encapsul ation Attribute for a Hybrid Tunnel type. The Tunne

Encapsul ation Attribute can include sub-TLVs for Extended Port
attribute (see Section 2.3.6) or IPsec information (see Section 2.3).
The | Psec information sub-TLVs include: |Psec SA ID, |Psec SA Nonce,
| Psec Public Key, IPsec SA Proposal, and Sinplified I Psec SA

1. The NLRI for SD-WAN Underl ay Tunnel Update

A new NLRI SAFI (SD-WAN SAFI =74) is introduced within the
MP_REACH NLRI Path Attribute of [RFC4760] for advertising the
detailed properties of the SD-WAN tunnels term nated at the edge
node:

Dunbar, et al. Expi res 24 August 2026 [ Page 10]
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. +
| Rout e Type | 2 octets
o e e e e oo oo +
| Lengt h | 2 octets
+

| Type Specific |
~ Value (Variable) ~

Figure 4: SD-WAN NLRI Encodi ng
wher e:

Route (NLRI) Type: A 2-octet value that defines the encoding of the
rem nder of the SD-WAN the NLRI.

Length: 2 octets indicating the length of the Value field, expressed
in bits, following the NLRI encodi ng convention defined in
[ RFC4760], Section 3.

Thi s docunent defines the foll owi ng SD-WAN Route type:

NLRI Route Type = 1 (SD-WAN Tunnel Endpoint NLRI): For advertising
the detail ed properties of the SD-WAN tunnels terminated at the
edge, where the transport network port can be uniquely identified
by a tuple of three values (Port-Local-1D, SD WAN-Col or, SD WAN-
Node-I1 D). The SD-WAN NLRI Route Type =1 has the follow ng

encodi ng:

o e e e e oo oo +

| Route Type =1 | 2 octets
o e e e oo +

| Lengt h | 2 octets
Fom e e e oo +

| Port-Local-1D | 4 octets
o e e e e oo oo +

| SD- WAN- Col or | 4 octets
o e e e oo +

| SD-WAN-Node-ID | 4 or 16 octets
Fom e e e oo +

Figure 5: SD-WAN NLRI Route Type 1

Length: The value of the Length field for Route-Type 1 MJST be
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2.

2.

either 12 octets (when the SD-WAN-Node-1D is an | Pv4 address) or
24 octets (when the SD-WAN-Node-ID is an | Pv6 address). Any other
value is invalid, and the NLRI MJST be treated as mal forned and

di scar ded.

Port-local -1 D. SD WAN edge node Port identifier, which is locally
significant. |If the SD-WAN NLRI applies to multiple WAN ports,
this field is zero.

SD-WAN- Col or: identifies a group of SD-WAN tunnels that nay span
mul tiple SD-WAN edges co-located at the sane site. This value
correlates with the Col or Extended Comunity attached to client
routes. The receiving BGP speaker selects SD-WAN tunnel s whose
SD- WAN- Col or mat ches the Col or Extended Community in the client
route when determ ni ng which underlay tunnel (s) to use. If the
SD- WAN- Col or represents all tunnels at a site, it effectively
serves as a site-level identifier. |f no matching SD-WAN-Col or is
found, the client route may not be forwarded over any SD WAN
tunnel s.

SD-WAN Node ID: This field carries the IPv4 or | Pv6 address of the
SD- WAN edge node (C-PE). For |Pv4 SD-WAN NLRI (AFI/SAFI 1/74),
this field contains a 4-octet |Pv4 address representing a /32 host
address. For | Pv6 SD-WAN NLRI (AFI/SAFI 2/74), this field
contains a 16-octet |Pv6 address representing a /128 host address.
The SD-WAN Node ID identifies the | oopback address used by the SD
WAN edge node to advertise its tunnel attributes.

2. Validation of SD-WAN NLRI

Upon receiving an SD-WAN NLRI Route-Type 1, the follow ng validation
steps MUST be perforned:

The Length field MIUST contain a value of either 12 or 24 octets, as
defined in Section 2.2.1. Any other value renders the NLR nmalforned
and it MJST be di scarded.

If Length = 12, the SD-WAN Node-I1D field MJST contain exactly 4
octets, representing an IPv4 address. |If Length = 24, the SDWAN
Node-I D field MJUST contain exactly 16 octets, representing an | Pv6
addr ess.

The SD-WAN Node-| D MJUST be a valid uni cast address.

I mpl enent ati ons MAY apply additional |ocal policy checks (e.g.,
verifying whether the advertising BGP speaker is authorized to
advertise SD-WAN NLRIs), but these are outside the scope of NLR
field validation itself.
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If the local policy check fails, the NLRI SHOULD be di scarded w t hout
af fecting the BGP session.

2.2.3. BGP Path Attributes attached to SD-WAN NLR

The Path Attributes attached to the SD-WAN NLRI s apply to the WAN
facing tunnel endpoints being advertised, not to client routes.

These attributes describe properties of the WAN ports (e.qg.,
encapsul ati on, transport role, or color) that may be used in
establ i shing SD-WAN overl ay tunnel s between edge nodes. dient
routes, which represent custoner prefixes, are propagated using
separate BGP NLRIs (e.g., |Pv4/1Pv6 unicast or L3VPN), with their own
associ ated Path Attributes. The SD-WAN NLRI and client route NLR
are independent but may be correlated by the receiving BGP speaker
for tunnel selection and service mapping.

2.3. | Psec SA Property Sub-TLVs

The | Psec SA Property Sub-TLVs defined in this section are used to
signal 1 Psec SA paraneters for SD-WAN Hybrid Tunnels as defined in
this document. \Vhile these Sub-TLV formats could potentially be
reused in other applications that require | Psec SA signaling over
BGP, this docunent defines their semantics and behavi or specifically
within the SD-WAN Edge Di scovery franeworKk.

If any sub-TLV is nmal formed, error handling MJST foll ow the procedure
in Section 13 of [RFC9012].

To support key rotation (e.g., updating | Psec keys or paraneters),
the SD-WAN NLRI (identified by Port-Local-ID, SD WAN- Col or, and SD-
WAN- Node- | D) can be re-advertised via a BGP UPDATE nessage contai ni ng
updated | Psec SA information. This mechani sm enabl es rapid
distribution of new keys wi thout requiring separate key negotiation
pr ot ocol s.

2.3. 1. | Psec SA | D Sub-TLV

The I Psec SA ID Sub-TLV is used to reference one or nore previously
est abli shed | Psec SAs between SD-WAN nodes. This Sub-TLV carries one
or nore 32-bit Security Parameter Index (SPl) val ues assigned at the
receiving node (i.e., the inbound SPI). Wen conbined with the SD
WAN Node-1D (which identifies the tunnel endpoint address), each SP
uniquely identifies an existing | Psec SA consistent with the SA
identification described in [ RFC4301].

Multiple SPIs MAY be included within the Sub-TLV to reference

mul tiple pre-established | Psec SAs avail able for the SD-WAN overl ay.
Thi s enabl es adverti senent of SA updates, key rotations, or
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operational state changes w thout resending full SA paraneter sets,
thereby significantly reducing the size of BG UPDATE nessages and
all owi ng pairw se | Psec rekeying to proceed i ndependently for each

Sub-TLV Name: |IPsec SAID
Sub- TLV Code: 64 (I ANA assi gned)
Sub- TLV Encodi ng:

01234567890123456789012345678901
T e L o o o e i i s it NN R SR S B S
| 1 Psec SA I D Sub| Lengt h | Reserved |
B i s T T i i o S o T Ji I
| | Psec SA ldentifier #1 |
e L o i e S  th o i R S
| Psec SA ldentifier #2 |

T o e i e S e e R b ok ok b NI T R

| Psec SA Identifier #n |

+-
T T S i i S DU S A S R T o T
I T S S S e S S S S S Sup S Sup S S S

Figure 6: I Psec SA |ID sub-TLV
wher e:
* | Psec SA ID Sub-Type (8 bits): 64(1 ANA Assi gned).

* Length (8 bits): Specifies the total length in octets of the
value field (not including the Type and Length fields). For
the I Psec SA ID Sub-Type, the Length field SHOULD be equal to 2
+ 4 *(nunber of |Psec SA | Ds)

* Reserved: Reserved for future use. |In this version of the
docunent, the Reserved field MIUST be set to zero and MJST be
i gnored upon receipt. Received values MJST be propagated
wi t hout change.

* Value field: The value field consists of a sequence of |Psec SA
SPl's, each 4 octets long. As shown in the figure above, n
| Psec SAs are attached in the I Psec SA ID sub-TLV:

- |IPsec SA ldentifier #1: A 4 octet SPI for a pre-established
I P security association.

Dunbar, et al. Expi res 24 August 2026 [ Page 14]



I nternet-Draft SD- WAN Edge Di scovery February 2026

- IPsec SA ldentifier #2: A 4 octet SPI for a pre-established
I P security association.

- |IPsec SA ldentifier #n: A 4 octet SPI for a pre-established
I P security association.

Sub-TLV Error Handling: The Length field of the I Psec SA I D Sub-TLV
MJUST be a non-zero multiple of 4 octets. Any other value is
considered a mal forned Sub-TLV. Error handling for mal formed Sub-
TLVs foll ows [ RFC9012]

2.3.2. |Psec SA Rekey Counter Sub-TLV

The 1 Psec SA Rekey Counter Sub-TLV provides the rekey counter for a
security association (identified by IPsec SA Identifier).

Sub- TLV Nane: |Psec SA Rekey Counter - Rekey Counter for a |IPsec SA
Sub- TLV Code: 67 (I ANA assi gned)
Sub- TLV Encodi ng:

0 1 2 3

01234567890123456789012345678901
e T S S S e i i S DU S S S S R S T S S

| SA- RekeyCount er | Lengt h | Reserved |
B i s T T i i o S o T Ji I
| I D Length | Nonce Length | 1] FI ags |
R i T e R t o i R S
| Rekey |
| Count er |
o m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mmamao o +
| | Psec SA ldentifier |
o ot o o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e me oo - o +
I I
~ Nonce Dat a ~
I I
o m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mmamao o +

Figure 7: I Psec SA Rekey Counter Sub-TLV Value Field
wher e:

*  SA-RekeyCounter (IPsec SA Rekey Counter) Sub-Type (8 bits): 67
(I ANA assi gned)
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* Jlength (8 bits): Specifies the total length in octets of the
value field (not including the Type and Length fields). The
total length is variable with the value equal to 18 plus Nonce
| engt h.

* Reserved: Reserved for future use. |In this version of the
docunent, the Reserved field MJST be set to zero and MJST be
i gnored upon recei pt. Received values MJST be propagated
wi t hout change.

* |DLength (8 bits): indicates the length in octets of SA-
Identifer (SA-SPI). This length SHOULD be 4 octets.

*  Nonce Length (16 bits): indicates the length, in octets, of the
Nonce Data. The value MJUST be a non-zero nultiple of 4 (i.e.,
the Nonce Data length MJUST be a nultiple of 32 bits)[ RFC7296].

* | Flag: when set to 1, the I-flag indicates that the
communi cati on being established is new when set to 0, it
signals that the communication is a continuation of an existing
sessi on.

* Flags (7 bits): Reserved for future use. |In this version of
the docunent, the Reserved field MJST be set to zero and MJST
be ignored upon receipt. Received values MJST be propagated
wi t hout change.

* Rekey Counter (64 bits): the nunber of key updates or rekeys
that have occurred. Each tinme a key is rotated or replaced,
the Rekey Counter is increnented.

* |Psec SA ldentifier (IPSec SAID): ldentifies the SPlI assigned
to a specific IPsec SA terminated at the SD-WAN edge node. The
length of this field is specified in ID Length. For this
specification, the length MJST be 4 octets. Qher lengths are
out si de the scope of this docunent.

* Nonce Data: a random or pseudo-random number for preventing
replay attacks.

Sub-TLV Error Handling: The |IPsec SA Rekey Counter Sub-TLV is
consi dered mal formed under any of the follow ng conditions:

The total Sub-TLV Length is less than the sumof |ID Length,
Nonce Length, and 4 octets for the Rekey Counter.

The 1D Length field does not match the actual Iength of the ID
field.
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The Nonce Length field is zero or not a nultiple of 4.

Mal f or med Sub- TLVs are handl ed according to [ RFC9012]; they MJST
be ignored and ski pped during parsing.

2.3.3. |Psec Public Key Sub-TLV

The | Psec Public Key Sub-TLV provides the Public Key exchange
information and the |ife span for the Diffie-Hell man Key. The
encoding is shown in the figure bel ow

0 1 2 3
01234567890123456789012345678901
B S S e i S S T A S S S S S S i S S
| Psec- Publ i cKey| Lengt h | Reserved |
B S S i i i i T T a ik S S S S S
Diffie-Hell man G oup Num | Reserved |
B T e R et e s o o S e R e

+
I
+
I
+
I
~ Key Exchange Data
I

— 4+
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
I

—_ b= =

Dur ati on
R et e s i o e s i i

Figure 8: IPsec SA Public Key Sub-TLV Value Field
wher e:
| PSec- Publ i cKey Sub-Type (8 bits): 68 (I ANA assi gnhed)

length (8 bits): Specifies the total length in octets of the value
field (not including the Type and Length fields). The total
length is variable with the I ength being 10 + the Key Exchange
Dat a | engt h.

Diffie-Hell mpan G oup Num (16-bits): identifies the Diffie-Hellnman
group used to conpute the Key Exchange Data. Details on Diffie-
Hel | man group nunbers can be found in Appendi x B of | KEv2

[ RFC7296] and [ RFC5114].

The Key Exchange data: This refers to a copy of the sender’s
Diffie-Hell man public value. The length of the D ffie-Hell man
public value is defined for MODP groups in [RFC7296] and for ECP
groups in [ RFC5903].
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Duration (32 bits): a 4-octet value specifying the |ife span of
the Diffie-Hellman key in seconds.

An | Psec Public Key Sub-TLV is considered malformed if any of its
fields do not conformto the encoding rul es specified above.
Mal f ormed Sub-TLVs are handl ed according to [ RFC9012] and MJST be
i gnor ed.

2.3.4. 1Psec SA Proposal Sub-TLV
The | Psec SA Proposal Sub-TLV is used to advertise a set of
crypt ographi c paraneters that define the proposal for establishing an
| Psec SA. A proposal consists of one or nore transformtypes, where
each transform specifies a particular cryptographic function (such as
encryption or integrity) and the corresponding algorithmto be used.
This structure follows the sane nodel as | KEv2 Proposals defined in
[ RFC7296] .

Sub- TLV Nanme: |Psec SA Proposal - Indicates |Psec Transform
Attributes

Sub- TLV Code: 69 (I ANA assi gned)
Each transform i ncl udes:

- A Transform Type, which identifies the function being specified
(e.g., encryption, integrity).

- A Transform ID, which specifies the algorithmfor that function

- Optional Transform Attributes, which provide additional algorithm
speci fic parameters when necessary.

The encoding i s shown bel ow. >
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0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I
| SA Proposal | Lengt h | Reserved (16 bits) |
e L i i T R th o i R S R

| Transform Attr Length | Transform Type | Reserved.

i e e R e T i o i ki Sl I N B T
| Transform | D | Reserved |
B i s T T i i o S o T Ji I
I
I
+

Transform Attri butes
Figure 9: IPsec SA Proposal Sub-TLV Value Field
wher e:
| Psec SA Proposal Sub-Type (8 bits): 69 (IANA assigned)
length (8 bits): Total length of the value field in octets (not
i ncluding Type and Length fields). This equals 10 + the

Transformattribute | ength.

Reserved (16 bits): reserved for future use. These bits are
i gnored upon receipt and set to zero when transmtted.

Transform Attr Length (16 bits): length of the Transform
Attributes field in octets.

Transform Type (8 bits): The function being specified.
Transform Type val ues are defined in [RFC7296] and | ANA | KEv2
Transform Type registry. Valid types include ENCR (1), PRF
(2), INTEG (3), DH (4), and ESN (5).

Reserved (8 bits): Reserved for future use. MJST be set to
zero when transmitted and ignored upon receipt.

TransformID (16 bits): Identifies the algorithmfor the
correspondi ng Transform Type, as defined in [ RFC7296].

Transform Attributes: Optional algorithmspecific paraneters,
encoded as defined in [ RFC7296] Section 3. 3.5.

The Transform Attributes field may be omitted if no additional
paraneters are required for the selected al gorithm

Mul tiple I Psec SA Proposal Sub-TLVs MAY be included to describe
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multiple transformtypes for the sane SA proposal. Collectively,
these Sub-TLVs define the full proposal for an I Psec SA between
SD- WAN edge nodes.

Sub-TLV Error Handling: An |IPsec SA Proposal Sub-TLV is considered
mal formed if:

- The Length field does not match the actual |ength of the Val ue
field.

- The Transform Attribute Length field is inconsistent with the
total Sub-TLV Lengt h.

- Any field value falls outside its valid range as specified in
[ RFC7296] .

Mal f or med Sub- TLVs MJST be handl ed according to [ RFC9012] and

i gnored during parsing. Additional content checks for the |Psec
SA Proposal Sub-TLV are described in Section 2.4 (for client
routes) and Section 2.5 (for underlay routes).

2.3.5. Sinplified |IPsec SA Sub-TLV

The Sinplified | Psec SA Sub-TLV provi des a conpact way to signal pre-
configured | Psec SA paraneters for deploynents where full transform
negotiation (e.g., via IKEv2) is not supported or not necessary. In
such depl oynents, SD-WAN edge nodes are provisioned (e.g., via SD WAN
controll er or managenent systen) with a commobn set of agreed security
profiles, including allowed transforns and algorithns. This Sub-TLV
signals which profile entry is to be used for a given SA instance.

Sub- TLV Nane: Sinplified |IPsec SA
Sub- TLV Code: 70 (I ANA assi gned)

Sub- TLV Encodi ng:
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01234567890123456789012345678901
R i T I e S e T S I T e sl e s ks SEIE I S S I SR S S
| I Psec-si mlype | Length | Reserved
T o R it ol o T R e S e i s ks st (IE B TR i i SR i TR o
| Transform | I Psec Mode | AH al gorithns | ESP al gorithns
R T T T i T e i i S e S e e S e s o ST I S R S S

Rekey Count er
T i T R R i s e s T R S S R e il T ok STt S T SR g I SR
eyl length | Key 1 ~
e i i e e i e it i e S e ok ol ok it ST U S i R SR
ey2 length | Key 2 ~
i I T e e o ol ol T R T S T S S e S R e i e e
ce-length | Nonce -
B I T R s it cT T T I I S S S T e i soTe S T R I R R S
Dur ati on
T I R o ol i ol s S S e S e S ik i it (EIE I S SR e TR

+
I
+
I
+
I

-+
on
+

+ 35 4+ X+ X +

I
+-
I
+-
I
+-
I
+-
I
+-

Figure 10: Sinplified | Psec SA Sub-TLV
wher e:
Length (8 bits): variable in octets (based on key |ength)

Reserved (16 bits): Reserved for future use. These bits SHOULD be
set to zero on transnission and MJST be ignored on receipt.

Transform (8 bits):
*  Transform = 1 neans AH,

*  Transform = 2 neans ESP, or

*  Transform = 3 neans AH+ESP.

Al'l other transformvalues are invalid unless specified by future
speci fications.

| Psec Mode (8 bits):
* Mde = 1 indicates that the Tunnel Mbde is used.

* N©Mde = 2 indicates that the Transport node is used.
Only Mode values 1 and 2 are valid in this docunent. All other
Mode val ues are considered invalid unless specified by future

speci fications.

AH al gorithns (8 bits): Specifies the AH authentication algorithmto
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be used. The values are defined in [ RFC4835] and its updates
(e.g., [RFC8221]). \While an SD-WAN edge node may be capabl e of
supporting nmultiple AH algorithns, this field carries only a
single algorithmvalue for the specific SA instance. The

sel ection of which algorithns are supported across peers is
determ ned via SD-WAN control |l er provisioning or managenent
policy. No in-band negotiation of nultiple algorithms is
performed using this field.

ESP algorithms (8 bits): Specifies the ESP encryption algorithm as
defined in [ RFC4835], [RFC8221], and their updates. Like AH
Algorithm only a single algorithmvalue is carried per SA
i nstance, with acceptable al gorithmnms coordi nated by provisioning
or policy.

Rekey Counter (4 octet): indicates the count for rekeying.
keyl length (8 bits): indicates the |IPsec public key 1 length
Public Key 1: |[IPsec public key 1

key2 length (8 bits): indicates the |IPsec public key 2 length
Public Key 2: IPsec public key 2

nonce-length (8 bits): indicates the Nonce key |ength

Nonce: | Psec Nonce

Duration (32 bits): specifying the security association (SA) life
span in seconds.

A Simplified I Psec SA Sub-TLV is considered MALFORVED if any of its
fields are not properly encoded, do not conformto the specified

val ue ranges above, or contain invalid field | engths. Per [RFC9012],
any MALFORMED Sub- TLV MUST be ignored, and processing continues wth
the remai ni ng Sub-TLVs in the Tunnel Encapsul ation Attribute.

2.3.6. Ext ended Port Attribute Sub-TLV

The Extended Port Attribute Sub-TLV advertises NAT-rel ated properties
associated with a public Internet-facing WAN port on an SD-WAN edge
node. This information enables peer SD-WAN nodes to establish secure
tunnel s even when one or both peers are behind NAT devices. An SD
WAN edge node may query a STUN server (Session Traversal Utilities
for NAT [ RFC8489]) to determine its NAT properties, including its
public I P address and public port nunber. These properties are then
advertised to peer nodes using the Extended Port Attribute Sub-TLV.
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In SD-WAN depl oynents, NAT devices nay exi st at one or both ends of
the tunnel path. The possible depl oynent scenarios include:

* Only one SD-WAN edge node is |ocated behind a NAT device, while
its peer is directly reachabl e.

*  Both SD-WAN edge nodes are behi nd NAT devices (symetric or
i ndependent NATS).

* The external address and port assigned to an edge node may change
dynanmically, either due to | SP address all ocation or when
traversi ng NAT devices that use dynanmi c address pools.

Because an SD- WAN edge node may have multiple WAN ports with

i ndependent NAT characteristics, the NAT properties are associ ated
with individual WAN ports and are advertised independently for each
port using this Sub-TLV. This per-port advertisenent allows renote
peers to construct appropriate NAT traversal paraneters for each
potential tunnel endpoint.

Unl i ke pairwi se NAT traversal mechani snms such as | KEv2 [ RFC7296],
which require peers to dynam cally di scover NAT properties during
tunnel setup, the BGP-controlled SD-WAN architecture enables each SD
WAN edge node to proactively advertise its NAT properties to all
peers through BGP signaling. This approach sinplifies NAT traversa
in |large-scal e SD-WAN depl oynents where each edge node may need to
establish tunnels with many peers.

Sub- TLV Nane: Extended Port Attribute
Sub- TLV Code: 65 (I ANA assi gned)

Sub- TLV Encodi ng: The encoding is shown in the figure bel ow
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01234567890123456789012345678901
T T T o T i S S i oI S SEp S S S

| Type=65(ext Port| ExtPort Length| Reserved [IAR RRRRR
el i I e i it T e e e e i i T o S e e S e T R R
| NAT Type | Encap-Type | Trans networKkl D| RD I D |

i I e i I it it IR S S S S i e
| Local | P Address |
| 32-bits for 1Pv4, 128-bits for |pv6 |
T S T I Al ol ST SN S S S S S S S S S i S SIS SN S O Y
| Local Port

I i i i S S N
I Public IP

| 32-bits for |Pv4, 128-bits for |pv6

+-

.

.

—_— =

R i i I e R e I T T il ik o ST TR S R R R TR S T TR i N
Public Port |

T I R o ol i ol s S S e S e S ik i it (EIE I S SR e TR

Ext ended Sub- Sub- TLV |

R s i o e i ol S e S e T ik ik T S e T S T S

Figure 11: Extended Port Attribute Sub-TLV

wher e:

*

Ext Port Length: the length of the value field in octets excl uding
the Type and the Length fields. |If IPv4, the length is 32 (8
header, 32 address, 8 for 1 Sub-Sub-TLV). |If IPv6, the length is
64 (8 header, 48 addresses, 8 for 1 subSubTLV).
Flags (16 bits):
- | bit (CPE port address or Inner address schene):
o If set to O, indicate the inner (private) address is |Pv4.
o If set to 1, indicates the inner address is |Pv6.
- Obit (Quter address schene):
o If set to O, indicate the inner (private) address is |Pv4.

o If set to 1, indicates the inner address is |Pv6.

- Rbits: reserved for future use. MJST be set to 0, and ignored
upon reception.
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* NAT Type (8 bits): an unsigned integer indicating the NAT behavi or
observed for this WAN port. The values are derived fromthe
| egacy NAT cl assification nodel described in RFC 8489 Section 5.
The assi gned val ues are:

- 1 without NAT ;

- 2: 1-to-1 static NAT,;

- 3: Full Cone;

- 4: Restricted Cone;

- 5. Port Restricted Cone;

- 6: Symetric; or

- 7: Unknown (e.g. no response fromthe STUN server).

The NAT Type value is determ ned by the sender using NAT di scovery
procedures (e.g., STUN [RFC8489] with | egacy tests [ RFC8489]) or

| ocal administrative configuration. The receiver is not required
to verify NAT behavior but MJST validate that the received NAT
Type field is within the range 1-7. Values outside this range are
considered invalid and result in the Sub-TLV being treated as

mal f or med.

* Encap-Type(8 bits): An unsigned integer indicating the
encapsul ati on type supported for this WAN port. This field is
distinct fromthe Tunnel Type field in the BGP Tunnel
Encapsul ation Attribute [RFC9012]. The encapsul ation types
defined by this docunment are:

- Encap- Type=1l: GRE;

- Encap- Type=2: VXLAN,

Not es:

- Oher values are reserved for future specifications. The
Encap- Type identifies the encapsul ation protocol used within
the | Psec payl oad when | Psec SA Sub-TLVs (I Psec SA ID, |Psec SA
Nonce, |Psec Public Key, |Psec SA Proposal, or Sinplified |Psec
SA) are present in the SD-WAN Hybrid Tunnel.

- The Extended Port Attribute Sub-TLV does not support NAT

traversal scenarios involving IPv4/1Pv6 translation (e.g.,
NAT64 or 6to4).
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*  Trans Networkl D (Transport Network I1D) (8 bits): An identifier
assigned by the SD-WAN Controller to indicate the transport
network that this WAN port belongs to. All values fromO to 255
are valid.

* RDID: The Routing Domain IDis a globally unique identifier
assigned to the routing dormain associated with this WAN port. Al
values fromO to 255 are valid.

-  Sonme SD-WAN depl oynents nmay define nultiple levels, zones, or
regions that are represented as |ogical dommins. Operationa
policies may govern whether tunnels are all owed between nodes
in different |ogical domains. For exanple, a hub node nmay be
permitted to establish tunnels across domai ns, while spoke
nodes may be restricted to comunicating only within their own
domain. The definition, distribution, and enforcenent of such
policies are outside the scope of this docunent.

* Local IP: The local (or private) |IP address of the WAN port.

* Local Port: used by Renpte SD-WAN edge node for establishing |IPsec
to this specific port.

* Public IP: The | P address after the NAT. |f NAT is not used, this
field is set to all-zeros

* Public Port: The Port after the NAT. If NAT is not used, this
field is set to all-zeros.

* |f NAT is not used for the WAN port, both the Public IP and Public
Port fields MJST be set to zero. |If one field is set to zero and
the other is non-zero, the Sub-TLV is consi dered nal f or ned.

* Extended Sub-Sub-TLV: for carrying additional information about
t he underl ay networks.

If the Extended Port Attribute Sub-TLV is nmalformed (e.g., incorrect

I ength, invalid address format, or unrecogni zed NAT type), it MJIST be
i gnored per the procedures described in [RFC9012]. O her Sub-TLVs in
the sanme Tunnel Encapsul ation Attribute, if valid, MJST still be
processed.

2.3.6.1. Extended Port Sub-Sub-TLV

One Extended Sub-Sub-TLVs is specified in this docunment: Underl ay
Net wor k Type Sub- Sub- TLV.
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The Underl ay Network Type Sub-Sub-TLV is an optional Sub-Sub-TLV used
to advertise additional transport characteristics for the WAN port,

i ncl udi ng connection type, physical port type, and port bandw dth
(e.g., LTE, DSL, Ethernet, and others). This information assists
renote peers or controllers in selecting optinmal underlay paths when
multiple WAN ports are available. The Underlay Network Type Sub- Sub-
TLV is only valid for the Tunnel Type SD-WAN Hybrid within the

Ext ended Port Attribute Sub-TLV.

Under | ay Network Type.

66 (1 ANA Assi gned).

The encoding is shown in the figure bel ow
01234567890123456789012345678901

B e e T S e e b

+ +

| derl ayType | Length | Reserved |
B i aT T e e o S o S S S I T et sl o ST S S S S S S
| n
+ +

Connection Type| Port Type | Port Speed |
i S i T S i S S S ey sk sk S SR S U S Y S
Figure 12: Underlay Network Type Sub- Sub-TLV
Wher e:
Under | ayType: Underlay Network Type (66 assigned by | ANA)
Length: always 6 bytes

Reserved: 2-octet of reserved bits. |t SHOULD be set to zero on
transm ssi on and MJST be ignored on receipt.

Connection Type: An unsigned integer indicating the connection type
for this WAN port. Only a single value is carried per instance.
The foll owi ng val ues are defi ned:

* 1 =Wred
* 2 = WFI
* 3 = LTE
* 4 = 5G

* Values outside the range 1-4 are invalid and render the Sub-TLV
mal f or med.
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Port Type: An unsigned integer indicating the physical port type of
the WAN interface. Only a single value is carried per instance.
The foll owi ng val ues are defi ned:

* 1 = Ethernet

* 2 = Fiber Cable
* 3 = Coax Cable
* 4 = Cellular

* Values outside the range 1-4 are invalid and render the Sub-TLV
mal f or med.

Port Speed: An unsigned 16-bit integer representing the port speed
in nmegabits per second (Mips). For exanple, a value of 1000
represents a port speed of 1000 Mops (1 CGops). The valid range is
1-65535. A Port Speed value of O is invalid and renders the Sub-
TLV mal f or med.

Under| ay Network Type Sub-Sub-TLV is a MALFORMED Sub- Sub-TLV if the
fields do not fit the limts specified above. If a MALFORVED Sub-
Sub-TLV is contained in the Extended Port Attribute Sub-TLV, then the
Extended Port Attribute Sub-TLV is MALFORMED. Per [RFC9012], a
MALFORMED Sub-TLV i s ignored.

2.4. Procedure for Cient Routes with SD-WAN Hybrid Tunnel

Client routes with NLRI of AFI/SAFI |Pv4 Unicast (1/1), IPv6 (2/1),
L3VPN v4 Unicast (1/128), and |Pv6 L3VPN (2/128) that use the SDWAN
Hybrid Tunnel Type can be adverti sed using one of two nechanisns:

Encapsul ati on Extended Comunity with SD-WAN SAFI: In this approach,
the client route is advertised using Encapsul ati on Ext ended
Conmunity, as defined as "Barebones" in [RFC9012], to indicate the
SD-WAN hybrid tunnel type. The detailed tunnel properties, such
as | Psec SAs, WAN port attributes, NAT properties, and other
paraneters, are advertised separately via BGP UPDATE nessages
using the SD-WAN SAFI. The SD-WAN Node I D, carried as the NextHop
inclient route advertisenents and as the SD-WAN Node ID in SD-WAN
SAFI underlay route advertisenents, enables receiving BGP nodes to
associate client routes with the correct underlay tunnels.

Tunnel Encapsul ation Attribute: Alternatively, client routes UPDATEs
can include all tunnel-related information directly in the sane
BGP UPDATE usi ng the Tunnel Encapsulation Attribute. This
enconpasses the SD-WAN Hybrid Tunnel TLV along with its associ ated
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sub-TLVs, for exanple, those specifying | Psec proposals, public
keys, nonces, NAT properties, and WAN port attributes. The
Next Hop attribute identifies the originating SD-WAN node, while
the Tunnel Egress Endpoi nt Sub-TLV specifies the exact WAN port
that term nates the tunnel

The Tunnel Encapsul ation Attribute based approach, which includes al
tunnel attributes within route adverti senent, can sinplify the
processing at the receiving nodes. However, it may lead to
significant BGP attribute overhead, particularly when nmultiple |Psec
SAs are eligible to carry the sane client route. |In contrast, the
Encapsul ati on Extended Comunity approach (the "barebones" nethod
defined in [ RFC9012]) conbi ned with SD-WAN SAFI separates tunne
attributes fromroute Updates, enhancing flexibility and all ow ng
tunnel properties to be reused across multiple client routes.

The SD-WAN Secure Links topol ogy is supported using unicast |Pv4 and
I Pv6 routes. L3VPN topol ogi es, on the other hand, support the
formati on of Secure SD-WAN L3VPNs as described in [ SD- WAN- BGP- USAGE]
and MEF specifications [MEF 70.1] and [ MEF 70. 2].

2.4.1. SD-WAN Hybrid Tunnel Type in Encapsul ati on Extended Conmunity

When client routes are advertised using the Encapsul ati on Extended
Community with the SD-WAN Hybrid Tunnel Type, as specified in

[ RFC9012], the Encapsul ati on Extended Community identifies the tunne
type, and the NextHop field in the BGP UPDATE serves as the Tunne
Egress Endpoint. Validation of the Tunnel Egress Endpoint follows
the procedures defined in Sections 13 of [RFC9012], as applied to the
Next Hop.

The Col or Extended Comunity (Color-EC) is used to associate a client
route with its eligible underlay tunnels. The Color value in the
client route identifies the set of underlay tunnels, previously
advertised with the sane Color via SD-WAN SAFI, that may be used to
transport the traffic. This enables SD-WAN i ngress nodes or
controllers to apply path selection policies based on performance,
cost, or service requirenents

In this approach, if a required underlay tunnel is unavail able, the
associated route MUST NOT be installed in the forwarding table or
used to forward traffic. The route MAY still exist in the BGP
control plane but MJUST be narked as unusable for forwarding until a
val id secure tunnel is established.
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2.4.2. SD-WAN Hybrid Type in Tunnel Attributes via Tunnel Encapsul ation
Attribute

When client routes are advertised using the Tunnel Encapsul ation
Attribute with the SD-WAN Hybri d Tunnel Type, the follow ng
procedures apply for validating the BGP UPDATE nessage:

1. Check for Well-formed SD-WAN Hybrid Tunnel TLV: A well-formed
SD-WAN Hybrid Tunnel TLV MUST include a Tunnel Egress Endpoi nt
Sub-TLV if the hybrid tunnel termnates at a specific WAN port.

If the tunnel is intended to term nate at the SD-WAN node | evel,
the Tunnel Egress Endpoint Sub-TLV MAY be omitted. The validation
for the Tunnel Egress Endpoint uses the validation procedure in
Section 13 of [RFC9012]. An invalid Tunnel Egress Endpoi nt cause
the SD-WAN Hybrid Tunnel TLV to be invalid, and the TLV is

i gnor ed.

It MAY al so have any of the follow ng Sub-TLVs:

- The Col or Sub-TLV defined in [RFC9012],

- I Psec SA | D,

- I Psec SA Rekey Counter,

- I Psec Public Key,

- | Psec SA Proposal, or

- Sinplified | Psec SA

A MALFORMED Sub-TLV is ignored.

Sub-TLV with an unknown type is ignored.

2. Check for multiple instances of Sub-TLVs: As specified in
[ RFCO012], only the first instance of a Sub-TLV is processed;
subsequent ones are ignored.

An SD-WAN Hybrid Tunnel TLV MAY have nmultiple instances of the
IPsec SAIDif the IPsec SA ldentifiers are unique. |If all the

I Psec SA lIdentifies are not unique, the second Sub-TLV is ignored
and not propagat ed.

3. Validate Tunnel Egress Endpoint: The Tunnel Egress Endpoint MJST
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be the | P address of the renpte SD-WAN edge node (or WAN port) at
whi ch the SD-WAN Hybrid Tunnel term nates. This validation
adheres to the [RFC9012] Tunnel Egress Endpoint validation. The
tunnel link MAY be active or inactive.

4. Validate each NLRI: Local policy is run to validate routes.

5. Validate Next Hop: The Next Hop MJST be be reachable via the
tunnel

2.4.3. dient Routes Carried Over Multiple SD-WAN Hybrid Tunnel s

When a client route is advertised with the Encapsul ati on Ext ended
Conmunity that identifies the SD-WAN Hybrid Tunnel Type, the route
may al so include a Col or Extended Conmunity (Color-EC). This
conbi nation allows the route to be carried over multiple underlay
tunnel s that were previously advertised, each with the sane Col or
val ue.

The Col or-EC serves as a correlation nmechanism all underlay tunnels
that have been advertised (via SD-WAN SAFI) with the sane Col or val ue
are considered eligible to carry the traffic for the client route.
Thi s approach supports flexible path selection and tunnel diversity
whi | e avoiding the need to enunmerate each tunnel per route.

This nodel is especially useful when
* A site has nultiple available I Psec tunnels or WAN |i nks.

* A centralized controller or ingress SD-WAN edge node nust sel ect
the optinmal tunnel for forwardi ng based on performance, policy, or
service constraints

The tunnel attributes, including |IPsec paraneters, NAT traversa
info, and WAN port properties, are conveyed separately via SD WAN
SAFl updates. This keeps client route updates mninmal, allow ng
multiple routes to reference the sane tunnel attributes by using the
Col or- EC

2.4.4. SD-WAN VPN ID in Control Plane
In a BGP-controll ed SD-WAN network, the VPN I D distinguishes client
VPNs and ensures route separation. It is conveyed in client route
UPDATEs as fol |l ows:
* For | Pv4/1Pv6 Unicast (AFI/SAFI = 1/1 or 2/1), the Route Target

Ext ended Community SHOULD be included. The Route Target value is
interpreted as the VPN ID. The Route Target is especially
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2.

2.

4.

5.

necessary when the SD-WAN edge node serves multiple VPNs on its

client-facing interfaces. |If all client routes belong to a single
VPN and the association is unanbi guous, the Route Target MAY be
oni tted.

*  For VPN-IPv4/VPN-1Pv6 (AFI/SAFI = 1/128 or 2/128), the RDin the
NLRI serves as the VPN I D.

5. SD-WAN VPN ID in Data Pl ane

In the data plane, SD-WAN traffic can traverse either an MPLS or
| Psec segment within a SD-WAN Hybrid Tunnel. The nethod for
conveying the VPN | D depends on the encapsul ati on:

* MPLS Segnents: Wien the Hybrid Tunnel uses MPLS transport, the
MPLS | abel stack is used to identify the VPN per [ RFC8277].
Security is assuned to be provided by the MPLS transport.

* | Psec Segments: When traversing a public network with | Psec
encryption: For GRE encapsul ation within IPsec, the GRE Key field
can carry the SD-WAN VPN I D; For VXLAN network virtualization
overlays within IPsec, the VNI (Virtual Network Identifier) field
is used to carry the VPN ID.

Procedure for Underlay Routes with SD-WAN Hybrid Tunnel TLV

Underlay routes in a BGP-controll ed SD-WAN network are advertised
using the SD-WAN SAFI, with the Tunnel Encapsul ation Attribute
carrying a SD-WAN Hybrid Tunnel TLV. This TLV includes one or nore
Sub- TLVs that describe detailed tunnel attributes of the SD-WAN edge
node’ s WAN ports, such as encapsul ati on types, NAT behavi or,

bandwi dt h, and | Psec paraneters.

These underl ay route adverti senents carry the tunnel attributes
needed for establishing SD-WAN Hybrid tunnels. Renote nodes use the
SD-WAN Node ID carried in the SD-WAN SAFI to correlate client routes
whose Next Hop address matches the Node ID. This allows the receiving
node to associate each client route with the appropriate set of
tunnel attributes advertised by the correspondi ng SD-WAN edge node.

2.5.1. SD-WAN Hybrid NLRI without Encapsul ati on Extended Conmunity

The SD-WAN Hybrid NLRI MJST be acconpani ed by the Tunnel
Encapsul ation Attribute, and MJST NOT be accomnpani ed by an
Encapsul ati on Ext ended Comunity.
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2.5.

Underl ay Route with a Tunnel Encapsul ation Attribute

The procedure for processing underlay routes follows the foll ow ng
st eps:

1.

4.

Check for Well-Formed SD-WAN Hybrid Tunnel TLV: A SD-WAN Hybrid
Tunnel TLV is well-forned using only Sub-TLVs valid for
association with the underlay Route.

A well-formed SD-WAN Hybrid Tunnel TLV includes tunnel attributes
associated with a specific SD-WAN edge node, identified by the SD
WAN Node I D. The presence of the Tunnel Egress Endpoint sub-TLV

i ndicates that the tunnel termnates at a specific WAN port on the
SD-WAN node. If this sub-TLV is absent, the tunnel is considered
to termnate at the node | evel, allow ng any of the node’s WAN
ports to be used.

The SD-WAN Hybrid NLRI MJST NOT be acconpani ed by an Encapsul ation
Ext ended Community.

The SD-WAN Hybrid Tunnel TLV may contain the follow ng sub-TLVs:
Tunnel Egress Endpoint, IPsec SA ID, |Psec SA Rekey Counter, |Psec
Public Key, |Psec SA Proposal, Sinplified |IPsec SA and Extended
Port Attribute.

Per [RFC9012], a MALFORMED Sub-TLV is ignored, and a sub-TLV with
an unknown type is ignored.

Mul tiple instances of Sub-TLVs within a SD-WAN Tunnel TLV: As sp
ecified in [RFC9012], only the first instance of a Sub-TLV is
processed; subsequent ones are ignored. The IPsec SA ID sub-TLVs
MAY have multiple instances of the sub-TLV if the I Psec SA
ldentifiers are unique, but if the IPsec SA ldentifiers are not
uni que the second sub-TLV is ignored and not propagated. |If
mul ti pl e Extended Port Sub-TLVs exist, the TLVs nust be vali dated
in step 4.

Val i dat e Tunnel Egress Endpoint: The Tunnel Egress Endpoi nt MJST
be the I P address of the renpte SD-WAN edge node (or WAN port) at
whi ch the SD-WAN Hybrid Tunnel term nates.

Val i dat e Extended Port Attribute Sub-TLV(s): As described in
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2

5

Section 2.3.6, each Extended Port Attribute sub-TLV describes the
properties of a single WAN port. Therefore, multiple Extended
Port sub-TLVs may be present when the SD-WAN edge node has
multiple WAN ports. Each sub-TLV MJST be validated to ensure that
the port information it contains is sufficient to support the
establishnent of a tunnel to the renpte peer. |f any Extended
Port Attribute Sub-TLV is deternmined to be invalid, the entire SD
WAN Hybrid Tunnel TLV MJST be considered invalid.

5. Validate each NLRI: Each typed NLRI in the SD-WAN Underl ay MJST
be well-formed, neaning it conforns to the structure defined in
Section 2.2.1, including correct field |lengths and ordering. A
MALFORMED NLRI MUST be di scarded; inplenentati ons MAY | og an
error. For well-formed NLRIs, the route’s acceptance MJST be
determ ned by | ocal policy, based on the contents (e.g., Node ID,
Col or).

6. Validate Next Hop: The IP address specified in the Next Hop
field MUST be reachabl e by the Tunnels.

3. Underlay Routes with Port-Local-1D of Zero

As specified in Section 2.2.1, a Route Type 1 NLRI includes the tuple
(Port-Local -1 D, SDWAN-Col or, SD-WAN- Node-ID). The Port-Local-1D
field MAY be set to zero to indicate that the NLRI applies to all WAN
ports on the identified SD-WAN node, effectively representing tunnel
attributes at the node level rather than a specific port.

When Port-Local-1D = 0, the receiving BG speaker SHOULD apply | ocal
policy to deternmine how to associate client routes with underlay
tunnels. This local policy may prefer tunnels from specific SDWAN
nodes, or choose anbng SD-WAN Col ors based on admini strative
preference, link type, path performance, or service-level objectives.
The exact selection logic is inplenentation-specific.

It is valid for nultiple such node-level NLRIs to be received, each
advertising different SD-WAN Col ors for the sane node. For exanpl e,
the following three NLRIs may be received (within one or nore UPDATE
messages):

Port-Local -1D (0), SD-WAN-Col or (10), SD WAN-Node-I1D (2.2.2.2),

Port-Local -1D (0), SDWAN-Col or (20), SD WAN-Node-ID (2.2.2.2),
and

Port-Local -1 D (0), SD-WAN-Col or (30), SDWAN-Node-1D (2.2.2.2).
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2.

2.

2.

5.

6.

6.

These indicate that node 2.2.2.2 supports multiple tunnel groups,
each classified by a different SD-WAN Col or. For exanple, these
Colors may correspond to service tiers such as gold, silver, and
bronze. The SD-WAN-Col or field is used to correlate underlay tunnels
with client routes that carry a natching Col or Extended Conmunity.

If no match is found, the client route nay not be forwarded over any
SD- WAN t unnel .

4. Multiple Tunnels attached to One Underlay Route

An underlay route (SD-WAN NLRI) MAY only attach to one SD-WAN Hybrid
Tunnel. |If there are nore than one SD-WAN Hybrid Tunnel TLV within a
singl e Tunnel Encapsul ation Attribute, the first is processed and the
subsequent SD-WAN Hybrid Tunnel TLVs are ignored.

Error handling

The Error handling for SD-WAN VPN support has two conponents: error
handl i ng for Tunnel Encapsul ation signaling (Encapsul ati on Ext ended
Conmuni ty and Tunnel Encapsul ation Attribute) and the SD-WAN NLRI .
An SD-WAN NLRI, a Tunnel Encapsul ation attribute MJST al ways
acconpany the SD-WAN NLRI.

The previous sections (3.4 and 3.5) provide the procedures for
handling client routes and undel ay routes.

1. FError handling for the Tunnel Encapsul ation Signaling

The error handling for the tunnel encapsul ati on signaling
(Encapsul ati on Extended Community and Tunnel Encapsul ation Attribute)
in this docunent follows the procedures specified in Section 13 of

[ RFC9012]. Unless otherw se stated, malformed or unrecogni zed Sub-
TLVs MJST be handl ed as specified in [ RFC9012]. This docunent
defines new Sub-TLVs for Tunnel Type 25 (SD-WAN-Hybrid), but does not
alter the validation behavior established in RFC 9012.

The Tunnel encapsul ation signaled with the client routes indicates
the Egress endpoint via Next Hop in the Encapsul ati on Ext ended
Conmunity or the Tunnel Encapsul ation Attribute Sub-TLV for Tunne
Egress Endpoints. As indicated in the procedure in sections 3.4.2
and 3.5.2, the SD-WAN Hybrid Tunnel follows the validation Section 13
of [RFC9012].
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The SD-WAN client routes associate sone of the NLRIs that [ RFC9012]
associates with the Encapsul ati on Extended Comunity and the Tunne
Encapsul ation Attribute using the validation specified in Section 13
of [RFC9012]. Wen the SD-WAN Hybrid Tunnel is associated with the
SD-WAN NLRI, and all [RFC9012] validation rules in Section 13 are
extended to apply to the SD-WAN NLRI .

[ RFC9012] contains the necessary detail to specify validation for the
new Sub-TLVs present for the SD-WAN Tunnel type. However, to aid
users of this document the follow ng recap of validation of [RFC9012]
is provided below. The validation from Section 13 of [RFC9012]

i ncl udes:

* Invalid tunnel type MJUST be treated if the TLV was not present.

* A mal forned sub-TLVs MJUST be handl ed per Section 13 of [RFC9012].
I f Tunnel Egress Endpoint is malforned, the entire TLV MJST be
i gnored. For security-sensitive attributes, such as those related
to | Psec SA setup, malforned or invalid values MJUST be di scarded
and MJUST NOT be used in security association processing. The BGP
UPDATE contai ni ng such attributes SHOULD still be processed if
other attributes remain valid. |Inplenentations SHOULD | og the
error for operational awareness and MAY trigger a session reset or
rekeying if required by local policy. Unlike general BGP
attributes, failure to process security-related informtion
correctly could lead to m sconfigurations or weakened security.

* Miltiple incidents of Tunnel Egress Endpoi nt Sub-TLV cause the
first incident of these sub-TLVs to be utilized. Subsequent TLVs
after the first one per type are ignored (per RFC9012), but
pr opagat ed.

* |f a sub-TLV is neaningless for a tunnel type, the sub-TLV is
i gnored, but the sub-TLV is not considered mal forned or renoved
fromthe Tunnel Attribute propagated with the NLRI.

For SD-WAN client routes with a Tunnel Encapsulation Attribute with a
SD-WAN Hybrid Tunnel type TLV, the |IPsec Sub-TLVs (IPsec SA ID, |Psec
nonce, |Psec Public Key, IPsec Proposal, and Sinplified | Psec SA) are
meani ngful , but MAY be rarely sent. Incorrect fields within any of
these 5 TLVs. Per [RFC9012], a nalfornmed sub-TLV is treated as an
unr ecogni zed sub- TLV.
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For SD-WAN NLRI underlay routes, the Extended Port sub-TLV and the

| PSec sub-TLVs (I Psec SA ID, |IPsec nonce, |Psec Public Key, |Psec
Proposal, and Sinplified | Psec SA) are valid and neani ngful.
Incorrect fields within any of these 6 TLVs or Sub-Sub-TLVs within
the TLVs SHOULD cause the sub-TLV to be treated as mal forned sub- TLV.
Per [RFC9012], a malforned sub-TLV is treated as an unrecogni zed sub-
TLV.

If multiple instances of the |IPsec nonce, |Psec Public Key, |Psec
Proposal, and Sinplified |IPsec are received within a SD-WAN Tunnel
TLV , only the first is processed. The second instance is ignored
and not propagated. The IPsec SA I D MAY have nultiple copies, but
the IPsec SA Identifiers sent in the second sub-TLV MJST be different
than any in the first 1Psec SA ID sub-TLW.

If multiple instances of the Extended Port sub-TLV are received, the
| ocal policy MJIST deternmine which is to be used.

2.6.2. Error Handling for NLRI

The SD-WAN NLRI [AFI 1/SAFl = 74] utilizes a route type field to
describe the format of the NLRI. This specification only allows an
NLRI with a type value of 1. An NLRI with a type of field of another
val ue is ignored and not processed. The inplenentation MAY | og an
error upon the reception of a type value outside of Route Type 1.
Error handling for the SD-WAN NLRI al so adheres to the BGP UPDATE
error handling specified in [ RFC7606].

The local policy configuration in the BGP peer receiving this NLRI
MUST deternine the validity of the route based on policy. Local
configuration and policy MJST carefully constrain the SD-WAN- NLRI
tunnel s, and | Psec security associations to create a "wall ed garden".

2.6.3. SD-WAN NLRI and Tunnel Encapsul ation Attribute

The SD-WAN NLRI ( AFl =1/ SAFI =74) MJST be paired w th Tunnel

Encapsul ation attribute with a tunnel TLV for tunnel type SD WAN-
Hybrid. |If the SD-WAN NLRI exist in an BGP UPDATE w t hout a Tunnel
Encapsul ation Attribute with a tunnel TLV for tunnel type SD WAN-
Hybrid, the NLRI is considered nmal formed and Treat-as-w thdraw
approach (per RFC7606).

The SD-WAN NLRI SHOULD not be paired with an Encapsul ati on Extended
Conmunity. |If an SD-WAN NLRI is paried with an Encapsul ation

Ext ended Community rather than a Tunnel Encapsul ation Attribute, the
SD-WAN NLRI is considered mal forned and the Treat-as-w thdraw
approach (per [RFC7606]) SHOULD be used.
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3.

3.

3.

Oper ational Consi stency and Tunnel Validation

Unl i ke MPLS VPN whose PE nodes are all controlled by the network
operators, SD-WAN edge nodes can be installed anywhere, in shopping
malls, in 3rd party C oud DCs [ Net2C oud], etc.

It is essential to ensure that advertisements froman SD WAN edge
node are legitimate. The RR which maintains policy information
about whi ch SD-WAN nodes are authorized to conmmuni cate, MJST verify
that the advertising BGP speaker is permitted to originate SD-WAN
Hybrid Tunnel information before reflecting such routes to other
peers.

1. Detecting M saligned Tunnels

It is critical that a SD-WAN Hybrid Tunnel forwards traffic in
accordance with local policy, taking into account the client route
attributes, tunnel ingress and egress endpoints, and the associated
security paraneters

To maintain correctness and security, both the RR and BGP speakers
SHOULD validate that the client routes and associated tunne
informati on are consistent with expected configurations. This

i ncludes verifying that:

* The NextHop in the client route update matches a known SD-WAN Node
I D.

* The tunnel’s egress endpoints are reachabl e and authori zed.

* The advertised SD-WAN Color in the underlay NLRI matches the Col or
Ext ended Community attached to the client route.

2. |1Psec Attributes Msmatch

Each SD- WAN node (e.g., a C-PE) can advertise its |Psec-rel ated
attributes to renote peers using Sub-TLVs within the Tunnel
Encapsul ation Attribute, in one of the following three fornms, to
support the establishment of |Psec SAs:

* |dentifiers of a pre-established |Psec SA, carried in |Psec SAID
Sub- TLV.

* asinplified set of security paranmeters for setting up a | Psec SA,
such as Transformtype, |Psec Mbde, AH ESP Al gorithns, rekey
counter, 2 public keys, nonce, and duration, carried in the
Sinplified | Psec SA Sub- TLV.
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* A flexible representation of |Psec parameters, where the Nonce,
Public Key, and SA Proposal are individually specified and carried
in the | Psec SA Rekey Counter Sub-TLV, |Psec Public Key Sub-TLV,
and | Psec SA Proposal Sub-TLV, respectively.

For existing | Psec SAs, an SD-WAN node that receives the

adverti senent can sinply use one of the existing SAs to forward
traffic for the associated client routes. |If multiple SAs are
available for a given client route, local policy on the receiving SD
WAN node MAY determ ne which SA is sel ected.

When a new I Psec SA is to be established using parameters carried in
Sub- TLVs, such as the | Psec SA Rekey Counter Sub-TLV, |Psec Public
Key Sub-TLV, and |Psec SA Proposal Sub-TLV, the receiving SD-WAN node
MJST val idate that the proposed | Psec transfornms and al gorithns are
conpatible with its local configuration. These attributes, received
via the Tunnel Encapsul ation Attribute, define the paraneters for
establishing the I Psec tunnel between local and renpte WAN ports.
This conpatibility check is performed at the |Psec |ayer, not by BGP

The C-PE devices do not attenpt to negotiate |Psec SA paraneters or
transformsets with renote peers. Instead, the configurations nust
mat ch as advertised. |If there is a nmismatch, either in the sinple
I Psec SA identifiers or in the detailed transform paraneters, no
tunnel is established. |Inplenentations MAY discard inconpatible
proposals or log themfor operational visibility.

3.2.1. Exanple creation of IPsec SA over SD-WAN Hybrid Tunne
Thi s section provides an exanple illustrating how an | Psec SA is
establi shed over an SD-WAN Hybrid Tunnel. Assunme an | Psec tunnel is
to be created between port P2 (198.51.100.10) on G PE1l and port P2
(192.0.2.1) on C PE2.

To establish this tunnel, C PELl nust advertise the follow ng
attributes required for setting up the | Psec SA

*  Next Hop: 198.51.100. 10
* SD-WAN Node ID: 1.1.1.1
* SD-WAN-Site-1D: 1502
*  Tunnel Encap Attr (Type=SD-WAN) -
- Extended Port Attribute Sub-TLV containing

0 Transport Sub-Sub-TLV - with information on | SP
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- |IPsec information for detailed informati on about the ISP
- | Psec SA Rekey Counter Sub-TLV,

- | Psec SA Public Key Sub-TLV,

- Proposal Sub-TLV (type ENCR, transformID = 1)
0 type: ENCR

o TransformID: 1

o Tranformattributes trans 1 [from RFC7296]

C-PE2 needs to advertise the following attributes for establishing
the | Psec SA

Next Hop: 192.0.2.1
SD-WAN Node ID:  2.2.2.2
SD-WAN-Site-1D: 1500

Tunnel Encap Attr (Type=SD WAN)
*  Extended Port Attribute Sub-TLV

- Transport Sub-Sub-TLV - with information on | SP.
* | Psec SA Rekey Counter Sub-TLV,
* | Psec SA Public Key Sub-TLV,
* | PSec Proposal Sub-TLV with

- transformtype: ENCR

- TransformID =1

- Transformattributes = trans 2

As there is no matching transform between the WAN ports P2 and P2 in
C-PE1 and C-PE2, respectively, no |IPsec Tunnel will be established.
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4.

Manageabi |l ity Consi derations

The BGP- based signaling nmechani sns described in this docunment are
primarily intended to enabl e SD-WAN edge nodes to advertise underl ay
transport and tunnel paraneters to their RR  These paranmeters, once
received, can be nonitored and validated using existing BGP

moni toring tools such as BMP or route policy inspection franmeworKks.
Operators SHOULD i npl ement | oggi ng and al erti ng mechani sms for cases
where inconsistent or mal formed Sub-TLVs are received, as specified
in Section 2.6. Msaligned paraneters, such as m smatched | Psec SA
IDs or invalid NAT indicators, should trigger operational alerts to
aid troubl eshooting. No new M B nodul es or YANG nodel s are
introduced in this docunent, but inplenentations are expected to
expose relevant state (e.g., tunnel type, advertised properties) via
standard operational interfaces. The use of secure transport
connections (e.g., BGP over |Psec/TLS) is RECOMVENDED to ensure
manageabi lity in untrusted environnents.

Security Considerations

Thi s docunent defines BGP extensions for SD-WAN edge nodes to
advertise their attributes for establishing | Psec SAs and underl ay
tunnel attributes, typically via a RR, which then propagates themto
aut hori zed SD-WAN peers. These BGP nessages may contain sensitive

i nformati on such as public keys, |Psec proposals, and nonces. In
depl oynent s where SD-WAN edge nodes communi cate with the RR over
public or untrusted networks, BGP MJST be run over a secure
transport, such as TCP protected by |IPsec or TLS. These secure
channel s protect all fields, including cryptographic attributes, from
tanmpering or interception. W thout such protection, the system may
be vul nerable to spoofed tunnel attributes, unauthorized route
injections, or replayed | Psec setup information

However, in closed or "wall ed garden" depl oynents, where SD-WAN edge
nodes and the RR (SD-WAN controller) are within a trusted, secured
environment (e.g., a private MPLS backbone or physically secured
enterprise network), the risk of interception or tanpering is
significantly reduced. |In such cases, the use of secure transport is
optional, and operators may choose to run BGP over standard TCP
based on their internal risk assessnent.
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Regardl ess of the transport used, BGP policy enforcenent remains
critical. The RR SHOULD apply strict filtering and policy controls
to validate that only authorized SD-WAN edge nodes advertise specific
Node I Ds, Route Targets, or VPN identifiers. While route origin
validation via RPKI helps, it does not cover SD-WAN-specific fields
i ke Tunnel attributes or SA proposals. Local policies, when

m sconfigured, may introduce vulnerabilities; therefore, policy
application points SHOULD be carefully audited.

Many of the general BGP security risks discussed here are al so
covered in [ RFC4271], [RFC4272], and [ RFC9012]. This docunent
i nherits those considerations and i ntroduces no new cryptographic
requi renents beyond what is described for securing BGP transport and
validating the correctness of SD-WAN tunnel attribute exchanges.
Thi s specification does not define deploynments across fully untrusted
networ ks, but if such environnments are used, strong transport
security beconmes a MJST, and additional validation nechani sns may be
required to maintain SD-WAN tunnel and routing integrity.

6. | ANA Consi derations

6.1. SD WAN Overl ay SAFI
I ANA has assigned SAFI = 74 as the SD WAN SAFI .

6.2. Tunnel Encapsulation Attribute Tunnel Type
I ANA is requested to assign a type fromthe BGP Tunnel Encapsul ation
Attribute Tunnel Types as follows [RFC8126]:

Val ue Descri ption Ref er ence
25 SD- WAN- Hybri d (this docunent)
6.3. Tunnel Encapsul ation Attribute Sub-TLV Types

I ANA is requested to assign the follow ng sub-Types in the BGP Tunnel
Encapsul ation Attribute Sub-TLVs registry:
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Val ue  Type Description Ref er ence Secti on
64 |Psec SA I D Sub-TLV Thi s docunent 4.3.1
65 Extended Port Attribute Sub-TLV This docunent 4.3.6
66 Underlay Type Sub- Sub-TLV This docunent 4.3.6.1
67 |Psec SA Rekey Counter Sub-TLV This document 4.3.2
68 | Psec Public Key Sub-TLV Thi s docunent 4.3.3
69 |Psec SA Proposal Sub-TLV Thi s docunent 4.3.4
70 Sinmplified I Psec SA sub-TLV Thi s docunent 4.3.5

6.4. SD WAN Edge Discovery NLRI Route Types

I ANA is requested to create a newregistry titled "SD WAN Edge

Di scovery NLRI Route Types" under the "Border Gateway Protocol (BGP)
Par anmeters” registry. The allocation policy for this registry shal
be I ETF Review (as defined in RFC 8126):

Val ue Descri ption Ref er ence

1 SD- WAN Tunnel Endpoint NLRI Route Type (this docunent)

Val ues 2-255 are reserved for future assignnents.

6.5. SD WAN Ext ended Port Encapsul ation Types

IANA is requested to create a newregistry titled "SD WAN Ext ended
Port Encapsul ati on Types" under the BGP Tunnel Encapsul ati on Sub-TLV
registries.

Val ue Type Description Ref er ence
0 Reser ved Thi s docunent
1 GRE Thi s docunent
2 VXLAN Thi s docunent
3~255 Reserved for future

6.6. SD WAN Ext ended Port Connection Types
I ANA is requested to create a newregistry titled "SD WAN Ext ended

Port Connection Types" under the BGP Tunnel Encapsul ati on Sub-TLV
registries.
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Val ue  Type Description Ref er ence
0 Reserved Thi s docunent
1 W r ed Thi s docunent
2 W FI Thi s docunent
3 LTE Thi s docunent
4 5G Thi s docunent
5~255 Unassi gned

255 Reserved for Experimental Use
6.7. SD WAN Extended Port Physical Port Types
I ANA is requested to create a newregistry titled "SD WAN Ext ended

Port Physical Port Types" under the BGP Tunnel Encapsul ation Sub-TLV
registries.

Val ue  Type Description Ref er ence
0 Reserved Thi s docunent
1 Et her net Thi s docunent
2 Fi ber Cabl e Thi s docunent
3 Coax Cabl e Thi s docunent
4 Cel | ul ar Thi s docunent

5~255 Unassi gned
255 Reserved for Experimental Use
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