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Abst ract

It is hard to adjust traffic in a traditional IP network fromtinme to
time through manual configurations. It is desirable to have a
mechani sm for setting up routing policies, which adjusts traffic
automatically. This docunent describes BGP Extensions for Routing
Policy Distribution (BGP RPD) to support this with a controller.

Requi renment s Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119] [ RFC8174]
when, and only when, they appear in all capitals, as shown here.

Status of This Meno

Li,

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 3 Septenber 2026.
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I nt roducti on

Provi ders have the requirenent to adjust their business traffic from
time to time in a nunber of cases including:

* Link congestion and overl oad caused by a network failure such as a
link or node failure, or a live event such as a world cup
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* Poor network transm ssion quality as the result of traffic delay
or loss in some part of a network.

*  Sonme unused network resources such as idle |links because of
busi ness changes or network additions.

To adjust the traffic flowing to a destination (or adjust traffic for
short) is to nove the traffic froma overl oaded path to another
lightly used path. The nove keeps the quality of the traffic

transm ssion and uses the network resources optinally.

It is difficult to adjust traffic in a traditional |P network where
an operator configures routing policies using command |ines or
configuration files. Traffic can only be adjusted device by device.
Al the routers that the traffic traverses need to be reconfigured.
Using a configuration autonmation systemfor adjusting traffic affects
net wor k performance when the nunber of routers that the traffic may
traverse is large. The systemhas to keep its connections live to
all these routers. This consunes network resources.

It is desirable to have an automatic mechani smfor setting up routing
policies to adjust traffic, which is sinple and efficient. This
docunent describes extensions to BGP for Routing Policy Distribution
(RPD) for this nechanismw th a controller.

Ter mi nol ogy

The following ternminology is used in this docunent.

* AFl: Address Family ldentifier

* SAFl: Subsequent Address Family ldentifier

* MED: Multiple Exit Discrimnator (or MILTI_EXIT D SC)

* RPD: Routing Policy Distribution

An Exanpl e of Traffic Adjustnent

Figure 1 illustrates a sinple scenario, where RPD is used by a

controller with a Route Reflector (RR) to adjust traffic
automatical ly.
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Figure 1: Controller with RR Adjusts Traffic

AS1, AS2 and AS3 belong to provider Pl, P2 and P3 respectively.
Routers A, B and C are in AS1. Router Xis in AS2. There is a BG&
sessi on between X and each of routers A, B and C. Router Yis in
AS3. There is a BGP session between Y and router C.

AS1 has an | P address prefix named PrefixA, which is advertised to
AS2 from AS1. Provider P1 of AS1 wants to adjust the traffic to
Prefi xA from AS2 automatically. For the traffic to PrefixA from AS2
via link X--A, once link X--A gets congested, Pl wants to nove the
traffic to link X--B, which is lightly used.

The controller peers with the RR using a BGP session. There is a BG?
sessi on between the RR and each of routers A, B and Cin ASl, which
are shown in the figure. Oher sessions in ASl are not shown in the
figure.

The controller obtains the information about traffic flows including
the traffic flowto PrefixA  Wen it decides that the traffic to
Prefi xA needs to be moved fromlink X--Ato link X--B fromthe
information, it sends a RPD routing policy to A or B for changi ng MED
attribute in the P route with PrefixA which is advertised to AS2.
Router X in AS2 noves the traffic to link X--B after receiving the IP
route with PrefixA having the changed attribute. (Note: how the
controller gets the informati on and rmakes decision is out of scope of
this document).

Suppose that MED of the I P unicast route with PrefixA sent to X by A,

B and Cis 50, 100 and 150 respectively. To nove the traffic to
PrefixAin ASL fromlink X--Ato X--B, the controller sends a RPD
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routing policy to A. After receiving the RPD routing policy, router
A sends the I P unicast route with PrefixAin AS1 to router X in AS2
and changes the MED to 160 before sending the IP route.

The RPD routing policy includes:
* Peer IP =the I P address of router X,

* Match conditions: prefix matching PrefixA exact and AS_PATH
mat chi ng AS1, and

* Action: set MED to 160.

After receiving the RPD routing policy, router A sets the MED to 160
for the IP unicast route with PrefixA in AS1 and sends the |IP unicast
route to router X. The IP unicast route sent to X fromA, B and C
has MED 160, 100 and 150 respectively. Router X sends the traffic to
PrefixA using link X--B since MED 100 fromB is the smallest.

4, Pr ot ocol Extensions

Thi s docunent specifies a solution using a new <AFl, SAFI>[ RFC4760]
with the BGP Wde Community [I-D.ietf-idr-w de-bgp-conmunities] for
encoding and distributing a routing policy. This routing policy is
called a RPD routing policy.

4.1. Using a New <AFl, SAFI>

A new <AFIl, SAFI> pair is defined, where the Routing Policy AFl has
codepoi nt 16398 and SAFlI has codepoint 75. This new pair is called
RPD <AFI, SAFI >,

The RPD <AFlI, SAFI> uses a new Network Layer Reachability Information
(NLRI') defined as foll ows:

0 1 2 3
01234567890123456789012345678901
B Tt S S S

NLRI Length |

B o S e e s

Policy Type |

e I S S e i T o R S S S i otk ST TN S R S e g
i stinguisher (4 octets)

B s S S T sl i s ST I S S S S S S T S S T S S S e

Peer I P (4/16 octets) ~
Bl o T R ik st T o e b i T o S S e S it eI

+

HR®

+— T+ T+

Figure 2: NLRI of RPD <AFl, SAFI>
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Wher e:

NLRI Length: 1 octet represents the length of NLRI in octets as
defined in [RFC4760]. |If the Length is anything other than 9 or
21 octets, the NLRI is corrupt and the encl osi ng UPDATE nessage
MUST be i gnored.

Policy Type: 1 octet indicates the type of a policy. 1 is for Export
policy. |If the Policy Type is any other value, the NLR is
corrupt and the encl osi ng UPDATE nmessage MJST be i gnored.

Di stinguisher: 4 octet unsigned integer that uniquely identifies the
content/policy. It is used to sort/order the polices fromthe
| ower to higher Distinguisher. They are applied in ascending
order. A policy with a lower/smaller Distinguisher is applied
before the policies with a higher/larger Distinguisher

Peer IP. 4/16 octet value indicates |IPv4/IPv6 peers. Its default
value is 0. If the value is not a valid IP address and not O, the
NLRI is corrupt and the encl osi ng UPDATE nessage MUST be i gnored.

The NLRI of RPD <AFlI, SAFI> is carried in an MP_REACH NLRI attribute
in a BGP UPDATE nessage. The "Length of Next Hop Network Address"
field of the MP_REACH NLRI attribute MJST be set to zero

The RPD routing policies in the UPDATE nmessages received are stored
under the RPD <AFlI, SAFI>. Before advertising an |Pv4/1Pv6 Unicast
route (IP route for short), a BGP speaker MJST apply the routing
policies to the route.

The content of the Routing Policy is encoded in a BGP Wde Conmunity.
At ons

This section defines three Atons. For your reference, the format of
the Atons is illustrated bel ow

0 1 2 3
01234567890123456789012345678901
i T S S I el T i S S S S
| Type | Length |
O e i o R i i I R S e o
| Val ue (vari abl e) ~
B i aT T e e o S o S S S I T et sl o ST S S S S S S

Figure 3: Format of Atons TLVs
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4.

2.1. Atom Type TBDl1l, The Route Attributes (RouteAttr)

A RouteAttr Atom TLV (or RouteAttr Atom for short) specifies one or
two groups of conditions. The first group of conditions states a set
of IPv4/1Pv6e address prefix ranges. The second group identifies a
list of route attributes. The Atom has the foll owi ng fornmat.

0 1 2 3
01234567890123456789012345678901
B e T S S s s ol (I N S S S S S
| Type (TBD1) | Length (vari abl e) |
I S i o T s S S S e s s T
| Val ue (sub-TLVS) ~
B i aT T e e o S o S S S I T et sl o ST S S S S S S

Figure 4: Format of RouteAttr Atom TLV
The Type for RouteAttr Atomis TBD1.

In RouteAttr Atom four sub-TLVs are defined: |IPv4 Address Prefix
Range List, |IPv6 Address Prefix Range List, AS PATH RegEx, and
Conmunity List sub-TLV. The first two state |Pv4 and | Pv6 address
prefix ranges respectively. The last two identify AS PATH and
Conmunity attributes respectively. Each of these sub-TLVs has the
format as foll ows.

0 1 2 3
01234567890123456789012345678901
e L o i e e E R E

| Type | Length (vari abl e) |

i e e T i e e e i i i o SR NN R SR S S S
| Val ue (vari abl e) ~
T S T I Al ol ST SN S S S S S S S S S i S SIS SN S O Y

Figure 5: Format of sub-TLV in RouteAttr Atom

4.2.1.1. 1Pv4 Address Prefix Range List sub-TLV

Li,

The |1 Pv4 Address Prefix Range List sub-TLV contains a list of |Pv4
address prefix ranges. Each range describes an | Pv4 address prefix
or group of Pv4 address prefixes and is represented by a tuple

<M Type, |Pv4 Address, Prefix Length, PL-Lower-Bound, PL-Upper-
Bound>, where PL is short for prefix length. |Its format is
illustrated bel ow
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0 1 2 3
01234567890123456789012345678901
B S i I i i e S S S i

Type (TBDa) | Length (N x 8) |
B S s i o e ol s ik i I SR S
M Type | Resv | | Pv4 Address |
B o e e E s o i o S S ko T I NI S
| Pv4 Address | Prefix-Length | PL-Lower-Bound| PL-Upper-Bound|
B S S e i S S T A S S S S S S i S S
B S i i s S i ik i h
M Type | Resv | | Pv4 Address |
R s s i e e e et o i Rl SR SRR N R S
Pv4 Address | Prefix-Length | PL-Lower-Bound| PL-Upper-Bound|
B e S i o S S S i T S S i S i e

+-
e
+-

+—+— 4+ +— +— +— +

+ =+

Figure 6: Fornmat of |Pv4 Address Prefix Range List sub-TLV
Type: The Type for |1 Pv4 Address Prefix Range List is TBDa.

Length: N x 8, where Nis the number of |Pv4 address prefix ranges
in the sub-TLV. If Length is not a nultiple of 8 the Atomis
corrupt and the encl osi ng UPDATE nessage MJST be i gnored.

Resv: 4 bits. They MJST be sent as zero and ignored on receipt.

| Pv4 Address: 4 octets that describe an IPv4 prefix. This field,
together with the Prefix-Length follows the sane semantics as the
NLRI encoding from [ RFC4271], except that the trailing bits in the
| Pv4 Address fill the 4-octet field.

Prefix-Length: 1 octet field that represents the Prefix Length of
the 1 Pv4 Address, as specified in [ RFC4271].

PL- Lower-Bound: 1-octet field that represents the | ower bound of the
I Pv4 Address’s prefix length. This field MUST be greater than, or

equal to, the Prefix-Length, or be 0. |If this field is |less than
the Prefix-Length and not 0, the encl osing UPDATE nessage MJST be
i gnor ed.

PL- Upper-Bound: 1-octet field that represents the upper bound of the
I Pv4 Address’s prefix length. This field MUST be greater than, or

equal to, the Prefix-Length, or be 0. |If this field is |less than
the Prefix-Length and not 0, the encl osing UPDATE nessage MJST be
i gnor ed.

M Type: 4-bit field specifying the | Pv4 address prefix range fornat
type. The values are specified bel ow.
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M Type = 0: The | Pv4 address prefix described corresponds to the
| Pv4 Address with the specified Prefix-Length. PL-Lower-Bound
and PL- Upper-Bound MUST be sent as zero and ignored on receipt.

M Type = 1: Describes a set of |Pv4 address prefixes that
correspond to the | Pv4 Address/ Prefix-Length conbi nation and a
prefix length greater than or equal to PL-Lower-Bound. PL-
Upper - Bound MJUST be sent as zero and ignhored on receipt.

M Type = 2: Describes a set of |Pv4 address prefixes that
correspond to the | Pv4 Address/ Prefix-Length conbination and a
prefix length less than or equal to PL-Upper-Bound. PL-Lower-
Bound MJST be sent as zero and ignored on receipt.

M Type = 3: Describes a set of |IPv4 address prefixes that
correspond to the | Pv4 Address/Prefix-Length conbination and a
prefix length greater than or equal to PL-Lower-Bound and | ess
than or equal to PL-Upper-Bound.

For exanple, tuple <M Type=0, |Pv4 Address = 10.1.0.0, Prefix-Length
= 16, PL-Lower-Bound = 0, PL-Upper-Bound = 0> represents 10.1.0.0/16

<M Type=1, |Pv4 Address = 10.1.1.0, Prefix-Length = 24, PL-Lower-
Bound = 28, PL-Upper-Bound = 0> represents the set of |Pv4 address
prefixes that correspond to 10.1.1.0/24 with a prefix length greater
than, or equal to, 28 bits (up to and including 32 bits). This
represents any | Pv4 address prefix that matches 10.1.1.0/24 and 28 <=
whose prefix length <= 32.

<M Type=2, |Pv4 Address = 10.1.1.0, Prefix-Length = 24, PL-Lower-
Bound = 0, PL-Upper-Bound = 26> represents the set of |Pv4 address
prefixes that correspond to 10.1.1.0/24 with a prefix length | ess
than, or equal to, 26 bits (up to and including 24 bits). This
represents any | Pv4 address prefix that matches 10.1.1.0/24 and 24 <=
whose prefix length <= 26.

<M Type=3, | Pv4 Address = 10.1.1.0, Prefix-Length = 24, PL-Lower-
Bound = 26, PL-Upper-Bound = 30> represents the set of |Pv4 address
prefixes that correspond to 10.1.1.0/24 with a prefix length greater
than, or equal to, 26 bits, and less than, or equal to, 30 bhits.
This represents any | Pv4 address prefix that matches 10.1.1.0/24 and
26 <= whose prefix length <= 30.
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4.2.1.2. 1Pv6 Address Prefix Range List sub-TLV

Simlarly, an | Pv6 Address Prefix Range List sub-TLV contains a |ist
of I Pv6 address prefix ranges. Each range describes an | Pv6 address
prefix or group of IPv6 address prefixes and is represented by a
tuple <M Type, |Pv6 Address, Prefix Length, PL-Lower-Bound, PL-Upper-
Bound>. Its format is illustrated bel ow

0 1 2 3
01234567890123456789012345678901

T S S e L o ik i R S R S S S S S S

| Type (TBDb) | Length (N x 20) |

i e R L e s e T b i stk sk S SR SR SR S S
| M Type | Resv | | Pv6 Address (16 octets) |
N S S S +
I I
+ +
I I
+ +
I I
+ i T S S O S i o S
| | Prefix-Length | PL-Lower-Bound| PL-Upper-Bound|
e L i i T e i s ik ik I R S S S
T e L o o o e i i s it NN R SR S B S
| M Type | Resv | Pv6 Address (16 octets) |
N S S S +
I I
+ +
I I
+ +
I I
+ i T S S O S i o S
| | Prefix-Length | PL-Lower-Bound| PL-Upper-Bound|
e L i i T e i s ik ik I R S S S

Figure 7: Format of |Pv6 Address Prefix Range List sub-TLV
Type: The Type for 1 Pv6 Address Prefix Range List is TBDb.
Length: N x 20, where N is the nunber of |IPv6 address prefix ranges
in the sub-TLV. If Length is not a multiple of 20, the enclosing
UPDATE nessage MUST be i gnored.

The other fields are simlar to those described in Section 4.2.1.1.
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For exanple, tuple <M Type=0, |Pv6 Address = 2001:db8: 0:0:0: 0: 0: O,
Prefi x-Length = 32, PL-Lower-Bound = 0, PL-Upper-Bound = 0>
represents 2001: db8: 0: 0: 0: 0: 0: 0/ 32.

<M Type=1, |Pv6 Address = 2001:db8:0:0:0:0:0:0, Prefix-Length = 32,
PL- Lower - Bound = 32, PL-Upper-Bound = 0> represents the set of |Pv6
address prefixes that correspond to 2001:db8:0:0:0:0:0:0/32 with a
prefix length greater than, or equal to, 32 bits (up to and i ncluding
128 bits).

<M Type=2, |Pv6 Address = 2001:db8:0:0:0:0:0:0, Prefix-Length = 32,
PL- Lower - Bound = 0, PL-Upper-Bound = 64> represents the set of |Pv6
address prefixes that correspond to 2001:db8:0:0:0:0:0:0/32 with a
prefix length less than, or equal to, 64 bits (up to and including 32
bits).

<M Type=3, |Pv6 Address = 2001:db8:0:0:0:0:0:0, Prefix-Length = 32,
PL- Lower - Bound = 48, PL-Upper-Bound = 64> represents the set of |Pv6
address prefixes that correspond to 2001:db8:0:0:0:0:0:0/32 with a
prefix length greater than, or equal to, 48 bits, and | ess than, or
equal to, 64 bits.

4.2.1.3. AS_PATH RegEx sub- TLV

Li,

An AS PATH RegEx sub-TLV represents any AS PATH specified by a
regul ar expression [RegExIEEE]. |Its format is illustrated bel ow

0 1 2 3
01234567890123456789012345678901
S aSa
| Type (TBDc) | Length (Vari abl e) |
B i aT T e e o S o S S S I T et sl o ST S S S S S S
| AS_PATH Regex String

i -
i e R R e e e i i e i i S SR N S
Figure 8 Format of AS PATH RegEx sub-TLV
Type: The Type for AS PATH RegEx is TBDc.

Length: Variable, maxinumis 1024.

AS PATH Regex String: It is a regular expression as defined in
[ RegExI| EEE] .

For exanpl e, regul ar expression "12345%" represents any AS PATH t hat
end with 12345.
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4.2.1.4. Community List sub-TLV

A Community List sub-TLV represents a list of comunities in the BGP
COVMUNI TI ES defined by [RFC1997]. |Its format is illustrated bel ow

0 1 2 3

01234567890123456789012345678901
B T I e R i i i T S S e e I e ik oI I S S e S S
| Type (TBDd) | Length (N x 4 + 1) | Resv |
el i I e i it T e e e e i i T o S e e S e T R R
| Conmunity 1 Val ue |
R o o e e el i S S S S i S i ol S S e e e s
B T I e R i i i T S S e e I e ik oI I S S e S S

Conmunity N Val ue
el i I e i it T e e e e i i T o S e e S e T R R

Figure 9: Format of Community List sub-TLV
Type: The Type for Conmunity List is TBDd.

Length: N x 4 + 1 octets, where Nis the nunber of comunities. If
Length is not a multiple of 4 plus 1 octets, the Atomis corrupt
and t he encl osi ng UPDATE nessage MJST be i gnored.

Resv: 1 octet. This field MIST be sent as zero and i gnhored on
receipt.

Conmunity Value: The Community List contains a list of Community
Val ues. Each Comunity Value is a 4-octet field for a comunity
defined by [RFC1997].

4.2.2. Atom Type TBD2, The MED Change

A MULTI _EXIT_DI SC (MED) Change Atomindicates an action to change the
MED. Its format is illustrated as a TLV (Type Length Val ue) bel ow
The Value field consists of an OP field of 1 octet and an Argunent
field of 4 octets.

0 1 2 3
01234567890123456789012345678901
T T T T S S B A B S
| Type (TBD2) | Length (5) |
i i TSI T R S I S SO S S S S S S S e =

| oP |

I i S T i i S e e S i e o
| Ar gunent
B S S S A SRS WA SR S S &
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Type:

Figure 10: Format of MED Change Atom

The Type for MED Change Atomis TBD2.

Length: 5. If Length is any other value, the Atomis corrupt and

the encl osi ng UPDATE nessage MUST be i gnored.

Argument: 4 octet unsigned integer.

(@ =

4.2.3.

1 octet. Three values are defined:

OP = 0: assign the Value of the Argunent to the existing MED. |If

the MED attribute does not exist for an | P route, add a MED
attribute with the val ue.

OP = 1: add the Value of the Argunment to the existing MED. |f

the sumis greater than the nmaxi num all owed val ue, use that
maxi mum val ue instead. |f the MED attribute does not exist for
an [P route, the action specified by the Atomto the route is
not taken.

OP = 2: subtract the Value of the Argunent fromthe existing MED.

If the result is less than O, use O instead. |If the MED
attribute does not exist for an IP route, the action specified
by the Atomis not applied to the route..

If OPis any other value, the Atomis corrupt and the encl osing
UPDATE nessage MUST be i gnored.

At om Type TBD3, The AS_PATH Change

An AS PATH Change Atomindi cates an action to change the AS PATH.
Its format is illustrated bel ow

Li, et al. Expi res 3 Septenber 2026 [ Page 13]
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0 1 2 3
01234567890123456789012345678901
B e sl R e R i sl s Tt ST I S S TR S TR
| Type (TBD3) | Length (n x 5) |
B S T i s T S S S R S i ik Tk I I N R S S S i e
I AS1
B i s sl o S S S S N i e ik T SEIE TR e Sl R R i S S e e i e i
| Count 1

T e il sl T S SR
B S T i s T S S S R S i ik Tk I I N R S S S i e
I ASn

B i s sl o S S S S N i e ik T SEIE TR e Sl R R i S S e e i e i
| Count n |

T e il sl T S SR

Figure 11: Format of AS PATH Change Atom
Type: The Type for AS_PATH Change Atomis TBD3.

Length: n x 5. If Length is not a multiple of 5 the Atomis
corrupt and the encl osi ng UPDATE nmessage MJST be i gnored.

AS and Count: The Atomcontains a list of AS and Count pairs. Each
AS and Count pair has an AS field of 4 octets for an AS nunmber and
a Count field of 1 octet for an unsigned integer indicating the
nunber of tines the AS nunber repeats.

The sequence of AS nunbers specified by the Atomis added to the
exi sting AS_PATH.  The AS nunbers SHOULD be | ocal AS nunbers.

4.3. Comunity Value in BGP Wde Community
[I-D.ietf-idr-w de-bgp-comunities] defines the Type 1 BGP Community
Contai ner, the BGP Wde Community. It contains a Comrunity Val ue of
4 octets indicating what set of actions a router is requested to take
upon reception of an IP route matching the conditions in this
community. This section specifies two Comrunity Val ues:
*  MATCH AND SET ATTR ( TBDx)

*  MATCH AND NOT ADVERTI SE ( TBDy)
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1. MATCH AND SET ATTR ( TBDx)

For the BGP Wde Community with Conmunity Val ue MATCH AND SET ATTR
(TBDx), its Targets TLV MJST contain a RouteAttr Atom its Paraneters
TLV MJST include a MED Change Atom and/or a AS PATH Change Atom The
Rout eAttr Atom MUST contain an |IPv4/IPv6 (IP for short) Address
Prefix Range List and may contain a Community List and/or AS_PATH
sub-TLVs. The Prefix Range List states a set of |P address prefix
ranges. The Conmunity List and/or AS PATH identify a set of path
attributes

After a BGP speaker receives the BG® Wde Community in a BGP UPDATE
message for it, the speaker extracts the routing policy fromthe BGP
Wde Community. For any IP route to a peer of the speaker, if the IP
address prefix of the route is in any prefix range stated by the
Prefix Range List and the route has the attributes identified by the
Conmunity List and/or AS PATH, then the attributes of the IP route
are nodified per the actions specified by the MED Change and/ or

AS _PATH Change Atom before sending it to the peer.

2. MATCH AND NOT ADVERTI SE ( TBDy)

For the BGP Wde Community with Conmunity Val ue MATCH AND NOT

ADVERTI SE (TBDy), its Targets TLV MJST contain a RouteAttr Atom The
Atom has the sane contents and semantic as the one described in
Section 4.3.1.

After a BGP speaker receives the BGP Wde Comunity in a BGP UPDATE
message for it, the speaker extracts the routing policy fromthe BGP
Wde Community. For any IP route to a peer of the speaker, if the IP
address prefix of the route is in any prefix range stated by the
Prefix Range List and the route has the attributes identified by the
Conmunity List and/or AS PATH, then the IP route will not be
advertised to the peer.

Qper ational Considerations

To adjust the traffic flowing to an AS with a controller, an operator
needs to create a BGP RPD session between the controller and a RRin
the AS. This session SHOULD be independent of routing information.
The controller can distribute a RPD routing policy to any BGP speaker
in the AS using this session. The speaker applies the policy to the
IP routes to be sent to its peers as specified.

For the session between the controller and the RR, sone existing
mechani sns such as BGP Graceful Restart (GR) [ RFC4724] and BGP Long-
lived Graceful Restart (LLGR) SHOULD be used to let the RR keep the
RPD routing policies fromthe controller for some tine. Wth support
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of "Long-lived Graceful Restart Capability"
[I-D.ietf-idr-long-lived-gr], the RPD routing policies can be
retained for a longer tinme after the controller fails. When the
controller recovers fromits failure within the graceful period, the
RR still have the RPD routing policies fromthe controller before the
failure.

For the sessions between the speaker and its peers, the mechani snms
menti oned above are not necessary. Wen the speaker goes down, the
traffic to the AS through the speaker fromits peers needs take
anot her path wi thout going through the speaker. The peers withdraw
the routes fromthe speaker and adjust (reroute) the traffic to use
anot her path wi thout the speaker. This is expected.

For the traffic to an I P address prefix in the AS from an nei ghbor
AS, the operator needs make sure that the traffic can be adjusted
t hrough changi ng the MED and/or AS PATH attribute in the IP route
with the prefix to be sent to the neighbor AS.

In a BGP speaker, there are routing policies fromdifferent sources,
i ncluding RPD and ot hers such as configuration and PCE. The speaker
applies all the policies as needed. It applies the RPD routing
policies after applying the other routing policies. |In order to
adjust traffic using RPD routing policies with MED change and/ or
AS_PATH change, the operator needs nmake sure that the RPD policies
are not superseded by any policy from other sources.

When a RPD routing policy is to be applied by a BGP speaker to only
one of its peers, the Peer field SHOULD be the I P address of this
peer. After receiving the RPD routing policy, the BGP speaker
applies the policy to the IP routes to be sent to this peer.

When a RPD routing policy is to be applied by a BGP speaker to al
its peers in sone of its neighbor ASs, the Autononobus System Nunber
(ANS) List Atomcan be used in the Targets TLV to sel ect these

nei ghbor ASs while the Peer field is 0. After receiving the RPD
routing policy, the BGP speaker applies the policy to the IP routes
to be sent to the peers in these sel ected nei ghbor ASs.

When a RPD routing policy is to be applied by a BGP speaker to sone
of its peers, the IP Prefix List Atomcan be used in the Targets TLV
to select these peers while the Peer field is 0. After receiving the
RPD routing policy, the BGP speaker applies the policy to the IP
routes to be sent to these sel ected peers.

There are already lots of existing policies configured on the routers

in an operational network. There are different types of policies,
i ncluding security, nmanagenent, and control policies. These policies
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are relatively stable. However, the policies for adjusting traffic
are dynamc. \Wenever the traffic through a path is not expected,
the policies to adjust the traffic for that path are configured on
the related routers. Sone users would like to separate the stable
policies fromthe dynam c ones even though they have configuration
aut omati on systenms (including YANG nodels). In this case, RPD with a
controller (RPD for short) should be considered over others. Using
RPD, the stable policies and dynam c ones are separated from users’

Vi ew.

When the nunber of routers to be configured for adjusting traffic is
bi g and keeping all the connections |ive between a configuration
automati on system and these routers affects network performance, RPD
shoul d be considered over this system Using RPD, there is one
connecti on between the controller and a RRin an AS. There is al nost
no i npact on the network perfornance.

Wien it takes considerable tine for a configuration automati on system
to adjust traffic, RPD should be considered over this system Using
RPD, the policies for adjusting traffic are distributed to the
related routers and applied in routing speed.

I ANA Consi derati ons
1. Existing Assignments

I ANA has assigned an AFl of value 16398 fromthe registry "Address
Fam |y Nunbers" for Routing Policy.

I ANA has assigned the Routing Policy SAFlI of value 75 fromthe
registry "Subsequent Address Family ldentifiers (SAFl) Paraneters".

I ANA has assigned a Code Point of value 72 fromthe registry
"Capability Codes" for Routing Policy Distribution.

2. BGP Wde Conmunity Community Types

I ANA is requested to assign fromthe registry "Regi stered Type 1 BGP
Wde Comunity Community Types" the foll ow ng val ues:

o e e e e e e eie oo n o S +
| Community Type Val ue | Description | Reference |
Tt Tt o m e e e oo - +
| TBDx (0x80000018 suggested)| MATCH AND SET ATTR | Thi s docunent |
o e e e e e e e oo o e e e e e e oo S +
| TBDy (0x80000019 suggested)| MATCH AND NOT ADVERTI SE| Thi s docunent |
o e e e e e e eie oo n o S +
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6.3. BGP Community Container Atom Types

I ANA is requested to assign fromthe registry "BG Comunity
Cont ai ner Atom Types" as fol |l ows:

o e e e e e oo S +
| Type Val ue | Nare | Reference

Tt o e e e e e a oo o m e e e oo - +
| TBDL (0x09 suggested) | RouteAttr | Thi s docunent |
o e e e e e e oo o e e e e e e oo oo oo S +
| TBD2 (O0xOA suggested) | MED Change | Thi s docunent |
o e e e e e oo S +
| TBD3 (0xO0B suggested) | AS_PATH Change | Thi s docunent |
Tt o e e e e e a oo o m e e e oo - +
| TBDa (0xOC suggested) | 1Pv4 Prefix Range List | This docunent|
o e e e e e e oo o e e e e e e oo oo oo S +
| TBDb (0xOD suggested) | |1 Pv6 Prefix Range List | This docunent|
o e e e e e oo S +
| TBDc (OxOE suggested) | AS-Path RegEx | Thi s docunent |
Tt o e e e e e a oo o m e e e oo - +
| TBDd (OxOF suggested) | Community List | Thi s docunent |
o e e e e e e oo o e e e e e e oo oo oo S +

7. Security Considerations

Al'l the security considerations for base BGP [ RFC4271] [ RFC4272] and
BGP Wde Community [I-D.ietf-idr-w de-bgp-communities] apply to the
BGP extensions defined in this docunent.

Thi s docunent depends on the BGP Mul tiprotocol extension [RFC4760],
whi ch states that the extension does not change the underlying
security issues inherent in the existing BGP. |t does not
fundanmental | y change the security behavior of BGP deploynments. It
may be observed that the RPD is used only within a well-defined
scope, for exanple, within a single AS or a set of ASes that are
adm ni strated by a single service provider.

Thi s docunent defines two community values in the BGP Wde Conmunity
to distribute and apply routing policies. One is MATCH AND SET ATTR
(TBDx) and the other is MATCH AND NOT ADVERTI SE (TBDy). Using the
fornmer changes one or nore best IP routes distributed by BG and
redirects a certain traffic flows in a network. Using the latter
drops one or nore | P routes distributed by BGP and redirects sone
traffic flows in a network. The potential effects of the

di stribution and use of an undesired routing policy froma (rogue)
router include causing network congestions and reducing the quality
of the services. They can also have the effect of dropping traffic.
Note that a rogue node can use these to attack the network, but a
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nm sconfigured policy could have the sane effect. It is necessary to
prevent a (rogue) router from advertising an incorrect or undesired
routing policy through BGP sessions. The risk can be nmitigated by
usi ng the techni ques such as those discussed in [ RFC5925] to help
aut henti cate BGP sessions.

Note that a typical RPD depl oynent requires a BGP session between a
controller and a route reflector in a network adm nistrated by a
single service provider. The controller distributes RPD routing
policies to sonme routers in the network through this BGP session
There is concern that a rogue controller mght be introduced into the
network. The rogue controller may inject false RPD routing policies
or take over and change existing RPD routing policies. This
corresponds to a rogue BGP speaker entering the network, or a route
refl ector being subverted. It is strongly recomended that the
techni ques such as those in [ RFC5925] be used to secure this BGP
session, the route reflector be configured with the identity of the
controller, and software | oads on the controller be protected.

Ref er ences
Nor mat i ve Ref er ences

[1-D.ietf-idr-w de-bgp-comunities]
Raszuk, R, Haas, J., Lange, A, Decraene, B., Amante, S.,
and P. Jakma, "BGP Community Container Attribute", Wrk in
Progress, Internet-Draft, draft-ietf-idr-w de-bgp-
communi ties-12, 17 March 2025,
<https://datatracker.ietf.org/doc/htm/draft-ietf-idr-
Wi de- bgp-conmuni ti es-12>.

[ RFC1997] Chandra, R, Traina, P., and T. Li, "BGP Conmmunities
Attribute", RFC 1997, DO 10.17487/ RFC1997, August 1996,
<https://ww.rfc-editor.org/info/rfcl997>.

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi rement Level s", BCP 14, RFC 2119,
DA 10.17487/ RFC2119, March 1997,
<https://www. rfc-editor.org/info/rfc2119>.

[ RFC4271] Rekhter, Y., Ed., Li, T., Ed., and S. Hares, Ed., "A
Border Gateway Protocol 4 (BGP-4)", RFC 4271,
DA 10.17487/ RFCA271, January 2006,
<https://www. rfc-editor.org/info/rfc4271>.

[ RFC4272] Murphy, S., "BGP Security Vulnerabilities Analysis",

RFC 4272, DO 10.17487/ RFC4272, January 2006,
<https://ww. rfc-editor.org/info/rfc4272>.

et al. Expi res 3 Septenber 2026 [ Page 19]



Internet-Draft BGP RPD March 2026

[ RFC4760] Bates, T., Chandra, R, Katz, D., and Y. Rekhter,
"Ml tiprotocol Extensions for BGP-4", RFC 4760,
DA 10.17487/ RFC4A760, January 2007,
<https://ww.rfc-editor.org/info/rfc4760>.

[ RFC8174] Leiba, B., "Anmbiguity of Uppercase vs Lowercase in RFC
2119 Key Words", BCP 14, RFC 8174, DO 10.17487/ RFC8174,
May 2017, <https://ww.rfc-editor.org/info/rfc8174>.

8.2. Informative References

[I-Dietf-idr-1ong-1ived-gr]
Utaro, J., Chen, E., Decraene, B., and J. Scudder,
"Support for Long-lived BGP Graceful Restart", Wirk in
Progress, Internet-Draft, draft-ietf-idr-1ong-1lived-gr-06,
12 July 2023, <https://datatracker.ietf.org/doc/htm/
draft-ietf-idr-1ong-Iived-gr-06>.

[ RegEx| EEE]
The Open Group., "IEEE Std 1003.1-2017 (Revision of |EEE
Std 1003. 1-2008)", 2018.

[ RFC4724] Sangli, S., Chen, E., Fernando, R, Scudder, J., and Y.
Rekhter, "Graceful Restart Mechanismfor BG, RFC 4724,
DA 10. 17487/ RFCA724, January 2007,
<https://www.rfc-editor.org/infol/rfcd724>.

[ RFC5925] Touch, J., Mankin, A, and R Bonica, "The TCP
Aut hentication Option", RFC 5925, DA 10.17487/ RFC5925,
June 2010, <https://ww. rfc-editor.org/info/rfc5925>.

[ RFC9012] Patel, K, Van de Velde, G, Sangli, S., and J. Scudder,
"The BGP Tunnel Encapsul ation Attribute", RFC 9012,
DO 10.17487/ RFC9012, April 2021,
<https://www. rfc-editor.org/info/rfc9012>.

Acknowl edgrent s
The authors would like to thank Acee Lindem Jeff Haas, Jie Dong,
Lucy Yong, Q andeng Liang, Zhenqiang Li, Robert Raszuk, Donald
East| ake, Ketan Tal aul i kar, and Jakob Heitz for their conments to
this work.

Contributors

The foll owi ng peopl e have substantially contributed to the definition
of the BGP RPD and to the editing of this docunent:

Li, et al. Expi res 3 Septenber 2026 [ Page 20]



Internet-Draft BGP RPD

Sujian Lu
Tencent
Emai | : jasonl u@encent. com

Shunwan Zhuang

Huawei

Emai | : zhuangshunwan@uawei . com
Peng Zhou

Huawei

Emai | : Jewpon. zhou@uawei . com

Aut hors’ Addr esses

Li,

Zhenbi n Li

Huawei

Huawei Bl d., No.156 Beiqing Rd.
Bei jing

100095

Chi na

Email : |izhenbi n@uawei .com

Li ang Qu

Chi na Tel ecom Co., Ltd.

109 West Zhongshan Ave, Ti anhe District
Guangzhou

510630

Chi na

Emai | : oul i ang@hi nat el ecom cn

Yujia Luo
Chi na Tel ecom Co., Ltd.
109 West Zhongshan Ave, Ti anhe District

Guangzhou

510630

Chi na

Emai | : | uoyuj @du. edu. cn

Gyan S. Mshra

Verizon | nc.

13101 Col unbi a Pi ke
Silver Spring, MD 20904
United States of Anerica

et al. Expi res 3 Septenber 2026

March 2026

[ Page 21]



Internet-Draft BGP RPD

Li,

Phone: 301 502-1347
Emai | : gyan.s. m shra@eri zon. com

Huai nmo Chen

Fut ur ewei

Bost on, NA,

United States of Anerica
Emai | : hchen.ietf@mail.com

Hai bo Wang

Huawei

Huawei Bl d., No. 156 Beiqi ng Rd.
Bei j i ng

100095

Chi na

Emai | : rai nsword. wang@uawei . com

et al. Expi res 3 Septenber 2026

March 2026

[ Page 22]



