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Abst ract
Thi s docunent describes the "extended community" BGP-4 attribute.
This attribute provides a mechanismfor |abeling information carried
in BGP-4. These | abels can be used to control the distribution of
this information, or for other applications.
Thi s docunent obsol etes [ RFC4360].
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Internet-Drafts are draft docunments valid for a maxi num of six nonths
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material or to cite themother than as "work in progress.”
This Internet-Draft will expire on 17 March 2026.
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1.

1.

I ntroduction
The Extended Community Attribute provides a mechanismfor |abeling
information carried in BGP-4 [BGP-4]. It provides two inportant
enhancenments over the existing BG Comunity Attribute [RFCL997]:

* An extended range, ensuring that communities can be assigned for a
pl et hora of uses, wi thout fear of overlap

* The addition of a Type field provides structure for the conmunity
space.

The addition of structure allows the usage of policy based on the

application for which the community value will be used. For exanple,
one can filter out all communities of a particular type, or allow
only certain values for a particular type of comunity. It also

all ows one to specify whether a particular comunity is transitive or
non-transitive across an Autononmpus System (AS) boundary. W thout
structure, this can only be acconplished by explicitly enunerating
all community values that will be denied or all owed and passed to BGP
speakers in nei ghboring ASes based on the transitive property.

1. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

BGP Ext ended Communities Attribute

The Extended Communities Attribute is a transitive optional BGP
attribute, with the Type Code 16. The attribute consists of a set of
"extended communities". Al routes with the Extended Comunities
attribute belong to the comunities listed in the attribute.

Each Extended Conmunity is encoded as an 8-octet quantity, as
fol | ows:

- Type Field : 1 or 2 octets

- Value Field : Renmining octets

0 1 2 3
01234567890123456789012345678901

T T I e T
|  Type high | Type low(*) | I
T s Val ue |
I I
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e T S S S e i i S DU S S S S R S T S S

(*) Present for Extended Types only, used for the Value field
ot herwi se.

Type Field:
Two cl asses of Type Field are introduced: Regular Type and
Ext ended Type.

The size of Type Field for Regular Types is 1 octet, and the
size of the Type Field for Extended Types is 2 octets.

The val ue of the high-order octet of the Type Field determni nes

if an extended community is a Regular Type or an Extended Type.
The class of a type (Regular or Extended) is not encoded in the
structure of the type itself. The class of a type is specified
in the docunent that defines the type and the | ANA registry.

The hi gh-order octet of the Type Field is as shown bel ow
01234567
i ok ST S R TR
[T I
R o I T N TS

I - 1ANA authority bit
Val ue 0: | ANA-assignable type using the "First Cone
First Serve" policy

Value 1: Part of this Type Field space is for | ANA
assignabl e types using either the Standard Action or
the Early 1 ANA Al location policy. The rest of this
Type Field space is for Experinental use.

T - Transitive bit
Value 0: The community is transitive across ASes

Value 1: The community is non-transitive across ASes

Remaining 6 bits:
I ndicates the structure of the comunity

Val ue Fi el d:
The encoding of the Value Field is dependent on the "type" of
the conmunity as specified by the Type Fi el d.

Two extended conmmunities are declared equal only when all 8 octets of
the conmunity are equal
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The two nmenbers in the tuple <Type, Val ue> should be enunerated to
specify any community value. The remaining octets of the comunity
interpreted based on the value of the Type field.

3. Defined BGP Extended Community Types

This section introduces a few extended types and defines the format
of the Value Field for those types. The types introduced here
provide "tenpl ates”, where each tenplate is identified by the high-
order octet of the extended comunity Type field, and the | ower-order
octet (sub-type) is used to indicate a particular type of extended
communi ty.

3.1. Two-Cctet AS-Specific Extended Community

This is an extended type with Type Field conposed of 2 octets and
Val ue Field conposed of 6 octets.

0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I
| O0x00 or 0x40 | Sub- Type | d obal Admi ni strator |
i i i T i I S i e s o o i i
| Local Admi ni strator |
R et e s i o e s i i

The val ue of the high-order octet of this extended type is either
0x00 or 0x40. The loworder octet of this extended type is used to
i ndi cate sub-types.

The Value Field consists of two sub-fields:
d obal Administrator sub-field: 2 octets
This sub-field contains an Aut ononobus System nunber assigned by
| ANA.

Local Adm nistrator sub-field: 4 octets
The organi zation identified by Autononobus System nunber in the
G obal Admi nistrator sub-field can encode any information in
this sub-field. The format and neani ng of the val ue encoded in
this sub-field should be defined by the sub-type of the
conmmuni ty.

3.2. | Pv4- Address- Speci fic Extended Community

This is an extended type with Type Field conposed of 2 octets and
Val ue Field conposed of 6 octets.

Sangli & Kao Expires 17 March 2026 [ Page 5]
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0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I
| 0x01 or 0x41 | Sub- Type | d obal Admi ni strator |
i i i T i I S i e s o o i i
| dobal Administrator (cont.) | Local Adnmi ni strator |
R et e s i o e s i i

The val ue of the high-order octet of this extended type is either
0x01 or 0x41. The loworder octet of this extended type is used to
i ndi cate sub-types.

The Val ue field consists of two sub-fields:
d obal Administrator sub-field: 4 octets
This sub-field contains an | Pv4 unicast address assigned by one
of the Internet registries.

Local Adm nistrator sub-field: 2 octets
The organi zation that has been assigned the | Pv4 address in the
G obal Admi nistrator sub-field can encode any information in
this sub-field. The format and neaning of this val ue encoded
in this sub-field should be defined by the sub-type of the
conmmuni ty.

3.3. Opaque Extended Comunity

This is an extended type with Type Field conposed of 2 octets and
Val ue Field conposed of 6 octets.

0 1 2 3
01234567890123456789012345678901
B I i st ST S I S S S S S S S S e S S S S ik o S N S S S
| Ox03 or 0x43 | Sub- Type | Val ue |
el i I e i it T e e e e i i T o S e e S e T R R
| Val ue (cont.) |
I S i o T s S S S e s s T

The val ue of the high-order octet of this extended type is either
0x03 or 0x43. The |loworder octet of this extended type is used to
i ndi cate sub-types.

This is a generic community of extended type. The value of the sub-
type that should define the Value Field is to be assigned by | ANA
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4.

Rout e Target Comunity

The Route Target Community identifies one or nore routers that may
receive a set of routes (that carry this Community) carried by BGP
This is transitive across the Autononpbus System boundary.

The Route Target Community is of an extended type.

The val ue of the high-order octet of the Type field for the Route
Target Conmunity can be 0x00 (as defined in Section 3.1), 0Ox0l1 (as
defined in Section 3.2), or 0x02 (as defined in [ RFC5668]). The

val ue of the |oworder octet of the Type field for this conmunity is
0x02.

VWhen the value of the high-order octet of the Type field is 0x00 or
0x02, the Local Adm nistrator sub-field contains a nunber froma
nunbering space that is adm nistered by the organization to which the
Aut ononmous System nunber carried in the d obal Adm nistrator sub-
field has been assigned by an appropriate authority.

When the value of the high-order octet of the Type field is 0x01, the
Local Administrator sub-field contains a nunmber froma nunbering
space that is admi nistered by the organization to which the IP
address carried in the dobal Adm nistrator sub-field has been
assigned by an appropriate authority.

One possible use of the Route Target Community is specified in
[ RFC4364] .

Route Origin Community

The Route Origin Community identifies one or nore routers that inject
a set of routes (that carry this Community) into BG. This is
transitive across the Autononous System boundary.

The Route Origin Community is of an extended type.

The val ue of the high-order octet of the Type field for the Route
Oigin Comunity can be 0x00 (as defined in Section 3.1), 0x01 (as
defined in Section 3.2), or 0x02 (as defined in [ RFC5668]). The

val ue of the |oworder octet of the Type field for this conmunity is
0x03.

When the value of the high-order octet of the Type field is 0x00 or
0x02, the Local Adm nistrator sub-field contains a nunber froma
nunbering space that is adm nistered by the organization to which the
Aut ononobus System nunber carried in the d obal Adm nistrator sub-
field has been assigned by an appropriate authority.

Sangli & Kao Expires 17 March 2026 [ Page 7]



I nternet-Draft BGP Ext ended Communities Attribute Sept enber 2025

When the value of the high-order octet of the Type field is 0x01, the
Local Adninistrator sub-field contains a nunmber from a nunbering
space that is adm nistered by the organization to which the IP
address carried in the @ obal Adnministrator sub-field has been
assigned by an appropriate authority.

One possible use of the Route Origin Conmunity is specified in
[ RFCA364] .

6. Operations

A BGP speaker may use the Extended Communities attribute to control
which routing information it accepts or distributes to its peers.

The Extended Community attribute MJUST NOT be used to nodify the BGP
best path selection algorithmin a way that |eads to forwarding
| oops.

A BGP speaker receiving a route that doesn’'t have the Extended
Conmunities attribute MAY append this attribute to the route when
propagating it to its peers.

A BGP speaker receiving a route with the Extended Comrunities
attribute MAY nodify this attribute according to the |ocal policy.

By default if a range of routes is to be aggregated and the resultant
aggregates path attributes do not carry the ATOM C_AGGREGATE
attribute, then the resulting aggregate should have an Extended
Conmunities path attribute that contains the set union of all the

Ext ended Communities fromall of the aggregated routes. The default
behavi or could be overridden via local configuration, in which case
handl i ng the Extended Comrunities attribute in the presence of route
aggregation beconmes a matter of the local policy of the BGP speaker
that perforns the aggregation

A route may carry both the BGP Communities attribute, as defined in
[ RFC1997]), and the Extended BGP Communities attribute. 1In this
case, the BGP Comunities attribute is handled as specified in

[ RFC1997], and the Extended BGP Conmunities attribute is handled as
specified in this docunent.
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If a route has non-transitive extended comrunities, those communities
SHOULD NOT be propagated across an Aut ononous System boundary and
SHOULD be renoved fromthe route. However, non-transitive extended
conmmuni ties SHOULD NOT be renpved when advertising the route within
the sane BGP AS Confederation(as defined in [ RFC5065]). As part of
configuration or BGP protocol extensions, BGP speakers MAY attach
non-transitive extended comrunities to routes advertised across

Aut ononpbus Syst em boundari es.

By default, when a BGP speaker receives routes with non-transitive
ext ended communi ties across Aut ononous System or Confederation
Menber - AS boundaries, it SHOULD NOT renove these extended
comunities. The behavior MAY be configurable. The BGP speaker
SHOULD al so allow | ocal policies to match agai nst or rempve these
ext ended communi ti es.

7. FError Handling

[ RFC7606], Section 7.14, defines the error handling procedure for the
Ext ended Community attri bute.

8. | ANA Consi derati ons
Al the BGP Extended Comunities contain a Type field.

The Type could be either regular or extended. For a Regular Type,
the 1 ANA al |l ocates an 8-bit value; for an Extended Type, the | ANA
all ocates a 16-bit val ue.

The val ue allocated for a Regular Type MJST NOT be reused as the

val ue of the high-order octet when allocating an Extended Type. The
val ue of the high-order octet allocated for an Extended Type MJST NOT
be reused when allocating a Regul ar Type.

The Type field indicates whether the Extended Conmunity is transitive
or not. Future requests for assignnent of a Type val ue nust specify
whet her the Type value is intended for a transitive or a non-
transitive Extended Community.

The 1 ANA has created two registries entitled "BGP Transitive Extended
Conmuni ty Types" [ ANA- BGP- EC- TRANS] and "BGP Non-Transitive Extended
Comuni ty Types" [| ANA- BGP- EC- NONTRANS]. The IANA will maintain
these registries. The assignnents of these registries consist of the
name and the val ue.
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Future assignnents are to be nmade using either the Standards Action
process defined in [RFC8126], the Early | ANA All ocation process
defined in [ RFC7120], or the "First Conme First Served" policy defined
in [ RFC8126] .

Further definitions of sub-type registries, along with their
al l ocation policies, can be found in [ RFC7153].

Shoul d the conditions be net, early creations of sub-type registries
can be done and tracked using the Early Registry Creation process
defined in [I-D. baber-ianabis-early-registries].

The followi ng table sumrari zes the ranges for the assignnent of the
"BGP Transitive Extended Community Types" registry
[ 1 ANA- BGP- EC- TRANS] :

[ s by e el o}
| TYPE VALUE RANGE | REQ STRATI ON PROCEDURES |
| Ox00- 0x3F | First Cone First Served |
o e e e e oo oo T +
| 0x80- Ox8F | First Come First Served or Experinental |
| | Use (see [RFC3692] and [ RFC9184]) |
o e e oo o m e e e e e e e e e e e e e e e e eeoe—o - +
| O0x90- OxBF | Standards Action |
Fom e e e oo o e e e e e e e e e e e e e e e e e e e e memao o +
Table 1

Thi s docunent nakes the follow ng assignnents in the "BGP Transitive
Ext ended Community Types" registry [| ANA- BGP- EC- TRANS] :

Sangli & Kao Expires 17 March 2026 [ Page 10]
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Transitive Two-Cctet AS-Specific Extended
(Sub-Types are defined in the "Transitive
AS- Speci fi ¢ Extended Comunity Sub- Types"
[ 1 ANA- BGP- EC- TRANS- TWO- OCTET- AS] )

| Transitive |Pv4-Address-Specific Extended
| (Sub-Types are defined in the "Transitive
I
I

registry [| ANA- BGP- EC- TRANS- | PV4])

Conmuni ty Sub- Types" registry
[ 1 ANA- BGP- EC- TRANS- OPAQUE] )

Table 2

| Transitive Opaque Extended Community ( Sub-
| defined in the "Transitive Opaque Extended
I
I

Sept enber 2025

Comunity |
| Pv4- |
I
I

Addr ess- Speci fi ¢ Extended Community Sub- Types"

Types are

The foll owi ng table summari zes the ranges for the assignnent of the

"BGP Non-Transitive Extended Community Types" registry:

| TYPE VALUE RANGE | REGI STRATI ON PROGEDURES |
Coxaooxrr Firel Gome Firet Served )
oo oxer Experimental e (see [REC3692]) |
Coxoooe T S andar s aetion T )
o e e e e oo oo T +

Table 3

Thi s docunent nakes the follow ng assignnents in the "BG Non-
Transitive Extended Community Types" [| ANA-BGP- EC- TRANS] registry:

Sangli & Kao Expires 17 March 2026
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I
(Sub-Types are defined in the "Non-Transitive Two-Cctet |
AS- Speci fi ¢ Extended Comunity Sub-Types" registry |
[ 1 ANA- BGP- EC- NONTRANS- TWO- OCTET- AS] ) |

| TYPE | NAME |
| VALUE | |
[ bbbl e s s
0x40 | Non-Transitive Two-Cctet AS-Specific Extended Conmunity
I
I
I

| Non-Transitive | Pv4- Address- Specific Extended Comunity |
| (Sub-Types are defined in the "Non-Transitive | Pv4- |
| Address-Specific Extended Community Sub- Types" registry |
| [ ANA- BGP- EC- NONTRANS- | PV4]) |

| Non-Transitive Opaque Extended Community (Sub-Types are |
| defined in the "Non-Transitive Opaque Extended |
| Comunity Sub-Types" registry |
| [ ANA- BGP- EC- NONTRANS- OPAQUE] ) |

Table 4

Thi s docunment defines a class of extended communities called Two-
Cctet AS-Specific Extended Community for which the IANAis to create
and maintain two registries entitled "Transitive Two-Cctet AS-

Speci fic Extended Community Sub- Types"

[ I ANA- BGP- EC- TRANS- TWD- OCTET- AS] and "Non-Transitive Two-Cctet AS-
Speci fic Extended Comunity Sub- Types"

[ 1 ANA- BGP- EC- NONTRANS- TWO- OCTET-AS]. All the comunities in this
class are of Extended Types. Future assignnents are to be made using
the "First Cone First Served" policy defined in [ RFC8126].

Thi s docunent defines a class of extended communities called I Pv4-
Addr ess- Speci fi ¢ Extended Comunity for which the IANAis to create
and naintain two registries entitled "Transitive | Pv4-Address-

Speci fic Extended Community Sub- Types"

[ 1 ANA- BGP- EC- TRANS- TWO- OCTET- AS] and "Non-Transitive | Pv4- Addr ess-
Speci fic Extended Community Sub- Types"

[ 1 ANA- BGP- EC- NONTRANS- TWD- CCTET-AS]. All the comunities in this
class are of extended Types. Future assignnents are to be made using
the "First Cone First Served" policy defined in [ RFC8126].
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Thi s docunent defines a class of extended communities called Opaque
Ext ended Community for which the ANAis to create and maintain two
registries entitled "Transitive Opaque Extended Comunity Sub- Types"
[ 1 ANA- BGP- EC- TRANS- OPAQUE] and "Non-Transitive Opaque Extended
Conmuni ty Sub- Types" [| ANA- BGP- EC- NONTRANS- OPAQUE]. Al l the
communities in this class are of extended Types. Future assignnents
are to be nade using the "First Cone First Served" policy defined in
[ RFC8126] .

Thi s docunent nakes the followi ng assignnents in the "Transitive Two-
Cct et AS-Specific Extended Community Sub- Types" registry
[ 1 ANA- BGP- EC- TRANS- TWO- OCTET- AS] :

[ el e 1)
| SUB-TYPE VALUE | NAME |
+oooooooooooooooo4 oo ——=+
| 0x02 | Route Target |
I I I +
| 0x03 | Route Origin |
R I i I +
Table 5

Thi s docunent nakes the follow ng assignnents in the "Transitive
| Pv4- Addr ess- Speci fi ¢ Extended Comunity Sub-Types" registry
[ 1 ANA- BGP- EC- TRANS- | PV4] :

+oooooooooooooooo4 oo ——=+
| SUB- TYPE VALUE | NAME |
B oo el oo
| 0x02 | Route Target |
R I i I +
| 0x03 | Route Origin |
I I F-- - - - - - +
Table 6

When requesting an allocation frommnore than one registry defined

above, one may ask for allocating the sane Type val ue fromthese

registries. |If possible, the | ANA shoul d accommbdat e such requests.
9. Security Considerations

This extension to BGP has simlar security inplications as BGP
Conmuni ti es [ RFC1997].
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10.

11.

12.

12.

This extension to BGP does not change the underlying security issues.
Specifically, an operator who is relying on the information carried
in BGP nust have a transitive trust relationship back to the source
of the information. Specifying the nechanisn(s) to provide such a
relati onship is beyond the scope of this docunent.
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Appendi x A.  Conparison with RFC4360

The encodi ngs and definitions of the extended conmunities are
unchanged in this docunent.

Besi des addressing known errata in [RFC4360], this docunent updates
the foll ow ng:

* Section 6 clarifies the operations of non-transitive extended
communi ti es across Autononmous System or Confederati on Menber- AS
boundari es.

* Section 7 is added to describe the error handling procedures.

* Section 8 is updated to reflect the current | ANA registry status.
The update splits the "BG Extended Communities Type" registry
into transitive and non-transitive registries. This section also
contains simlar updates for the Sub-Types defi ned.
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