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Abst ract

Communi cating various routing policies via route tagging plays an
inmportant role in external BGP [ RFC4271] peering relations. The npst
common tool used today to attach various information about routes is
realized with the use of BG communities [ RFC1997]. Such information
is inportant for the peering AS to perform sone nmutual |y agreed
actions without the need to maintain a separate offline database for
each pair of prefix and an associated with it requested set of action
entries.

Thi s docunent proposes to establish a new | ANA nai ntai ned registry of
nmost commonly used Wde BGP Communities by network operators. Such
public registry will allow for easy refernece and cl ear
interpretation of the actions associated with received comunity

val ues.

Requi renent s Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups nmay also distribute

wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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1. Introduction

RFC 1997 [ RFC1997] defines a BGP Community Attribute to be used as a
tool to contain in BGP update nmessage various additional information
about routes which may help to autonate peering adm nistration. As
defined in RFC 1997 [RFC1997] BGP Conmunities attribute consists of
one or nmore sets of four octet val ues, where each one of them
specifies a different community. Except two reserved ranges the
encodi ng of community val ues mandates that first two octets are to
contain the Autononous System nunber followed by next two octets
containing locally defined val ue.

Thi s docunent |ists the nost commonly used today BGP comunities as
well as provides a new registry for future definitions.

2. dobally significant pre-defined val ues
2.1. Well Known Standard BGP Communities
According to RFC 1997 as well as to | ANA's Wl | -Known BGP Conmunities

registry today the follow ng BG comunities are defined to have
gl obal significance

| OxFFFFO000 | pl anned- shut | [draft-francois-bgp-gshut]

R o e e e e e oo - o e e e e e e e e a oo - +
| OXFFFFFFO1 | NO_EXPORT | [RFC1997] |
S TR e +
| OxFFFFFFO02 | NO_ADVERTI SE | [RFC1997] |
S ISRy T L e +
| OxFFFFFFO3 | NO_EXPORT_SUBCONFED | [ RFC1997] |
R o e e e e e oo - o e e e e e e e e a oo - +
| OxFFFFFFO4 | NOPEER | [RFC3765] |
S TR e +

Table 1

Thi s docunent recommends for sinplicity as well as for avoi dance of
backward conpatibility issues the continued use of BGP Standard
Conmunity Attribute type 8 as defined in RFC 1997 to distribute non
Aut ononobus System specific Well-Known BGP Comunities.
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For the sane reason the described registry does not intend to

obsol ete BGP Extended Community Attribute [ RFC4360] and any al ready
defined and depl oyed extended conmmunities. The new registry is to be
used primarly for new community definitions in particular those which
require to carry various new paraneters or which should be propagated
with a control ed scope and radi us.

2.2. Registered pre-defined Wde BGP Comunities

It has been requested nunmerous tinmes to have a globally unified way
to express sone particul ar Autononous System based routing policies.
When defining a new way to encode bgp conmuniti es we have an
opportunity to define set of new registered routing policies and
route markings which could be passed within and between Autononous
Systens resulting in their common interpretation

This docunent will request | ANA to define and maintain a new registry
for pre-defined Wde BGP Community values. The allocation policy is
on a first come first served basis.

It is reconmrended that an inplenentation supports by an explicit
enabl i ng defined bel ow Regi stered Wde BGP Communities. Depending on
the BGP i npl enentation support it is recommended that an

i mpl ementati on woul d support Regi stered Wde BGP Conmmuni ties without
breaki ng static or dynam c peer/update groups. However it needs to
be pointed out that support of all Registered Wde BGP Conmunities is
not mandatory. It will be perfectly valid for any BGP i npl ementation
to support only subset of Wde BGP Comrunities.

It is strongly advised that each Autononpus System does an i nbound
verification of received Wde BG Communities fromall of its EBGP
peers before accepting them and propagating within their own domain.

The docurent does not nandate nor enforces that given registered type
val ue of Wde BGP Community would be of transitive or non-transitive

type. It is for the operator to determnmine the propagation AS radius
required for such conmmunity when appending it to routing infornmation.
However the docunent will provide a transitivity radius

recommendation to defined conmunities.
The foll owi ng Wde BGP Conmuniti es have gl obal significance and their

execution should be uniformy inplenented by any BGP speaker
supporting given set of Wde BG Communities.
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The defined bel ow val ue of the conmunity should be interpreted as
registered value only if "R' - registered bit is set in the conmunity
Type 1 container as described in [draft-ietf-idr-w de-bgp-
comunities] Oherwise the value is local and it’s actions is locally
defined by the operator.

2.2.1. General Registered Wde BGP Comunity Val ues

The bel ow set of communities will be defined to be carried in Wde
BGP Conmmunity Type 1, with the container type values (Community
Regi stered Val ue) as per Section 6.

0 1 2 3

01234567890123456789012345678901
e i S T S S T T S i S S S S

| 0x0001 |[RCO0OO0O0O0O0 Q| Hop Count |
i R e e i i i e i i st St N N S
| Lengt h |

B I i st ST S I S S S S S S S S e S S S S ik o S N S S S
| Regi stered Conmunity Val ue |
el i I e i it T e e e e i i T o S e e S e T R R
| Sour ce AS Nunber |
I S i o T s S S S e s s T
| Cont ext AS Number |
B I i st ST S I S S S S S S S S e S S S S ik o S N S S S
| Wde Comunity Target(s) TLV (optional) |
el i I e i it T e e e e i i T o S e e S e T R R
| Wde Community Exclude Target(s) TLV (optional) |
I S i o T s S S S e s s T
| Wde Community Paraneter(s) TLV (optional) |
B I i st ST S I S S S S S S S S e S S S S ik o S N S S S

Figure 1: Figure 1: Wde BGP Community Type 1
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Description format:

TYPE:
0x0001 (constant for this registry)
FLAGS "F":
R - Registered bit (Set to 1 for registered val ues)
C - Confederation bit (Set when applicable)
HOP COUNT "H':
Def i nes domain or sub-domain propagation radius
LENGTH "L":
Length of the Container Type 1 in octets
REA STERED COVMUNI TY VALUE "R':
Val ue of the comunity in registry
SOURCE AS "S":
Oiginator AS of Wde BGP Conmunity
CONTEXT AS "C'
For registered comunities carries predefined neaning
or otherw se should be set to 0x00000000
TARGET TLV "T"
Set of atons containing targets for execution
EXCLUDE TARGET TLV "E":
Set of atons containing excluded targets for execution
PARAMETER TLV "P":
Set of atons containing optional paraneters for execution

BLACKHOLE
Type: 0x0001 S =src AS #
F = 0x80 C = 0x00000000
H = Operator’s defined T = none
L = 18 octets E = none
R = | ANA assi gned P = none

DESCRI PTION - Al transit traffic to destinations for which
advertised routes carry such comunity val ue should be dropped. It
is reconmended that specified Autononobus System nunmber shoul d be
eligible and verified by BGP Origin Validation functionality to
advertise given BGP destinations
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SCURCE FI LTER

Type: 0x0001 S =src AS #

F = 0x80 C = 0x00000000
H = Qperator’s defined T = none

L = 18 octets E = none

R = | ANA assi gned P = none

DESCRIPTION - All transit traffic which source addresses have been
tagged by such Wde BGP Comunity shoul d be dropped.

SCURCE DO RPF

Type: 0x0001 S =src AS #

F = 0x80 C = 0x00000000
H = Qperator’s defined T = none

L = 18 octets E = none

R = | ANA assi gned P = none

DESCRIPTION - All transit traffic which source addresses have been
tagged by such Wde BG Comunity shoul d be subject to Reverse Path
Forwar di ng check when crossi ng Aut ononpbus System boundaries. Source
Aut ononobus System nunber specified in the body of this comunity
should directly indicate the peering interfaces on which such RPF
check shoul d be perforned.

H GH PRI ORI TY PREFI X

Type: 0x0001 S =src AS #

F = 0x80 C = 0x00000000
H = 0x00 T = none

L = 18 octets E = none

R = | ANA assi gned P = none

DESCRI PTI ON - BGP prefixes carrying such Wde BG Community shoul d be
advertised to restarting peers before other prefixes received by
gi ven BGP speaker.

ATTACK TARCET

Type: 0x0001 S =src AS #

F = 0x80 C = 0x00000000
H = Operator’s defined T = none

L = 18 octets E = none

R = | ANA assi gned P = none
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DESCRI PTI ON - The ATTACK TARGET Regi stered Wde BGP Comunity

i ndi cates that BGP prefixes carrying such conmunity are receiving
unusual anmount of unwanted traffic nost likely due to sone form of
network attack. Network devices capable of analyzing and mtigating
such attacks can use such community as a hint on what destinations to
focus the nost.

2.2.2. Advertisenent control Registered Wde BGP Communities

NO ADVERTI SE TO AS

Type: 0x0001 S =src AS #

F = 0x80 C = 0x00000000

H = Operator’s defined T = Type_1 (Peer_AS)
L = 25 octets E = none

R = | ANA assi gned P = none

DESCRI PTION - All routes received which carry such Wde BGP Comunity
containing this value MJUST NOT be advertised to BGP peer which

Aut ononbus Syst em nunber has been listed in the TARGET TLV field of
this comunity.

Semantically specifying the reserved Aut onomous System val ue of

OXFFFFFFFF ( ANY AS) woul d be an equival ent of using NO ADVERTI SE
Vel | - Known Standard BGP Community Attribute.

ADVERTI SE TO AS

Type: 0x0001 S =src AS #

F = 0x80 C = 0x00000000

H = Qperator’s defined T = Type_1 (Peer_AS)
L = 25 octets E = none

R = | ANA assi gned P = none

DESCRI PTION - All routes received carrying such Wde BG Comunity
containing this value MJUST ONLY be advertised to BGP peers which

Aut ononobus System nunber is specified in the TARGET TLV field of this
comuni ty.

Semantically specifying the reserved Aut ononmous System val ue of

OXFFFFFFFF ( ANY AS) woul d be an equival ent of advertisenent to al
nei ghbors. Post execution this community MJST be renoved.
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ADVERTI SE AND SET NO EXPORT

Type: 0x0001 S =src AS #

F = 0x80 C = 0x00000000

H = Qperator’s defined T = Type_1 (Peer_AS)
L = 25 octets E = none

R = | ANA assi gned P = none

DESCRI PTION - All routes received carrying such Wde BG Comunity
containing this value MJUST be advertised to BGP peer whi ch Autononous
System nunber is specified in the TARGET TLV field of this comunity
with NO _EXPORT Standard BGP Community attached

Semantically specifying in TARGET TLV the reserved Autononous System
val ue of OxFFFFFFFF (ANY AS) woul d be an equival ent of adverti senent
to all neighbors with NO EXPORT comunity being set. Post execution
this comunity MJUST be renoved

2.2.3. AS source nmarking Registered Wde BGP Communities

FROM PEER
Type: 0x0001 S =src AS #
F = 0x80 C = 0x00000000
H = 0x00 T = none
L = 18 octets E = none
R = | ANA assi gned P = none

DESCRI PTI ON - Aut onomous System may attach this conmunity to routes
received fromtheir EBGP peers to |l ater, when advertising them

out side the domain, apply or relax |local policies only on such group
of destinations.

FROM CUSTOVER

Type: 0x0001 S =src AS #

F = 0x80 C = 0x00000000
H = 0x00 T = none

L = 18 octets E = none

R = | ANA assi gned P = none

DESCRI PTI ON - Aut ononmous System may attach this conmunity to routes
received fromtheir custoners to |ater, when advertising them outside
the domain, apply or relax local policies only on such group of

desti nati ons.

Raszuk & Haas Expi res 18 Septenber 2025 [ Page 9]



I nternet-Draft regi st ered-w de- bgp-communi ties March 2025

| NTERNAL
Type: 0x0001 S =src AS #
F = 0x80 C = 0x00000000
H = 0x00 T = none
L = 18 octets E = none
R = | ANA assi gned P = none

DESCRI PTI ON - Aut ononmous System may attach this conmunity to routes
originated in their own domain to |later, when advertising them
outside the domain, apply or relax |local policies only on such group
of destinations.

FROM UPSTREAM

Type: 0x0001 S =src AS #

F = 0x80 C = 0x00000000
H = 0x00 T = none

L = 18 octets E = none

R = | ANA assi gned P = none

DESCRI PTI ON - Aut ononmous System may attach this conmunity to routes
received fromtheir EBGP upstream peers to |ater, when advertising
them out si de the domain, apply or relax local policies only on such
group of destinations.

FROM | X
Type: 0x0001 S =src AS #
F = 0x80 C = 0x00000000
H = 0x00 T = none
L = 18 octets E = none
R = | ANA assi gned P = none

DESCRI PTI ON - Aut onomous System may attach this conmunity to routes
received fromtheir EBGP peering sessions with the Internet Exchange
peers or with Route Server to later, when advertising them outside
the domain, apply or relax local policies only on such group of

desti nati ons.
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LEARNED FROM AS

Type: 0x0001 S =src AS #

F = 0x80 C = 0x00000000

H = 0x00 T = Type_1 (Peer_AS)
L = 25 octets E = none

R = | ANA assi gned P = none

DESCRI PTI ON - Aut ononmous System may attach this conmunity to routes
received fromtheir EBGP peer by explicitly tagging themwth their
peer’s Autononpus System nunber as a val ue of the TARCGET TLV fi el d.
If the AS nunmber is a two octet nunber first two octest will be
filled with zero. 1t is possible to use this to also carry private
AS nunber of custoners.

2.2.4. Return path influencing Regi stered Wde BG Communities

PATH HI NT
Type: 0x0001 S =src AS #
F = 0x80 C = 0x00000000
H = Qperator’s defined T = Type_1 (ASH)
L = 25 octets E = none
R = | ANA assi gned P = none

DESCRI PTI ON - Aut ononpus System recei ving such Wde BGP Comunity
val ue should prefer for BGP prefixes received with such conmunity
(for exanple by increasing value of local preference on ingress), a
BGP path which traverses Autononmous System nunber which has been
specified in the TARGET TLV field of this comunity. Post execution
this comunity SHOULD be kept.

NEGATI VE PATH HI NT

Type: 0x0001 S =src AS #

F = 0x80 C = 0x00000000
H = Operator’s defined T = Type_1 (ASH)
L = 25 octets E = none

R = | ANA assi gned P = none

DESCRI PTI ON - Aut ononmous System recei ving such Wde BGP Community
val ue should prefer for BGP prefixes received with such conmunity
(for example by increasing value of l|ocal preference on ingress), a
BGP path which DOES NOT traverses Autononpbus System nunmber whi ch has
been specified in the TARGET TLV field of this conmunity. Post
execution this comunity SHOULD be kept.
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2

2

5.  AS_PATH nodi fyi ng Regi stered Wde BGP Communities

PREPEND N TI MES BY AS

Type: 0x0001 S =src AS #

F = 0x80 C = 0x00000000

H = Operator’s defined T = Type_1 (ASH)
L = 29 octets E = none

R = | ANA assi gned P = Type_4 (0xAA)

DESCRI PTI ON - The Autononmpus System specified in the TARGET TLV field
of such community should prepend N times (encoded as OxAA) its own
Aut ononobus Syst em nunber when advertising routes tagged with this
community to peers. Nunber of requested AS prepends is provided in
the PARAMETERS TLV field value. Post execution this community MJST
be renoved

PREPEND N TI MES TO AS

Type: 0x0001 S =src AS #

F = 0x80 C = 0x00000000

H = Operator’s defined T = Type_1 (ASH)
L = 29 octets E = none

R = | ANA assi gned P = Type_4 (0xAA

DESCRI PTI ON - The Autonompus System advertising routes externally
shoul d prepend N tines (encoded as OxAA) its own Aut ononmous System
nunber when advertising routes tagged with this comunity to peer

whi ch AS nunber is defined by TARGET TLV field. Nunmber of requested
AS prepends is provided in the PARAVETERS TLV field. Post execution
this comunity MJUST be renoved
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REPLACE BY
Type: 0x0001 S =src AS #
F = 0x80 C = 0x00000000
H = Qperator’s defined T = Type_1 (ASH)
L = 25 octets E = none
R = | ANA assi gned P = none

DESCRI PTION - All routes marked with such community adverti sed by an
Aut ononobus Systemto all of its external peers should have any
occurrence of an Autononpbus System nunber specified in the TARGET TLV
field replaced with advertising domain’s |ocal Autononmus System
nunber. Post execution this community MJST be renoved.

2.2.6. Local Preference Registered Comunity

LOCAL PREFERENCE

Type: 0x0001 S =src AS #

F = 0x80 C = 0x00000000

H = Operator’s defined T = none

L = 22 octets E = none

R = | ANA assi gned P = Type_4 ( ABBBBBBB)

SEMANTI CS of PARAMETERS TLV
1 octet 1st bit indicates:
O-increment, 1-decrenent
7 bits - value of |ocal preference value 1..127

DESCRI PTI ON - Aut ononmous System may suggest to its EBGP nei ghbor the
followi ng adjustnents to the value of |ocal preference as specified
by given domain’s local policy. The values of requested increnent or
decrenent of |ocal preference value is carried in the PARAMETERS TLV
field. Post execution this community MJST be renoved.

2.2.7. AS PATH TTL Regi stered Conmunity
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2

2

AS_PATH TTL MAX RADI US

Type: 0x0001 S =src AS #

F = 0x80 C = 0x00000000

H = Qperator’s defined T = none

L = 22 octets E = none

R = | ANA assi gned P = Type_4 (O0xAA) nax AS PATH radi us

DESCRI PTI ON - Aut ononmpus System may suggest to drop advertised prefix
by any transit network if its AS PATH attribute |length would be equa
or greater to encoded val ue both i nbound or outbound of EBGP session
The value of max AS_PATH length allowed is specified in the
PARAMETERS TLV field of the community. Post conparison this
community MJST be kept.

8. GEO LOCATI ON Regi stered Conmunity

GEOGRAPHI C LOCATI ON WHERE BGP ROUTE |'S | NTRODUCED TO AS

Type: 0x0001 S =src AS #

F = 0x80 C = 0x00000000

H = Qperator’s defined T = none

L = 26 octets E = none

R = | ANA assi gned P = Type_8 (5 UTF-8 characters)

DESCRI PTI ON - Aut ononmous Systens may attach this comunity to routes
recei ved from EBGP nei ghbors or introduced to BGP by other routing
protocols to identify the geographic |ocation where the route was
introduced to the AS. The "right-nost" two octets of PARAMETERS TLV
correspond to an |1 SO3166-1 al pha-2 country identifier, while the
"left-nost"” three octets may express a nore specific geographic

| ocation, such as a city or I XP encoded in 3 octets.

Exanpl e:

W de BGP Conmunity describing route learnt by the AS at London, GB
HOP COUNT - operator defined
LENGTH - 26
PARAMETERS - 3 octets locality string + 2 octets country id.
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0 1 2 3
01234567890123456789012345678901
i S S T i S S e e i S S S S

| 0x0001 | 0x80 | OxFF |
T T S s SH S SEp S S S AR T S e
| 0x001A |

i T e R e s o e e o b i o I N S o
| I ANA assi ghed |
B i s T T i i o S o T Ji I
| 0x000000AS |
e L o i e S  th o i R S
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i e e R e o o e i ol S N B S
| 0x08 | 0x0008 |

B i s T T i i o S o T Ji I
| L "o | N "G
e s i i T e T h ok i R SR S
| "B |

i T e

3. Example
Custonmer of the source AS nunber 100 requests to execute AS_PATH
prepend 4 tines when advertising the prefixes to AS nunber 2424. W

will use the followi ng cormunity assigned on ingress or at the prefix
ori gi nation.

PREPEND N TI MES TO AS

Type: 0x0001 S = 0x00000064 (dec 100)
F = 0x80 C = 0x00000000

H = 0x00 T = 0x00000978 (dec 2424)
L = 0x001D (dec 29 octets) E = none

R = | ANA assi gned P = 0x04 (dec 4)
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4.

0 1 2 3
01234567890123456789012345678901
i S S T i S S e e i S S S S

| 0x0001 | 0x80 | 0x00 |
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e L o i e S  th o i R S
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| 0x01 0x0007

B i s T T i i o S o T Ji I
| 0x00000978

e L o i e S  th o i R S
I 0x04 | 0x0004

e e L e el o e e s

| 0x04 |

i ok ST S R TR

ECMP Hi nt Regi stered Comunity

AS_PATH TTL MAX RADI US

Type: 0x0001 S =src AS #

F = 0x80 C = publisher AS #

H = Qperator’s defined T = none

L = 22 octets E = none

R = | ANA assi gned P = Type_4 (O0xAA) max AS_PATH radi us

DESCRIPTION - In rmultistage networks with | arge scal e Equal Cost
Multi Path (ECWP), it is often useful to separate flows towards a
singl e destination anong different paths along the parallel set at
each stage. This wide conmunity allows the operator to send a "hint"
to the ingress router on how to set either the MPLS entropy | abel

[ RFC6790] or the IPv6e flow | abel [RFC3697] to achi eve such flow
separation. The Integer list given in the community can contain a

| abel that is used by the receiver: Directly as an | Pv6 flow | abel,
Directly as an MPLS entropy |label, As a seed used to calcul ate either
a flow or entropy | abel
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5. Security considerations

Al the security considerations for BG Communities as well as for
BGP Ext ended Communities RFCs apply here.

6. | ANA Consi derati ons

Thi s docunent requests IANA to define and maintain a new registry
naned: "Registered Wde BG Communities Values". The reserved pool
of 0x00000000- OXFFFFFFFF has been defined for its allocations. The
all ocation policy is on a first cone first served basis.

Thi s docunent nakes the followi ng assignnents for the Registered Wde
BGP Community val ues:

[ sl e pj——_—
| Nare | Type Val ue |
| BLACKHOLE | 1 |
o e e e e e e e ememao - Fomm e oo - +
| SOURCE FILTER | 2 |
oo e e e e e e e e oo - - R +
| SOURCE DO RPF | 3 |
o mm e e e e e e e i Fom e e o - +
| H GH PRIORITY PREFI X | 4 |
o e e e e e e e ememao - Fomm e oo - +
| ATTACK TARGET | 5 |
oo e e e e e e e e oo - - R +
o m e e e e e iee i Fom ek +
| NO ADVERTI SE TO AS | 6 |
Fom e e e e i T +
| ADVERTI SE TO AS | 7 |
o e e e e e e e e m o R +
| ADVERTI SE AND SET NO EXPORT | 8 |
o m e e e e e iee i Fom ek +
o mm e e e e e e e i Fom e e o - +
| FROM PEER | 9 |
o e e e e e e e ememao - Fomm e oo - +
| FROM CUSTOVER | 10 |
oo e e e e e e e e oo - - R +
| 1 NTERNAL | 11 |
o mm e e e e e e e i Fom e e o - +
| FROM UPSTREAM | 12 |
o e e e e e e e ememao - Fomm e oo - +
| FROM I X | 13 |
oo e e e e e e e e oo - - R +
| LEARNED FROM AS | 14 |
o mm e e e e e e e i Fom e e o - +
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L oo
| PATH HI NT | 15
o e e e e e e e e m o R
| PATH NEGATI VE HI NT | 16
o e e e ee oo oo
o e e e eeeaoao-- oo
| PREPEND N TI MES BY AS | 17
o e e e e e e e ememao - Fomm e oo -
| PREPEND N TI MES TO AS | 18
oo e e e e e e e e oo - - R
| REPLACE BY | 19
o oo
L oo
| LOCAL PREFERENCE | 20
o e e e e e e e e m o R
| AS_PATH TTL MAX RADI US | 21
o e e e e eeee oo oo
| GEO LOCATI ON | 22
o e e e e eeeaoao-- e oo
| ECMP HI NT | 23
o e e e e e e e e m o R
oo e e e e e e e e oo - - R
| FREE POOL | 24. .
o oo
Table 2
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