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Abstract

BGP has been used to distribute different types of routing and policy
information. |In sonme cases, the information distributed may be only

i ntended for one or a particular group of BGP nodes in the network.
Currently BGP does not have a generic mechani sm of designating the
target nodes of the routing information. This document defines a new
type of BGP Extended Community called "Node Target" for this purpose.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi mum of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 1 Septenber 2026
Copyright Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Docunents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
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and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunent nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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1. Introduction

BGP [ RFC4271] has been used to distribute different types of routing
and policy information. In sone cases, the information distributed
may be only intended for one or a group of receiving BGP nodes in the
network. One typical use case is the distribution of BG Fl ow Spec

[ RFC8955] [ RFC8956] rules only to a particular group of BGP nodes.
Such a targeted distribution nechanismis considered useful as it can
save the resources on nodes which do not need that information.

Currently BGP does not have a generic nechani sm of designating the
set of nodes to which the information is to be distributed. Route
Target (RT) as defined in [ RFC4364] was designed for the matching of
VPN routes into the target VPN Routing and Forwarding tables (VRFs)
on the PE nodes. [RFC9830] introduces the nechani sm of steering the
SR Policy information to the target head end node based on RT, it is
only applicable to the SR Policy Address Famly. Although it is
possible to reuse RT to control the distribution of non-VPN
information to one or a group of receiving nodes, such nechanismis
not applicable when the information to be distributed is VPN-specific
and is advertised with another set of RTs for the VRF matching, as
the matching or any of the VPN RT in the BGP route would result in
that route being inported to a local VRF, regardl ess of whether the
receiving node is the target node or not. Thus a general mechani sm
whi ch is independent fromthe control of VPN route to VRF inport is
needed.

Dong, et al. Expires 1 Septenber 2026 [ Page 2]



I nternet-Draft BGP Node Target Extended Conmunity February 2026

Anot her possi bl e approach is to configure, on each router, a
community and the corresponding policies to match the commnity to
determ ne whether to accept the received routes or not. Such

mechani smrelies on manual configuration thus is considered error-
prone. It is preferable by sone operators that an automati c approach
can be provided, which would make the operation nuch easier

Thi s docunent defines a new type of BGP Extended Conmunity call ed
"Node Target". It can be used by a receiving BGP node to determne
whether it is the target of the BGP routes. The nechani sm of using
the Node Target extended community to control the BGP route
distribution only to particular BGP nodes is out of the scope and
will be specified in a separate docunent.

1.1. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capital s, as shown here

2. Node Target Extended Comuniti es

This section defines a new BGP Extended Community [ RFC4360] called
"Node Target Extended Comunity". It can be a transitive extended
community with the high-order octet of the type set to 0x01, or a
non-transitive extended community with the high-order octet type set
to Ox41l. The sub-type of the Node Target Extended Conmmunity is TBA.

The format of Node Target Extended Comunity is shown in Figure 1.

0 1 2 3
01234567890123456789012345678901
i s T S i i T S A b e ok
| Ox01 or 0x41 | Sub-Type(TBA) | Target BCGP ldentifier |
i e e R e s e e b i o I N S o
| Target BGP ldentifier (cont.) | Reserved |
B i s T T i i o S o T Ji I

Figure 1. Node Target extended comunity

Wher e:

Target BGP lIdentifier (4 octets): The BGP ldentifier of a target
node. It is a 4-octet, unsigned, non-zero integer as defined in
[ RFC6286] .

Dong, et al. Expires 1 Septenber 2026 [ Page 3]



I nternet-Draft BGP Node Target Extended Conmunity February 2026

Reserved field (2 octets): Reserved for future use, MJST be set to
zero on transm ssion and ignored on receipt.

One or nore Node Target extended comunities MAY be carried in an
Updat e nessage to designhate a group of target BGP nodes.

3. Procedures

In this section, the nechanismfor intra-domain scenario is

descri bed, the mechanismfor inter-domain scenario is for further
study. The donmain here refers to an administrative domain, which may
consists of one or multiple ASes managed by a single operator

VWhen a network controller or BGP speaker plans to advertise sonme BGP
routing or policy information only to one or a group of BGP nodes in
the network, it MJUST put the BGP ldentifier of each target node into
the Node Target extended communities, and attach the Node Target
extended communities to the routes to be adverti sed.

When a BGP speaker receives a BGP Update which contains one or nore
Node Target extended communities, it MJST check the target BGP
Identifiers carried in the Node Target extended communities of the
Update. |If the target BGP ldentifier in any of the Node Target
extended comunity matches with the |ocal BGP Identifier, this node
is one of the target nodes of the Update, the information in the
Update is eligible to be kept and installed on this node. |If the
target BGP ldentifier in any of the Node Target extended comunity
does not match with the local BGP Identifier, this node is not the
target node of Update, and the information in the Update is not
eligible to be installed on this node.

The nechani sm of using the Node Target extended comunity to contro
the BGP route distribution only to particular BGP nodes is out of the
scope and will be specified in a separate docunent.

4. Conpatibility Considerations

The Node Target extended community introduced in this docunent can be
depl oyed increnentally in the network. For BGP speakers which
understand the Node Target extended community, it is used to

det erm ne whether the nodes are the target nodes of the Update. For
BGP speakers which do not understand the Node Target extended
community, it will be ignored and the information in the Update will
be processed and advertised based on normal BGP procedure. Although
this could ensure that the target nodes can al ways obtain the

i nformati on needed, this may result in unnecessary state maintained
on the | egacy BGP nodes. |If the information advertised with the Node
Target extended community is Fl owSpec, the | egacy BGP speakers may
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1.

install unnecessary Flowspec rules, this nay have inpact on traffic
whi ch mat ches such rules, thus may result in unexpected traffic
steering or filtering behaviors on such | egacy nodes. This may be
mtigated by setting appropriate routing policies on the | egacy BGP
nodes.

| ANA Consi der ati ons

| ANA assigns the sub-type val ue 0x09 for "Node Target Extended
Conmuni ty" fromthe "Transitive | Pv4- Address-Specific Extended
Conmuni ty Sub- Types" registry of the "BGP Extended Comunities"
registry

| ANA assigns the sub-type val ue 0x09 for "Node Target Extended
Conmuni ty” fromthe "Non-Transitive |Pv4-Address-Specific Extended
Conmuni ty Sub-Types" registry of the "BG Extended Comunities"
registry

Security Considerations

The nmechani smdefined in this docunment can limt the scope of the
recei ving nodes of BGP Updates, which nmake it possible for an
attacker to do fine-grained targeting of malicious BGP Updates only
to a restricted set of routers. This may nake it nore difficult for
a network administrator to discover an attack. This nay be mitigated
by filtering the Node Target extended comunities at the

adm ni strative network boundari es.
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