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Abstract

Today, a BGP speaker can advertise one nexthop for a set of NLRIs in
an Update nessage. This nexthop can be encoded in either the top-

| evel BGP-Nexthop attribute (code 3), or inside the MP_REACH NLRI
attribute (code 14). Forwarding information related to the nexthop
is scattered across various attributes, extended communities or the
NLRI field.

Thi s docunent defines a new optional non-transitive BGP attribute
called "Multi Nexthop (MNH)" with | ANA code TBD. The M\H provi des two
things: it allows carrying the Nexthop and rel ated forwarding
information in one BGP attribute. The M\H al so enabl es carrying an
ordered set of multiple Nexthops in the sanme attribute, with

forwardi ng i nformati on scoped on a per Nexthop basis.

Requi renent s Language
The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].
Status of This Menp

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups nmay also distribute

wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 26 Septenber 2025.
Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1.

I ntroduction

Today, a BGP speaker can advertise one nexthop for a set of NLRIs in
an Update nessage. This nexthop can be encoded in either the top-

| evel BGP-Nexthop attribute (code 3), or inside the MP_REACH NLRI
attribute (code 14). Forwarding information related to the nexthop
is scattered across various attributes, extended conmunities or the
NLRI field.

Thi s docunent defines a new optional non-transitive BGP attribute
called "Multi Nexthop (MNH)" with | ANA code TBD. The M\H provi des two
things: it allows carrying the Nexthop and rel ated forwarding
information in one BGP attribute. The M\H al so enabl es carrying an
ordered set of multiple Nexthops in the sanme attribute, with
forwardi ng i nformati on scoped on a per Nexthop basis.

Ter mi nol ogy

i SN: I ngress Service Node
eSN. Egress Service Node

NLRI: Network Layer Reachability Information
AFl : Address Family ldentifier

SAFl : Subsequent Address Family ldentifier

PE : Provider Edge

RT : Route-Target extended conmunity

RD : Rout e-Di stingui sher

MPLS: Multi Protocol Label Switching

ECVMP: Equal Cost Multi Path
VWECMP: Wei ghted Equal Cost Multi Path

FRR: Fast Re Route

PNH : Protocol Next hop address carried in a BGP Update nessage
IMNH: BGP Multi NextHop attribute

NFl : Next hop Forwarding |Information
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Fl: Forwardi ng Instruction
FA: Forwardi ng Argunent
2.1. Definitions

MULTI _NEXT_HOP (aka MNH): BGP Multi Nexthop attribute. The new
attribute defined by this docunent.

MNH TLV: Top |l evel TLV contained in a MJLTI _NEXT_ HOP
NFl TLV: Next hop Forwarding Information TLV, contained in a M\H TLV.
FI TLV: Forwarding Instruction TLV, contained in a NFl TLV.

FA TLV: Forwardi ng Argunent TLV, contained as an argunent to a Fl in
the FI TLV.

3. Motivation

Today, in a BGP Update, forwarding information related to the BGP
nexthop is scattered across various attributes, extended comrmunities
or the NLRI field. On sone other address fanmilies |ike Flowspec,
next hop address is carried without using the nexthop attribute, in
one or nmore extended communities of specific type.

It may be desirable to carry the forwarding information for a nexthop
scoped in a single attribute, and uniformy for all address famli es.

For cases where nultiple nexthops need to be advertised, BGP Addpath
[ RFC7911] is used with some address fanmilies. Though Addpath all ows
basic ability to advertise multiple routes, it does not allow the
sender to express the desired rel ati onship between the multiple

next hops being advertised e.g., relative ordering, type of |oad

bal ancing, fast reroute. These are |ocal decisions based on
configuration and path selection at the receiving node. Also,
Addpat h does not consider things |ike Link-bandw dth community when
sel ecting add-path routes. Sone scenarios (explained in Appendi x A)
may benefit from having a mechani sm where egress node can signa

mul tiple nexthops along with their relationship to ingress nodes.

It would be desirable to have a commpn way to carry nore than one

next hop on a BGP route of any famly, and express relationship
bet ween t hem
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Thi s docunent defines a new optional non-transitive BGP attribute
"Mul ti Nexthop (MNH)" that can be used for these purposes. The MH
attribute can be used in any BGP famly that wants to carry one or
nmore nexthops, with all forwarding information being carried in one
attribute, scoped on a per nexthop basis.

E.g. The M\H can be used to advertise MPLS | abel along w th nexthop
for | abel ed and unl abeled fanmilies (e.g. Inet Unicast, Inet6 Unicast,
Fl owspec) alike. Such that, nmechanisns at the transport |ayer can
work uniformy on | abeled and unlabled BGP famlies to realize

vari ous use-cases.

4. Base Encoding And Protocol Procedures
"Multi Nexthop (MNH)" is a new BGP optional non-transitive attribute
(code TBD), that can be used to carry an ordered set of one or nore
Next hops in the sane route, with all forwarding infornmation being
carried in one attribute, scoped on a per nexthop basis. This

attribute describes forwardi ng instructions using TLVs as shown
bel ow.

Thi s section describes the organi zati on and encodi ng of the M\H
attribute.

MNH Attribute: {
PrimaryPath {
[ Forwardi ng Instruction 1],
[ﬁbrmarding I nstruction nj

}
Repai r Pat h {
[ Forwardi ng Instruction 1],

[ Forwardi ng I nstruction n]

}

Forwar di ng I nstruction: {
{FwdActi on, Forwardi ng Argunents}
}
Figure 1. Overview of M\H Attribute Layout - Eye candy summary
A M\H attribute consists of a Header and one or nmore "M\H TLVs".

A MNH TLV contains a Type and one unit of "Nexthop Forwarding
I nformation" (NFI TLV).
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A NFI TLV contains one or nore "Forwardi ng Instructions" (FI TLVS).

A FI TLV contains a "Forwardi ng Acti on" code and one nore "Forwarding
Arguments" (FA TLVs).

The FA TLVs describe the paraneters required to conplete a
"Forwardi ng Action".

4.1. MiltiNexthop Attribute
0 1 2 3

01234567890123456789012345678901
e T S S S e i i S DU S S S S R S T S S

| Attr. Flags |Attr. Type Code| Lengt h |
B i s T T i i o S o T Ji I
| Ver| MNH-Flags | Advt-PNH Len | Advertising PNH .. |
e L o i T i s i o i S S S
| .. Address |
i e e R e o o e i ol S N B S
| M\H TLV ~
B i s T T i i o S o T Ji I
~ M\H TLV

T I T S S i T S AR s

Figure 2: MiltiNexthop - BGP Attribute
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M\H Header :
- Attr. Flags (1 octet)
BGP Path-attribute flags. indicating an Optional Non-Transitive
attribute. i.e. Optional bit set, Transitive bit reset.

- Attr. Type Code (1 octet)
Type code allotted by | ANA. TBD.

- Length (1 or 2 octets)
One or Two bytes field stating |l ength of attribute value in bytes.

- Version (2 bits)
MNH Version - indicates |ayout of the M\H header.
Set to OxO indicating "MNH v0", which is defined in this docunent.

If there is any significant changes to the skeletal |ayout of
MNH attribute in future, this Version field will be useful.

- M\H Flags (6 bits)

234567
e
|IRRRRRM
T T

6 bits following the Version bits are M\H Fl ags.

M "Mandat ory".
Value 1 indicates that this MNH attri bute is nandatory.
If this MNH attr is invalid, the route is Unusabl e Hi dden.

R Reserved. MJST be set to zero, SHOULD be ignored by receiver.

- Advt-PNH Len (1 octet)
Length in octets (4 for IPv4, 16 for |1Pv6, 12 for VPN I Pv4,
24 for VPN-1Pv6) of Advertising PNH Address.

- Advertising PNH Address (Advt-PNH Len octets)
BGP Protocol Nexthop address advertised in NEXT_HOP or MP_REACH NLRI attr.
Used to sanity-check the MNH attribute. In case of RFC-2545, this will be
the global (non link-local) |IPv6 address.

M\H TLVs: One or more MNH TLVs are carried in a M\H attr.
MNH TLV is described in subsequent sections.
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4.1.1. Processing the M\H Header
A BGP speaker MJST fill M\H Version field to O.

If a M\His received with a Version other than 0, the M\H attribute
MUST be considered invalid, and be treated as Unrecogni zed Non-
transitive attribute.

The "Advertising PNH' field is validated as described in
Section 4.1.2

4.1.2. Validation of M\H agai nst Next hop

When adding a Multi Nexthop attribute to an advertised BGP route, the
speaker MJST put the same next-hop address in the Advertising PNH
field as it put in the Nexthop field inside MP_REACH NLRI attribute
(code 14) if one exists, or the NEXT_HOP attribute (code 3).

A speaker that adds a new M\H attribute to the advertised BGP route,
it MUST record in the "Advertising PNH' field the same next-hop
address as used in MP_REACH NLRI attribute if one exists, or the
NEXT _HOP attribute

A speaker receiving a M\H attribute SHOULD ignore it if the next-hop
address contained in 'Advertising PNH field is not the same as the
next hop address contained in MP_REACH NLRI attribute if one exists,
or the NEXT_HOP attribute. [RFC7606] 'Attribute Discard approach is
used.

In case of [RFC2545], the global (non link-local) |Pv6 address shoul d
be used for this purpose.

As specified in [ RFC7606] BGP update nessage can contain no nore than
one instance of MP_REACH attribute or NEXT HOP attribute. Sinmlarly,
a BGP update MJST contain no nore than one instance of MNH attri bute.
If the M\H attribute (whether recognized or unrecogni zed) appears
nmore than once in an UPDATE nessage, then all the occurrences of the
attribute other than the first one SHALL be di scarded and t he UPDATE
message will continue to be processed. The anomaly MAY be | ogged for
di agnosi s.

4.1.3. Scope of Use, Origination and Propagation
The MNH attribute is intended to be used in a BGP free core, between
egress and ingress BGP speakers that understand this attribute.

These BGP speakers may have an intra-AS or inter-AS BGP session
bet ween t hem
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To avoid un-intentionally |eaking the MN\H to another AS, via a BGP
speaker that does not understand MNH attribute, it is defined as
"optional non-transitive". But this also neans that a RR needs to be
upgraded to support this attribute before any PEs in the network can
make use of it.

Use of MNH on a BGP session is disabled by default. An
i mpl ement ati on MUST provide configuration control on a per BGP
nei ghbor address famly basis, to enable M\H support.

A BGP speaker MJST NOT advertise MNH on a BGP route if M\H support is
not enabl ed for the corresponding address family on the advertising
BGP sessi on.

If the M\H attribute is received on a BGP session where M\H support
is not enabled, the attribute MJST be treated as Unrecogni zed non-
transitive. This rule provides additional protection against
uni nt ended propagation of this attribute, when both BGP speakers
under stand MNH but receiver has not enabled the support. A RFC3392
Capability is not used for this purpose, because it woul d cause
session reset whenever 'MNH support’ config is changed.

Remai ning text in this section apply when both receiving and
advertising BGP sessions are enabled with M\H support.

When a BGP speaker receives the M\H attribute on a BGP route, and re-
advertises it with the nexthop unchanged, it MJST propagate the
attribute unchanged. E.g. a Route Reflector.

When a BGP speaker receives the M\H attribute on a BGP route, and re-
advertises it with the nexthop altered, it processes the attribute
but MUST NOT propagate it as-is. The BGP speaker MAY however attach
a new i nstance of M\H attribute on the re-advertised route, and MAY
derive its value fromthe received M\H

A BGP speaker re-advertising a BGP route with nexthop unchanged MAY
add the M\H attribute on the reflected BGP route, on behalf of the
originating BGP speaker. The "Advertising PNH field" in the MHis
set to the Nexthop field in BGP route being re-adverti sed.

4.1.4. Interaction with Forwarding Info in Rest of Update
A type of forwarding information nay be carried in both the M\H as-

wel |l as remaining portions of the Update nessage. E.g., AIGP, Link
Bandw dt h Ext ended Conmunity.
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The instance of forwarding information carried outside the MH is
associated with the BGP Nexthop (attribute codes 3, 14). The
instance of forwarding information carried inside the MNH attribute
is nore specific, and overrides the one carried outside the MNH It
is associated with the Endpoint (Section 5.3.1) in Forwarding Info
TLV (Section 4.4) that is part of same M\H attri bute.

This rule holds good for any type of forwarding information carried
in the MNH, unless specified otherwi se by that type of forwarding
i nfornation.

An exception to this rule is the MPLS Label stack information carried
in [RFC8277] NLRI field. The Labels carried in the NLR are inposed
as inner labels with the Encapsul ation Info specified in Encap Info
TLV (Section 5.3.3) used as outer encapsul ation.

4.1.5. FError Handling

A TLV or sub-TLV of a certain Type in a M\H attribute can occur only
once, unless specified otherwise by that type value. If multiple

i nstances of such TLV or sub-TLV is received, the instances other
than the first occurrence are ignored.

MNH enpl oys a hierarchical error detection nmechanism where an error
in lower layer TLVs is percolated upwards to the M\H attribute, based
on the Mbit. If the Mbit ina TLVis 0, any error in the TLVis

i gnored and continue processing. |If the Mbit is 1, the TLV is
considered invalid, and the error exception percolates up to the
upper layer TLV, which takes the decision again based on it’'s Mbit,
until the MNH attribute top level. If the Mbits all the way to the
top were set to 1, then the error nakes the M\H invali d.

If processing of a received M\H attribute resulted in an error, then
the "Mbit" is used to decide the action. |If the Mbit is 0, then
the M\H attribute is ignored, [RFC7606] 'Attribute Discard approach
MUST be used, and continue to process rest of the update. If Mbit
is 1, then the BGP Route containing the MNH MUST be consi dered
Unusabl e.

I npl enent ati ons MAY provide policy configuration to set Mbit to 0 on
a M\H attribute being added, this helps with testing inpact of the
MNH on recei ving nodes. Once confident, the M\H attribute can be re-
advertised with Mbit set. This helps in graceful increnenta

depl oynent .

The definition of a certain type of TLV or Sub-TLV in the M\H shoul d

specify init’'s procedures, the value of Mbit to be used. An
i mpl ementati on MAY provide configuration to set or reset the Mbit.
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4.2. NM\H TLV

The type of MNH TLV descri bes how the forwarding i nformation carried
in the MNH TLV is used.

0 1 2 3
01234567890123456789012345678901
B I i st ST S I S S S S S S S S e S S S S ik o S N S S S
|  MNH TLV Fl ags| M\H Type Code | Length |
el i I e i it T e e e e i i T o S e e S e T R R
| Val ue |
BT T o e S e i i S T e e i s TTE P S S S

Figure 3: MN\H TLV
- MNHTLV Flags (1 octet)
01234567
i S e T o
|IRRRRRRRM
i ok It S S R R

All bits are reserved.

M " Mandat ory".
Value 1 indicates that this MNH TLV i s nandatory.
If this MNH TLV is not understood, the M\H attribute
containing it is considered invalid.

R "Reserved"
MJST be set to zero, SHOULD be ignored by receiver.

- M\H Type Code (1 octet)
Type of MNH TLV. 0 is Reserved

- Length
Length of Value portion in octets.

- Val ue
Val ue portion contains the NFI TLV.

A sendi ng BGP speaker advertises the information for one ore nore
next hops in a M\H TLV.

Information received in M\H TLV is used to create the Forwardi ng
state at receiving BGP speaker
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The MNH Type code indicates how the information carried in the TLV is
used at the receiving node.

4.2.1. FError Handling

If invalid Type Code 0 is received, the M\H TLV is ignored
irrespective of "Mbit", and continue to process rest of the update.

If the received Type Code is inconpatible for the prefix in BGP NLRI,
the MNH TLV is considered invalid.

I f an unrecogni zed Type Code is received, or processing of a
recogni zed MNH TLV type results in an error, the TLV is consi dered
i nvalid.

Invalid MNH TLV i s handl ed based on the "Mbit" on the MNH TLV.

If the Mbit is 0, then the M\H TLV is ignored and continue to
process rest of the update. If Mbit is 1, then the M\H attribute
containing this M\NH TLV is considered invalid, triggering the
procedures in Section 4.1.5.

4.3. Nexthop Forwarding Information TLV

A Next hop Forwarding Information TLV describes a M\H TLV. It
contains one or nore Forwarding Instruction TLVs. These Forwarding
Instructions are the Forwardi ng Legs of the M\H.

0 1 2 3
01234567890123456789012345678901
b Lk Tl o e ek

| NFlI Flags | Num Next hops |

B i s T T i i o S o T Ji I
| Forwardi ng Instruction TLV (F.I. TLV) ~
e L o i T T e S th o i R SR
~ Forwardi ng I nstruction TLV (F.1. YLV)

e L o i T e e i o SR NN B SRR A

Figure 4: Nexthop Forwarding Information TLV
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- NFlI Flags (1 octet)

01234567
R S
IRRRRRRRM
T S

M " Mandat ory".
Value 1 indicates that this NFI TLV (Nexthop Leg) is mandatory.
If this Nexthop Leg is not understood, the M\H TLV
containing it is considered invalid.

R "Reserved".
MJST be set to zero, SHOULD be ignored by receiver.

- Num Next hops
Nurmber of F. 1. TLVs.

- Forwarding Instruction TLV
Each F.I. TLV describes a Nexthop Leg.
Layout of Forwarding Instruction TLV is described in next section.

Mbit on a NFI TLV SHOULD be set to 1.
4.3.1. Error Handling

If Num Nexthops in a received NFI is O, it is considered invalid.
Irrespective of Mbit value, the NFI TLV is ignored and renmi ning
update is processed.

The receiving BGP speaker MAY consider the "Num Next hops" value in a
Next hop Forwardi ng I nformati on TLV not acceptable, based on it’s
forwardi ng capabilities or local policy. |In such cases, the NFl TLV
i s considered Invalid.

An Invalid NFI TLV is handl ed based on value of Mbit onit. |If the
Mbit is O, the NFI TLV is ignored, and remaini ng update continue to
be processed. If Mbit is 1, the M\H TLV carrying this NFl is
considered Invalid, triggering the procedures in Section 4.2.1.

4.4. Forwarding Instruction TLV

Each Forwardi ng Instruction TLV describes a Nexthop Leg. It expresses
a "Forwardi ng Action" (FwdAction) along with arguments required to
complete the action. The type of actions defined by this TLV are
given below. The argunents are denoted by "Forwardi ng Argunent
TLVs". The Forwardi ng Argunent TLVs takes appropriate val ues based
on the FwdActi on.
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Each FwdAction shoul d note the Argunments needed to conplete the
action. Any extraneous arguments should be ignored. |If the m ninmum
set of argunents required to conplete an action is not received, the
Forwardi ng Instruction TLV should be ignored. Appropriate |ogging
and di agnostic info MAY be provided by an inplenentation to help
troubl eshoot such scenari os.

0 1 2 3
01234567890123456789012345678901
B T S i T s i i e e SEI S
| F.I. Flags | Rel ati ve Pref | PwdAction |
R i T I e T S S e S TR S T e i I S e S e e e e o o

| Lengt h |

i T s i o S i i S R I S I S S S M
| Fwd Argunent TLV ~
B T S i T s i i e e SEI S
~ Fawd Argunment TLV

R i T I e T S S e S TR S T e i I S e S e e e e o o

Figure 5: Forwarding Instruction TLV
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- F.1. Flags (1 octet)

01234567
R S
IRRRRRRRM
T S

M " Mandat ory".
Value 1 indicates that this Forwarding Instruction is mandatory.
If this instruction is not understood, the NFl TLV
containing it is considered invalid.

R "Reserved".
MJST be set to zero, SHOULD be ignored by receiver.

- Relative Pref (2 octets)
Unsi gned 2 octet integer specifying relative order or preference, anong
the many forwarding instructions, to use in FIB. Al usable nexthop |egs
with lowest relative-pref are installed in FIB as primary-path. Thus if
multiple legs exist with that | owest relative-pref, ECVW is forned.

- PwdAction (1 octet)

Type Code denoting the Forwarding action to be perforned by receiving node.
0 i s Reserved.

- Length (2 octets)
Length in octets, of all Forwarding Argument TLVs.
Definition of a Forwarding Action should specify the set of
forwardi ng argunments required to execute the action, and value of M
bit.
4.4.1. Error Handling

If an Invalid value of 0 is received as FwdAction, the TLV is ignored
irrespective of "Mbit", and continue to process rest of the update..

I f an unrecogni zed or unsupported FwdAction is received, the FI TLV
is considered Invalid.

If a certain Forwarding Action is unable to be executed because the
set of required arguments are not available, the FI TLV is considered
Invalid. |If a certain Forwarding Action is applied to an

i nconpatible NLRI, the FI TLV is considered Invalid.
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An Invalid FI TLV is handl ed based on value of Mbit onit. |If the M
bit is 0, the FI TLV is ignored, and remaining update continue to be
processed. If Mbit is 1, the NFl TLV carrying this NFl is
considered Invalid, triggering the procedures in Section 4.3.1.

4.5. Forwarding Argunent TLV
The Forwardi ng Argunent TLV describes various paraneters required to

execute a PwdActi on.

0 1 2 3

01234567890123456789012345678901
T T T o T i S S i oI S SEp S S S

| F.A Flags | F. A, Type Code | Length |
el i I e i it T e e e e i i T o S e e S e T R R
| Length | Val ue |

e T S S S S S S

Fi gure 6: Forwardi ng Argument TLV
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- F.A Flags (1 octet)

01234567
R S
|IRRRRRECM
T S

M " Mandat ory".
Value 1 indicates that this argunent is mandatory for the Forwardi ng Action

If this argurment is not understood, the FI TLV containing it
is considered invalid.

C. "Cumul ative".
Request nodes to accunul ate value in re-adverti sed M\H.
By default Forwarding Argunents are not cunulative, so Chit is O
unl ess otherw se specified by the forwardi ng argunent type.

E: "Egress Attached".
This bit is maintained when C bit is set to 1.
E bit is set to 1 if a cunmulative argunent is being added to a route
with enpty AS-path.

R "Reserved".
MUST be set to zero, SHOULD be ignored by receiver.

- F. A Type Code (2 octets)
Type Code of Forwarding Argunment. 0 i s Reserved.
- Length (2 octets)

Length in bytes of Value field.

The C bit is set to 1 on attributes that need to be accunul at ed
across BGP nexthop-self propagation hops. |If a received M\H has a FA
with Chbit 1, it MIST be set to 1 on the FA inserted in any
advertised M\H al so. The value of the FA in the advertised M\H MAY
be derived fromthe value of the FAin the received MN\H. The
specific FA SHOULD define the procedure on how the accumrul ati on of

val ue happens for the specific type of FA

If a received M\H has a FAwith C bit 1, and receiving speaker is

unable to performthe accunul ation of FA, it MJST NOT include the FA
type in any advertised M\H.
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A FA that need to be accumnul ated end-to-end may want to know if the
curmul ati ve val ue denotes the path until the Egress node. The E bit
denotes that the FA was originated by the Egress node that originated
this BG® route. The E bit is set to 1 by the node adding the FA, if
the AS-path on the route is enpty. The E bit value received on a M\H
MJUST be propagated on the M\H added to the re-advertisenent. This

all ows the Ingress node to see the E bit value set by the Egress

node.

4.5.1. FError Handling

If an Invalid F. AL Type Code value of 0 is received, the TLV is
ignored irrespective of "Mbit", and continue to process rest of the
updat e. .

If an unrecogni zed F. AL Type Code is received, the FA TLV is
consi dered Invalid.

An Invalid FA TLV is handl ed based on value of Mbit onit. |If the M
bit is 0, the FA TLV is ignored, and remaini ng update continue to be
processed. If Mbit is 1, the FI TLV carrying this FA is considered
Invalid, triggering the procedures in Section 4.4.1

4.6. Interaction with Addpath
[ ADDPATH- GUI DELI NES] suggests the foll ow ng:
"Diverse path: A BGP path associated with a different BGP next-hop
and BGP router than sone other set of paths. The BGP router
associated with a path is inferred fromthe ORIG NATOR ID attribute
or, if there is none, the BGP Identifier of the peer that advertised
the path."
When sel ecting "diverse paths" for ADD PATH as specified above, the
IMNH attribute should al so be conpared if it exists, to deternine if
two routes have "different BGP next-hop".

4.7. Path Sel ection Considerations

4.7.1. Determning | GP Cost
Wiile tie breaking in the path-selection as described in [ RFC4271],
9.1.2.2. step (e) viz. the "I GP cost to nexthop", consider the
hi ghest cost ampong the nexthop-legs present in this attribute.

The 1 GP cost thus calculated is al so used when constructing AlGP TLV
([ RFC7311])
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5. TLVs Defined In This Document

This section describes the initial set of M\H TLVs, Forwarding
I nstructions and Argunents that this docunent defines.

5.1. M\H TLVs

The type of MNH TLV descri bes how the forwarding i nformation carried
in the MNH TLV i s used.

Thi s docunent defines the following M\H TLV types:

M\H Type Code Meani ng
0 Reserved
1 Primary forwardi ng path
2 Backup forwardi ng path
- Length

Length of Value portion in octets.

- Val ue
Val ue portion contains the NFl TLV.

Type codes 1 and 2 are applicable for upstream all ocated prefixes,
exanple I P, Upstream MPLS | abel s, Fl owspec routes.

Not e that usage of Type code 1 in a BGP route containing IP prefix
gives simlar result as advertising the route with nexthop contained

in BGP path-attributes: Nexthop (code 3) or MP_REACH NLRI (code 14)

Upstream al | ocation for MPLS routes is achieved by using nechanisns
expl ai ned i n [ MPLS- NAMESPACES] .

If an invalid Type Code O is received, the TLV is ignored, and
continue to process rest of the update.

If the received Type Code is inconpatible for the prefix in BGP NLRI
the TLV shoul d be ignored.

5.1.1. Primary Forwardi ng Path

This is a M\H TLV (Section 4.2) with M\H Type Code = 1, called
"Primary Forwardi ng Path"
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5

1.

This TLV describes forwarding state to be programred at receiving
speaker as Primary Path nexthop leg. This TLV is used with Upstream
al | ocated or gl obal scope prefixes carried in BGP NLRI. Value part
of this TLV contains Nexthop Forwardi ng Information TLV.

A BGP speaker uses the nexthop forwardi ng information received in
this TLV as a primary path nexthop | eg when progranm ng the route for
the NLRI prefix in its Forwarding table.

0 1 2 3
01234567890123456789012345678901
i R L s e T e R h th s i S SR N S
|  MHTLV Flags|] MH Type =1 | Lengt h |
B I i st ST S I S S S S S S S S e S S S S ik o S N S S S
| Next hop Forwardi ng I nformation TLV |
el i I e i it T e e e e i i T o S e e S e T R R

Figure 7: Primary forwardi ng path TLV
2. Repair Forwarding Path

This is a MNH TLV (Section 4.2) with M\H Type Code = 2, called
"Repair Forwardi ng Path"

This TLV describes forwarding state to be progranmed during traffic
repair at receiving speaker. i.e. This TLV is used to program a
backup/repair path. This TLV is used with Upstream al |l ocated
prefixes or gl obal scoped prefixes. Value part contains Nexthop
Forwardi ng I nformation TLV.

Signaling a different nexthop for use as backup path is desirable in
some | abel ed forwardi ng scenarios, where two nultihomed edge devices
use each other as backup path to protect traffic when primary path
fails.

This is required to avoid | abel advertisenment oscillation between the
mul ti honed PEs when they inplenent per-nexthop | abel allocation node.

The | abel advertised by a PEL for primary path advertisenent is

al | ocat ed/ forwarded using external paths as prinmary | eg and backup-
path | abel from other multihomed PE2 as backup-path | abel. Such that
primary-path | abel allocation at PEL is not a function of the
primary-path | abel advertised by PE2. Thus the primary path | abe
remai ns stable at a PE and does not change when a new primary path

| abel is received fromthe other nmulti homed PE. This prevents the

| abel oscillation problem
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0 1 2 3
01234567890123456789012345678901
T S T I Al ol ST SN S S S S S S S S S i S SIS SN S O Y
|  MHTLV Flags|] MH Type = 2 | Lengt h |
I I i i S S
| Next hop Forwardi ng I nformation TLV |
i I i i S i i i I e it S

Figure 8: Repair forwarding path TLV

The backup path | abel allocated and advertised by a PEis a function
of only the primary path. E. g. path to the CE device. So this |abe
val ue does not change when a new |l abel is received fromthe other

mul ti homed PE

5.2. Forwarding Actions in FI TLV

Each Forwardi ng Instruction TLV describes a Nexthop Leg. It expresses
a "Forwardi ng Action" (FwdAction) along with arguments required to
complete the action. The type of actions defined by this TLV are
given below. The argunents are denoted by "Forwardi ng Argunent

TLVs". The Forwardi ng Argunent TLVs takes appropriate val ues based
on the FwdActi on.

Each FwdAction shoul d note the Arguments needed to complete the
action. Any extraneous arguments should be ignored. |If the m ninmm
set of argunents required to conplete an action is not received, the
Forwardi ng I nstruction TLV should be ignored. Appropriate |ogging
and di agnostic info MAY be provided by an inplenentation to help
troubl eshoot such scenari os.
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Fol I owi ng Forwardi ng Actions are defined by this docunent.

FwdAct i on Meani ng
0 Reserved
1 Forward
2 Pop- And- For war d
3 Swap
4 Push
5 Pop- And- Lookup
6 Replicate

Forwardi ng Instruction TLV with unknown FwdAction shoul d be ignored, skipped
and rest of the attribute processed; gracefully handling the error. The event
may be appropriately | ogged for diagnosis.

- Length (2 octets)

Length in octets, of all Forwardi ng Argument TLVSs.

Meani ng of nobst of the above FwdAction semantics is well understood.
FwdAction 1 is applicable for both I P and MPLS routes. FwdActions
2-5 are applicable for encapsul ated payl oads (li ke MPLS) only.
FwdActions 1, 6 are applicable for Flowspec routes for Redirect and
Mrror actions. FwdAction 6 can also be used to indicate multicast
replication like functionality.

The "Forward" action nmeans forward the | P/ MPLS packet with the
destination prefix (IP-dest-addr/MPLS-I|abel) val ue unchanged. For |IP
routes, this is the forwardi ng-action given for next-hop addresses
contained in BGP path-attributes: Nexthop (code 3) or MP_REACH NLRI
(code 14). For MPLS routes, usage of this action is equivalent to
SWAP wi th sane | abel -val ue; one such usage is explained in

[ MPLS- NAMESPACES] when Upstream | abel -all ocation is in use.

The " Pop- And- Forwar d" action means Pop the payl oad header (e.qg.
MPLS-| abel ) and forward the payl oad towards the Nexthop | P-address
specified in the Endpoint Id TLV, using appropriate encapsulation to
reach the Next hop.

When applied to MPLS packet, the "Pop-And-Lookup" action may result
in a MPLS-Iookup or an upper-layer header (like IPv4, 1Pv6) | ookup,
dependi ng on whet her the | abel that was popped was the bottom of
stack | abel
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If an inconpatible FwdAction is received for a prefix-type, or an
unsupported FwdAction is received, it is considered a senmantic-error
and MJST be dealt with as explained in "Error handling procedures”
section.

5.3. Forwardi ng Argunent TLVs
The Forwardi ng Argunent TLV describes various paraneters required to
execute a FwdActi on.
Fol | owi ng types of Forwarding Argunent are defined by this docunent.

F. A. Type Code Meaning

0 Reserved

1 Endpoi nt ldentifier

2 Path Constraints

3 Payl oad encapsul ation info signaling
4 Endpoi nt attributes advertisenent

- Length (2 octets)

Length in bytes of Value field.

5.3.1. Endpoint Identifier

This is a Forwardi ng Argunent (Section 4.5) with F.A  Type Code = 1.
It identifies an Endpoint of certain type.

0 1 2 3
01234567890123456789012345678901
T I T S S i T T S AR

| F.A Flags | F. A, Type Code =1 | Length |
i e e e e s i i S S b i o I R St
| Lengt h | Endpoint Type | Endpoint Len | Endpoint Val ue|

B i s T T i i o S o T Ji I
| Endpoi nt Val ue |
R e s T o T S R El ok i R e e S S e o o s

Figure 9: Endpoint ldentifier
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- F.A Flags (1 octet)
As defined in Forwarding Argunent TLV.

- Length (2 octets)
Length in bytes of Value field.

Endpoi nt Type Val ue Len (octets)
0 Reserved
1 | Pv4 Address 4
2 | Pv6 Address 16
3 MPLS Label (Upstream 4

al l ocated or
G obal scope)
Fwd Context RD
Fwd Context RT

g s~
0o 00

- Endpoint Len (1 octet)

Length in bytes of Endpoint Value field.

5.3.2. Path Constraints

This is a Forwardi ng Argunent (Section 4.5) with F.A  Type Code = 2.
It defines Constraints for Path to the Endpoint..

0 1 2 3
01234567890123456789012345678901
T T T o T i S S i oI S SEp S S S

| F.A Flags | F.A. Type Code = 2 | Length |
B T S i T s i i e e SEI S
| Length | ConstrainType | Constrain Len | ConstrainVal ue|

I S i o T s S S S e s s T
| Const r ai nVal ue |
B i aT T e e o S o S S S I T et sl o ST S S S S S S

Figure 10: Path Constraints
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- F.A Flags (1 octet)
As defined in Forwarding Argunent TLV.

- Length (2 octets)
Length in bytes of Value field.

Constrai nType Val ue Len (octets)
0 Reserved
1 Proximty check 2
2 Transport Cass I D (Color) 4
3 Load bal ance factor 2

- Constrain Len (1 octet)
Length in bytes of Constrain Value field.

- Proximty check Flags (2 octets)
Fl ags descri bi ng whet her the nexthop endpoint is expected to be single hop
away, or nultihop away. Format of flags is described in next section.

- Transport Class ID (Color):

This is a 32 bit identifier, associated with the Nexthop address.
The Next hop | P-address specified in "Endpoint Identifier" TLVs
are resol ved over tunnels of this color.

Defined in [BG-CT] [draft-ietf-idr-bgp-ct]

- Load bal ance factor (2 octets)
Bal ance Percent age

5.3.2.1. Proximty Check

Usual | y EBGP si ngl ehop received routes are expected to be one hop
away, directly connected. And |IBGP received routes are expected to
be nultihop away. |Inplementations today provide configuring
exceptions to this rule.

The 'expected proximty' of the Nexthop can be signaled to the
receiver using the Proximty check flags. Such that irrespective of
whet her the route is received from|BGP/ EBGP peer, it can be treated
as a single-hop away or nultihop away nexthop

The format of the Proximty check Sub-TLV is as foll ows:
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0 1 2 3
01234567890123456789012345678901
i S S T i S S e e i S S S S

| F.A Flags | F.A. Type Code = 2 | Length |
I i i S i it TS S S
| Lengt h | Constrai nType=1| Len = 2 |

e L e L e el o e e e T
| Proximty Check Fl ags |
B il s S S S S I S i

- F.A Flags (1 octet)
As defined in Forwarding Argunent TLV.

- Length (2 octets)
Length in bytes of Value field.

- Proximty check Flags (2 octets)

0123456789012345
S i S i S S S S S S
|ISMRRRRRRRRRRRRRR
i S S S S S

S: Restrict to Singlehop path.
M Expect Miltihop path.
R Reserved. MJST be set to zero, SHOULD be ignored by receiver.

Figure 11: Proxinmty check constrain

This TLV would be valid with Forwardi ng Instructions TLV with
FwdActi on of Forward, Pop-And-Forward, Swap or Push.

When S bit is set, receiver considers the nexthop valid only if it is
directly connected to the receiver.

Wen Mbit is set, receiver assunes that the nexthop can be multiple
hops away, and resolves the path to the nexthop via another route.

When both S and Mbits are set, Mbit behavior takes precedence.
When both S and Mbits are Clear, the current behavi or of deriving
proxinmity frompeer type (EBGP is singlehop, IBG is nultihop) is
fol | owed.
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5.3.2.2. Transport Cass |ID (Col or)

The Nexthop can be associated with a Transport Cass, so as to
resolve a path that satisfies required Transport tunnel
characteristics. Transport Class is defined in [ BGP-CT]

Transport Class is a per-nexthop scoped attribute. Wthout M\H, the
Transport class is applied to the nexthop | P-address encoded in the
BGP- Next hop attribute (code 3), or inside the MP_REACH NLRI attribute
(code 14). Wth MNH, the Transport Cl ass can be specified per

Next hop-Leg (Forwarding Instruction TLV). It is applied to the |P-
address encoded in the Endpoint ldentifier TLV of type "IPv4
Address", "IPv6 Address" , "MPLS Label (Upstream allocated or d obal
scope) ".

The format of the Transport Class ID Sub-TLV is as foll ows:
0 1 2 3

01234567890123456789012345678901
T T T o T i S S i oI S SEp S S S

| F.A Flags | F.A. Type Code = 2 | Length |
B T S i T s i i e e SEI S
| Length | Constrai nType=2| Len = 4 | Transport.. |

I S i o T s S S S e s s T
| .. Cass ID (4 bytes) |
il s ST I S S I S T T S

- F.A Flags (1 octet)
As defined in Forwarding Argunent TLV.

- Length (2 octets)
Length in bytes of Value field.

- Transport Class ID (Color):
This is a 32 bit identifier, associated with the Nexthop address.
The Next hop specified in Endpoint ldentifier TLVs
are resolved over tunnels of this color.
Defined in [BGP-CT] [draft-ietf-idr-bgp-ct]
Figure 12: Transport Class |ID (Col or)
This TLV would be valid with Forwardi ng Instructions TLV with
FwdActi on of Forward, Swap or Push.

5.3.2.3. Load Bal ance Factor
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0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I
| F.A Flags | F.A. Type Code = 2 | Length |
i T o i T e it o i RIS S
| Lengt h | Constrai nType=3| Len = 2 | Bal ance. . |
i e e L e i e S e e e o i R TR SR B S
| .. Percentage |
i ok ST S R TR

F.A. Flags (1 octet)
As defined in Forwarding Argunent TLV.

- Length (2 octets)
Length in bytes of Value field.

- Len (1 octet)
Length of the Constrain Value field.

- Bal ance Per cent age:
This is the explicit "bal ance percentage" requested by the sender,
for unequal | oad-bal ancing over these Nexthop-Descriptor-TLV | egs.
Thi s bal ance percentage woul d override the inplicit
bal ance- percent age cal cul ated using "Bandw dth" attribute
sub- TLV.

Figure 13: Load Bal ance Fact or

This sub-TLV would be valid with Forwarding Instructions TLV with
FwdActi on of Forward, Swap or Push

This is the explicit "bal ance percentage" requested by the sender,
for unequal | oad-bal ancing over these Nexthop-Descriptor-TLV | egs.
Thi s bal ance percentage woul d override the inplicit bal ance-
percent age cal cul ated using "Bandwi dth" attribute sub-TLV

When the sum of "bal ance percentage" on the nexthop | egs does not
equal 100, it is scaled up or down to match 100. The i ndividua
bal ance percentages in each nexthop leg are al so scal ed up or down
proportionally to deternmine the effective bal ance percentage per
next hop | eg.

5.3.3. Payl oad Encapsul ation Info

This is a Forwardi ng Argunent (Section 4.5) with F.A  Type Code = 3.
It defines Payl oad Encapsul ati on I nformation.
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0 1 2 3
01234567890123456789012345678901
i S S T i S S e e i S S S S

| F.A Flags | F. A. Type Code =3 | Length |
i T o i T e it o i RIS S
| Lengt h | Encap Type | Encap Len |

e i o e e i i S e b ok ok I RN
| Encap Val ue |
T S T I Al ol ST SN S S S S S S S S S i S SIS SN S O Y

Fi gure 14: Payl oad Encapsul ation Info

F.A. Flags (1 octet)
As defined in Forwarding Argunent TLV.

- Length (2 octets)
Length in bytes of Value field.

Endcap Type Val ue

0 Reser ved

1 MPLS Label Info

2 SR MPLS | abel I ndex Info
3 SRv6 SID info

4 DSCP code poi nt

- Encap Len (2 octets)

Length in octets of Encap Value field.

5.3.3. 1. MPLS Label Info

0 1 2 3
01234567890123456789012345678901
e T S S S e i i S DU S S S S R S T S S

| F.A Flags | F. A. Type Code =3 | Length |
B i s T T i i o S o T Ji I
| Length | Encap Type=1 | Encap Len |
i S i s S it SH DR SR
| L.V. Flags (2 bytes) |

T Sl I S s

| MPLS Label (20 bits) |Rsrv | S~

B i T S S S s

MPLS Label (20 bits) |Rsrv |
B S S il i i i
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Fi gure 15: MPLS Label Info

F.A. Flags (1 octet)
As defined in Forwarding Argunent TLV.

- Length (2 octets)
Length in bytes of Value field.

- Encap Type
=1, to signify MPLS Label Info.

- Encap Len (2 octets)
Length in bytes of follow ng Encap Val ue fi el d.

- L.V. Flags (2 octets):

0123456789012345
i S S T S S S s
|ERRRRRRRRRRRRRRR
T

E: ELC bit. Indicates if this egress NH is Entropy Label Capabl e.
1 neans the Entropy Label capable.
0 neans not capable to handl e Entropy Label.

R Reserved. MJST be set to zero, SHOULD be ignored by receiver.

- MPLS Label, Rsrv, S bit.
20 bit MPLS Label stack encoded as in RFC 8277.
S bit set on last |abel in |abel stack.

5.3.3.2. SR MPLS Label Index Info

0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I
| F.A Flags | F. A. Type Code =3 | Length |
i T o i T e it o i RIS S
| Lengt h | Encap Type=2 | Encap Len |
i e e L e i e T e e e S R e e o e S
| RESERVED | LI Fl ags | Label .. |
B i s T T i i o S o T Ji I
| .. I ndex |

e T i e R e T T
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Fi gure 16: SR MPLS Label Index Info
- F.A Flags (1 octet)

As defined in Forwarding Argunent TLV.

- Length (2 octets)
Length in bytes of Value field.

- Encap Type
=2, tosignify SR MPLS SID Info.

- Encap Len (2 octets)
Length in bytes of follow ng Encap Val ue fi el d.

Rest of the value portion is encoded as specified in RFC- 8669 sec 3. 1.
- RESERVED: 8-bit field. MJST be set to zero, SHOULD be ignored by receiver.

- LI Flags: 16 bits of flags. None defined. MJST be set to zero, SHOULD be ignored by
receiver.

- Label | ndex:
32-bit value representing the index value in the SRGB space.
5.3.3.3. SRv6 SID Info
0 1 2 3

01234567890123456789012345678901
e T S S S e i i S DU S S S S R S T S S

| F.A Flags | F. A. Type Code =3 | Length |
B i s T T i i o S o T Ji I
| Length | Encap Type=3 | Encap Len |

T T i s T b I S S S e o
| .. SRv6 SID Info (variable) |
e Rt T i i e o o s NI SN TR I S

Figure 17: SRv6 SID Info
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F.A. Flags (1 octet)
As defined in Forwarding Argunent TLV.

Length (2 octets)
Length in bytes of Value field.

Encap Type
= 3, to signify SRv6 SID Info.

Encap Len (2 octets)
Length in bytes of follow ng Encap Val ue fi el d.

SRv6 SID I nfo:
SRv6 SID Information, as specified in RFC- 9252 sec 3.1

5.3.3.4. DSCP

0 1 2 3
01234567890123456789012345678901

B i s T T i i o S o T Ji I
| F.A Flags | F.A. Type Code = 3 | Length |
i T o i T e it o i RIS S
| Lengt h | Encap Type=4 | Encap Len |
i e e L e i e T e e e R e R C R s
| DSCP code poi nt |

i ok ST S R TR

Fi gure 18: DSCP

F.A. Flags (1 octet)
As defined in Forwarding Argunent TLV.

- Length (2 octets)
Length in bytes of Value field.

- Encap Type
= 4, to signify DSCP code point.

- Encap Len (2 octets)
= 1, Length in bytes of follow ng Encap Val ue field.

- DSCP code point:
DS Field, as specified in RFC 2474 sec 3.
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5.3.4. Endpoint Attributes

This is a Forwarding Argunent (Section 4.5) with F. A  Type Code = 4.
It defines Attributes of an Endpoint.

0 1 2 3

01234567890123456789012345678901
B i s T T i i o S o T Ji I
| F.A Flags | F.A. Type Code = 4 | Length |
R T e i e i i S L S s il o T SR R R S
| Length | Attrib Type | Attr Len | Attr Value |
R et e s i o e s i i
| Attr Val ue |
B i s T T i i o S o T Ji I

Fi gure 19: Endpoint attributes

EP Attrib Type Attrib Val ue Attrib Len (octets)
0 None
1 Endpoi nt Bandwi dt h 8
2 Accumul ated Metric Vari abl e

5.3.4.1. Endpoint Bandw dth
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0 1 2 3
01234567890123456789012345678901
i S S T i S S e e i S S S S

| F.A Flags | F.A. Type Code = 4 | Length |
i i i T i I S i e s o o i i
| Lengt h | Attrib Type 1| Attr Len=8 | Attr Value

e e L o T T e e i i i R T S N R SR SR o I+
| Bandwi dth (8 octets) |
B i s T T i i o S o T Ji I
| Bandwi dth (contd.) |
e L i i T R  h th o i R S S

- F.A Flags (1 octet)
As defined in Forwarding Argunent TLV.

- Len (2 octets)
Length in bytes of renmaining portion of SubTLWV.

- Bandwi dth
The bandwi dth to the endpoint expressed as 8 octets,
units being bits per second.
Fi gure 20: Endpoi nt Bandwi dth
This sub-TLV would be valid with Forwarding Instruction TLV with
FwdActi on of Forward, Swap or Push.

5.3.4.2. Accunulated Metric to Endpoint
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0 1 2 3
01234567890123456789012345678901

i S S T i S S e e i S S S S

F.A. Flags | F.A. Type Code = 4 | Length |

T o i S S I S S SEp e SEp I S S S S T ok

Length | Attrib Type 2] Metric Type | Metric Len |

S R s S S U S R SR S U S S

Metric Value (variable) |

T S S T o S S S ity S S SER S S S

- F.A Flags (1 octet)
As defined in Forwarding Argunent TLV.

C. Cumul ative bit is set to 1 by originator of this argunent.

Len (2 octets)
Length in bytes of remaining portion of SubTLV.

Metric Type: Type from"I1GP Metric-Type" | ANA registry under | GP Parameters
Fol | owi ng types are defined by this docunment to be accunul at ed:

0 ICGP Metric

1 Mn Unidirectional Link Delay as defined in [ RFC8570, Section 4.2]

Metric Len: Length in octets of Metric Value field.
| GP Metric: 4
M n Unidirectional Link Delay: 4

Metric Val ue:
I GP Metric: 4 octet Accunul ated | GP cost
M n Unidirectional Link Delay: 4 octet Accurul ated min delay in mcroseconds.

Figure 21: Accunulated Metric to Endpoint

This sub-TLV would be valid with Forwarding Instruction TLV with
FwdActi on of Forward, Swap or Push.

Scal i ng Consi derati ons

The MNH attribute allows receiving nmultiple nexthops on the sane BGP
session. This flexibility also opens up the possibility that a peer
can send | arge nunber of nultipath (ECMP/ UCMP/ FRR) next hops that may
overwhel mthe | ocal systenis forwarding plane. Prefix-limt based
checks will not avoid this situation.
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To keep the scaling limts under check, a BGP speaker MAY keep
account of nunber of unique multipath nexthops that are received from
a BGP peer, and inpose a configurable max-limt on that. This is
especially useful for EBGP peers.

A good scaling property of conveying nultipath nexthops using the M\H
attribute with N nexthop | egs on one BGP session, as agai nst BGP
routes on N BGP sessions is that, it limts the anount of
transitionary multipath conbinatorial state in the |latter nodel
Because the final nultipath state is conveyed by one route update in
determnistic manner, there is no transitionary nultipath
conbi natorial explosion created during establishnent of N sessions.

7. | ANA Consi derations

Thi s docunent nakes request to IANA to all ocate the foll ow ng codes
in BGP attributes registry.

7.1. BGP Path Attributes

A new BGP attribute code TBD for "BGP Multi Nexthop Attribute
(MULTI _NEXT_HOP)", in "BGP Path Attributes" registry.

7.2. Capability Codes
Thi s docunent nakes request to |ANA to all ocate a BGP capability code
TBD for "BGP Multi Nexthop Attribute (MIULTI_NEXT _HOP), in "Capability
Codes" registry.

7.3. BGP MultiNextHop Attribute

Thi s docunent requests IANA to create a new registry group for
Mul ti Next Hop attribute, and the following registries init.

7.3.1. MiltiNextHop (MNH) TLV Types

This is a Registry for Type codes in Section 4.2 "MJLTI _NEXT_HOP TLV'
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Under "Border Gateway Protocol (BGP) Paraneters",
Regi stry Group: BGP Miulti NextHop Attribute

Regi stry Name: Milti Nexthop (M\H) TLV Types

M\H Type Code Meani ng

0 Reserved

1 Primary forwardi ng path
2 Backup forwardi ng path
3-254 Unassi gned

255 Reserved

Ref erence: This docunent.
Regi stration Procedure(s)
Future assignnents are to be nade using either the Standards Action
process defined in [RFC2434], or the Early | ANA All ocation process
defined in [ RFC4020] .
7.3.2. Forwarding Action Types

This is a Registry for Type codes in Section 4.4 "Forwarding
I nstruction TLV"
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Under "Border Gateway Protocol (BGP) Paraneters"”
Regi stry Group: BGP Miulti NextHop Attribute
Regi stry Name: Forwardi ng Action Types

FwdAct i on Meani ng
Reserved
Forward

Pop- And- For war d
Swap

Push

Pop- And- Lookup
Replicate
Unassi gned
Reserved

~NOoO O~ WNEFO

N

<J"| 1

a1 N
ol
a

Ref erence: This docunent.
Regi stration Procedure(s)
Future assignnents are to be nmade using either the Standards Action
process defined in [ RFC2434], or the Early I ANA Al location process
defined in [ RFC4020] .
7.3.3. Forwardi ng Argunent Types

This is a Registry for Type codes in Section 4.5 "Forwarding
Argunents TLV"
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Under "Border Gateway Protocol (BGP) Paraneters"”
Regi stry Group: BGP Miulti NextHop Attribute

Regi stry Name: Forwardi ng Argunent Types

F. A. Type Code Meani ng
0 Reserved
1 Endpoi nt ldentifier
2 Path Constraints
3 Payl oad encapsul ation info signaling
4 Endpoi nt attri butes adverti sement
5- 65534 Unassi gned
65535 Reserved

Ref erence: This docunent.
Regi stration Procedure(s)
Future assignnents are to be made using either the Standards Action
process defined in [RFC2434], or the Early I ANA All ocation process
defined in [ RFC4020].
7.3.4. Endpoint Types

This is a Registry for Type codes in Section 5.3.1 "Endpoi nt
Identifier" Forwardi ng Argunent.
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Under "Border Gateway Protocol (BGP) Paraneters",
Regi stry Group: BGP Miulti NextHop Attribute

Regi stry Name: Endpoi nt Types

0 Reserved

1 | Pv4 Address

2 | Pv6 Address

3 MPLS Label

4 Fwd Cont ext RD
5 Fwd Context RT
6- 254 Unassi gned

255 Reser ved

Ref erence: Thi s docunent.
Regi stration Procedure(s)
Future assignnents are to be made using either the Standards Action
process defined in [RFC2434], or the Early I ANA Al l ocati on process
defined in [ RFC4020].
7.3.5. Path Constrain Types

This is a Registry for Type codes in Section 5.3.2 "Path Constrain"
Forwar di ng Argunent.
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Under "Border Gateway Protocol (BGP) Paraneters"”
Regi stry Group: BGP Miulti NextHop Attribute

Regi stry Name: Path Constrain Types

Constrai nType Val ue
0 Reserved
1 Proximty check
2 Transport Cass I D (Color)
3 Load bal ance factor
4- 254 Unassi gned
255 Reserved

Ref erence: This docunent.
Regi stration Procedure(s)
Future assignnents are to be nmade using either the Standards Action
process defined in [RFC2434], or the Early I ANA All ocation process
defined in [ RFC4020] .
7.3.6. Encapsul ation Types

This is a Registry for Type codes in Section 5.3.3 "Payl oad
Encapsul ati on I nfo" Forwardi ng Argumnent.
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Under "Border Gateway Protocol (BGP) Paraneters"”
Regi stry Group: BGP Miulti NextHop Attribute

Regi stry Name: Encapsul ation Types

Encap Type Val ue

0 Reserved

1 MPLS Label Info

2 SR MPLS | abel Index Info
3 SRv6 SID info

4 DSCP code point

5-254 Unassi gned

255 Reserved

Ref erence: This docunent.
Regi stration Procedure(s)
Future assignnents are to be made using either the Standards Action
process defined in [RFC2434], or the Early I ANA All ocation process
defined in [ RFC4020].
7.3.7. Endpoint Attribute Types

This is a Registry for Type codes in Section 5.3.4 "Endpoint
attributes" Forwardi ng Argunent.
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Under "Border Gateway Protocol (BGP) Paraneters"”
Regi stry Group: BGP Miulti NextHop Attribute

Regi stry Name: Endpoint Attribute Types

EP Attrib Type Attrib Val ue
0 Reserved
1 Bandwi dt h
2 Accunul ated Metric to Endpoint
3-254 Unassi gned
255 Reserved

Ref erence: This docunent.

Regi stration Procedure(s)
Future assignnents are to be nade using either the Standards Action
process defined in [RFC2434], or the Early | ANA All ocation process
defined in [ RFC4020] .

Note to RFC Editor: this section may be renoved on publication as an
RFC.

8. Security Considerations

The MNH attribute is defined as optional non-transitive BGP
attribute, such that it does not accidentally get propagated or

| eaked via BGP speakers that don't support this feature, especially
does not unintentionally | eak across EBGP boundari es.

MNH may be used to advertise nexthop with MPLS | abel in various BGP
famlies. |In scenarios where MPLS is enabled on link to a device in
an untrusted domain, e.g. a PE-CE link or ASBR-ASBR inter-AS |ink,
security can be provi ded agai nst MPLS | abel spoofing by using MPLS
context tables as described in MPLS enabl ed CE (Appendix A 9.2).
Such that only MPLS traffic with | abels advertised to the BGP speaker
are allowed to forward. However, the PE may not be able to perform
any checks based on inner payload in the MPLS packet since it
perfornms | abel swap forwarding. Such 'inner payload based checks
may be offl oaded to a downstream node that forwards and processes

i nner payload, e.g., an IP router having full FIB. These security
aspects shoul d be consi dered when usi ng MPLS enabl ed CE devi ces.

Contri butors
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Appendi x A.  Exanpl e of Use-cases

Thi s section describes various exanpl e use-cases of the MH
attribute.

A. 1. Signaling WECMP to I ngress Node

Thi s section describes how MNH can be used to provi de wei ghted equal
cost multipath in a network fabric, while not increasing RI B scale.

[ RR1]

+- [ P21] |
+- [ P22]
. +- [ P23] ).
[R1]. +[P24] .. (_ ) .. [R2]
: +- [ P25] (._..)
+- [ P2n]

<---- Traffic Direction ----
Fi gure 22: WECMP wi t hout increasing RIB scale

Figure 22 shows a network with BGP speaker Rl connected to a number
of routers P21 .. P2n in its region. Rl is eSNand R2 is i SN for the
IP traffic in consideration. BGP service famlies |IPv4 Unicast (AFI/
SAFl: 1/1) and I Pv6 Unicast (AFI/SAFI: 2/1) are negotiated on the BGP
sessions between RRL - Rl and RR1 - R2. RRl reflects the BGP routes
between R1 and R2 with next hop unchanged.

VWhen M\H is not in use, Rl advertises "n" BGP Addpath routes for a
service prefix Pfx1l, each having a distinct next hop, P21 .. P2n, and
desired Link Bandwi dt h Extended Comunity. These Addpath routes wll
be received by R2, which can do WECWP based on the Link Bandw dth

Ext ended Communities attached on the routes. This nodel increases
RIB scale by "n" times, so that WECMP can be achi eved.

When MNH is used in this network, Rl advertises a single BGP route
for prefix Pfx1l, which contains a M\NH attribute with "n" next hops,
each carrying the desired |link bandw dth using Section 5.3.2.3 or
Section 5.3.4.1

This all ows achi eving VECVMP in the network without increasing R B
scal e.
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A.2. Signaling Optinmal Forwarding Exit-points to |Ingress Node

In a BGP free core, one can dynamcally signal to the ingress-node,
how traffic should be | oad-bal anced towards a set of exit nodes, in
one BGP-route containing this attribute.

Exanpl e, for prefixl, performequal |oad bal ancing towards exit nodes
A, B; where as for prefix2, performweighted | oad bal anci ng (40%
30% 30% towards exit nodes A B, C

Exampl e, for prefixl, use PE1l as prinmary-nexthop and use PE2 as a
backup- next hop.

A.3. Load balancing to nultiple CEs in a VRF
Thi s section describes how MNH can be used to provide | oad bal anci ng

and entropy in a provider network for traffic destined to nmultiple
CEs in a VRF, without increasing R B scale.

[ RR1]
[CEL]. i
[CE2] . ().,
JIPE1] .. (L ) .. [PE2]
[CE3] . (._..)
[CE4].
<---- Traffic Direction ----

Figure 23: Load balancing to multiple CEs in a VRF

Fi gure 23 shows a L3VPN network with multiple CE devices connected to
the sane VRF at PE1l. The VRF is configured with a RD: RD1, and uses
"per next hop" | abel allocation node to advertise the CE routes to
L3VPN core. PEl1 is eSN and PE2 is iSN for the IP traffic in

consi deration. CEl..CE4 advertise route for same prefix Pfx1l in BGP
service famlies I Pv4 Unicast (AFI/SAFI: 1/1) negotiated on the BGP
sessions between the CEs and PE1. BGP L3VPN address famly (AFI/
SAFl: 1/128) is negotiated between PE1 - RR1l, and RRlL - PE2. RR1
reflects the BGP routes between PE1 and PE2 with next hop unchanged.
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PE1 woul d typically advertise to RR1L only the best path for prefix
Pfx1 out of routes received fromCEl..CE4. Using per CE RD or
Addpath for L3VPN famly may allow PEL1 to advertise all CE routes to
the RR, with an increase in RIB scale. This nodel increases R B
scale by "n" times, where 'n’ is the nunber of CEs.

When MNH is used in this network, PEl advertises a single BGP L3VPN
route for prefix Pfx1l, which contains a M\H attribute with "n" next
hops, each carrying the | abel pointing towards a particular CE, using
Section 5.3.3 along with the Section 5.3.1

This allows the network to direct traffic to a specific CE, and
better |oad-balance traffic in the provider network, with entropy
provi ded by the per CE VPN | abels, without increasing R B scale.

A.4. Signaling Desired Forwardi ng Behavior for MPLS Upstream | abel s at
Recei vi ng Node

In Upstream | abel allocation case, the receiving speaker’s

forwardi ng-state can be controlled by the advertising speaker, thus
enabling a standardi zed APl to program desired MPLS forwarding-state
at the receiving node. This is described in the [ MPLS- NAMESPACES]

A.5. Load Bal anci ng over EBGP Parallel Links

Consider N parallel |inks between two EBGP speakers. There are
different nodel s possible to do | oad bal anci ng over these |inks:

N si ngl e-hop EBGP sessions over the Nlinks. Interface addresses
are used as next-hops. N copies of the RIB are exchanged to form
N-way ECMP paths. The routes advertised on the N sessions can be
attached with Li nk bandwi dth community to perform wei ghted ECWP

1 nulti-hop EBGP session between | oopback addresses, reachable via
static route over the N links. Loopback addresses are used as
next-hops. 1 copy of the RIB is exchanged with | oopback address as
nexthop. And a static route can be configured to the | oopback
address to performdesired N-way ECVMP path. M| oopbacks are
configured in this nodel, to achieve Mdifferent |oad bal anci ng
schenes: ECMP, wei ghted ECMP, Fast-reroute enabl ed paths etc.

1 nulti-hop EBGP session between | oopback addresses, reachable via
static route over the Nlinks. Interface addresses are used as
next - hops, w thout using additional |oopbacks. 1 copy of the RIB
is exchanged with MNH attribute to form N-way ECMP pat hs, weighted
ECMP, Fast-reroute backup paths etc. BFD may be used to these
directly connected BGP nexthops to detect |iveness.
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A. 6. Flowspec Routes with Miultiple "Redirect I P" next hops

There are existing protocol machinery which can benefit fromthe
ability of MNH to clearly specify fallback behavior when nultiple
next hops are involved. One exanple is the scenario described in
[ FLMBPC- REDI R-1 P] where multiple Redirect-to-1P nexthop addresses

exi st for a Flowspec prefix. 1In such a scenario, the receiving
speakers may redirect the traffic to different nexthops, based on
variables like 1G-cost. |If instead, the MNH was used to specify the

redirect-to-1P nexthop, then the order of preference between the

di fferent nexthops can be clearly specified using one flowspec route
carrying a M\H contai ning those different nexthop-addresses

speci fying the desired preference-order. Such that, irrespective of
| GP-cost, the receiving speakers will redirect the flow towards the
same traffic collector device.

A.7. Color-Only Resol ution next hop

Anot her exi sting protocol machinery that nanufactures nexthop
addresses from over| oaded extended col or community is specified in

[ SRTE-COLOR-ONLY]. In a way, the color field is overloaded to carry
one anycast BGP next-hop with pre-specified fallback options. This
approach gives us only two next-hops to play with. The 'BGP nexthop
address’ and the ' Col or-only nexthop

I nstead, the M\H could be used to achieve the same result with nore
flexibility. Miltiple BG nexthops can be carried, each resolving
over a desired Transport class (Color), and with customn zabl e

fall back order. And the solution will work for non-SRTE networ ks as-
wel | .

A.8. Problems with Milti honed PEs Protecting Each O her

e [ PE11] [ RR1]
I I
Fomm o - +

[ CE1] [P1]---[PE2]----- [ CE2]

Fom e e - - +
|

o [ PE12]

203.0.113.11 203.0.113. 22
---- Traffic direction ---->

Fi gure 24: Exanple Topology with Miltihomed PEs Protecting Each O her
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In a MPLS network, a router CE1l may be nultihomed to two PEs PE11 and
PE12. The PEs may re-advertise routes received fromCELl to the | BGP
core with self as nexthop and a MPLS Label. The PEs nmay al so protect
failure of primary path to router CE1 by using the IBG path via the
other multi homed PE as a backup path. The advertised | abel has
forwarding state installed with both primary and backup paths

Fol | owi ng probl ens are possible in this scenario:
A.8.1. Label oscillation between Miltihomed PEs

If "per nexthop" |abel allocation nmechanismis used at the PEs, |abe
al l ocation oscillation may occur when PE11l advertises a new |l abel to
PE12. Reception of a new | abel results in change of nexthop at PE12,
as the received | abel is used as backup/repair nexthop | eg, and per-
next hop | abel allocation is in use. Thus a new |label is allocated by
PE12 and advertised. And when this new | abel is received by the
PE11, it allocates a new label in turn. This process repeats.

Thi s probl em can happen for either SAFI 4 or SAFI 128 routes.

This oscillation can be stopped only if the prinmary path | abe

al l ocated by a PE does not depend on the prinmary path | abe
advertised by other PEE A PE needs to be able to advertise multiple
| abel s, one for use as primary path and another to be used as repair
path by the receiver.

MNH attribute allows to advertise a Repair forwardi ng path | abel
using Section 5.1.2 in addition to Primary forwardi ng path | abe
using Section 5.1.1. This avoids this label oscillation problem

A.8.2. Forwarding | oop between Miltihomed PEs

If "per VRF table" |abel allocation nechanismis used at the PEs, a
tenmporary forwardi ng | oop may between PE11l, PE12 in events like the
CEl router going down, which will cause both PEl1l-CEl and PE12-CEl

i nks go down.

PE11 will forward traffic com ng fromPE2 on the backup path towards
PE12. That packet will performIP |lookup in the VRF at PE12, which
will result in the packet getting forwarded over the backup/repair
path towards PE11. This loop will persist until global convergence
completes, with the PEs send BGP withdrawal s for the routes received
fromCEl1 to each other.

Thi s probl em can happen for SAFlI 128 routes.
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This loop can also be avoided if the a PE can advertise a 'Repair
path | abel’ that does not include the primary path | abel advertised
by other PEE A PE needs to be able to advertise nultiple |abels, one
for use as primary path and another to be used as repair path by the
receiver.

MNH attribute allows to advertise a Repair forwardi ng path | abel
using Section 5.1.2 in addition to Primary forwardi ng path | abe
using Section 5.1.1. This avoids this forwarding | oop probl em al so.

A.9. Signaling Intent over PE-CE Attachnent Circuit

BGP CT specifies procedures for Intent Driven Service Mapping in a
service provider network, and defines ’'Transport Cl ass’ construct to
represent an Intent.

It may be desirable to allow a CE device to indicate in the data
packet it sends what treatnment it desires (the Intent) when the
packet is forwarded within the provider network.

Thi s section describes the nechani sns that enable such signaling.
These procedures use existing AFls 1 or 2, and service famlies (SAFI
1) on the PE-CE attachnent circuit, with a new BGP attribute.

---®&ld----- >
[CE1]----- [PE1]---[P]----[PE2]----- [ CE2]
---Bronze--->
203.0.113.11 203.0.113. 22
---- Traffic direction ---->

Fi gure 25: Exanpl e Topol ogy with PE-CE Links
A.9.1. Using DSCP in MiltiNexthop Attribute

Such an indication can be in formof DSCP code point ([RFC2474]) in
the | P header.

In RFC2474, a Forwarding C ass Sel ector maps to a PHB (Per-hop

Behavior). The Transport C ass construct is a PHB at transport
| ayer.
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Let PE1l be configured to map DSCP1 to CGold Transport class, and DSCP2
to Bronze Transport class. Based on the DSCP code point received on
the IP traffic from CEL, PEl forwards the |IP packet over a Gold or
Bronze tunnel. Thus, the forwarding is not based on just the
destination |IP address, but also the DSCP code point. This is known
as O ass Based Forwarding (CBF). Today CBF is configured at the PEl
device roles and CEl doesn’'t receive any indication in BGP signaling
regardi ng what DSCP code points are being of fered by the provider

net wor k.

Wth a BGP Multi Nexthop Attribute attached to a AFI/SAFl 1/1 service
route, it is possible to extend the PE-CE BGP signaling (if used) to
conmuni cate such information to the CEL. In the precedi ng exanpl e,
the M\H contains two Next hop Legs, described by two Forwarding
Instruction TLVs. Each Next hop Leg contains PE1l's peering self
address in Endpoint ldentifier TLV ( Section 5.3.1), the color Gold
or Bronze encoded in the Transport class ID TLV (Section 5.4.2.2,

Fi gure 12), and associ ated DSCP code point indicating Gold or Bronze
transport class encoded in the Payl oad Encapsul ation Info TLV
(Section 5.4.3.4, Section 5.3.3). This allows the CE to di scover
what transport classes exist in the provider network, and which DSCP
codepoint to encode so that traffic is forwarded using the desired
transport class in the provided network.

A.9.2. MPLS-enabl ed CE

If the PE-CE link is MPLS enabled, a distinct MPLS | abel can al so be
used to express Intent in data packets from CE  Enabling MPLS
forwarding on PE-CE |links comes with sone security inplications.
This section gives details on these aspects.

Consi der the ingress PELl receiving a VPN prefix RD: Pfx1l received with
VPN | abel VL1, next hop as PE2 and a mapping comunity containing TCl
as 'Transport class ID. PEl can allocate a MPLS Label PVL1 for the
tuple "VPN Label, PNH Address, Transport class ID' and advertise to
CE1.

Label PVL1 may identifies a service function at any node in the
network, e.g. a Firewall device or egress node PE2. And, for the
sanme service prefix, a distinct |abel may be advertised to different
CEs, such that incoming traffic fromdifferent CEs to the sane
service prefix can be diverted to a distinct devices in the network
for further processing. This provides Ingress Peer Engineering
control to the network.

PE1 installs a MPLS FIB route for PVL1 with next hop as "Swap VL1,

Push TL1 towards PE2". TL1 is the BGP CT | abel received for the
tuple "PE2, TCl'. In forwarding, when MPLS packet with | abel PVL1 is
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received from CEl, PVL1 Swaps to |abel VL1 and pushes the BGP CT

| abel TL1. PEl1 advertises the |abel "PVL1" in the M\Hto CEl. PEl
forwards based on MPLS | abel wi thout perform ng any IP | ookup. This
allows for PEl1 to be a low IP FIB device and still support CBF by
usi ng MPLS Label inferred PHB. The nunber of MPLS Label s consuned at
PE1 for this approach will be proportional to the nunber of Service
functions and Intents that are exposed to CEl.

A BGP Multi Nexthop Attribute is attached to a AFI/SAFI 1/1 service
route to convey the MPLS Label information to CEl. 1In the preceding
exanpl e, the M\H contains two Next hop Legs, described by two
Forwardi ng I nstruction TLVs. Each Next hop Leg contains PEl’'s
peering self address in Endpoint Identifier TLV ( Section 5.3.1), the
color Gold or Bronze encoded in the Transport class ID TLV

(Figure 12), and associ ated MPLS Label "PVL1" or "PVL2" encoded in

t he Payl oad Encapsul ation Info TLV (Section 5.4.3.1, Section 5.3.3).
This allows the CE to discover what transport classes exist in the
provi der network, and which MPLS Label to encode so that traffic is
forwarded using the desired transport class.

A.9.2.1. Secure MPLS Forwarding on Inter-AS Link

The MPLS enabl ed PE-CE attachnent circuit is considered connecting to
an untrusted domain. Such interfaces can be secured agai nst MPLS

| abel spoofing by a walled garden approach using "MPLS cont ext

tabl es".

The PE1-CE1l interface can be confined to a specific MPLS context
table "A" corresponding to the BGP peer. Such that only the routes
for |abels advertised to CELl are installed in MPLS context table "A"

This ensures that if CE1l sends MPLS packet with a | abel that was not
advertised to the CEl, the packet will be dropped.

Furthernmore, the routes for labels PVL1, PVL2 installed in MPLS
context table "A" can nmatch on 'Bottom of stack’ bit being 'one’,
ensuring a MPLS packet is accepted fromCEL only if it has no nore
than one label in the | abel stack.

However, the PE itself may not be able to perform any checks based on
i nner payload in the MPLS packet since it perforns | abel swap
forwardi ng. Such inner payl oad based checks nay be offloaded to a
downstream node that forwards and processes inner payload, e.g. a IP
FIB router. These security aspects should be considered when using
MPLS enabl ed CE devi ces.
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A.10. 4PE - Signal MPLS Label for |Pv4 Unicast routes

This section describes how MNH can be used to signal MPLS explicit
null label in AFI/SAFI: 1/1 routes in a pure |Pv6 core environnent,
to achi eve 4PE.

[ RR1]
|
).
[CE1] - [PE1]-[P1] .. (_ ve ) .. [PE2] - [CEZ]
<---- Traffic Direction ----

P1: PHP node.
PE1l: Egress PE.

Figure 26: 4PE Network with Pure I Pv6 Core

Figure 26 shows a 4PE network with pure I Pv6 core, PEl is the egress
PE connected to penultinmate hop node P1. PEl to PE2 have sone | Pv6
core tunneling protocol |ike LDPv6. When PE1 has advertised Inplicit
Nul I | abel in LDPv6, sone inplenentations of Pl may not be able to
forward the inner |Pv4 payload to PE1.

To solve this problem PEl needs to signal |IPv4 Explicit NULL Labe
(Special Label 0) to PE2. PE2 will push this IPv4 Explicit NULL
Label received in the M\H on the AFI/SAFI:1/1 route. Such that Pl
does a MPLS Label swap operation and does not need to | ook into inner
payl oad.

MNH can be used by PEL on a AFI/SAFI: 1/1 route, to advertise the
I Pv4 Explicit Null |abel for the IPv4 Unicast service route. WMPLS
Label is encoded in the Payl oad Encapsul ation Info TLV

(Section 5.4.3.1, Section 5.3.3).

This allows the network to provide clear separation of service and
transport routes, and not overloading AFI/SAFI: 1/4 to carry the |Pv4
service routes. Not mxing service and transport routes inproves
security and rmanageability aspects of the network.

An egress PE may not need to advertise IPv4 Explicit Null |abel for
the 1Pv4 service route, if it does UHP | abel in LDPv6. This node
usi ng MNH provi des a honbgenous service |layer (AFI/SAFI: 1/1) that
acconmodat es differences in requirenent of different PE and P
routers. Only the PEs which are connected to P nodes that cannot
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handl e the PHP situation need to advertise Label using M\H.  The
service layer is kept consistent in the network, and can seam essly
extend to multiple domai ns without needing redistribution between
AFI / SAFI s.

Not m xi ng service and transport routes inproves security and
manageabi l ity aspects of the network.
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