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Abst ract

To support [Pv6 [RFC4291] reachability, BGP [RFC4271] relies on the
Mul ti protocol Extensions as defined in [ RFC4760]. [RFC2545] defines
the structure of I Pv6 next hops. These |IPv6 next hops nmay contain a
G obal |1 Pv6 address, and optionally can contain an | Pv6 Link-Loca
address when the BGP peer is directly attached and shares a common
subnet with the I Pv6 d obal address.

Thi s docunent updates [ RFC2545] to clarify the encodi ng of the BGP
next hop when the advertising systemis directly attached and only an
I Pv6 Link-Local address is available. A new BGP Capability [RFC5492]
is defined to signal support for this updated encoding.

This clarification applies specifically to I Pv6 Link-Local addresses
and does not pertain to IPv4 Link-Local addresses as defined in
[ RFC3927] .

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 22 August 2026
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1. I nt roduction

To support |Pv6 reachability, BGP [ RFC4271] relies on the

Mul tiprotocol Extensions as defined in [ RFC4760]. [RFC2545] defines
the structure of |1 Pv6 next hops. These IPv6 next hops may contain a
G obal 1 Pv6 address, and optionally can contain an | Pv6 Link-Loca
address when the BGP peer is directly attached and shares a common
subnet with the | Pv6 d obal address.

Thi s docunent updates [ RFC2545] to clarify the encodi ng of the BGP
next hop when the advertising systemis directly attached and only an
I Pv6 Link-Local address is available. A new BGP Capbility [ RFC5492]
is defined to signal support for this updated encoding.
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This clarification applies specifically to | Pv6 Link-Local addresses
and does not pertain to IPv4 Link-Local addresses as defined in
[ RFC3927] .

BGP speakers are now often deployed on point-to-point links in

net wor ks where nultihop reachability of any kind is not assumed or
desired. (Al next hops are assunmed to be the reachabl e through a
directly connected point-to-point link.) This is comon, for

instance, in data center fabrics [RFC7938]. |In these situations, a
A obal I Pv6 address is not required for the advertisenent of
reachability information. |In fact, providing d obal |Pv6 addresses

in these kinds of networks can be detrinmental to Zero Touch
Provi si oni ng (ZTP).

Such BGP depl oynent nodels require BGP to run on each |ink, and any
sinmplification of BGP configuration can sinplify orchestration and
configurati on managenent. This proposal is a step in that direction

Wth this new capability, the need for a d obal unicast address
assigned to the interfaces is elimnated.

Since | Pv6 Link-Local addresses are not required to be globally
uni que, inplenmentations nust ensure that they are strictly associated
with a specific interface. (See commentary in [RFC4007].)

2. Link-Local Next Hop Capability

The Link-Local Next Hop capability is a new BGP capability. Its
Capability code is 77 and its Capability Length is O.

A BGP speaker that is willing to use (send and receive) |Pv6 Link-
Local -only next hops SHOULD advertise the Link-Local Next Hop
Capability to its peers only when

1. It is capable of sending IPv6 Link-Local-only next hops for a
route.
2. 1 Pv6 Link-Local neighbors are associated with interfaces as part

of their configuration to assist in determning the interface
scope of received | Pv6 Link-Local -only next hops.

The presence of this capability does not affect the support of d oba
I Pv6 only (16 bytes next hop) and G obal |1Pv6 conbined with | Pv6

Li nk- Local (32 bytes next hop), which should continue to be supported
as before.

The peers have the flexibility to include both dobal and Link-Loca
BGP | Pv6 next hops, or Link-Local-only |IPv6 next hops.
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In this docurment, all procedures described are applicable only when
the capability described herein has been successfully advertised by
bot h BGP speakers; i.e., negotiated. Wen the capability has not
been negotiated, the procedures in this docunment do not apply, and
the resulting behavior is considered undefined and out of scope for
this specification.

I mpl enenters are encouraged to consult the Appendix for currently
known interoperability concerns or inconpatibilities when this
capability is absent or inconsistently inplenented.

3. Changes to the Procedure for Encoding | Pv6 Next Hops

Section 2 of [RFC2545] notes |Pv6 Link-Local addresses are not
generally suitable for use in the Next Hop field of the

MP_REACH NLRI. In order to support the many uses of |Pv6 Link-Local
addresses, however, [RFC2545] constructs the Next Hop field in | Pv6
route advertisenents by setting the length of the field to 32, and

i ncluding both an I Pv6 d obal and Link-Local address.

[ RFC2545] does not, however, provide an explanation for situations
where there is only an | Pv6 Link-Local address in the Next Hop field
of the MP_REACH NLRI.

If an inplementation intends to send a single | Pv6 Link-Loca
forwardi ng address in the Next Hop field of the MP_REACH NLRI, it
MJST set the length of the Next Hop field to 16 and include only the
I Pv6 Link-Local address in the Next Hop field.

If an inplementation intends to send both a I Pv6 d obal and Link-
Local forwarding address in the Next Hop field of the MP_REACH NLRI,
it MUST set the length of the Next Hop field to 32 and include both
the 1Pv6 G obal and Link-Local addresses in the Next Hop field.

When both an | Pv6 d obal and a Link-Local address are present in the
Next Hop field, the choice of which of these is to be installed for
forwarding is inplenentation-specific.

4. 1Pv6 Next Hop Procedures for Internal and External Peers

Section 5.1.3 of [RFC4271] defines how the NEXT HOP field is used by
BGP for internal and external peering. [RFC2545] does not explicitly
di scuss next hop procedures in a simlar fashion, only the conditions
for when the dobal |IPv6 address is on the sane subnet as the peer
that a Link-Local IPv6 address is also included in the next hop
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This section defines the behaviors for setting | Pv6 next hops when
the Link-Local Next Hop Capability has been negotiated between two
peers. The next hop MAY consist of only a Link-Local |1Pv6 next hop

If, after conpleting these procedures, there are no | Pv6 next hop
addresses included in the next hop, the BGP route MJST not be
advertised to its peer. Instead, treat-as-w thdraw (Section 2 of
[ RFC7606]) is used.

1. Wen sending a nessage to an internal peer, if the route is not
| ocal | y-originated, the BGP speaker SHOULD NOT nodify the d oba
| Pv6 next hop, if one is present, unless it has been explicitly
configured to announce its own |P address as the next hop

If the internal peer is nore than one |IP hop away, the BGP
speaker MUST NOT include a Link-Local IPv6 next hop

If the internal peer is one |IP hop away, and the route is not

| ocal ly-originated, and the route was received froma peer on the
same interface as the peer the route is being announced to, the
BGP speaker MAY include the received Link-Local 1Pv6 nexthop for
the route. (This is a formof "third-party" next hop.)

When announcing a locally-originated route to an internal peer,
or the BGP speaker has been explicitly configured to announce its
own | P address as the next hop, the BGP speaker SHOULD use the

G obal I Pv6 address of the interface of the router through which
the announced network is reachable for the speaker as the next
hop, if present. |If the route is directly connected to the
speaker, or if the interface address of the router through which
t he announced network is reachable for the speaker is the
internal peer’s address, the next hop MUST include its own Link-
Local |1Pv6 address.

If, after evaluating the above procedures, there are no | Pv6 next
hops included with the route, the route MJUST NOT be announced to
the renote BGP speaker. (Treat-as-wthdraw)

These procedures also apply when the BGP speaker is functioning
as a route-reflector ([RFC4456]).

2. Wen sending a nessage to an external peer, X, and the peer is
one | P hop away fromthe speaker:

* |f the route being announced was | earned froman internal peer
or is locally-originated, the BGP speaker can use an interface
address of the internal peer router (or the internal router)

t hr ough whi ch the announced network is reachable for the
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Wi t e,

speaker for the dobal |1 Pv6 next hop and shares a comon
subnet with this address, and/or a Link-Local |1Pv6 next hop,
provided that peer X is directly attached. This is a form of
"third party" next hop

O herwise, if the route being announced was | earned from an
ext ernal peer, the speaker can use a dobal |Pv6 address of
any adj acent router (known fromthe received next hop) that
the speaker itself uses for local route calculation in the
next hop, provided that peer X shares a commpn subnet with
this dobal IPv6 address. Simlarly, the speaker can use the
recei ved Link-Local |Pv6 address, provided that peer Xis
directly attached. This is a second formof "third party"
next hop attribute.

O herwise, if the external peer to which the route is being
advertised shares a conmon subnet with one of the interfaces
of the announci ng BGP speaker, the speaker MAY use the d oba
| Pv6 address associated with such an interface in the next
hop. If the external peer is one |IP hop away, the announcing
BGP speaker SHOULD include a Link-Local |1Pv6 next hop. These
are known as "first party" next hops.

By default (if none of the above conditions apply), the BGP
speaker SHOULD use the I P address of the interface that the
speaker uses to establish the BGP connection to peer X in the
next hop attribute. The dobal |Pv6 address, if one is
present, SHOULD be included. |If the BGP speaker is one |IP hop
away, the Link-Local |Pv6 address SHOULD be included, and MAY
be the only next hop address in the next hop. |If no next hops
are included, the route MJST NOT be announced (treat-as-

wi t hdr aw) .

When sending a nessage to an external peer X, and the peer is
multiple IP hops away fromthe speaker (aka "multihop EBGP"):

*

Li nk- Local 1Pv6 next hops MJST NOT be incl uded.

The speaker MAY be configured to propagate a d obal |Pv6 next
hop. In this case, when advertising a route that the speaker

| earned fromone of its peers, the dobal |IPv6 next hop of the
advertised route is exactly the same as the next hop attribute
of the |l earned route.

By default, the BGP speaker SHOULD use the G obal 1Pv6 address

of the interface that the speaker uses in the next hop to
establish the BGP connection to peer X
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* |f a dobal IPv6 next hop is not included, the route MJST NOT
be advertised to the external peer (treat-as-wthdraw).

5. FError handling

These procedures apply only when the Link-Local Next Hop Capability
has been negotiated for a BGP session.

A BGP speaker receiving an MP_REACH NLRI with the I ength of the Next
Hop Field set to 32, where the update contains anything other than a
G obal IPv6 followed by a Link-Local |Pv6 address, SHOULD do the
fol | owi ng.

When both | Pv6 next hops contain Link-Local |Pv6 addresses, the
second Link-Local |Pv6 address should be used for forwarding. |If
bot h address are not identical, the inplenentation should bring this
to the operator’s attention for debuggi ng.

When the first IPv6 address is 0::0/0 and the second | Pv6 address is
an | Pv6 Link-Local address, the second address is used for
f orwar di ng.

If the Next Hop field is mal forned, the inplenentati on MJST handl e
the mal f ormed UPDATE nessage using the approach of "treat-as-
wi t hdraw', as described in section 7.3 of [RFC7606].

If the Next Hop field is properly formed, but the IPv6 Link-Loca
next hop is not reachable (as determ ned by an exami nation of the

| Pv6 nei ghbor table), the route SHOULD be consi dered unusabl e for
forwardi ng purposes, in accordance with the next hop resolvability
conditions described in [RFC4271]. The inplenentation MAY wi t hdraw
the route fromits routing table, but this is not considered a
protocol error.
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Thi s docunent builds on prior work exploring the use of |IPv6 Link-
Local addresses as BGP next hops. Notably,

[1-D. kumar-idr-1link-Iocal -nexthop] and [I|-D. kat o-bgp-i pv6-1ink-1ocal]
identified operational limtations and proposed nechanisns to enable
Li nk- Local next hop propagation in BG. These drafts laid the
groundwor k for defining a standardi zed capability-based approach, as
presented in this docunent, to ensure interoperable signaling and
saf e depl oynent of Link-Local next hops across BGP sessions.
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7. | ANA Consi derati ons

I ANA has assigned capability nunber 77 for the Link-Local Next Hop
Capability described in this docunent. This registrationis in the
BGP Capability Codes registry.

| Value | Descri ption |
[ ety e —(—(—(—(——(———————————(——————
| 77 | Link-Local Next Hop Capability |
S D . +

Tabl e 1: Link-Local Next Hop Capability
8. Security Considerations

The nechani sm described in this draft can be used as a conponent of
zero-touch provisioning (ZTP) for building BGP peering across point-
to-point links. This method, then, can be used by an attacker to
forma peering session with a BGP speaker, ultimtely adverti sing
incorrect routing information into a routing domain in order to

m sdirect traffic or cause a denial of service. By using |Pv6 Link-
Local addresses, the attacker would be able to forgo the use of a
valid I Pv6 address within the domain, making such an attack easier

Operators SHOULD careful ly consider security when depl oyi ng Link-
Local addresses for BGP peering. Operators SHOULD filter traffic on
links where BGP peering is not intended to occur to prevent speakers
fromaccepting BGP session requests, as well as other nechani snms
described in [ RFC7454] .

Operators MAY al so use sone form of cryptographic validation on |inks
within the network to prevent unauthorized devices from form ng BGP
peering sessions. Authentication, such as the TCP authentication

[ RFC5925], mmy provide sonme relief if it is present and correctly
configured. However, the distribution and managenent of keys in an
envi ronnment where gl obal addresses on BGP speakers are not present
may be chal | engi ng.

Qperators al so MAY instruct a BGP peer which has received an UPDATE
with an unreachabl e NEXT_HOP to di sabl e the peering session over
which the invalid NEXT_HOP was received pendi ng nanual intervention
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Appendi x A.  Mdtivations for a Capability

Li nk- Local -only next hops have been inconsistently supported in prior
BGP inpl enentations. This capability can permt two conform ng
i npl ementations to interoperate w thout additional configuration.

Appendi x B. I nconsistency Reports

According to [ RFC7942], "This will allow reviewers and worki ng groups
to assign due consideration to docunents that have the benefit of
runni ng code, which may serve as evidence of val uabl e experinmentation
and feedback that have nmade the inplenented protocols nore mature".

FRRouting (https://github.comfrrouting/frr/

conmi t/ 606f dbblf ab98bac305dca3d19eb38b140b7c3e6) | Pv6 next-hop
handl i ng when GUA/LL is set to ::/LL.
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Bird (https://gitlab.nic.cz/labs/
bird/-/comit/17de3a023f 7bde293892b41bf af e5740c8553f ¢8) handling LL/
LL case.

Appendi x C. I nplenmentation Report
According to [ RFC7942], "This will allow reviewers and worki ng groups
to assign due consideration to docunents that have the benefit of
runni ng code, which may serve as evidence of val uabl e experinmentation
and feedback that have nade the inplenented protocols nore mature".

FRRouting (https://github.com FRRouting/frr/pull/17871)
i mpl ement ati on.

Aut hors’ Addr esses

Russ Wite
Akamai Technol ogi es
Email: russ@i w. us

Jeff Tantsura
Nvi di a
Email: jefftant.ietf@nmail.com

Donatas Abraitis
Host i nger
Enai | : donatas. abraitis@nmail.com

White, et al. Expi res 22 August 2026 [ Page 11]



