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Abst ract

Fl ow-spec is an extension to BGP that allows for the dissenination of
traffic fl ow specification rules. This has many possible
applications, but the primary one for nany network operators is the
distribution of traffic filtering actions for distributed denial of
service (DDoS) mitigation. The flow spec standard, RFC 8955, defines
a redirect-to-VRF action for policy-based forwarding. This mechani sm
can be difficult to use, particularly in networks w thout L3 VPN

i nfrastructure.

Thi s docunent defines a new redirect-to-IP fl ow spec action that

provi des a sinpler nmethod of policy-based forwarding. The details of
the action, including the IPv4 or |IPv6 target address, are encoded in
new y defined BGP extended comunities.
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1. Introduction

BGP fl ow spec [RFC8955] is an extension to BGP that allows for the

di ssemnation of traffic flow specification rules. This has nany
possi bl e applications, but the primary one for many network operators
is the distribution of traffic filtering actions for distributed
deni al of service (DDoS) nmitigation

Every flow spec route is a rule, consisting of a matching part

encoded in the BGP Network Layer Reachability Information (NLRI)
field, and an action part encoded in one or nore BGP extended
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communities. Flowspec defines filter actions such as discard and
rate limt. It also defines a redirect-to-VRF action for policy-
based forwarding. Using the redirect-to-VRF action for redirecting
traffic towards an alternate destination is useful for DDoS
mtigation, but it can be conplex and cunbersone, particularly in
networ ks wi thout L3 VPN infrastructure.

Thi s docunent proposes a new redirect-to-1P fl ow spec action that
provi des a method for policy-based forwarding to redirect or copy

mat ching traffic toward a specific IP address. This nmethod of
redirection and copying is sinpler than the existing nmethods in

[ RFC8955] and [RFC8956] to redirect traffic to a VRF. The details of
the action, including the IPv4 or |IPv6 target address, are encoded in
new y defined BGP extended comunities.

1.1. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

2. Redirect-to-1P Extended Communities

Thi s docunment defines two new BGP extended communities. The extended
communities have a type indicating they are transitive and |Pv4-
address-specific or |Pv6-address-specific, depending on whether the
redirection target address is |Pv4 or |Pv6.

For the |1 Pv4 address-specific extended comunity [ RFC4360], the | ANA-
assi gned sub-type val ue 0xOc indicates that the d obal Adm nistrator
and Local Adnministrator fields encode a fl ow spec "redirect-to-IPv4"
action. In the encoding of this action, the 4-octet d oba
Administrator field encodes the |Pv4 address that is the redirection
target address and the 2-octet local administrator field is formatted
as shown in Figure 1.

For the |1 Pv6 address-specific extended comunity [RFC5701], the | ANA-
assi gned type 0x000c indicates that the d obal Adm nistrator and
Local Adnministrator fields encode a fl ow spec "redirect-to-IPv6"
action. In this encoding, the 16-octet dobal Admnistrator field
contains the | Pv6 address that is the redirection target address and
the 2-octet local administrator field is again formatted as shown in
Figure 1.
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Figure 1 : Local Administrator sub-field
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In the local adm nistrator field the | east-significant bit is defined
as the "C' (or copy) bit. Wen the "C'" bit is set the redirection
applies to copies of the matching packets and not to the origina
traffic stream

Al bits other than the "C' bit in the local adm nistrator field MJST
be set to O by the originating BGP speaker and ignored by receiving
BGP speakers.

2.1. Validation Procedures

Addi tional validation checks apply to fl ow spec routes using the
procedures defined in this docunment. It MJST be possible to disable
these additional validation checks on a per-EBGP session basis.

The val i dation check described in [ RFC8955] and [ RFC8956], and
revised in [RFC9117], SHOULD be applied by default to received fl ow
spec routes with a "redirect-to-1P"' extended comunity, as it is to
all types of flow spec routes. When this check is applied, a flow
spec route with a Destination Prefix subconmponent that originated
outside the local ASis considered valid only if the nei ghbor AS
inplied in the AS PATH attribute is the neighbor AS of the unicast IP
route that is the best match of the destination prefix, and it is

al so the nei ghbor AS of all unicast IP routes that are |onger matches
of the destination prefix.

If the flow spec route has a non-enpty AS PATH and any AS PATH path
segnent is of the type AS SET or AS CONFED SET, then the extended
community is considered "invalid'. Conpare sinmlarly to Section 4 of
[ RFC9774] .

2.1.1. Redirect-to-1P Extended Community Validation Procedure
BGP speakers that support the extended comunities defined in this

docunent MUST al so, by default, apply additional validation rules
when receiving a flowspec with these extended comunities:
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If the flowspec route has a null/enpty AS PATH, or an AS_PATH with
only local confederation elements, and the resolving route of the
"target-address” is a non-BGP route, then the extended comunity is
consi dered "valid".

When the best-match unicast route for the "target-address" is BGP
the router nust consider a "redirect-to-I1Pv4" or "redirect-to-IPv6"
ext ended community to be invalid if the origin AS of the fl ow spec
route does not match the origin AS of the best-match unicast route
for the "target-address". For exanple:

* |f the flowspec route has a non-enpty AS PATH indicating origin
AS = X, and the resolving route of the "target-address" is a BGP
route with a non-enpty AS PATH indicating origin AS = X, then the
ext ended community is considered "valid".

* |f the flowspec route has a non-enpty AS PATH indicating origin
AS = X, and the resolving route of the "target-address" is a BGP
route with a non-enpty AS PATH indicating origin AS that is NOT X
then the extended comunity is considered "invalid".

* |f the flowspec route has a null/enmpty AS PATH, or an AS PATH
with only local confederation elenents, and the resolving route of
the "target-address" is a BGP route with a null/enpty AS_PATH or
an AS_PATH with only | ocal confederation elenents then the
ext ended community is considered "valid".

* |f the flowspec route has a null/enmpty AS PATH or an AS PATH with
only local confederation elenments, and the resolving route of the
"target-address" is a BGP route that originated outside the |oca
AS or confederation, then the extended comunity is considered
"invalid".

* |f the flowspec route has a non-enpty AS PATH indicating origin
AS = X, and the resolving route of the "target-address" is a BGP
route with a null/enpty AS PATH or an AS PATHwith only | oca
confederation el enents, or it is a non-BGP route then the extended
community is considered "invalid".

If any of the above checks determ ne that a "redirect-to-IP" extended

community is invalid, the extended community SHOULD be ignored as if
it was not present in the route.
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2.2. Redirecting Matching Flowspec Traffic

Traffic that is to be redirected/copied for a "redirect-to-1P"

ext ended comunity SHOULD only be redirected or copied if the
community type matches the flowspec AFl. [Pv4 traffic uses |Pv4-
addr ess-specific extended communities, and I Pv6 traffic uses | Pv6-
addr ess-specific extended comrunities.

When a BGP speaker receives a flowspec route with a "redirect-to-I1P"
extended comunity and this route represents the one and only best
path, it installs a traffic filtering rule that matches the packets
descri bed by the NLRI field and redirects them (C=0) or copies them
(C=1) towards the IPv4 or IPv6 address in the extended comunity’s

G obal Administrator field (the "target address"). The BGP speaker
is expected to do a | ongest-prefix-match | ookup of the "target
address" in the database it uses to resol ve next-hop addresses and
then forward the redirected/ copi ed packets based on the resulting
route (the "target route").

If the "target route" has nultiple ECMP next-hops, the redirected/
copi ed packets SHOULD be | oad-shared across these next-hops according

to the router’s ECVMP configuration. |If the "target route" has one or
nmore tunnel next-hops then the appropriate encapsul ati ons SHOULD be
added to the redirected/ copied packets. |If the "target address" is

invalid or unreachabl e then the extended community SHOULD be ignored.

If a BGP speaker receives a flowspec route with nultiple "redirect-
to-1P" extended comunities and this route represents the one and
only best path, it SHOULD | oad-share the redirected/ copi ed packets
across all the "target addresses" according to its ECWP
configuration.

If the BGP speaker is not capable of redirecting and copying the sane
packet as part of |oad-sharing it SHOULD i gnore the extended
communities with C=0. |If the BGP speaker is not capabl e of
redirecting/ copying a packet towards nmultiple "target addresses" it
SHOULD determ nistically select one "target address" and ignore the
ot hers.
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If a BGP speaker receives nultiple flowspec routes for the sane
flowspec NLRI and all of them are considered usable paths for the
best route according to the BGP speaker’s multipath configuration and
each one carries one or nore "redirect-to-1P" extended comunities,
the BGP speaker SHOULD | oad-share the redirected/ copi ed packets
across all the "target addresses", with the same fallback rules as

di scussed in the previous paragraph. Note that this situation does
not require the BGP speaker to have nultiple peers. (For exanple,
BGP Add- Pat hs [ RFC7911] could be used for the flow spec address
famly.)

2.2.1. Interactions with Redirect to VRF Extended Comunity
If a BGP speaker receives a flowspec route with the foll ow ng:
* One or nore "redirect-to-1P" extended communities and,

* One or nore "redirect-to-VRF" ([RFC8955], Section 7.4) extended
conmuni ties and,

* This route represents the "one and only" best path,

then the "redirect-to-1P" actions described above shoul d be applied
in the context of the "target VRF' matching the "redirect-to- VRF"
extended community. |.e., the "target addresses" shoul d be | ooked up
in the FIB of the "target VRF".

If there are nultiple "redirect-to-VRF"' extended comunities in the
route, the "target VRF' SHOULD be the one that matches the "redirect-
to- VRF" extended conmunity with the highest numerical value treating
the extended comunities as an unsigned 64-bit nunber in network byte
order. |If the BGP speaker is not capable of "redirect-to-VRF"
followed by "redirect-to-1P" then it SHOULD give preference to
performng the "redirect-to-VRF" action and doing only | ongest-
prefix-match forwarding in the "target VRF".

If a BGP speaker receives nultiple flowspec routes for the sane

fl owspec NLRI, and all of them are considered best and usabl e paths
according to the BGP speaker’s multipath configuration, and they
carry a conbination of "redirect-to-1P" and "redirect-to-VRF"

ext ended communities, the BGP speaker SHOULD apply the "redirect-to-
I P" actions in the context of the "target VRF" as described above.
Note that this situation does not require the BGP speaker to have
multiple peers - i.e. BGP Add-Paths [RFC7911] could be used for the
fl ow spec address famly.
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2.2.2. Interactions with Oher Flowspec Traffic Filtering Actions

Traffic redirection or copying | everages the result of the | ookup
operation in the database used to resolve next hop addresses of the
target address carried in the redirect-to-I1P Extended Comrunities.
The forwarding result of this operation typically is inplenented as
an | P forwarding operation, or results in the matching traffic being
encapsul ated in a tunnel. This operation will generally short-
circuit other traffic filtering options for the redirected or copied
traffic. As a result, the expected behaviors when redirect-to-1P is
i npl emented and the following other traffic filtering actions are
carried with the flowspec route are:

Traffic Rate in bytes (Section 7.1 of [RFC8955]):
Redi rected and copied traffic are subject to the traffic policing
mechani sns resulting fromthe | ookup vs. the next hop database.
This traffic filtering action is thus IGNORED for traffic that is
redirected or copied.

Traffic Rate in packets (Section 7.2 of [RFC8955]):
Redi rected and copied traffic are subject to the traffic policing
mechani sns resulting fromthe | ookup vs. the next hop database.
This traffic filtering action is thus IGNORED for traffic that is
redirected or copied.

Term nal action (Section 7.3 of [RFC8955]):
Redirection of matching traffic is considered a termnating action
and the non-termnal action (T == 1) is | GNORED. Copying of
mat ching traffic is considered a non-termnating action and the
termi nal action bit’s behavior is respected in inplenmentations
that support copyi ng.

Sanpling (Section 7.3 of [RFC8955]):
Sanpl i ng MAY be done as part of the redirection/copy.

Traffic marking (Section 7.5 of [ RFC8955]):
Redi rected and copied traffic are subject to the traffic policing
mechani sms resulting fromthe | ookup vs. the next hop database.
This traffic filtering action is thus IGNORED for traffic that is
redirected or copied.

SFC classifier (Section 7.4 of [RFC9015]):
Redi rected and copied traffic are subject to the traffic policing
mechani sms resulting fromthe | ookup vs. the next hop database.
This traffic filtering action is thus IGNORED for traffic that is
redirected or copied.
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redirect-to-1P takes precedence over other flowspec redirection

ext ended community types unless the specification of that comunity
explicitly indicates a different precedence vs. the redirect-to-I1P
community type

3. Security Considerations

A systemthat originates a flowspec route with a "redirect-to-1P"
ext ended community can cause many receivers of the flowspec route to
send traffic to a single next-hop, overwhel mi ng that next-hop and
resulting in inadvertent or deliberate denial of service. This is
particularly a concern when the "redirect-to-1P" extended comunity
is allowed to cross AS boundaries. The validation check described in
Section 2.1 significantly reduces this risk

4. Operational Considerations

| mpl enent ati ons supporting the redirect-to-1P feature will redirect
or copy traffic to a target address based interactions with
subsystens and may do so in a dynam c nmanner. These interactions
SHOULD be nmade visible in managenent systenms used by operators to
ensure correct operations of this feature. These interactions

i ncl ude:

* Routing: redirect-to-I1P extended communities can change their
val i dation status based on the presence or absence of routes. The
i mpl ement ati on SHOULD provide the ability to di agnose why a given
route does or does not validate vs. the routing table.
I mpl enenati ons MAY | og such validation activity, but SHOULD be
prepared to rate-limt this |ogging based on high rates of churn
in the routing system

* Target address resolution: redirect-to-1P extended conmunities can
change their installed redirection forwardi ng behavi or based on
the presence or absence of resolvability of the target address in
t he dat abase used to resol ve next-hop addresses on the | oca
system The inplenmentati on SHOULD provide the ability to
determ ne what the resolved target address’ forwardi ng behavior is
and SHOULD be able to determine this for each redirect-to-IP
extended comunity attached to the fl ow spec route when nore than
one such extended community is present. |nplenentations MAY
provide logging facilities for the success or failure of such
resol ution procedures for flow spec routes, but SHOULD be prepared
to rate-limt this |ogging based on high rates of churn in that
dat abase
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5.

6.

6.

* Conflicting redirect-to-1P extended conmunities: Operators are
able to configure either outright conflicting redirect-to-IP
ext ended comunities, or can configure such extended comunities
that an inplenentation is unable to process. An exanple of this
i s simultaneously configuring extended communities with C=0 and
C=1. Inplenmentations SHOULD bring such conflicts to the operators
attention through I oggi ng nechani sns.

| ANA Consi der ations

| ANA has all ocated an extended comunity fromthe "Transitive | Pv4-
Addr ess- Speci fi ¢ Extended Community Sub- Types" registry. The Sub-
Type value is 0xOc. The Nane shall be "Fl ow spec Redirect-to-IPv4".
The Reference shall be this docunent.

| ANA has all ocated an extended comunity fromthe "Transitive | Pv6-
Addr ess- Speci fi ¢ Extended Community Types" registry. The Type val ue
is 0x000c. The Name shall be "Flow spec Redirect-to-1Pv6". The

Ref erence shall be this docunent.
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