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Abstract

RFC 5492 all ows a BGP speaker to advertise its capabilities to its
peer. Wen a route is propagated beyond the imedi ate peer, it is
useful to allow certain characteristics to be conveyed further. In
particular, it is useful to advertise forwardi ng pl ane features.

This specification defines a BGP transitive attribute to carry such
informati on, the "Next Hop Dependent Characteristics Attribute," or
NHC. Unlike the capabilities defined by RFC 5492, the
characteristics conveyed in the NHC apply solely to the routes
advertised by the BG® UPDATE that contains the particular NHC

Thi s specification also defines an NHC characteristic that can be
used to advertise the ability to process the MPLS Entropy Label as an
egress LSR for all NLRI advertised in the BG UPDATE. It updates RFC
6790 and RFC 7447 concerning this BGP signaling.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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1. Introduction

[ RFC5492] allows a Border Gateway Protocol (BGP) speaker to advertise
its capabilities to its peer. Wen a route is propagated beyond the
i medi ate peer, it is useful to allow certain characteristics to be
conveyed further. In particular, it my be useful to advertise
forwardi ng pl ane features.

Thi s specification defines a BGP optional transitive attribute to
carry such information, the "Next Hop Dependent Characteristics
Attribute", or NHC

Since the NHC is intended chiefly for conveying informtion about
forwardi ng plane features, it needs to be regenerated whenever the
BGP route’s next hop is changed. Since owing to the properties of
BGP transitive attributes this can’'t be guaranteed (an internediate
router that doesn’t inplenent this specification would be expected to
propagate the NHC as opaque data), the NHC encodes the next hop of
its originator, or the router that nost recently updated the
attribute. If the NHC passes through a router that changes the next
hop wi thout regenerating the NHC, they will fail to match when | ater
exam ned, and the recipient can act accordingly. This schenme allows
NHC support to be introduced into a network increnentally.
Informally, the intent is that,

* |f arouter is not changing the next hop, it can obliviously
propagate the NHC just |ike any other optional transitive
attribute.

* |f a router is changing the next hop, then it has to be able to
vouch for every characteristic it includes in the NHC

Conpl ete details are provided in Section 2
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1.

2

2

An NHC carried in a given BGP UPDATE nessage conveys information that
relates to all Network Layer Reachability Information (NLRI)
advertised in that particular UPDATE, and only to those NLRI. A

di fferent UPDATE nessage originated by the sane source m ght not
include an NHC, and if so, NLRI carried in that UPDATE woul d not be
affected by the NHC. By inplication, if a router wi shes to use NHC
to describe all NLRI it originates, it needs to include an NHC with
each UPDATE it sends.

Informally, a characteristic included in a given NHC should not be
thought of as a characteristic of the next hop, but rather a
characteristic of the path, that depends on the ability of the next
hop to support it. Hence it is said to be "dependent on" the next
hop.

This specification also defines an NHC characteristic, called
"ELCv3", to advertise the ability to process the Miltiprotocol Labe
Switching (MPLS) Entropy Label as an egress Label Switching Router
(LSR) for all NLRI advertised in the BGP UPDATE. It updates

[ RFC6790] and [RFC7447] with regard to this BGP signaling, this is
further discussed in Section 3. Although ELCv3 is only relevant to
NLRI of | abeled address famlies, a future NHC characteristic m ght
be applicable to non-1abeled NLRI, or to both, irrespective of

| abels. (The term "l abel ed address famly" is defined in the first
par agraph of Section 3.5 of [RFC9012]. |In this document, we use the
term "l abeled NLRI" as a short formof "NLRI of a | abel ed address
famly.")

1. Requirenents Language

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB8174] when, and only when, they appear in all
capitals, as shown here

BGP Next Hop Dependent Characteristics Attribute
1. Encoding

The BGP Next Hop Dependent Characteristics attribute (NHC attri bute,
or just NHC) is an optional, transitive BGP path attribute with type
code 39. The NHC always includes a network |ayer address identifying
the next hop of the route the NHC accompani es. The NHC signals
potentially useful information related to the forwardi ng pl ane
features, so it is desirable to make it transitive to ensure
propagati on across BGP speakers (e.g., route reflectors) that do not
change the next hop and are therefore not in the forwardi ng path.
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The next hop data is to ensure correctness if it traverses BGP
speakers that do not understand the NHC. This is further expl ained
bel ow.

The Attribute Data field of the NHC attribute is encoded as a header
portion that identifies the router that created or nost recently
updated the attribute, foll owed by one or nore Type-Length-Val ue
(TLV) triples:

0 1 2 3
01234567890123456789012345678901
T S T i T T S e

| Address Family ldentifier | SAFI | Next Hop Len

Figure 1. NHC For nmat

The neani ngs of the header fields (Address Family ldentifier, SAFlI or
Subsequent Address Family ldentifier, Length of Next Hop, and Network
Address of Next Hop) are as given in Section 3 of [RFC4760].

In turn, each Characteristic is a TLV:
0 1 2 3
01234567890123456789012345678901

B T S i T s i i e e SEI S
| Characteristic Code | Characteristic Length |

Fi gure 2: Characteristic TLV Format
Characteristic Code: a two-octet unsigned integer that indicates the

type of characteristic advertised and unanbi guously identifies an
i ndi vi dual characteristic.
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Characteristic Length: a two-octet unsigned integer that indicates
the length, in octets, of the Characteristic Value field. A length
of O indicates that the Characteristic Value field is zero-Iength,
i.e. it has a null value.

Characteristic Value: a variable-length field. It is interpreted
according to the value of the Characteristic Code.

A BGP speaker MJST NOT include nore than one instance of a
characteristic with the sane Characteristic Code, Characteristic
Length, and Characteristic Value. Note, however, that processing
mul tiple instances of such a characteristic does not require special
handl i ng, as additional instances do not change the neaning of the
announced characteristic; thus, a BGP speaker MJST be prepared to
accept such nultiple instances.

BGP speakers MAY include nore than one instance of a characteristic
(as identified by the Characteristic Code) with different
Characteristic Value. Processing of these characteristic instances
is specific to the Characteristic Code and MIST be described in the
docunent introducing the new characteristic.

Characteristic TLVs MJUST be placed in the NHC in increasing order of
Characteristic Code. (In the event of nultiple instances of a
characteristic with the sane Characteristic Code as di scussed above,
no further sorting order is defined here.) Although the mgjor
sorting order is nandated, an inplenentation MIST el ect to be
prepared to consune characteristics in any order, for robustness
reasons.

2.2. Sending the NHC

Suppose a BGP speaker S has a route Rit wi shes to advertise with
next hop Nto its peer.

If Sis originating Rinto BGP, it MAY include an NHC attribute with
it, that carries characteristic TLVs that describe aspects of R S
MJST set the next hop depicted in the header portion of the NHC to be
equal to N, using the encoding gi ven above.

If S has received R fromsone other BGP speaker, two possibilities
exist. First, S could be propagating R wi thout changing N. In that
case, S does not need to take any special action, it SHOULD sinply
propagat e the NHC unchanged unl ess specifically configured otherw se.
I ndeed, we observe that this is no different fromthe default action
a BGP speaker takes with an unrecogni zed optional transitive
attribute -- it is treated as opaque data and propagat ed.
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Second, S could be changing Rin sone way, and in particular, it
could be changing N. If S has changed N it MJST NOT propagate the
NHC unchanged. It SHOULD include a new y-constructed NHC attri bute
with R constructed as described above in the "originating Rinto
BGP" case. Any given characteristic TLV carried by the new y-
constructed NHC attribute might use information fromthe received NHC
attribute as input to its construction, possibly as straightforwardly
as sinply copying the TLV. The details of how the characteristics in
the new NHC are constructed are specific to the definition of each
characteristics. Any characteristic TLVs received by S that are for
characteristics not supported by Swill not be included in the new y-
constructed NHC attribute S includes with R

An i nmpl enent ati on SHOULD propagate the NHC and its contai ned
characteristics by default. An inplenmentati on SHOULD provi de
configuration control of whether any given characteristic is
propagated. An inplenentation MAY provide finer-grained control on
propagati on based on attributes of the peering session, as discussed
in Section 7. 1.

Due to the nature of BGP optional transitive path attributes, any BGP
speaker that does not inplenent this specification will propagate the
NHC, the requirements of this section notw thstanding. Such a
speaker will not update the NHC, however.

Certain NLRI formats do not include a next hop at all, one exanple
bei ng the Flow Specification NLRI [RFC8955]. The NHC MJUST NOT be
sent with such NLRI.

2.2.1. Link-Local -Only Next Hops

In sone cases, the BGP speaker sending a route m ght encode only a
i nk-1ocal address and no gl obal address. In such a case, a problem
ari ses because there is no expectation of global uniqueness of such
an address, and the "semantic match" discussed in Section 2.3 could
yeild a false positive. An illustration is provided in Appendi x A

To mitigate this problem if a BGP speaker originates a route whose
next hop has no global part, it MJST include a BGPID TLV (Section 4).

2.2.2. Aggregation

When aggregating routes, the above rules for constructing a new NHC
MUST be foll owed. The decision of whether to include the NHC with
the aggregate route and what its formw |l be, depends in turn on
whet her any characteristics are eligible to be included with the
aggregate route. |If there are no eligible characteristics, the NHC
MUST NOT be incl uded.
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The specification for an individual characteristic nust define how
that characteristic is to be aggregated. |If no rules are defined for
a given characteristic, that characteristic MJST NOT be aggregated.
Rul es for aggregating the ELCv3 are found in Section 3.2.1

(Route aggregation is described in [RFC4271]. Al though prefix
aggregation -- conbining two or nore nore-specific prefixes to form
one |l ess-specific prefix -- is one application of aggregation, we
note that another is when two or nore routes for the sanme prefix are
sel ected to be used for multipath forwarding.)

2.3. Receiving the NHC

An inplenentation receiving routes with a NHC SHOULD NOT di scard the
attribute or its contained characteristics by default. An

i mpl ement ati on SHOULD provi de configuration control of whether any
given characteristic is processed. An inplenentation MAY provide
finer-grained control on propagati on based on attributes of the
peering session, as discussed in Section 7.1

When a BGP speaker receives a BGP route that includes the NHC, it
MUST conpare the address given in the header portion of the NHC and
illustrated in Figure 1 to the next hop of the BGP route. |If the two
mat ch, the NHC nay be further processed. |f the two do not match, it
means some intermedi ate BGP speaker that handled the route in transit
bot h does not support NHC, and changed the next hop of the route. In
this case, the contents of the NHC cannot be used, and the NHC MUST
be discarded w thout further processing, except that the contents NMNAY
be | ogged.

In considering whether the next hop "matches", a semantic match is
sought. While bit-for-bit equality is a trivial test of matching,
there may be certain cases where the two are not bit-for-bit equal,
but still "match". An exanple is when an MP_REACH Next Hop encodes
both a global and a |ink-local IPv6 address. In that case, the |ink-
| ocal address might be renoved during Internal BGP (IBGP)
propagation, the two would still be considered to match if they were
equal on the global part. See Section 3 of [RFC2545]. 1In other
cases, only a link-local address m ght be present. This is discussed
in Section 2.2.1; in such a case further information is required to
permt matching, this is discussed in Section 4.

A BGP speaker receiving a Characteristic Code that it supports
behaves as defined in the docunent defining the Characteristic Code.
A BGP speaker receiving a Characteristic Code that it does not
support MJST ignore that Characteristic Code. |In particular, the
recei pt of an unrecogni zed Characteristic Code MJST NOT be handl ed as
an error.
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The presence of a characteristic SHOULD NOT influence route sel ection
or route preference, unless tunneling is used to reach the BGP next
hop, the selected route has been | earned from External BGP (that is,
the next hop is in a different Autononbus Systen), or by
configuration (see following). Indeed, it is in general inpossible
for a node to know that all BGP routers of the Autononobus System (AS)
wi Il understand a given characteristic, and if different routers
within an AS were to use a different preference for a route,
forwarding | oops could result unless tunneling is used to reach the
BGP next hop. Following this reasoning, if the admnistrator of the
network is confident that all routers within the AS will interpret
the presence of the characteristic in the same way, they could rel ax
this restriction by configuration.

2.4. Attribute Error Handling

An NHC is considered nmalforned if the length of the attribute,
encoded in the Attribute Length field of the BGP Path Attribute
header (Section 4.3 of [RFC4271]), is inconsistent with the |engths
of the contained characteristic TLVS. |In other words, the sum of the
sizes (Characteristic Length plus 4) of the contai ned characteristic
TLVs, plus the Iength of the NHC header (Figure 1), nust be equal to
the overall Attribute Length.

A BGP UPDATE nessage with a mal formed NHC SHALL be handl ed using the
approach of "attribute discard" defined in [ RFC7606] .

Unknown Characteristic Codes MJUST NOT be considered to be an error

An NHC that contains no characteristic TLVs MAY be consi dered

mal formed, although it is observed that the prescribed behavi or of
"attribute discard" is semantically no different fromthat of having
no TLVs to process. There is no reason to propagate an NHC t hat
contains no characteristic TLVs.

A docunent that specifies a new NHC Characteristic should provide
specifics regardi ng what constitutes an error for that NHC
Characteristic.

If a characteristic TLV is malformed, that characteristic TLV SHOULD
be ignored and renoved. Oher characteristic TLVs SHOULD be
processed as usual. |If a given characteristic TLV requires different
error-handling treatnment than described in the previous sentences,
its specification should provide specifics.
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2.5. Network Operation Considerations

In the corner case where multiple nodes use the same | P address as
their BGP next hop, such as with anycast nodes as described in

[ RFC4786], a BGP speaker MJUST NOT advertise a given characteristic
unl ess all nodes sharing this same | P address support this
characteristic. The network operator operating those anycast nodes
is responsible for ensuring that an anycast node does not advertise a
characteristic not supported by all nodes sharing this anycast
address. The neans for acconplishing this are beyond the scope of
thi s docunent.

In cases where a BGP speaker receives a route for sone prefix P wth
next hop N that carries an NHC, and receives a different route for P
N that carries no NHC or a NHC with conflicting content, that could
be indicative of a configuration error as described above. 1In such a
case, an inplenentation MAY |l og an error to hel p di agnose the
potential problem

3. Entropy Label Characteristic (ELCv3)

The foregoing sections define the NHC as a container for
characteristic TLVs. The Entropy Label Characteristic is one such
characteristic.

When BGP [ RFC4271] is used for distributing | abeled NLRI as descri bed
in, for exanple, [RFC8277], the route may include the ELCv3 as part
of the NHC. The inclusion of this characteristic with a route

i ndi cates that the egress of the associated Label Switched Path (LSP)
can process entropy | abels as an egress LSR for that route -- see
Section 4.1 of [RFC6790]. Below, we refer to this for brevity as
bei ng "EL-capable."

For historical reasons, this characteristic is referred to as
"ELCv3", to distinguish it fromthe prior Entropy Label Capability
(ELC) defined in [RFC6790] and deprecated in [RFC7447], and the ELCv2
described in [I-D.scudder-bgp-entropy-Iabel].

This section (and its subsections) replaces Section 5.2 of [RFC6790],
whi ch was previously deprecated by [ RFC7447].

3.1. Encoding

The ELCv3 has characteristic code 1, characteristic length 0, and
carries no val ue:
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0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Characteristic Code =1 | Characteristic Length =0 |
o m e e e e e e e aaao o o m e e e e e e e aaao o +

Fi gure 3: ELCv3 TLV For nat
3.2. Sending the ELCv3

When a BGP speaker S has a route Rit wi shes to advertise with next
hop Nto its peer, it MAY include the ELCv3 characteristic if it
knows that the egress of the associated LSP L is EL-capabl e,
otherwi se it MJST NOT include the ELCv3 characteristic. Specific
conditions where S would know that the egress is EL-capable are if S

* |s itself the egress, and knows itself to be EL-capable, or

* |s re-advertising a BGP route it received with a valid ELCv3
characteristic, and is preserving the value of N as received, or

* |s re-advertising a BG route it received with a valid ELCv3
characteristic, and is changing the next hop that it has received
to N, and knows that this new next hop (normally itself) is EL-
capabl e, or

* |s re-advertising a BGP route it received with a valid ELCv3
characteristic, and is changing the next hop that it has received
to N, and knows (for exanple, through configuration) that the new
next hop (normally itself) even if not EL-capable will sinply swap
| abel s wi t hout popping the BGP-advertised | abel stack and
processing the | abel below, as with a transit LSR, or

* Knows by inpl enentation-specific nmeans that the egress is EL-
capabl e, or

* |s redistributing a route | earned from another protocol, and that
ot her protocol conveyed the know edge that the egress of L was EL-
capable. (For exanple, this mght be known through the Labe
Distribution Protocol (LDP) ELC TLV, Section 5.1 of [RFC6790].)

The ELCv3 MAY be advertised with routes that are | abel ed, such as

those using SAFl 4 [RFC8277]. It MJUST NOT be advertised with
unl abel ed rout es.
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3.2.1. Aggregation

VWhen form ng an aggregate (see Section 2.2.2), the aggregate route
thus formed MUST NOT include the ELCv3 unl ess each constituent route
woul d be eligible to include the ELCv3 according to the criteria

gi ven above.

3.3. Receiving the ELCv3

(Bel ow, we assune that "includes the ELCv3" inplies that the

contai ning NHC has passed the checks specified in Section 2.3. If it
had not passed, then the NHC woul d have been di scarded and the ELCv3
woul d be deened not to have been included.)

VWhen a BGP speaker receives an unl abeled route that includes the
ELCv3, it MUST discard the ELCv3.

When a BCP speaker receives a | abeled route that includes the ELCv3,
it indicates that it can safely insert an entropy |label into the

| abel stack of the associated LSP. This inplies that the receiving
BGP speaker if acting as ingress, MAY insert an entropy |abel as per
Section 4.2 of [RFC6790].

3.4. ELCv3 Error Handling

The ELCv3 is considered mal forned and nust be disregarded if its
length is other than zero.

If nmore than one instance of the ELCv3 is included in an NHC
i nstances beyond the first MJST be disregarded.

4, BGP I dentifier Characteristic

As discussed in Section 2.2.1, it mght be possible that a route
could be originated that has no global part in its next hop. To
provi de uniqueness in this case, it is sufficient to associate the
BGP Identifier and AS Nunber of the route’'s sender. The BGP
Identifier Characteristic (BGPID) provides a way to convey this
information if required.

4.1. Encoding
The BGPI D has characteristic code 3, characteristic length 8, and

carries as its value the BGP lIdentifier and Aut ononmous System Nunber
of its sender:
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0 1 2 3
01234567890123456789012345678901

B i s T T i i o S o T Ji I
| Characteristic Code = 3 | Characteristic Length = 8 |
O O +
| BGP I dentifier |
T T T +
| AS Number |
o m m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mmmmem o +

Figure 4: BGPID TLV For nat

BGP lIdentifier: The BGP ldentifier (Section 4.2 of [RFC4271], and
[ RFC6286]) of the route’s sender.

AS Nunber: The Aut ononopus System Nunber [RFC6793] of the route’s
sender. In cases where the sender night represent different

Aut ononobus System Nunbers to different peers (for exanple, [RFC5065],
[ RFC7705]), the value used is the one that was in the sender’s BGP
OPEN to the peer concerned.

4.2. Sending the BGPID

Under the circunstances described in Section 2.2.1 the BGPI D MJUST be
i ncl uded. Under other circunstances, the BGPI D MAY be i ncl uded.

4.2.1. Aggregation

Since the BGPID, by definition, is regenerated whenever the next hop
i s changed and provides context to disamnbiguate the next hop carried
in the NHC header, there is no case in which it mght need to be
aggr egat ed.

4.3. Receiving the BGPID

Under the circumstances described in Section 2.2.1, a NEXT_HOP
received froma given peer MIST NOT be considered a "semantic match"
for the NHC unless the BGP Identifier and Autononobus System of that
peer match the BGP ldentifier and Autononous Systemcarried in the
BGPI D

Since the only case in which the BGPID mi ght be needed to

di sanbi guate the next hop carried in the NHC i nvol ves the inmedi ate
peer (see Appendix A for nore detail), the BGP ldentifier and

Aut ononobus System of the peer are readily derived, they are the

val ues that were received in that peer’s OPEN nessage

Decraene, et al. Expires 21 January 2026 [ Page 13]



I nternet-Draft NHC July 2025

O her uses of the BGPID are beyond the scope of this docunment. In
particular, if a route is received that has a global part to its
NEXT_HOP and thus, does not match the circumnmstances described in
Section 2.2.1, but which nonetheless has a BGPID, this specification
requires no specific action. In such a case, the BGPID can be

di sregar ded.

4.3.1. Not Receiving the BGPID

Under the circunstances described in Section 2.2.1, if a BGPID is not
present in the NHC, the next hop match described in Section 2.3 MJST
be considered to have fail ed.

4.4. BGPID Error Handling

The BGPID is considered mal forned and nust be disregarded if its
Il ength is other than eight.

If nore than one instance of the BGID is included in an NHC
i nstances beyond the first MJST be disregarded.

The situation where a route is received which fails the test
described in Section 4.3 is not an error. However, it might indicate
a msconfiguration in the network, and a nmessage MAY be | ogged.

5. Legacy ELC

The ELCv3 functionality introduced in this docunment replaces the "BGP
Entropy Label Capability Attribute" (ELC attribute) that was

i ntroduced by [RFC6790], and deprecated by [RFC7447]. The latter RFC
specifies that the ELC attribute, BGP path attribute 28, "MJST be
treated as any other unrecogni zed optional, transitive attribute".
Thi s specification revises that requirenent.

As the current specification was devel oped, it becanme clear that due
to inconpatibilities between how the ELC attribute is processed by
different fielded inplenmentations, the nmost prudent handling of
attribute 28 is not to propagate it as an unrecogni zed opti onal,
transitive attribute, but to discard it. Therefore, this
specification updates [ RFC7447], by instead requiring that an

i npl ementation that receives the ELC attribute MJST di scard any
received ELC attribute.
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6.

| ANA Consi der ati ons

| ANA has nmade a tenporary allocation in the BGP Path Attri butes
registry of the Border Gateway Protocol (BGP) Paranmeters group. |ANA
is requested to nmake this allocation permanent, and to update its
nane and reference as shown bel ow.

| Value | Code | Reference |
[ bbbl ey e p—r U
| 39 | BGP Next Hop Dependent Characteristic (NHC) | (this doc) |
Fomm o - o m m e e e e e e e e e e e e e e e e e em e eaao o Fom e e o - +

Table 1

IANA is requested to create a new registry called "BG Next Hop
Dependent Characteristic Codes" within the Border Gateway Protocol
(BGP) Paraneters group. The registry's allocation policy is First
Cone, First Served, except where designated otherwise in Table 2. It
is seeded with the foll ow ng val ues:
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| Value | Description | Reference | Change Controller

[ ety e ———————— Ll —p—_————————————_——_ Ll —p—(——————————r
| O | reserved | (this doc) | 1ETF |
S D . R +
| 1 | ELCv3 | (this doc) | 1ETF |
Fommma - . T I +
| 2 | NNHN | draft-wang-idr-next- | kfwang@ uni per.net |
| | | next-hop-nodes-01 |

AR, R o e e e e e oo oo o e e e e oo +
| 3 | BGPID | (this doc) | 1ETF |
dememaas . e - +
| 4 | TFIT | draft-ietf-idr-bgp- | IETF |
| | | ifit-capabilities-05 | |
R, o e e - T o e e e +
| 5 | AMetric | draft-ietf-idr-bgp- | IETF |
| | | generic-netric-01 | |
dememaas . . - +
| 65400 | private use | (this doc) | ITETF |
| - I I I
| 65499 | | | |
AR, R o e e e e e oo oo o e e e e oo +
| 65500 | reserved for | (this doc) | ITETF |
| - | experinental | | |
| 65534 | use | | |
N S o e e e e e e oo Fom e e e e oo o +
| 65535 | reserved | (this doc) | TETF |
AR, R o e e e e e oo oo o e e e e oo +

Table 2
7. Security Considerations
7.1. Considerations for the NHC

The header portion of the NHC contains the next hop the attribute’s
originator included when sending it, or that an internedi ate router

i ncl uded when updating the attribute (in the latter case, the
"contract” with the internediate router is that it performed the
checks in Section 2.3 before propagating the attribute). This will
typically be an I P address of the router in question. This nay be an
infrastructure address the network operator does not intend to
announce beyond the border of its Autononbus System and it may even
be considered in some weak sense, confidential information

A notivating application for this attribute is to convey infornmation

bet ween Aut ononmous Systens that are under the control of the sane
administrator. |In such a case, it would not need to be sent to other
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7

8.

Aut ononmous Systenms. At time of witing, work
[I-D.uttaro-idr-bgp-oad] is underway to standardi ze a met hod of

di stingui shing between the two categories of external Autononous
Systens, and if such a distinction is available, an inplenmentation
can take advantage of it by constraining the NHC and its contai ned
characteristic to only propagate by default to and fromthe fornmer
category of Autononous Systems. |f such a distinction is not
avai l abl e, a network operator may prefer to configure routers peering
wi t h Aut ononpbus Systens not under their adm nistrative control to not
send or accept the NHC or its contained characteristic, unless there
is an identified need to do so.

The foregoi ng notw thstandi ng, control of NHC propagation can’t be
guaranteed in all cases -- if a border router doesn't inplenment this
specification, the attribute, like all BGP optional transitive
attributes, will propagate to nei ghboring Autononbus Systens. (This
can be seen as a specific case of the general "attribute escape"”
phenomenon di scussed in [I-D. haas-idr-bgp-attribute-escape].)
Simlarly, if a border router receiving the attribute from an

ext ernal Autonompus System doesn’t inplenent this specification, it
will store and propagate the attribute, the requirements of

Section 2.3 notwithstanding. So, sonmetines this information could

| eak beyond its intended scope. (Note that it will only propagate as
far as the first router that does support this specification, at
which point it will typically be discarded due to a non-matchi ng next
hop, per Section 2.3.)

If the attribute | eaks beyond its intended scope, characteristics
within it would potentially be exposed. Specifications for

i ndi vi dual characteristics should consider the consequences of such
uni nt ended exposure, and should identify any necessary constraints on
pr opagat i on.

2. Considerations for the ELCv3 Characteristic

Insertion of an ELCv3 by an attacker could cause forwarding to fail.
Del etion of an ELCv3 by an attacker could cause one path in the
network to be overutilized and another to be underutilized. However,
we note that an attacker able to acconplish either of these (bel ow,
an "on-path attacker") could equally insert or renpbve any other BGP
path attribute or message. The fornmer attack descri bed above denies
service for a given route, which can be acconplished by an on-path
attacker in any nunber of ways even absent ELCv3. The latter attack
defeats an optim zation but nothing nmore; it seens dubious that an
attacker would go to the trouble of doing so rather than |aunching
sonme nore danmagi ng attack
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Appendi x A. A Case Wiere a Link-Local Next Hop Could Lead to a Fal se
Positive

Consi der a sinple BGP peering topology, with four routers, in three
Aut ononpus Syst ens:

Figure 5: A Trivial Peering Topol ogy

Suppose A and D support NHC. B and C do not support NHC. In this
case, when A originates a route with an attached NHC, if B propagates
it to C, and C updates the NEXT_HOP when propagating it to D, D wll
foll ow the procedures of Section 2.3 and will discard the NHC wi t hout
further processing.

However, now suppose that on the peerings between A and B, and
between C and D, only link-local addresses are used. Further,
suppose that A uses link-local address L as its |ocal address on its
peering with B, and C al so uses the sane address, L, as its |ocal
address on its peering with D. In the situation described in the
previ ous paragraph, D would have no way of detecting that C had

viol ated the correctness assunptions of this specification, due to
the collision between its address and A's.
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It can be seen that since the scope of a link-local address is, of
course, only the local link, the problemto be solved is restricted
to knowi ng whet her an i medi ate peer whose |ink-1ocal address appears
inthe NHC is truly the originator of that NHC, or if it mght be an
NHC- i ncapabl e speaker that has propagated an NHC that origi nated

el sewhere, with a colliding address.

It can further be seen that if the procedures of Section 4 are
followed, this issue is resolved since Awll attach a BGPID TLV
containing its own BGP ldentifier and its AS Nunber, X. Even if Cs
BGP Identifier is the sane as A's, its AS Nunber is different, and
thus D w Il discard the NHC without further processing.
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