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Abst ract

Thi s docunent specifies the procedure for distributing Border Gateway
Protocol -Link State (BGP-LS) key paranmeters for inter-domain |inks
bet ween two Aut ononmobus Systens (ASes). It defines a new type within
the BGP-LS Network Layer Reachability Information (NLRI) for an
inter-AS Link, as well as three new type-I|ength-values (TLVs) for the
BGP-LS inter-AS Link descriptor. These BGP-LS extensions enable

Sof t war e- Defi ned Networking (SDN) controllers to retrieve network

t opol ogy across inter-AS environnents.

These extensions and procedures allow network operators to coll ect

i nter-donmain interconnect informati on and autonatically conpute the
end-t o-end network topol ogy using information provided by the BGP-LS
pr ot ocol .

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 5 Decenber 2026.
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1. I nt roduction

BGP- LS [ RFC9552] describes the use of the BGP protocol for
advertising Link-State topology information. |t enables applications
such as an SDN controllers to collect the underlay network topol ogy.

[ RFC9552] covers the advertisenment of topology information from
within an Interior Gateway Protocol (I1GP) domain. |f the network has
nmore than one | GP domain, and these domains interconnect with each
other via inter-AS links, there is no nechanismw thin [ RFC9552] to
advertise the interconnect topol ogy infornation.
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Thi s docunment defines the inter-AS Link NLRI and some new TLVs for
BGP-LS to cover scenarios where an SDN controller needs to get the
i nterconnection topol ogy information between different AS domai ns
when sourced fromIGPs. These additions may al so be used as an
alternative to [ RFCO9086] for a BGP-LS topol ogy scenario defined in
Section 8.

2. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [RFC2119] [RFCB174] when, and only when, they appear in al
capital s, as shown here

3. Term nol ogy
The following terns are defined in this docunent:
* DCs: Data Centers
* SDN: Sof t war e- Defi ned Networ k

4. Inter-AS Domain Scenari os

Figure 1 illustrates the multi-domain scenarios discussed in this
docunent. Typically, the SDN controller can retrieve the topol ogy of
IGP Aand IGP Bindividually via the BGP-LS protocol, but it cannot
obtai n topol ogy connection information between these two | GP donai ns,
as | GP protocols are generally not run on the inter-AS |links.

In Figure 1, S2 (in IGP domain A) and Tl (in IGP domain B) are
connected to the IP SDN controller via BGP-LS, but they can only
report the topology information anong the 1GP A and | GP B t hensel ves,
and can't report the inter-AS topol ogy information anong them because
there is no | GP protocol running on the inter-AS |inks. The border
routers, SB1/SB3 in IGP A and TB2/TB4 in I GP B know the inter-AS

i nks anbng them and can advertise such information via underlying
OSPF [ RFC5392] or 1S 1S [RFC9346], but there is no place in [ RFC9552]
to transfer such information.
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5.

R +
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| BGP- LS | BGP- LS

I I
e R + e R +
| +--+ +H -+ +- +-+ +- +-+ +H -+ +- -+
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| I I ||
| +-++ +- -+ +-+-+ +-+-+ +- -+ +- ++
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I I I I
I I I I
| IGP A | | | GP B |
R + R +

Figure 1: Inter-AS Domain Scenario
Inter-AS Link NLR

[ RFC9552] defines four NLRI types (Node, Link, |1Pv4 Topol ogy Prefix,
and |1 Pv6 Topol ogy Prefix) to transfer the topol ogy and prefix
information. For an inter-AS link, as the two ends of the |ink
belong in different | GP domains and the |link does not run an | GP
protocol, it is not appropriate to advertise their information within
the existing NLRI types |isted above.

Thi s docunent defines a new NLRI type 7, seeSection 11) within the
BGP-LS NLRI, referred to as the inter-AS Link NLRI. The inter-AS

Link NLRI is encoded in the format shown in Figure 2 as expl ai ned

bel ow
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0 1 2 3
01234567890123456789012345678901
Tl i I S S

| Protocol-1D |

T S S T i o S S e i e S I S i S

| I dentifier I
| (64 bits) |
B I i st ST S I S S S S S S S S e S S S S ik o S N S S S
/1 Local Node Descriptors (variable) /1
el i I e i it T e e e e i i T o S e e S e T R R
/1 inter-AS Link Descriptors (variable) /1

R L R e T e S h t b o ik h TR SN S
Figure 2: inter-AS Link NLRI Format

Thi s docunent specifies the advertisenent of inter-AS Links using the
inter-AS Link NLRI when originating the information fromthe
under|ying OSPF [ RFC5392] and | S-1S [ RFC9346] adverti senents.

This section describes the encoding of the inter-AS Link NLRI while
the nore detail ed procedures for sourcing of this information from
the underlying | GP are described in Section 7.

The "Protocol-ID" is set to the value indicating the source protoco
of the inter-AS Link information, as specified in Section 5.2

of [ RFC9552]. When the information is sourced from OSPF or 1S-1S, the
val ue MJST correspond to one of |IGP values as specified in [ RFC9552].

The semantics of the "ldentifier" field are the sane as defined in

[ RFC9552] and MUST be set to the BGP-LS Instance ldentifier to
identify the I GP domain into which the information associated with
the inter-AS link is advertised. Therefore, the "ldentifier" val ues
for the two half-links (refer section 5.2.2 of [RFC9552]) of the
inter-AS |ink SHOULD be different depending on the configuration of
Identifiers for the two | G° domai ns.

The "Local Node Descriptors" field is encoded using the TLV 256
defined in section 5.2.1.2 of [RFC9552] to identify the ASBR
associated with the specific half-link of the inter-AS link. The
fol |l owi ng Sub-TLVs MJST be included as the Local Node Descri ptors:

- Aut onomous System (TLV 512) [ RFC9552].
- OSPF Area-1D (TLV 514) [RFC9552] to be included only in the case of
OSPF, when the inter-AS TE LSA from which information is sourced is

being flooded with an area-scope. It is not included when the LSAis
fl ooded with AS-scope
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- IGP Router ID (TLV 515) encoded for either OSPF or IS 1S, depending
on the source protocol as specified in section 5.2.1.4 of [RFC9552].

- One or both of I1Pv4 and | Pv6 Router-1D of the ASBR using TLV 1028
and/ or 1029 [ RFC9552], dependi ng on whether the ASBR i s configured
with one or both of the IPv4 and | Pv6 TE Router-1Ds. |f both are
known, then both MUST be present. (Note: while [RFC9552] introduced
these TLVs for use in the BGP-LS attribute, this docunment also

| everages the same TLVs for use in the NLRI.)

Inter-AS Link Descriptors are encoded as TLVs that identify the
specific half-link of the inter-AS link. Section 6 of this docunent
i ntroduces the TLVs that MJUST be included as the inter-AS Link
Descri ptors:

- Renote AS Nunber (TLV 270), and
- One or both of I1Pv4 and | Pv6 Renpbte ASBR I D using TLV 271 and/ or
TLV 272, dependi ng on whether the Rempte ASBR is configured with one
or both of the IPv4 and | Pv6 TE Router-1 Ds.
Additionally, the followi ng TLVs MJST be included as inter-AS Link
Descriptors if they are being advertised in the underlying | GP
advertisement of the inter-AS link as they help identify individual
i nks when there is nore than one inter-AS |ink between two ASBRs.
- Link Local/Renpte ldentifiers (TLV 258) [ RFC9552]
- IPvd Interface Address (TLV 259) [ RFC9552]
- 1 Pv4 Nei ghbor Address (TLV 260) [RFC9552]
- IPv6 Interface Address (TLV 261) [ RFC9552]
- 1 Pv6 Nei ghbor Address (TLV 262) [ RFC9552]
Use of any other TLVs as Local Node Descriptors or inter-AS Link
Descriptors may cause challenges in the correlation of the two inter-
AS Link NLRI half-1links when the BGP-LS Producer inplenentations
vary.

6. Inter-AS Link Descriptor TLVs
Thi s docunent introduces three TLVs for inclusion as inter-AS Link

Descriptors within the inter-AS Link NLRI for the advertisenent of
inter-AS link information via BGP-LS.
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S T . . +
| TLV Code | Description | 1'S-1S/ OSPF TLV| Reference |
| Poi nt | | /[ Sub-TLV | (RFC Section) |
S o e e e e m oo oo R S +
| 270 | Renmot e AS Nunber | 24/ 21 | [RFC9346]/3.4.1

| | | | [RFC5392]/3.3.1

| 271 | 1Pv4 Renote ASBR ID | 25/ 22 | [RFC9346]/3. 4. 2|
| | | | [RFC5392]/3. 3. 2|
| 272 | 1 Pv6 Renpte ASBR ID | 26/ 24 | [RFC9346]/3.4.3

| | | | [RFC5392]/3. 3. 3|
S . . +

Figure 3: inter-AS Link Descriptor TLVs

The encoding of these TLVs is aligned with the correspondi ng
advertisenents in [RFC9346] and [ RFC5392], which keeps the BGP-LS
protocol agnostic to the underlying protocol

6. 1. Renpte AS Nunber TLV

The Renote AS Number TLV specifies the AS nunber of the nei ghboring
AS to which the advertised |ink connects.

The Renote AS Nunmber TLV is TLV Type 270 and is 4 octets in |length.
Its format is as foll ows:

0 1 2 3
01234567890123456789012345678901
el i I e i it T e e e e i i T o S e e S e T R R
| Type | Lengt h |
I S i o T s S S S e s s T
| Renmot e AS Nunber |
B I i st ST S I S S S S S S S S e S S S S ik o S N S S S

Figure 4: Renpte AS Nunber TLV For mat

The Renote AS Nunber field has 4 octets. Wien only 2 octets are used
for the AS nunber (for example, when such information is advertised
fromOSPF), the left (high-order) 2 octets MJST be set to O.

6.2. |Pv4 Renrpte ASBR I D

The 1 Pv4 Renpte ASBR I D TLV specifies the IPv4 identifier of the
remote ASBR to which the advertised inter-AS |link connects. This can
be any stable, routable | Pv4 address of the renote ASBR  The use of
the TE Router ID, as specified in the Traffic Engineering Router ID
TLV [ RFC9346] is RECOMVENDED.

The 1 Pv4 Renote ASBR ID TLV is TLV Type 271 and is 4 octets in
length. |Its format is as follows:
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0 1 2 3

01234567890123456789012345678901
B T I i R i e i Sl e e g e S I T s s it sTE O T B S SR
| Type | Lengt h |
e o T i e R m i e T e R S e o ok
| Renpte ASBR I D |
R T T ke S ST N e S e

Figure 5 1Pv4 Renote ASBR I D TLV For mat

6.3. |Pv6e Rerbte ASBR I D

The 1 Pv6 Remote ASBR I D TLV specifies the IPv6 identifier of the
renmote ASBR to which the advertised inter-AS |link connects. This can
be any stable, routable | Pv6 address of the renote ASBR  The use of
the TE Router ID, as specified in the IPv6 Traffic Engi neering Router
I D TLV [ RFC9346] is RECOMVENDED.

The I Pv6 Remote ASBR ID TLV is TLV Type 272 and is 16 octets in
length. Its format is as follows:

0 1 2 3

01234567890123456789012345678901
i I S T S S i I S A SHE N SR
| Type | Length |
I i I S R T S A S S
| Renote ASBR | D |
B i s T T i i o S o T Ji I
| Renot e ASBR | D (conti nued) |
i i S e S S S it SN DR DU Y
| Renote ASBR | D (conti nued) |
I e I S s S S i i S
| Renote ASBR I D (conti nued) |
B i s T T i i o S o T Ji I

Figure 6: |1Pv6 Renpote ASBR I D TLV For nmat

The I Pv6 Remote ASBR I D TLV MUST be included if the neighboring ASBR
has an | Pv6 address. |f the neighboring ASBR does not have an | Pv6
address, the I Pv4 Renbte ASBR I D TLV MJST be included instead. |If
bot h are known, then both MJST be present.

7. Advertisenment of IGP Information for Inter-AS Links

Advertisenment of inter-AS Links along with their TE information is
done in IGPs as foll ows:

- In OSPFv2 via the inter-AS TE-v2 LSA [ RFC5392]

- In OSPFv3 via the inter-AS-TE-v3 LSA[ RFC5392]
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- In IS 1Sviathe inter-AS Reachability Information TLV (TLV 141)
[ RFC9346]

The routers that connect to the SDN controller via the BGP-LS
protocol within each domain will advertise the information fromthe
above I1GPs for the inter-AS link. To retrieve the inter-AS topol ogy,
t he Aut onomous System TLV(TLV 512), Renote AS nunber, |Pv6 Renote
ASBR I D and/or |1 Pv4 Renote ASBR I D MIUST be presented within the
inter-AS Link NLRI of each inter-AS |ink

When advertising these inter-AS Links fromthe IGPs into BGP-LS as
inter-AS Links, the sourcing of information for the inter-AS Link
NLRI except for the inter-AS Link Descriptors follows the sane
procedures as specified in [RFCO552]. The information about the
Renote AS Nunber and the I Pv4/1Pv6e Renote ASBR I Ds specified in
Section 6 are derived fromthe Renote AS Nunber and | Pv4/|Pv6 Renote
ASBR I D TLVs specified for OSPF and IS-1S in [ RFC5392] and [ RFC9346]
respectively. The rest of the inter-AS Link Descriptor TLVs of the
inter-AS Link NLRI are sourced fromthe base OSPF/ I SIS TE TLVs t hat
were originally introduced for normal 1GP |inks and which are al so
encoded for the inter-AS TE |inks as specified in [ RFC5392] and

[ RFC9346]; their procedures are therefore the sane as in [ RFC9552].

The OSPF/ I SIS inter-AS Link advertisenents also include various link
properties (e.g., TE metric, Adnmin Goups, SRLGs, etc.) which are
encoded using the same TLVs as for normal I1GP Iinks. These |ink
properties are advertised using their correspondi ng BGP-LS TLVs as
specified in [ RFC9552] and other BGP-LS extensions in the BGP-LS
Attribute associated with the inter-AS Link NLRI of that specific

I'i nk.

8. Solutions for other Alternative Scenarios
In sone scenario, it is possible that the router running BGP-LS acts
as also the role of the ASBR  Take the topology in following figure
as the exanpl e:
In this alternative topology, it is SB1, which is also the ASBR of

IGP A runs BGP-LS protocol with the IP SDN controller. Al other
informati on are kept the same as that in Figure 1.
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R +
+------ +I P SDN Control l er+----- +
| R + |
I
e +BGP- LS | BGP- LS
I I
R + e R +
| +--+ +- -+ +- +-+ +- +-+ ++- + +- -+
| | S1+--------- +S2+---+SBl+----------- +TB2+- - - +T1+-------- +T2|
| +-++ +- -+ +- +- + +- +- + +- -+ +- ++|
[ I I ||
[ I I (N
| +-++ +- -+ +-+-+ +-+-+ +- -+ +- ++
| | S4+-------- +S3+----+SB3+----------- +TB4+---+T3+-------- +T4|
| +--+ +- -+ +- +- + +- +- + +- -+ +- - 4|
I I I I
I I I I
| IGP A | | | GP B |
R + R +

Figure 7: Alternative Inter-AS Domain Scenario

To retrieve the inter-AS topology anong IGP A and IGP B in
alternative scenario in Figure 7, one possible solution is to utilize
the BGP EPE [ RFC9086] sol ution on SBl(reports the |ocal information
via the Link NLRI with 'protocol-id set to 'BG ), plus the solution
proposed in Section 5 of this docunment that pass the BGP-LS inter-AS
NLRI on another ASBR(e.g. SB3 in Figure 7) with 'protocol-id set to
"OSPF or 1S 1S).

Anot her solution for the use case shown in Figure 7 allows the SBlI to
directly put into BGP-LS an Inter-AS Link NLRI indicating the source
is alocal route (directly connected interface or static route) that
the ASBR uses to get to the Inter-AS |link. Gven this topol ogy, SBl
sends the BGP-LS NLRI with the Inter-AS NLRI with the foll ow ng
settings:

‘protocol-id set to ’'direct’ or 'static’ per definition in
[ RFC9552],

Local Node Descriptors include:
0 Autononous System (TLV 512) [ RFC9552],
0 Router-I1D of the ASBR BGP Node [ TLV 1028/1029], and

0 Inter-AS Link Descriptors (per Section 6).
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The above information on SBl is configured locally, and the same
information on SB3 is fromOSPF/IS-1S

Al ignment between the two sides of the Inter-AS |link (e.g. SBl1 TB2)
that uses the source of “static” or “direct” is nade by the
control |l er mappi ng the AS-nunber and | P Address supported by the
Inter-AS Link information (Section 5 and Section 6).

9. End-to-End Inter-AS Topol ogy Use Case

[ RFC8735] section 3.3 "Traffic Engineering for Multi-domain"
describes the scenario that the service provider needs to do traffic
engi neering fromend to end that spans multiple domains. To program
the end to end path, and let the traffic pass the non-congested
l'inks, especially the links that interconnect to the different
domains, the SDN controller that covers all these domains which

bel ong to the service provider needs to know the inter-AS topol ogy
information fromthe inter-AS Link NLRI via the BGP-LS. It binds the
hal f link informati on from each donmain together, calculates the end-
to-end path for the assured service traffic and uses the final path
information to control the transm ssion of the assured traffic.

The use case can al so be explained via the scenari o described in
Fi gure 1.

If S1 wants to send traffic to T2 with assured performance, it should
know t he end-to-end path fromthe I P SDN controller, especially the
connecti on topol ogy anong the four border routers(SBl1, SB3, TB2 and
TB4) .

Such connection topology information is sent by S2 and T1
respectively via the BGP-LS protocol, to the IP SDN controller. The
I P SDN controller can then stick the two | GP donmai n topol ogi es
together, calculate the end-to-end path that spans two | GP donains
and their inter-connection |links, guide the traffic fromSl1 (in IGP
A to T2 (IGP B) traverse the desired nodes and I|inks.

If there are no inter-connection links fromthe inter-AS NLRl that is
defined in this docunent, the IP SDN controller can't stick the two

| GP donmmi ns together and can’t then calculate the end-to-end path for
t he conmuni cati on nodes | ocated in different domains.
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10. Security Considerations

BGP- LS security is specified in [RFC9552]. This extension to BGP-LS
focuses on scenari os where a single entity-operated network includes
mul tiple | GP donai ns conposed of its backbone network, severa
Metropol i tan- Area Networks (MANs), and Data Centers (DCs). The
configuration of these networks, operated by a single adm nistrative
entity, creates a "walled garden". Wthin this single admnistrative
domai n, the network operator needs to nonitor and engineer traffic
flows traversing a network that spans nultiple Autononbus Systens
(ASes). The network operator can obtain this inter-AS topol ogy
informati on via the procedure described in this docunent.

A single adm nistrative domain consisting of two ASes that passes

i nformati on about inter-AS Link characteristics does not cause issues
within a "wall ed garden". However, the inter-AS Link NLRI and its
characteristics (Link/Local ldentifier, IPv4 Interface Address, |Pv4
Nei ghbor Address, |Pv6 Interface Address, |Pv6 Nei ghbor Address,

Mul ti-Topol ogy Identifier, Renote-AS Nunber, |Pv4 Renote ASBR I D, and
I Pv6 Renmpbte ASBR I D) constitute critical network information. As
such, operators SHOULD handle this critical information in a manner
that restricts it to the walled garden.

11. | ANA Consi derations
Thi s docunent requests | ANA to update the allocated codepoints from
under the "Border Gateway Protocol - Link State (BGP-LS) Paraneters”
registry group as follows:

11.1. New BGP-LS NLR type
| ANA has all ocated a codepoint for the inter-AS Link NLRI type from
the "BGP-LS NLRI Types" registry in the "Border Gateway Protocol
Link State (BGP-LS) Paraneter"” G oup:

T T S S e T o S U S SUp S SEp S SR S i

| Type | NLRI Type | Ref erence |
B I i st ST S I S S S S S S S S e S S S S ik o S N S S S
| 7 | inter-AS Link NLRI| Thi s docunent |

B T S i T s i i e e SEI S
Figure 8: Inter-AS Link NLRI Codepoint

11.2. New Inter-AS Link Descriptors
I ANA has al |l ocated codepoints for the follow ng TLVs from "BGP-LS

NLRI and Attribute TLVs" registry in the "Border Gateway Protocol
Link State (BGP-LS) Paraneter" G oup:
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e e e L i s S o S e Sl o ok R SRR o
| TLV Code Point | Descri ption | Ref erence |
B i i i i s S i S S T st sk s I I S SN
| 270 | Renote AS Nunber | Thi s docunent |
i R T i e e S i i T S e
| 271 | IPv4d Renote ASBR ID | Thi s docunent |
i e e s o i i o R h o ok o SR R
| 272 | 1Pv6 Renote ASBR ID | Thi s docunent |
B i i i i s S i S S T st sk s I I S SN

Figure 9: BGP-LS Link Descriptors TLV
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