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Abst r act

Thi s docunment proposes extensions for BGP to indicate the entropy
| abel position in the SR MPLS | abel stack when delivering SR Policy
via BGP

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The Iist of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 11 Novenber 2026
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
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1. Introduction

Segment Routing (SR) | everages the source routing paradigm Segnent
Routing can be instantiated on MPLS data plane which is referred to
as SR-MPLS [ RFC8660]. SR-MPLS | everages the MPLS | abel stack to
construct the SR path.

Entropy | abels (ELs) [RFC6790] are used in the MPLS data plane to
provi de entropy for |oad-bal ancing. The idea behind the entropy

| abel is that the ingress router conputes a hash based on severa
fields froma given packet and places the result in an additiona

| abel nanmed "entropy | abel". Then, this entropy |abel can be used as
part of the hash keys used by an LSR  Using the entropy | abel as
part of the hash keys reduces the need for deep packet inspection in
the LSR whil e keeping a good | evel of entropy in the | oad-bal anci ng.

[ RFC8662] proposes to use entropy |abels for SR-MPLS networks and
multiple <ELI, EL> pairs may be inserted in the SR MPLS | abel stack
The i ngress node nay deci de the nunber and position of the ELI/ELs
whi ch need to be inserted into the |abel stack, that is termed as ELP
(Entropy Label Position) in this document. But in some cases, the
controller (e.g, PCE) can be used to performthe SR path computation
as well as the Entropy Label Position, which is useful for inter-
domai n scenari os.

[ RFC9830] specifies the way to use BGP to distribute one or nore of
the candi date paths of an SR Policy to the headend of that policy.

Thi s docunent proposes extensions for BGP to indicate the ELP in the
segnent |ist when delivering SR Policy via BGP in SR MPLS net works.
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2. Conventions used in this docunent

2.1. Requirements Language
The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capital s, as shown here

2.2. Term nol ogy and Acronyns
EL: Entropy Label
ELI: Entropy Label |ndicator
ELC. Entropy Label Capability
ERLD: Entropy Readabl e Label Depth
ELP: Entropy Label Position

BM: Base MPLS Inposition is the nunber of MPLS | abels that can be
i mposed inclusive of all service/transport/special |abels.

MBD: Maxi mum Sl D Dept h

BM -MSD: A type of MSD signals the BM of a node

ERLD- MSD: A type of MSD advertises the ERLD of a node
3. Entropy Label Position in SR-MPLS with the Controller

As described in [ RFC8662] section 7, ELI/EL placenent is not an easy
decision, nmultiple criteria may be taken into account.

First is the BM-MSD[ RFC8491], it defines the maxi mum nunber of

| abel s that a particular node can i npose on a packet, and it is a
limt when the ingress node inposing ELI/EL pairs on the SR | abe
st ack.
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The Entropy Readabl e Label Dept h(ERLD) [RFC8662] is another inportant
paraneter to consider when inserting an ELI/EL. The ERLD is defined
as the nunber of l|abels a router can both read in an MPLS packet
received on its incomng interface(s) and use in its | oad-bal ancing
function. An ELI/EL pair nust be within the ERLD of the LSR in order
for the LSR to use the EL during |oad-balancing. It’s necessary to
get the ERLD of the nodes along the SR path to achieve efficient

| oad- bal anci ng.

An inplenmentation MAY try to evaluate if |load-balancing is really
expected at a particular node based on the segnent type of its |abel,
whi ch al so influences the ELP of a segnment |ist.

O her criteria includes maxi m zi ng nunmber of LSRs that will | oad-
bal ance, preference for a part of the path, and etc. Using which
criteria and how to decide the ELP based on the criteria is a natter
of inplenentation.

As shown in Figure 1, in the inter-domain scenario, a path fromA to

Zis required, a centralized controller performs the conputation of
the end-to-end path, along which traffic |oad-balancing is required.

+---+ +---+ +---+ +---+ +---+ +---- 4+

| Al------- | Bl------ | Cl------ | X |------- | Y l------ |z |

+---+ +---+ +---+ +---+ +---+ +----+
domain 1 domain 2 domain 3

Figure 1: Entropy Labels in SR-MPLS Inter-Domain Scenario

When t he headend node in the first domain can’t get the information
of the nodes/SIDs in other domains, e.g, the ERLD of each node or the
type of the SID bounded to a node/link, it's difficult for the
headend node to decide the ELP of the segnent list for the path.

Perform ng the conmputation of the ELP by the controller is an
alternate, since it’s easier for the controller to get the required
informati on al ong the segnent |ist prescribed by itself.

For exanple, the ERLD can be advertised as ERLD-MSD via | S-

| S[ RFC9088] and OSPF[ RFCO9089] within the donain, in each donmin, one
or nmore nodes are configured with BGP-LS so the controller can get
the ERLD- MSD of all the nodes through BGP-LS[ RFCO088] [RFCO089]. The
controller can acquire the BM-MD of the headend node or the Binding
SI D anchor node via BGP-LS[ RFC8814] or PCEP[ RFC8664] .
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Anot her benefit of utilizing the controller to calculate ELP is that
if the criteria or calculation algorithmis changed, the
correspondi ng nodification only needs to be made on the controller

i nstead of each headend node in the network

When the controller perfornms the conputation of the the ELP for a
segnment list, the considerations for the placenent of ELI/ELs

i ntroduced in [ RFC8662] are still applicable. How the controller
computes the ELP is out of scope of the docunent.

After the ELP of an SR path is decided, the controller SHOULD i nform
the result to the headend node of the path, so the node knows where
to insert the ELI/ELs when needed. Section 4 proposes the detail ed
extensions for BGP to carry this information.

4. BGP Extensions for ELP in SR Policy

As defined in [ RFC9830], the SR Policy encoding structure is as
fol | ows:

SR Policy SAFI NLRI: <Distinguisher, Policy-Color, Endpoint>
Attributes:
Tunnel Encaps Attribute (23)
Tunnel Type: SR Policy
Bi nding SID
Pr ef erence
Priority
Pol i cy Nane
Explicit NULL Label Policy (ENLP)
Segnent Li st
Wi ght
Segnent
Segnment

Thi s docunent defines a new ELP sub-TLV within Segnent List sub-TLV.
The ELP sub-TLV has the follow ng format:

0 1 2 3
01234567890123456789012345678901
T S o T o S T St S S S i S
| Type | Lengt h | RESERVED |
s i S e i i T s S S T ol ST S e e

Wher e,

Type: 17.
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Length: Specifies the length of the value field (i.e., not including
Type and Length fields) in terns of octets. The value MJIST be 2

RESERVED: 2 octet of reserved bits. MJST be unset on transm ssion
and MUST be ignored on receipt.

The ELP sub-TLV, when present, indicates that the <ELI, EL> |abe
pai r SHOULD be inserted at this position. It MAY appear nultiple
times in the Segnent List sub-TLV.

The new SR Policy encoding structure with ELP sub-TLV is expressed as
bel ow.

SR Policy SAFI NLRI: <Distinguisher, Policy-Color, Endpoint>
Attributes:
Tunnel Encaps Attribute (23)
Tunnel Type: SR Policy
Bi nding SID
Pref erence
Priority
Pol i cy Name
Explicit NULL Label Policy (ENLP)
Segnent Li st
Wi ght
Segnent
Segnent
ELP
Segnent
Segnent
ELP
Segnent
Segnment

The error handling methods for the SR Policy TLVs/sub-TLVs in

[ RFC9830] apply to this docunent. The validation of each ELP sub-TLV
MJST be performed in headend nodes in the BGP process to determine if
they are malformed or invalid. 1n case of any error detected, the
"treat-as-w thdraw' strategy MJST be appli ed.

The SRPM policy determines if the values for ELP inpact the sel ection

of the SR Policy Candidate Path (SR Policy CP) as the best SR Policy
CP.
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When using the protocol extensions introduced in this document,

scal ability SHOULD be considered since it may increase the the anount
of control plane information(i.e., the BGP nessages) exchanged

bet ween the network controller and the headend nodes.

5. Operational Considerations

After obtaining the topol opy of the network and ot her necessary
criterias for determ ning ELP, the controller calculates the path
informati on of the SR Policy instance based on these information and
builds it fromthe headend to the endpoint. And then the controller
delivers the SR path information with the segment list as well as the
EL insertion position information included to the headend, |everaging
the BGP extension introduced in this docunent.

The <ELI, EL> | abel pair insertion is indicated at the segnent |ist
|l evel. The followi ng exanpl e shows how a headend node operates after
the ELP sub-TLV is introduced.

Node A receives an SR Policy NLRI with an Segment List sub-TLV from
the controller. The Segnent List sub-TLV contains multiple Segnent
sub-TLVs and ELP sub-TLVs, e.g, <S1, S2, S3,ELP, S4, S5, S6, ELP>, it
indicates that if |oad-balancing is required, two <ELI, EL> pairs
SHOULD be inserted into the | abel stack of the SR TE forwarding
entry, respectively after the Label for S3 and Label for S6

The value of EL is supplenented by the ingress node according to
| oad- bal ancing function of the appropriate keys extracted froma
gi ven packet. After inserting ELI/ELs, the |abel stack on the

i ngress node would be <S1, S2, S3, ELI, EL, S$4, S5, S6, ELI, EL>

If the SR Policy is delivered without the ELP sub-TLV, the headend
node MAY still insert ELI/ELs based on its own decision, as the

| egacy behavior of ELI/EL insertion defined in [RFC8662], making it
i nconveni ent for network operation and troubl eshooting. So it is
RECOMMENDED that at at |east within the same SR policy, the behavior
SHOULD be consistent, that is, either the headend node inserts the
ELI/ ELs based on the ELP sub-TLV received or it namkes its own

deci sion regardl ess of the existence of the ELP sub-TLV.

The Maxi mum SI D Depth defines the maxi mum nunber of |abels that a
particul ar node can inpose on a packet. Wen ELI/EL insertion is
required, the number of segnments and ELI/ELs to be inserted in the
segrment |ist SHOULD NOT exceed the BM-MSD limt. 1In this case,
dependi ng on whet her ELI/EL(s) are required to be inserted and
whet her the headend node has sufficient BM-MD, the segnment |ist
delivered by the controller to the headend MAY be different. And
with the additional constraints on ELI/EL insertion, the nunber of
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valid paths may be reduced, in sonme cases there may be no avail able
path. \Wether the ELI/EL insertion should be considered when
computing the SR policy MAY be based on the configuration or |oca
policy on the controller, or some control plane nechani sm between the
headend and the controller MAY be used, the details are out of the
scope of this docunent.

| ANA Consi der ati ons

Thi s docunent defines a new sub-TLV in the registry "SR Policy List
Sub- TLVs" [ RFC9830] which is assigned by | ANA

Codepoi nt Descri ption Ref erence

17 ELP Thi s docunent
Security Considerations

Security considerations in [ RFC8662] and [ RFC9830] apply to this
docunent .

The ELP extension is included in the SR Policy extension [ RFC9830],
so it does not introduce extra security problens conparing the
existing SR policy entension. SR Policies with ELP infornation
distributed by BGP are expected to be used entirely within trusted SR
domain. The ELP information is a critical piece of information about
critical infrastructure. Therefore, precaution is necessary to
ensure that the ELP information advertised via BGP sessions is
limted to nodes in a secure manner within this trusted SR domai n.
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