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Abstract

Thi s docunent defines YANG data nodels for configuring and managi ng
BGP i nformati on about Resource Public Key Infrastructure (RPKI).

Status of this Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a nmaxi num of six

mont hs and nmay be updated, replaced, or obsol eted by other docunents
at any tine. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on July 19, 2026.
Copyri ght Notice
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1. Introduction

[ RFC6810] and [ RFC8210] describes a protocol to deliver Resource
Public Key Infrastructure (RPKI) prefix origin data and router keys
froma trusted cache server to a router, referred to as RPKI-Router
protocol. [I-D.ietf-sidrops-8210bis] updates [RFC8210].

[ RFC6811] validates the origination Autonomous System (AS) of BGP
routes based on the Validated ROA Payl oad (VRP) received fromthe
RPKI cache server. [I-D.ietf-sidrops-aspa-verification] makes use of
Aut ononobus System Provi der Authorization (ASPA) objects in the
Resource Public Key Infrastructure (RPKI) to verify the Border

Gat eway Protocol (BGP) AS PATH attribute of advertised routes.

[ RFC8635] describes that the public key is published in the Resource
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Public Key Infrastructure (RPKI) and sent to the router via the RPKI
to Router protocol for verifying the signature of BGPsec
announcemnents.

Thi s docunent defines YANG [ RFC7950] data nodels for configuring and
managi ng BGP i nformati on about RPKI.

The YANG data nodels in this docunent conformto the Network
Management Datastore Architecture (NVDA) [ RFC8342].

1.1. Term nol ogy
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here.

2. Model Overview

Three YANG data nodels are defined in this docunment to augnment BGP
YANG nodel [I-D.ietf-idr-bgp-nodel].

The ietf-bgp-origin-as-validation.yang data nodel provides the
met hods for configuring BGP origin AS validation.

0 Oigin AS validation paraneters for BGP routes.
0 Oigin AS validity states of BGP routes.

The ietf-bgp-sec.yang data nodel provides the methods for
configuring BGPSec.

0 BGPSec paraneters for BGP routes.
0 BGPSec validity states of BGP routes.

The ietf-bgp-aspa. yang data nmodel provides the methods for
configuring BGP AS PATH Verification Based on ASPA

0 BGP ASPA paraneters for BGP routes.

0 AS PATH validity states of BGP routes.
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3. BGP Oigin AS Validation YANG Mdul e
3.1. Tree View
The conplete tree of the ietf-bgp-origin-as-validation.yang data

nmodel is represented as follow ng. See [ RFC8340] for an expl anation
of the synbols used.
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modul e: i etf-bgp-origin-as-validation

augnment /rt:routing/rt:control-pl ane-protocols
/rt:control -pl ane-protocol / bgp: bgp/ bgp: gl oba
[ bgp: af i -safi s/ bgp: afi-safi/bgp:ipv4-unicast:
+--rw origin-as-validation

+--rw enabl ed? bool ean
+--rw eligible-prefix-policy? |eafref
+--rw redi stribution-as? i net: as- nunber

augnent /rt:routing/rt:control-plane-protocols
/rt:control-pl ane-protocol / bgp: bgp/ bgp: gl oba
[ bgp: af i -safi s/ bgp: afi-safi/bgp:ipv6-unicast:
+--rw origin-as-validation

+--rw enabl ed? bool ean
+--rw eligible-prefix-policy? |eafref
+--rw redistribution-as? i net: as- nunber

augrment /rt:routing/rt:control-plane-protocols
/rt:control-pl ane-protocol / bgp: bgp/ bgp:rib
[ bgp: af i -safi s/ bgp: afi-safi/bgp:ipv4-uni cast
/ bgp: nei ghbor s/ bgp: nei ghbor/ bgp: adj -ri b-i n-pre:
+--ro statistics
+--ro validation-state-unverified? yang: gauge32

+--ro validation-state-unknown? yang: gauge32
+--ro validation-state-invalid? yang: gauge32
+--ro validation-state-valid? yang: gauge32

augnent /rt:routing/rt:control-plane-protocols
[rt:control-pl ane-protocol / bgp: bgp/ bgp:rib
[ bgp: af i -safi s/ bgp: afi-safi/bgp:ipv6-uni cast
/ bgp: nei ghbor s/ bgp: nei ghbor/ bgp: adj -ri b-i n-pre:
+--ro statistics
+--ro validation-state-unverified? yang: gauge32

+--ro validation-state-unknown? yang: gauge32
+--ro validation-state-invalid? yang: gauge32
+--ro validation-state-valid? yang: gauge32

augnment /rt:routing/rt:control-pl ane-protocols
/rt:control -pl ane-protocol / bgp: bgp/ bgp:rib
[ bgp: af i -safi s/ bgp: afi-safi/bgp:ipv4-uni cast

I nternet-Draft YANG Dat a Model for BGP about RPKI January 2026

/ bgp: nei ghbor s/ bgp: nei ghbor/ bgp: adj -ri b-i n-post:

+--ro statistics
+--ro validation-state-unverified? yang: gauge32

+--ro validation-state-unknown? yang: gauge32
+--ro validation-state-invalid? yang: gauge32
+--ro validation-state-valid? yang: gauge32
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augnment /rt:routing/rt:control-pl ane-protocols
/rt:control-pl ane-protocol / bgp: bgp/ bgp:rib
/ bgp: af i -safi s/ bgp: afi-safi/bgp:ipv6-uni cast
/ bgp: nei ghbor s/ bgp: nei ghbor/ bgp: adj -ri b-i n- post:
+--ro statistics
+--ro validation-state-unverified? yang: gauge32

+--ro validation-state-unknown? yang: gauge32
+--ro validation-state-invalid? yang: gauge32
+--ro validation-state-valid? yang: gauge32

augnent /rt:routing/rt:control-plane-protocols
[rt:control-pl ane-protocol / bgp: bgp/ bgp:rib
[ bgp: af i -safi s/ bgp: afi-safi/bgp:ipva-uni cast/bgp:|oc-
rib:
+--ro statistics
+--ro validation-state-unverified? yang: gauge32

+--ro validation-state-unknown? yang: gauge32
+--ro validation-state-invalid? yang: gauge32
+--ro validation-state-valid? yang: gauge32

augnment /rt:routing/rt:control-pl ane-protocols
/rt:control -pl ane-protocol / bgp: bgp/ bgp:rib
[ bgp: af i -safi s/ bgp: afi-safi/bgp:ipv6-uni cast/bgp:|oc-
rib:
+--ro statistics
+--ro validation-state-unverified? yang: gauge32

+--ro validation-state-unknown? yang: gauge32
+--ro validation-state-invalid? yang: gauge32
+--ro validation-state-valid? yang: gauge32

augnment /rt:routing/rt:control-plane-protocols
/rt:control-pl ane-protocol / bgp: bgp/ bgp:rib
[ bgp: af i -safi s/ bgp: afi-safi/bgp:ipv4-uni cast
/ bgp: nei ghbor s/ bgp: nei ghbor/ bgp: adj - ri b- out - pre:
+--ro statistics
+--ro validation-state-unverified? yang: gauge32

+--ro validation-state-unknown? yang: gauge32
+--ro validation-state-invalid? yang: gauge32
+--ro validation-state-valid? yang: gauge32

augnent /rt:routing/rt:control-plane-protocols
[rt:control-pl ane-protocol / bgp: bgp/ bgp:rib
[ bgp: af i -safi s/ bgp: afi-safi/bgp:ipv6-uni cast
/ bgp: nei ghbor s/ bgp: nei ghbor/ bgp: adj - ri b- out - pre:
+--ro statistics
+--ro validation-state-unverified? yang: gauge32
+--ro validation-state-unknown? yang: gauge32
+--ro validation-state-invalid? yang: gauge32

Liu, et al. Expires July 19, 2026 [ Page 6]



I nternet-Draft YANG Dat a Model for BGP about RPKI January 2026

+--ro validation-state-valid? yang: gauge32

augnment /rt:routing/rt:control-pl ane-protocols
/rt:control -pl ane-protocol / bgp: bgp/ bgp:rib
[ bgp: af i -safi s/ bgp: afi-safi/bgp:ipv4-uni cast
/ bgp: nei ghbor s/ bgp: nei ghbor/ bgp: adj - ri b- out - post:
+--ro statistics
+--ro validation-state-unverified? yang: gauge32

+--ro validation-state-unknown? yang: gauge32
+--ro validation-state-invalid? yang: gauge32
+--ro validation-state-valid? yang: gauge32

augnment /rt:routing/rt:control-pl ane-protocols
/rt:control-pl ane-protocol / bgp: bgp/ bgp:rib
/ bgp: af i -safi s/ bgp: afi-safi/bgp:ipv6-uni cast
/ bgp: nei ghbor s/ bgp: nei ghbor/ bgp: adj -ri b- out - post :
+--ro statistics
+--ro validation-state-unverified? yang: gauge32

+--ro validation-state-unknown? yang: gauge32
+--ro validation-state-invalid? yang: gauge32
+--ro validation-state-valid? yang: gauge32

augnent /rt:routing/rt:control-plane-protocols
[rt:control-pl ane-protocol / bgp: bgp/ bgp:rib
/ bgp: afi -safi s/ bgp: afi-safi/bgp:ipv4-uni cast
/ bgp: 1 oc-rib/bgp:routes/bgp:route:
+--ro origin-as-validity? origin-as-validity-state
+--ro validity-invalid-reason? route-validity-invalid-reason

augnment /rt:routing/rt:control-plane-protocols
/rt:control-pl ane-protocol / bgp: bgp/ bgp:rib
[ bgp: af i -safi s/ bgp: afi-safi/bgp:ipv6-uni cast
[ bgp: 1 oc-rib/bgp: routes/bgp:route:
+--ro origin-as-validity? origin-as-validity-state
+--ro validity-invalid-reason? route-validity-invalid-reason

augrment /rt:routing/rt:control-pl ane-protocols
/rt:control-pl ane-protocol / bgp: bgp/ bgp: gl oba
[ bgp: af i -safi s/ bgp: afi -safi/bgp: route-sel ecti on-options
+--rw origin-as
+--rw enabl ed? bool ean
+--rw all owinvalid? bool ean
+--rw al | ow not - f ound? bool ean
+--rw eligible-prefix-policy? |eafref

augnent /rt:routing/rt:control-plane-protocols
/rt:control-pl ane-protocol / bgp: bgp/ bgp: nei ghbors
/ bgp: nei ghbor/ bgp: afi -safi s/ bgp: afi - safi
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/ bgp: i pv4-uni cast:

+--rw send-origin-as-validity? bool ean
+--rw export-origin-as-validation
| +--rw enabl ed? bool ean

| +--rw all ow not-found? bool ean
| +--rweligible-prefix-policy? |leafref
+--rw statistics
+--rw val i dati on-state-unverified? yang: gauge32

+--rw val i dati on- st at e- unknown? yang: gauge32
+--rw val i dati on-state-invalid? yang: gauge32
+--rw val i dati on-state-valid? yang: gauge32

augnment /rt:routing/rt:control-pl ane-protocols
/rt:control-pl ane- protocol / bgp: bgp/ bgp: nei ghbor s
/ bgp: nei ghbor/ bgp: afi -safi s/ bgp: afi - safi
/ bgp: i pv6-uni cast :

+--rw send-origin-as-validity? bool ean
+--rw export-origin-as-validation
| +--rw enabl ed? bool ean

| +--rw all ow not-found? bool ean
| +--rweligible-prefix-policy? |eafref
+--rw statistics
+--rw val i dati on-state-unverified? yang: gauge32

+--rw val i dati on- st at e- unknown? yang: gauge32
+--rw validation-state-invalid? yang: gauge32
+--rw val i dati on-state-valid? yang: gauge32

augnent /rt:routing/rt:control-plane-protocols
/rt:control-pl ane-protocol / bgp: bgp/ bgp: peer - groups
/ bgp: peer-group/ bgp: afi -safi s/ bgp: afi -safi
/ bgp: i pv4-uni cast:

+--rw send-origin-as-validity? bool ean
+--rw export-origin-as-validation
+--rw enabl ed? bool ean

+--rw al | ow not - f ound? bool ean
+--rw eligible-prefix-policy? |I|eafref

augnment /rt:routing/rt:control-pl ane-protocols
/rt:control-pl ane- protocol / bgp: bgp/ bgp: peer - gr oups
/ bgp: peer - group/ bgp: afi -safi s/ bgp: afi -safi
/ bgp: i pv6-uni cast :

+--rw send-origin-as-validity? bool ean
+--rw export-origin-as-validation
+--rw enabl ed? bool ean

+--rw al | ow not - f ound? bool ean
+--rw eligible-prefix-policy? Leafref
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<CODE BEG NS> file "ietf-bgp-origin-as-validati on@022-10-18. yang"

nmodul e ietf-bgp-origin-as-validation {
yang-version "1.1";

nanespace "urn:ietf:paranms:xm:ns:yang:"
+ "ietf-bgp-origin-as-validation”;

prefix "oav";
import ietf-yang-types {
prefix "yang";
reference
"RFC 6991: Common YANG Data Types.";
}
inmport ietf-inet-types {

prefix "inet";

reference
"RFC 6991: Common YANG Data Types",
}
import ietf-routing {
prefix "rt";
reference
"RFC 8349, A YANG Data Model for Routing Managenent
(NVDA Version).";
}
import ietf-bgp {
prefix "bgp";
ref erence
"RFC XXXX: YANG Mbdel for Border Gateway Protocol (BGP-4)";
}
i mport iana-bgp-types {
prefix "bt";
ref erence
"RFC XXXX: YANG Mbdel for Border Gateway Protocol (BGP-4)";
}
i mport iana-bgp-rib-types {
prefix "brt";
ref erence
"RFC XXXX: YANG Mbdel for Border Gateway Protocol (BGP-4)";
}
Liu, et al. Expires July 19, 2026 [ Page 9]
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Li u,

inmport ietf-routing-policy {
prefix rt-pol;
ref erence
"RFC 9067: A YANG Data Model for Routing Policy Managenent.";

}

organi zati on
"I ETF SI DROPS Wor ki ng G oup”;

cont act
"TBD";

description
"Thi s nodul e describes configuration of the BGP origin AS
val i dati on.

Thi s YANG nodel conforns to the Network Managenent
Dat astore Architecture (NVDA) as described in RFC 8342

Copyright (c) 2022 | ETF Trust and the persons identified as
aut hors of the code. All rights reserved.

Redi stribution and use in source and binary forns, with or

wi thout nodification, is pernmitted pursuant to, and subject to
the license ternms contained in, the Revised BSD License set
forth in Section 4.c of the | ETF Trust’s Legal Provisions

Rel ating to | ETF Docunents
(https://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC XXXX;
see the RFC itself for full legal notices

The key words ' MUST', 'MUST NOT', 'REQUI RED , ’'SHALL', ' SHALL
NOT', *SHOULD , ' SHOULD NOT', ' RECOMVENDED , ' NOT RECOMVENDED |,
"MAY', and 'OPTIONAL' in this docunment are to be interpreted as
described in BCP 14 (RFC 2119) (RFC 8174) when, and only when,
they appear in all capitals, as shown here.";

reference "RFC XXXX";

revision 2022-10-18 {
description
"Initial Version";
ref erence
"RFC XXXX, YANG Data Mddel for RPKI to Router Protocol";

}
identity ineligible-orgin-as {
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base brt:ineligible-route-reason;
description
"Route was ineligible due to origin as validation";
}

typedef route-validity-invalid-reason {
type enuneration {
enum i nel i gi bl e-orgin-as {
description
"Route was ineligible due to origin as nunber m smatch”;
}
enum i neligible-max-1len {
description
"Route was ineligible due to prefix maxi mum | ength
m smat ch”;
}
}

description
"Origin AS validation state invalid reason of BGP routes."”;

}

typedef origin-as-validity-state {
type enuneration {
enum not - f ound {
description
"No VRP Covers the Route Prefix.";

enumvalid {
description
"At | east one VRP Matches the Route Prefix.";
}
enuminvalid {
description
"At | east one VRP Covers the Route Prefix, but no VRP
Matches it.";

enum di sabl ed {
description
"BGP origin AS validation is not enabled.";
}
}

description
"Origin AS validation state of BGP routes.";
ref erence
"RFC 6811, BGP Prefix Oigin Validation.";
}

groupi ng origin-as-validation-config {
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description
"Origin AS validation of BGP prefix.";
contai ner origin-as-validation {
| eaf enabl ed {
type bool ean;
default "false";
description
"Whet her origin-AS validation of BGP prefix is enabled.”;

}
| eaf eligible-prefix-policy {
type leafref {
path "/rt-pol:routing-policy/rt-pol:policy-definitions/"
+ "rt-pol:policy-definition/rt-pol:name";

description
"A reference to a routing policy which can be used to
restrict the prefixes for which Origin AS validation
is enabled.";

| eaf redistribution-as {
type inet:as-nunber;
description
"Uses this AS nunber in the origin-AS validation for
redi stributed routes since they have no AS-PATH.";
reference
"RFC 8481, darifications to BG® Oigin Validation Based
on Resource Public Key Infrastructure (RPKI).";
}
description
"Origin AS validation of BGP prefix.";
}

}

groupi ng origin-as-sel ection-option {
description
"Origin AS option for BGP route selection.”;
contai ner origin-as {
| eaf enabl ed {
type bool ean;
default "fal se";
description
"When enabl ed allows the origin AS validity states to be
taken into consideration in the best-path cal cul ation.";

| eaf allowinvalid {
type bool ean;
default "false";
description
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"When enabled allows the route with "invalid origin AS
to be taken into consideration in the best-path
calculation.";

| eaf all ow not-found {
type bool ean;
default "true";
description
"When enabl ed allows the route with 'not-found origin
AS to be taken into consideration in the best-path
calculation.";

}
| eaf eligible-prefix-policy {
type leafref {
path "/rt-pol:routing-policy/rt-pol:policy-definitions/"
+ "rt-pol:policy-definition/rt-pol:nanme";
}

description
"A reference to a routing policy which can be used to
restrict the prefixes for which Origin AS option
is enabled for BGP route selection.”;
}
description
"Origin AS option for BGP route selection.”;
}

}

grouping origin-as-validity-advertisenent {
description
"Advertisenment of Origin Validation State Extended
Conmunity to nei ghbor(s).";
| eaf send-origin-as-validity {
type bool ean;
default "fal se";
description
"If set to true, send the origin AS validity to the
nei ghbor (s) using Origin Validation State Extended
Conmuni ty";
ref erence
"RFC 8097, BGP Prefix Origin Validation State Extended
Conmunity.";
}
| eaf eligible-prefix-policy {
type leafref {
path "/rt-pol:routing-policy/rt-pol:policy-definitions/"
+ "rt-pol:policy-definition/rt-pol:nanme";

description
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"A reference to a routing policy which can be used to
restrict the prefixes for which Origin Validation
State Extended Community is advertised.”;

}
}

groupi ng export-origin-as-validation-config {
description
"Export Origin AS validation of BGP prefix.";
contai ner export-origin-as-validation {
| eaf enabl ed {
type bool ean;
default "fal se";
description
"When enabl ed allows the origin AS validity states to be
taken into consideration in BGP export.";
}
| eaf all ow not-found {
type bool ean;
default "fal se";
description
"When enabl ed allows the route with "not-found origin
AS to be sent to the neighbor.";
}
| eaf eligible-prefix-policy {
type leafref {
path "/rt-pol:routing-policy/rt-pol:policy-definitions/"
+ "rt-pol:policy-definition/rt-pol:nanme";

description
"A reference to a routing policy which can be used to
restrict the prefixes for which Origin AS validity
states are considered in BGP export.";
}
description
"Export Origin AS validation of BGP prefix.";
reference
"RFC 8893, Resource Public Key Infrastructure (RPKI) Origin
Val idation for BGP Export.";
}
}

grouping origin-as-validity-statistics {
description
"Origin-AS validation statistics.”;
contai ner statistics {
| eaf validation-state-unverified {
type yang: gauge32;
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description
"The nunmber of routes with validation state as

unverified.";

| eaf validation-state-unknown {
type yang: gauge32;
description
"The nunber of routes with validation state as

unknown. ";

}

| eaf validation-state-invalid {
type yang: gauge32;
description
"The nunber of routes with validation state as

invalid.";

Li u,

| eaf validation-state-valid {
type yang: gauge32;
description

}

description

"The number of routes with validation state as valid.";

"Statistical data for Origin-AS validation states.";

}
}

augrment "/rt:routing/rt:control-plane-protocol s"
+ "/rt:control -pl ane-protocol / bgp: bgp/ bgp: gl obal "
+ "/ bgp: afi-safis/bgp:afi-safi/bgp:ipva-unicast” {
description
"Origin AS validation augnentation of BGP | Pv4 Uni cast
Address Family.";
uses origin-as-validation-config;

}

augrment "/rt:routing/rt:control-plane-protocol s"
+ "/rt:control -pl ane-protocol / bgp: bgp/ bgp: gl obal "
+ "/ bgp: afi-safis/bgp:afi-safi/bgp:ipv6-unicast” {
description
"Origin AS validation augnentation of BGP | Pv6 Uni cast
Address Family.";
uses origin-as-validation-config;

}

augrment "/rt:routing/rt:control-plane-protocol s"
+ "/rt:control -pl ane-protocol / bgp: bgp/ bgp: ri b"
+ "/ bgp: afi-safis/bgp:afi-safi/bgp:ipv4-unicast"”

+ "/ bgp: nei ghbor s/ bgp: nei ghbor/ bgp: adj -ri b-in-pre" {
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Li u,

description
"Augnent ati on of BGP | Pv4 Unicast route statistics."”;

uses origin-as-validity-statistics;

}

augrment "/rt:routing/rt:control-plane-protocol s"
+ "/rt:control -pl ane-protocol / bgp: bgp/ bgp: ri b"
+ "/ bgp: afi-safis/bgp:afi-safi/bgp:ipv6-unicast”
+ "/ bgp: nei ghbor s/ bgp: nei ghbor/ bgp: adj -ri b-in-pre" {
description
"Augnent ati on of BGP | Pv6 Unicast route statistics.";

uses origin-as-validity-statistics;

}

augnment "/rt:routing/rt:control-plane-protocol s"
+ "/rt:control -pl ane-protocol / bgp: bgp/ bgp: ri b"
+ "/ bgp: afi-safis/bgp:afi-safi/bgp:ipv4-unicast"”
+ "/ bgp: nei ghbor s/ bgp: nei ghbor/ bgp: adj -ri b-i n-post" {
description
"Augnent ati on of BGP | Pv4 Unicast route statistics.";

uses origin-as-validity-statistics;

}

augrment "/rt:routing/rt:control-plane-protocol s"
+ "/rt:control -pl ane-protocol / bgp: bgp/ bgp: ri b"
+ "/ bgp: afi-safis/bgp:afi-safi/bgp:ipv6-unicast"”
+ "/ bgp: nei ghbor s/ bgp: nei ghbor/ bgp: adj -ri b-i n-post" {
description
"Augnent ati on of BGP | Pv6 Unicast route statistics."”;

uses origin-as-validity-statistics;

}

augrment "/rt:routing/rt:control-plane-protocol s"
+ "/rt:control -pl ane-protocol / bgp: bgp/ bgp: ri b"
+ "/ bgp: afi-safis/bgp:afi-safi/bgp:ipv4-unicast”
+ "/bgp:loc-rib" {
description
"Augnent ati on of BGP | Pv4 Unicast route statistics.";

uses origin-as-validity-statistics;

}

augnment "/rt:routing/rt:control-plane-protocol s"
+ "/rt:control -pl ane- protocol / bgp: bgp/ bgp: ri b"
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+ "/ bgp: afi-safis/bgp:afi-safi/bgp:ipv6-unicast"”
+ "/bgp:loc-rib" {
description
"Augnent ati on of BGP | Pv6 Unicast route statistics.";

uses origin-as-validity-statistics;

}

augrment "/rt:routing/rt:control-plane-protocol s"
+ "/rt:control -pl ane-protocol / bgp: bgp/ bgp: ri b"
+ "/ bgp: afi-safis/bgp:afi-safi/bgp:ipv4-unicast"”
+ "/ bgp: nei ghbor s/ bgp: nei ghbor/ bgp: adj -ri b-out-pre" {
description
"Augnent ati on of BGP | Pv4 Unicast route statistics."”;

uses origin-as-validity-statistics;

}

augrment "/rt:routing/rt:control-plane-protocol s"
+ "/rt:control -pl ane-protocol / bgp: bgp/ bgp: ri b"
+ "/ bgp: afi-safis/bgp:afi-safi/bgp:ipv6-unicast”
+ "/ bgp: nei ghbor s/ bgp: nei ghbor/ bgp: adj -ri b-out-pre" {
description
"Augnent ati on of BGP | Pv6 Unicast route statistics.";

uses origin-as-validity-statistics;

}

augnment "/rt:routing/rt:control-plane-protocol s"
+ "/rt:control -pl ane-protocol / bgp: bgp/ bgp: ri b"
+ "/ bgp: afi-safis/bgp:afi-safi/bgp:ipv4-unicast"”
+ "/ bgp: nei ghbor s/ bgp: nei ghbor/ bgp: adj -ri b-out - post” {
description
"Augnent ati on of BGP | Pv4 Unicast route statistics.";

uses origin-as-validity-statistics;

}

augrment "/rt:routing/rt:control-plane-protocol s"
+ "/rt:control -pl ane-protocol / bgp: bgp/ bgp: ri b"
+ "/ bgp: afi-safis/bgp:afi-safi/bgp:ipv6-unicast"”
+ "/ bgp: nei ghbor s/ bgp: nei ghbor/ bgp: adj -ri b-out - post” {
description
"Augnent ati on of BGP | Pv6 Unicast route statistics."”;

uses origin-as-validity-statistics;

}
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augrment "/rt:routing/rt:control-plane-protocol s"
+ "/rt:control -pl ane-protocol / bgp: bgp/ bgp: ri b"
+ "/ bgp: afi-safis/bgp:afi-safi/bgp:ipv4-unicast”
+ "/bgp: 1 oc-rib/bgp: routes/bgp:route" {
description
"Origin AS validity augnmentation of BGP | Pv4 Uni cast
route.”;
| eaf origin-as-validity {
type origin-as-validity-state;
description
"Origin AS validity of BGP | Pv4 Unicast prefix";

| eaf validity-invalid-reason {
type route-validity-invalid-reason
description
"Reason for marking a BGP | Pv4 Unicast prefix as
i nval id";

}
}

augrment "/rt:routing/rt:control-plane-protocol s"
+ "/rt:control -pl ane-protocol / bgp: bgp/ bgp: ri b"
+ "/ bgp: afi-safis/bgp:afi-safi/bgp:ipv6-unicast"”
+ "/bgp:1oc-rib/bgp: routes/bgp:route" {
description
"Origin AS validity augmentation of BGP | Pv6 Uni cast
route.";
| eaf origin-as-validity {
type origin-as-validity-state;
description
"Origin AS validity of BGP | Pv6 Unicast prefix";

| eaf validity-invalid-reason {
type route-validity-invalid-reason
description
"Reason for marking a BGP | Pv6 Unicast prefix as
invalid";

}
}

augrment "/rt:routing/rt:control-plane-protocol s"
+ "/rt:control -pl ane-protocol / bgp: bgp/ bgp: gl obal "
+ "/bgp: afi-safis/bgp:afi-safi”
+ "/ bgp: route-sel ection-options" {
when "derived-fromor-self(../bgp:nanme, ’bt:ipv4-unicast’) or "
+ "derived-fromor-sel f(../bgp:nanme, ’'bt:ipv6-unicast’)" {
description
"This augnentation is valid for IPv4 and | Pv6 Unicast.";
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}

description
"augnent ati on of BGP route sel ection options”;
uses origi n-as-sel ection-option;

}

augrment "/rt:routing/rt:control-plane-protocol s"
+ "/rt:control -pl ane-protocol / bgp: bgp/ bgp: nei ghbor s
+ "/ bgp: nei ghbor/ bgp: afi -safi s/ bgp: afi-safi”
+ "/ bgp:ipv4-unicast" {
description
"augnentation of Origin Validation State Extended
Communi ty advertisenent for |Pv4 Unicast neighbor";
uses origin-as-validity-advertisenent;
uses export-origin-as-validation-config;
uses origin-as-validity-statistics;

}

augrment "/rt:routing/rt:control-plane-protocol s"
+ "/rt:control -pl ane-protocol / bgp: bgp/ bgp: nei ghbor s
+ "/ bgp: nei ghbor/ bgp: afi -safi s/ bgp: afi-safi”
+ "/bgp:ipv6-unicast" {
description
"augnentation of Origin Validation State Extended
Conmuni ty advertisenment for |Pv6 Unicast nei ghbor";
uses origin-as-validity-advertisenent;
uses export-origin-as-validation-config;
uses origin-as-validity-statistics;

}

augrment "/rt:routing/rt:control-plane-protocol s"
+ "/rt:control -pl ane-protocol / bgp: bgp/ bgp: peer - gr oups”
+ "/ bgp: peer-group/ bgp: afi -safi s/ bgp: afi-safi”
+ "/ bgp:ipv4-unicast" {
description
"augnentation of Origin Validation State Extended
Conmuni ty advertisenment for |Pv4 Unicast peer group”;
uses origin-as-validity-advertisenent;
uses export-origin-as-validation-config;

}

augrment "/rt:routing/rt:control-plane-protocol s"
+ "/rt:control -pl ane-protocol / bgp: bgp/ bgp: peer - gr oups”
+ "/ bgp: peer-group/ bgp: afi -safi s/ bgp: afi-safi"”
+ "/ bgp:ipv6-unicast” {
description
"augnentation of Origin Validation State Extended
Conmuni ty advertisenent for |Pv6 Unicast peer group”;
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uses origin-as-validity-advertisenent;
uses export-origin-as-validation-config;
}
}

<CODE ENDS>
4. BGPSec YANG Modul e
4.1. Tree View

The conplete tree of the ietf-bgp-sec.yang data nodel is represented
as follow ng. See [ RFC8340] for an explanation of the synbols used.
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modul e: i etf-bgp-sec

Li u,

augnment /rt:routing/rt:control-pl ane-protocols
/rt:control -pl ane-protocol / bgp: bgp/ bgp: gl oba
[ bgp: af i -safi s/ bgp: afi-safi/bgp:ipv4-unicast:
+--rw bgpsec-val i dation
+--rw enabl ed? bool ean
+--rw eligible-prefix-policy? |eafref

augnment /rt:routing/rt:control-plane-protocols
/rt:control-pl ane-protocol / bgp: bgp/ bgp: gl oba
[ bgp: afi -safi s/ bgp: afi-safi/bgp:ipv6-unicast:
+--rw bgpsec-val i dati on
+--rw enabl ed? bool ean
+--rw eligible-prefix-policy? |eafref

augnent /rt:routing/rt:control-plane-protocols
[rt:control-pl ane-protocol / bgp: bgp/ bgp:rib
/ bgp: afi -safi s/ bgp: afi-safi/bgp:ipv4-uni cast
[ bgp: 1 oc-rib/bgp:routes/bgp:route:
+--ro0 bgpsec-validity? bgpsec-validity-state

augnent /rt:routing/rt:control-plane-protocols
[rt:control-pl ane-protocol / bgp: bgp/ bgp:rib
[ bgp: af i -safi s/ bgp: afi-safi/bgp:ipv6-uni cast
/ bgp: 1 oc-rib/bgp:routes/bgp:route:
+--ro0 bgpsec-validity? bgpsec-validity-state

augnent /rt:routing/rt:control-plane-protocols
/rt:control-pl ane-protocol / bgp: bgp/ bgp: gl oba
[ bgp: af i -safi s/ bgp: afi -safi/bgp: route-sel ecti on-options
+--rw bgpsec
+--rw enabl ed? bool ean
+--rw all owinvalid? bool ean
+--rw eligible-prefix-policy? |eafref

augrment /rt:routing/rt:control-pl ane-protocols
/rt:control-pl ane- protocol / bgp: bgp/ bgp: nei ghbor s
/ bgp: nei ghbor/ bgp: afi -safi s/ bgp: afi - safi
/ bgp: i pv4-uni cast:
+--rw export-bgpsec-validation
+--rw enabl ed? bool ean
+--rw eligible-prefix-policy? |I|eafref

augnment /rt:routing/rt:control-plane-protocols
/rt:control -pl ane- protocol / bgp: bgp/ bgp: nei ghbor s
/ bgp: nei ghbor/ bgp: afi -safi s/ bgp: afi - safi
/ bgp: i pv6-uni cast :
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+--rw export-bgpsec-validation
+--rw enabl ed? bool ean
+--rw eligible-prefix-policy? |eafref

augnent /rt:routing/rt:control-plane-protocols
/rt:control-pl ane-protocol / bgp: bgp/ bgp: peer - groups
/ bgp: peer-group/ bgp: afi -safi s/ bgp: afi -safi
/ bgp: i pv4-uni cast:
+--rw export-bgpsec-validation
+--rw enabl ed? bool ean
+--rw eligible-prefix-policy? |eafref

augnment /rt:routing/rt:control-pl ane-protocols
/rt:control-pl ane-protocol / bgp: bgp/ bgp: peer - gr oups
/ bgp: peer - group/ bgp: afi -safi s/ bgp: afi -safi
/ bgp: i pv6-uni cast :
+--rw export-bgpsec-validation
+--rw enabl ed? bool ean
+--rw eligible-prefix-policy? |I|eafref
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4.2. Yang Mdul e
<CODE BEG NS> file "ietf-bgp-sec@022-10-18. yang"

nmodul e i etf-bgp-sec {
yang-version "1.1";
namespace "urn:ietf:parans: xm:ns:yang:"
+ "ietf-bgp-sec”;

sec

prefix

inmport ietf-routing {
prefix "rt";
reference
"RFC 8349, A YANG Data Model for Routing Managenent
(NMDA Version).";

}
import ietf-bgp {
prefix "bgp";
ref erence
"RFC XXXX: YANG Model for Border Gateway Protocol (BGP-4)";
}
i mport iana-bgp-types {
prefix "bt";
ref erence
"RFC XXXX: YANG Model for Border Gateway Protocol (BGP-4)";
}
i mport iana-bgp-rib-types {
prefix "brt";
ref erence
"RFC XXXX: YANG Model for Border Gateway Protocol (BGP-4)";
}

import ietf-routing-policy {
prefix rt-pol;
ref erence
"RFC 9067: A YANG Data Model for Routing Policy Managenent.";

}

organi zati on
"I ETF SI DROPS Wor ki ng Group”;

cont act
"TBD";

description
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"Thi s nodul e describes configurati on of BGPsec.

Thi s YANG nodel conforns to the Network Managenent
Dat astore Architecture (NVDA) as described in RFC 8342

Copyright (c) 2022 | ETF Trust and the persons identified as
authors of the code. Al rights reserved.

Redi stribution and use in source and binary forns, with or

wi thout nodification, is permtted pursuant to, and subject to
the license terns contained in, the Revised BSD License set
forth in Section 4.c of the | ETF Trust’'s Legal Provisions

Rel ating to | ETF Documents
(https://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC XXXX
see the RFC itself for full |egal notices

The key words 'MUST', 'MUST NOT', 'REQU RED , ’'SHALL', 'SHALL
NOT’, ' SHOULD , ®SHOULD NOT', ' RECOMMENDED , ' NOT RECOMVENDED ,
"MAY', and 'OPTIONAL' in this document are to be interpreted as
described in BCP 14 (RFC 2119) (RFC 8174) when, and only when,
they appear in all capitals, as shown here.";

reference "RFC XXXX";

revision 2022-10-18 {
description
"Initial Version";
ref erence
"RFC XXXX, YANG Data Mdel for RPKI to Router Protocol";

}

identity ineligible-bgp {
base brt:ineligible-route-reason;
description
"Route was ineligible due to bgpsec";

}

typedef bgpsec-validity-state {
type enuneration {
enumvalid {
description
"The BGPsec UPDATE nessage is valid.";
}
enuminvalid {
description
"The BGPsec UPDATE nessage is invalid.";
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enum di sabl ed {
description
"BGPsec validation is not enabled.";
}

}

description

"B@Psec validation state of BGP routes.";
ref erence

"RFC 8205, BGPsec Protocol Specification.”;

}

groupi ng bgpsec-validation-config {
description
"BGPsec validation of BGP prefix.";
cont ai ner bgpsec-validation {
| eaf enabl ed {
type bool ean;
default "fal se";
description
"Whet her BGPsec validation of BGP prefix is enabled.”;

}
| eaf eligible-prefix-policy {
type leafref {
path "/rt-pol:routing-policy/rt-pol:policy-definitions/"
+ "rt-pol:policy-definition/rt-pol:name";
}

description
"A reference to a routing policy which can be used to
restrict the prefixes for which BGPsec validation
is enabled.";
}
description
"BGPsec validation of BGP prefix.";
}

}

groupi ng bgpsec-sel ection-option {
description
"BGPsec option for BGP route selection.”;
cont ai ner bgpsec {
| eaf enabl ed {
type bool ean;
default "fal se";
description
"When enabl ed all ows the BGPsec validity states to be
taken into consideration in the best-path calculation.”;
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| eaf allowinvalid {
type bool ean;
default "fal se";
description
"When enabl ed allows the route with "invalid BGPsec
to be taken into consideration in the best-path
calculation.";

}
| eaf eligible-prefix-policy {
type leafref {
path "/rt-pol:routing-policy/rt-pol:policy-definitions/"
+ "rt-pol:policy-definition/rt-pol:name";
}

description
"A reference to a routing policy which can be used to
restrict the prefixes for which BGPsec option
is enabled in BGP route selection."”;
}
description
"BGPsec option for BGP route selection.”;
}

}

groupi ng export-bgpsec-validation-config {
description
"Export BGPsec validation of BGP prefix.";
cont ai ner export-bgpsec-validation {
| eaf enabl ed {
type bool ean;
default "false";
description
"When enabl ed all ows the BGPsec validity states to be
taken into consideration in BGP export.";

}
| eaf eligible-prefix-policy {
type leafref {
path "/rt-pol:routing-policy/rt-pol:policy-definitions/"
+ "rt-pol:policy-definition/rt-pol:name";

description
"A reference to a routing policy which can be used to
restrict the prefixes for which BGPsec validity
states are considered in BGP export.";
}
description
"Export BGPsec validation of BGP prefix.";
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augrment "/rt:routing/rt:control-plane-protocol s"
+ "/rt:control -pl ane-protocol / bgp: bgp/ bgp: gl obal "
+ "/ bgp: afi-safis/bgp:afi-safi/bgp:ipva-unicast” {
description
"BGPSec augnentation of BGP | Pv4 Unicast Address Family.";
uses bgpsec-validation-config;

augrment "/rt:routing/rt:control-plane-protocol s"
+ "/rt:control -pl ane-protocol / bgp: bgp/ bgp: gl obal "
+ "/ bgp: afi-safis/bgp:afi-safi/bgp:ipv6-unicast"” {
description
BGPSec augnentation of BGP | Pv6 Unicast Address Fanmily.";
uses bgpsec-validation-config;

augrment "/rt:routing/rt:control-plane-protocol s"
+ "/rt:control -pl ane- protocol / bgp: bgp/ bgp: ri b"
+ "/ bgp: afi-safis/bgp:afi-safi/bgp:ipv4-unicast"”
+ "/ bgp:1oc-rib/bgp: routes/bgp:route” {
description
BGPSec augnentation of BGP | Pv4 Unicast route.”;
| eaf bgpsec-validity {
type bgpsec-validity-state;
description
"BGPsec validity of BGP I Pv4 Unicast prefix";
}

}

augrment "/rt:routing/rt:control-plane-protocol s"
+ "/rt:control -pl ane-protocol / bgp: bgp/ bgp: ri b"
+ "/ bgp: afi-safis/bgp:afi-safi/bgp:ipv6-unicast”
+ "/bgp: 1 oc-rib/bgp: routes/bgp:route" {
description
"BGPSec augnentation of BGP | Pv6 Unicast route.";
| eaf bgpsec-validity {
type bgpsec-validity-state;
description
"BGPsec validity of BGP | Pv6 Unicast prefix";
}

}

augrment "/rt:routing/rt:control-plane-protocol s"
+ "/rt:control -pl ane-protocol / bgp: bgp/ bgp: gl obal "
+ "/ bgp: afi-safis/bgp:afi-safi”
+ "/ bgp: route-sel ection-options" {
when "derived-fromor-self(../bgp:nanme, 'bt:ipv4-unicast’) or "
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+ "derived-fromor-sel f(../bgp:nane, ’'bt:ipv6-unicast’)" {
description
"This augnentation is valid for IPv4 and |1 Pv6 Unicast.";
}

description
"augnent ati on of BGP route sel ection options";
uses bgpsec-sel ecti on-opti on;

augrment "/rt:routing/rt:control-plane-protocol s"
+ "/rt:control -pl ane-protocol / bgp: bgp/ bgp: nei ghbor s"
+ "/ bgp: nei ghbor/ bgp: afi -safi s/ bgp: afi-safi"”
+ "/ bgp:ipv4-unicast" {
description
"augnent ati on of BGPSec for |Pv4 Unicast nei ghbor”;
uses export-bgpsec-validation-config;

}

augrment "/rt:routing/rt:control-plane-protocol s"
+ "/rt:control -pl ane-protocol / bgp: bgp/ bgp: nei ghbor s
+ "/ bgp: nei ghbor/ bgp: afi -safi s/ bgp: afi-safi”
+ "/bgp:ipv6-unicast" {
description
"augnent ati on of BGPSec for |Pv6 Unicast nei ghbor";
uses export-bgpsec-validation-config;

}

augrment "/rt:routing/rt:control-plane-protocol s"
+ "/rt:control -pl ane-protocol / bgp: bgp/ bgp: peer - gr oups”
+ "/ bgp: peer-group/ bgp: afi -safi s/ bgp: afi-safi"
+ "/ bgp:ipv4-unicast" {
description
"augnent ati on of BGPSec for |Pv4 Unicast peer group”;
uses export-bgpsec-validation-config;

}

augrment "/rt:routing/rt:control-plane-protocol s"
+ "/rt:control -pl ane-protocol / bgp: bgp/ bgp: peer - gr oups”
+ "/ bgp: peer-group/ bgp: afi -safi s/ bgp: afi-safi”
+ "/bgp:ipv6-unicast" {
description
"augnent ati on of BGPSec for |Pv6 Unicast peer group";
uses export-bgpsec-validation-config;
}
}

<CODE ENDS>
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5. BGP ASPA YANG Mbdul e
5.1. Tree View
The conplete tree of the ietf-bgp-aspa.yang data nodel is

represented as followi ng. See [ RFC8340] for an explanation of the
synmbol s used.
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modul e: i etf-bgp-aspa

augnment /rt:routing/rt:control-pl ane-protocols
/rt:control -pl ane- protocol / bgp: bgp/ bgp: nei ghbor s
/ bgp: nei ghbor:
+--rw peer-rol e? peer-rol e

augnment /rt:routing/rt:control-pl ane-protocols
/rt:control-pl ane- protocol / bgp: bgp/ bgp: peer - gr oups
/ bgp: peer - gr oup:
+--rw peer-rol e? peer-rol e

augnment /rt:routing/rt:control-pl ane-protocols
/rt:control-pl ane-protocol / bgp: bgp/ bgp: gl oba
[ bgp: af i -safi s/ bgp: afi-safi/bgp:ipv4-unicast:
+--rw aspa-verification
+--rw enabl ed? bool ean
+--rw eligible-prefix-policy? |I|eafref

augnment /rt:routing/rt:control-plane-protocols
/rt:control-pl ane-protocol / bgp: bgp/ bgp: gl oba
[ bgp: afi -safi s/ bgp: afi-safi/bgp:ipv6-unicast:
+--rw aspa-verification
+--rw enabl ed? bool ean
+--rw eligible-prefix-policy? |I|eafref

augnment /rt:routing/rt:control-pl ane-protocols
/rt:control -pl ane-protocol / bgp: bgp/ bgp:rib
[ bgp: af i -safi s/ bgp: afi-safi/bgp:ipv4-uni cast
[ bgp: 1 oc-rib/bgp: routes/bgp:route:
+--ro0 aspa-verification-state? aspa-verification-state

augnment /rt:routing/rt:control-pl ane-protocols
/rt:control -pl ane-protocol / bgp: bgp/ bgp:rib
[ bgp: af i -safi s/ bgp: afi-safi/bgp:ipv6-uni cast
/ bgp: 1 oc-rib/bgp: routes/bgp:route:
+--ro0 aspa-verification-state? aspa-verification-state

augnment /rt:routing/rt:control-pl ane-protocols
/rt:control -pl ane-protocol / bgp: bgp/ bgp: gl oba
[ bgp: afi -safi s/ bgp: afi-safi/bgp:route-sel ection-options
+--rw aspa

+--rw enabl ed? bool ean
+--rw all owinvalid? bool ean
+--rw al | ow unknown? bool ean

+--rw eligible-prefix-policy? |eafref
augnment /rt:routing/rt:control-pl ane-protocols
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/rt:control-pl ane- protocol / bgp: bgp/ bgp: nei ghbor s
/ bgp: nei ghbor/ bgp: afi -safi s/ bgp: afi - safi
/ bgp: i pv4-uni cast:
+--rw export-aspa-validation
+--rw enabl ed? bool ean
+--rw eligible-prefix-policy? |I|eafref

augnment /rt:routing/rt:control-pl ane-protocols
/rt:control -pl ane- protocol / bgp: bgp/ bgp: nei ghbor s
/ bgp: nei ghbor/ bgp: afi -safi s/ bgp: afi -safi
/ bgp: i pv6-uni cast :
+--rw export-aspa-validation
+--rw enabl ed? bool ean
+--rw eligible-prefix-policy? |eafref

augnment /rt:routing/rt:control-plane-protocols
/rt:control-pl ane-protocol / bgp: bgp/ bgp: peer - gr oups
/ bgp: peer-group/ bgp: afi -safi s/ bgp: afi -safi
/ bgp: i pv4-uni cast:
+--rw export-aspa-validation
+--rw enabl ed? bool ean
+--rw eligible-prefix-policy? |eafref

augnment /rt:routing/rt:control-plane-protocols
/rt:control-pl ane- protocol / bgp: bgp/ bgp: peer - gr oups
/ bgp: peer - group/ bgp: afi -safi s/ bgp: afi -safi
/ bgp: i pv6-uni cast :
+--rw export-aspa-validation
+--rw enabl ed? bool ean
+--rw eligible-prefix-policy? |I|eafref
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5.2. Yang Modul e
<CODE BEG NS> file "ietf-bgp-aspa@022-10-18. yang"

nmodul e i etf-bgp-aspa {
yang-version "1.1";
namespace "urn:ietf:parans: xm:ns:yang:"
+ "ietf-bgp-aspa”;
prefix "aspa";

inmport ietf-routing {
prefix "rt";
reference
"RFC 8349, A YANG Data Model for Routing Managenent
(NMDA Version).";

}
import ietf-bgp {
prefix "bgp";
ref erence
"RFC XXXX: YANG Model for Border Gateway Protocol (BGP-4)";
}
i mport iana-bgp-types {
prefix "bt";
ref erence
"RFC XXXX: YANG Model for Border Gateway Protocol (BGP-4)";
}
i mport iana-bgp-rib-types {
prefix "brt";
ref erence
"RFC XXXX: YANG Model for Border Gateway Protocol (BGP-4)";
}

import ietf-routing-policy {
prefix rt-pol;
ref erence
"RFC 9067: A YANG Data Model for Routing Policy Managenent.";

}

organi zati on
"I ETF SI DROPS Wor ki ng Group”;

cont act
"TBD";

description
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"Thi s nodul e describes configuration of the BGP AS PATH
Verification Based on ASPA.

Thi s YANG nodel conforns to the Network Managenent
Dat astore Architecture (NVDA) as described in RFC 8342

Copyright (c) 2022 | ETF Trust and the persons identified as
authors of the code. All rights reserved.

Redi stribution and use in source and binary forns, with or

wi thout nodification, is pernmitted pursuant to, and subject to
the license terns contained in, the Revised BSD License set
forth in Section 4.c of the | ETF Trust’'s Legal Provisions

Rel ating to | ETF Docunents
(https://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC XXXX;
see the RFC itself for full legal notices

The key words ' MUST', 'MJST NOT', 'REQUIRED , ’'SHALL', ' SHALL
NOT', ’SHOULD , ’'SHOULD NOT', ' RECOMVENDED , ' NOT RECOMVENDED ,
"MAY', and 'OPTIONAL' in this docunment are to be interpreted as
described in BCP 14 (RFC 2119) (RFC 8174) when, and only when,
they appear in all capitals, as shown here.";

reference "RFC XXXX";

revision 2022-10-18 {
description
"Initial Version";
ref erence
"RFC XXXX, YANG Data Mddel for RPKI to Router Protocol";

}

identity ineligible-aspa {
base brt:ineligible-route-reason;
description
"Route was ineligible due to ASPA verification";

}

typedef peer-role {
type enuneration {
enum cust omer {
description
"The role of the BGP peer is custoner.";
}
enum provi der {
description
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"The role of the BGP peer is provider.";
}
enum | at eral - peer {
description
"The role of the BGP peer is lateral peer.";

}
enumrs {
description
"The role of the BGP peer is Route Server (RS).";
}

enumrs-client {
description
"The role of the BGP peer is RS-client.";
}
enum nmutual -transit {
description
"The role of the BGP peer is mutual-transit.";

}
}

description
"Rol es of BGP peers.";
ref erence
"RFC XXXX, BGP AS PATH Verification Based on Autononobus
System Provi der Authorization (ASPA) hjects.";

}

typedef aspa-verification-state {
type enuneration {
enumvalid {
description
"The ASPA verification outcone is valid.";
}
enuminvalid {
description
"The ASPA verification outcone is invalid.";
}
enum unknown {
description
"The ASPA verification outcone is unknown.";

enum di sabl ed {
description
"BG ASPA verification is not enabled.";
}
}

description
"ASPA verification state of BGP routes.";
ref erence
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"RFC XXXX, BGP AS_PATH Verification Based on Autononous
System Provi der Authorization (ASPA) (bjects.”;

}

groupi ng aspa-config {
description
"ASPA verification of BGP prefix.";
cont ai ner aspa-verification {
| eaf enabl ed {
type bool ean;
default "false";
description
"Whet her ASPA verification of BGP prefix is enabled.";

}
| eaf eligible-prefix-policy {
type leafref {
path "/rt-pol:routing-policy/rt-pol:policy-definitions/"
+ "rt-pol:policy-definition/rt-pol:name";

description
"A reference to a routing policy which can be used to
restrict the prefixes for which ASPA verification
is enabled.";
}
description
"ASPA verification of BGP prefix.";
}

}

groupi ng aspa-sel ecti on-option {
description
"ASPA option for BGP route selection.”;
cont ai ner aspa {
| eaf enabl ed {
type bool ean;
default "false";
description
"When enabl ed all ows the ASPA verification states to be
taken into consideration in the best-path cal culation.”;

| eaf allowinvalid {
type bool ean;
default "false";
description
"When enabled allows the route with "invalid ASPA
verification state to be taken into consideration in
the best-path calculation.”;
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| eaf al | ow unknown {
type bool ean;
default "true";
description
"When enabl ed allows the route with "unknown’ ASPA
verification state to be taken into consideration in
the best-path calculation.”;

}
| eaf eligible-prefix-policy {
type leafref {
path "/rt-pol:routing-policy/rt-pol:policy-definitions/"
+ "rt-pol:policy-definition/rt-pol:name";
}

description
"A reference to a routing policy which can be used to
restrict the prefixes for which ASPA option
is enabled in BGP route selection."”;
}
description
"ASPA option for BGP route selection.”;
}

}

groupi ng export-aspa-validation-config {
description
"Export AS PATH validation of BGP prefix.";
cont ai ner export-aspa-validation {
| eaf enabl ed {
type bool ean;
default "false";
description
"When enabl ed all ows the AS PATH validity states to be
taken into consideration in BGP export.";

}
| eaf eligible-prefix-policy {
type leafref {
path "/rt-pol:routing-policy/rt-pol:policy-definitions/"
+ "rt-pol:policy-definition/rt-pol:name";

description
"A reference to a routing policy which can be used to
restrict the prefixes for which AS PATH validity
states are considered in BGP export.";
}
description
"Export AS PATH validation of BGP prefix.";
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augrment "/rt:routing/rt:control-plane-protocol s"
+ "/rt:control -pl ane-protocol / bgp: bgp/ bgp: nei ghbor s
+ "/ bgp: nei ghbor" {
description
"augnent ati on of BGP peer roles for neighbors”;
| eaf peer-role {
type peer-role;
description
"Rol e of the peer";
}

}

augrment "/rt:routing/rt:control-plane-protocol s"
+ "/rt:control -pl ane-protocol / bgp: bgp/ bgp: peer - gr oups”
+ "/ bgp: peer-group” {
description
"augnent ati on of BGP peer roles for peer groups"”;
| eaf peer-role {
type peer-role;
description
"Rol e of the peer group”;
}

}

augrment "/rt:routing/rt:control-plane-protocol s"
+ "/rt:control -pl ane-protocol / bgp: bgp/ bgp: gl obal "
+ "/ bgp: afi-safis/bgp:afi-safi/bgp:ipva-unicast” {
description
"ASPA verification augnentation of BGP | Pv4 Unicast
Address Family.";
uses aspa-config;

}

augnment "/rt:routing/rt:control-plane-protocol s"
+ "/rt:control -pl ane-protocol / bgp: bgp/ bgp: gl obal "
+ "/ bgp: afi-safis/bgp:afi-safi/bgp:ipv6-unicast” {
description
"ASPA verification augnentation of BGP | Pv6 Uni cast
Address Family.";
uses aspa-config;

}

augrment "/rt:routing/rt:control-plane-protocol s"
+ "/rt:control -pl ane-protocol / bgp: bgp/ bgp: ri b"
+ "/ bgp: afi-safis/bgp:afi-safi/bgp:ipv4-unicast"”
+ "/ bgp: 1 oc-rib/bgp: routes/bgp:route" {
description
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"ASPA verification state augnentation of BGP | Pv4
Uni cast route.";
| eaf aspa-verification-state {
type aspa-verification-state;
description
"ASPA verification state of BGP | Pv4 Unicast prefix.";
}

}

augrment "/rt:routing/rt:control-plane-protocol s"
+ "/rt:control -pl ane-protocol / bgp: bgp/ bgp: ri b"
+ "/ bgp: afi-safis/bgp:afi-safi/bgp:ipv6-unicast"
+ "/bgp:1oc-rib/bgp: routes/bgp:route” {
description
"ASPA verification state augnmentation of BGP | Pv6
Uni cast route.";
| eaf aspa-verification-state {
type aspa-verification-state;
description
"ASPA verification state of BGP | Pv6 Unicast prefix.";
}

}

augrment "/rt:routing/rt:control-plane-protocol s"
+ "/rt:control -pl ane-protocol / bgp: bgp/ bgp: gl obal "
+ "/ bgp: afi-safis/bgp:afi-safi”
+ "/ bgp: route-sel ection-options” {
when "derived-fromor-self(../bgp:name, 'bt:ipv4-unicast’) or "
+ "derived-fromor-sel f(../bgp:nane, ’'bt:ipv6-unicast’)" {
description
"This augnentation is valid for IPv4 and | Pv6 Unicast.";
}

description
"augnent ati on of BGP route sel ection options”;
uses aspa-sel ection-option;
}
}

augrment "/rt:routing/rt:control-plane-protocol s"
+ "/rt:control -pl ane-protocol / bgp: bgp/ bgp: nei ghbor s
+ "/ bgp: nei ghbor/ bgp: afi -safi s/ bgp: afi-safi"”
+ "/ bgp:ipv4-unicast" {
description
"augnent ati on of AS PATH for |Pv4 Uni cast nei ghbor";
uses export-aspa-validation-config;

}

augrment "/rt:routing/rt:control-plane-protocol s"
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+ "/rt:control -pl ane-protocol / bgp: bgp/ bgp: nei ghbor s
+ "/ bgp: nei ghbor/ bgp: afi -safi s/ bgp: afi-safi”
+ "/ bgp:ipv6-unicast” {
description
"augnentati on of AS PATH for |Pv6 Uni cast nei ghbor";
uses export-aspa-validation-config;

}

augrment "/rt:routing/rt:control-plane-protocol s
+ "/rt:control -pl ane-protocol / bgp: bgp/ bgp: peer - gr oups”
+ "/ bgp: peer-group/ bgp: afi -safi s/ bgp: afi-safi"
+ "/ bgp:ipv4-unicast" {
description
"augnent ati on of AS PATH for |Pv4 Uni cast peer group";
uses export-aspa-validation-config;

}

augrment "/rt:routing/rt:control-plane-protocol s"
+ "/rt:control -pl ane-protocol / bgp: bgp/ bgp: peer - gr oups”
+ "/ bgp: peer-group/ bgp: afi -safi s/ bgp: afi-safi”
+ "/ bgp:ipv6-unicast” {
description
"augnentati on of AS PATH for |Pv6 Uni cast peer group";
uses export-aspa-validation-config;

}
}

<CODE ENDS>
6. Security Considerations

This section is nodeled after the tenplate described in Section 3.7
of [ YANG GUI DE]

The YANG data nodels in this docunent define data nodels that is
designed to be accessed via YANG based managenent protocols, such as
NETCONF [ RFC6241] and RESTCONF [ RFC8040]. These protocols have to
use a secure transport layer (e.g., SSH [RFC4252], TLS [ RFC8446],
and QUI C [ RFC9000]) and have to use mutual authentication

The Network Configuration Access Control Mdel (NACM [RFC8341]
provides the nmeans to restrict access for particular NETCONF or
RESTCONF users to a preconfigured subset of all avail abl e NETCONF or
RESTCONF protocol operations and content.

There are a nunber of data nodes defined in this YANG nodul e that
are writable/creatable/deletable (i.e., config true, which is the
default). These data nodes can be considered sensitive or vul nerable
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in some network environnents. Wite operations (e.g., edit-config)
to these data nodes w thout proper protection can have a negative
ef fect on network operations. Specifically, the follow ng subtrees
and data nodes have particular sensitivities/vulnerabilities:

Sone of the readable data nodes in this YANG nodul e may be

consi dered sensitive or vulnerable in sone network environnents. It
is thus inportant to control read access (e.g., via get, get-config,
or notification) to these data nodes. Specifically, the follow ng
subtrees and data nodes have particul ar
sensitivities/vulnerabilities:

There are no particularly sensitive RPC or action operations.
7. | ANA Consi derations

RFC Ed.: In this section, replace all occurrences of 'XXXX wth the
actual RFC nunber (and renove this note).

7.1. 1ETF XM. Registry

The 1 ANA is requested to assign the following URI in the "I ETF XM
Regi stry" [ RFC3688]:

URI: urn:ietf:parans: xm :ns:yang:ietf-bgp-origin-as-validation
Regi strant Contact: The | ESG
XM.: N A, the requested URI is an XM. nanespace.

URI: urn:ietf:parans: xm:ns:yang:ietf-bgp-sec
Regi strant Contact: The | ESG
XM.: NA, the requested URI is an XML nanespace

URI: urn:ietf:parans:xm:ns:yang: ietf-bgp-aspa
Regi strant Contact: The | ESG
XM.: NA, the requested URI is an XML nanespace

Liu, et al. Expires July 19, 2026 [ Page 40]



I nter

7.2.

Th
Mo

va

8. Re

Li u,

net -Draft

YANG Modul e

is docunent
dul e Nanmes"

Nane:

Mai nt ai ned
Namespace:
i dation
Prefi x:

Ref er ence:

Name:

Mai nt ai ned
Nanmespace:
Prefi x:

Ref er ence:

Nanme:

Mai nt ai ned
Nanmespace:
Prefi x:

Ref er ence:

f erences

et al.

YANG Dat a Model for BGP about RPKI

Nanes Registry

registers the foll ow ng YANG nodul es in the "YANG
registry [ RFC6020]:

i etf-bgp-origin-as-validation
by 1 ANA? N
urn:ietf:params: xm:ns:yang:ietf-bgp-origin-as-

oav
RFC XXXX

i etf-bgp-sec
by 1 ANA? N

urn:ietf:paranms: xm:ns:yang:ietf-bgp-sec
sec

RFC XXXX

i etf-bgp-aspa

by 1 ANA? N

urn:ietf:paranms: xm:ns:yang:ietf-bgp-aspa
aspa

RFC XXXX
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