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Abst r act

Thi s docunent specifies the way of collecting configuration and
states of SR policies carrying Path Segment and bi directional path
i nformati on by using BPG LS. Such information can be used by

ext ernal conponents for many use cases such as perfornmance

measur enent, path re-optim zation and end-to-end protection.

Requi renent s Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups nmay also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi mum of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 18 Cctober 2025.
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I ntroduction
Segnent routing (SR} [RFC8402] is a source routing paradi gmthat

all ows the ingress node steers packets into a specific path according
to the Segrment Routing Policy [ RFC9256].
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However, the SR Policies defined in [ RFC9256] only supports
unidirectional SR paths and there is no path IDin a Segnent List to
identify an SR path. For identifying an SR path and supporting
bidirectional path [ RFC9545], the Path Segnent and Reverse Path
Segnent List Sub-TLVs are defined for the Tunnel Encapsul ation
Attribute [RFC9012] for the SR Policy tunnel in
[I-D.ietf-idr-sr-policy-path-segment]. The Path Segnent identifier
can be a Path Segnent in SR-MPLS [ RFC9545] and SRv6
[1-D.ietf-spring-srv6-path-segnent], or other IDs that can identify
the SR path.

In many network scenarios, the configuration and state of each TE
Policy is required by a controller which allows the network operator
to optimze several functions and operations through the use of a
controll er aware of both topology and state infornmation
[I-Dietf-idr-bgp-Is-sr-policy].

To collect the TE Policy information that is locally available in a
router, [I-D.ietf-idr-bgp-Is-sr-policy] describes a new nechani sm by
usi ng BGP-LS updat e nessages.
Based on the nechanismdefined in [I-D.ietf-idr-bgp-Is-sr-policy],
thi s docunent describes a mechanismto distribute configuration and
states of the new SR policies defined in
[I-Dietf-idr-sr-policy-path-segment] to external conponents using
BGP- LS.

Ter mi nol ogy
Thi s docunent nakes use of the terms defined in [ RFC8402] and
[I-Dietf-idr-bgp-ls-sr-policy]. Sonme existing and new terns are
I'isted bel ow for reference.
* SR Segnent Routing.
*  SR-MPLS: Segment Routing over MPLS data pl ane.
* SRv6: Segnent Routing over |Pv6 data plane.
* PSID: Path Segnent Identifier.

* SRPM SR Policy Module [I-D.ietf-idr-sr-policy-safi].
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3. Carrying SR Path Sub-TLVs in BGP-LS

A mechanismto collect states of SR Policies via BG-LS is proposed
by [I-D.ietf-idr-bgp-Is-sr-policy]. The characteristics of an SR
policy can be described by a TE Policy State TLV, which is carried in
the optional non-transitive BGP Attribute "LINK_STATE Attri bute"
defined in [RFC9552]. The TE Policy State TLV contai ns several sub-
TLVs such as SR TE Policy sub-TLVs.

[I-D.ietf-idr-sr-policy-path-segnent] defines the BGP extensions for
Path Segnent. The encoding is shown bel ow.

SR Policy SAFI NLRI: <Distinguisher, Policy-Color, Endpoint>
Attributes:
Tunnel Encaps Attribute (23)
Tunnel Type: SR Policy

Bi nding SID
Pref erence
Priority
Pol i cy Name
Explicit NULL Label Policy (ENLP)
Segnent Li st
Wi ght
Pat h Segnent
Segnent
Segnment
Segnent Li st
Wi ght
Pat h Segnent
Segnent

Segnment

Figure 1. Path Segnent in SR policy

Al so, [I-D.ietf-idr-sr-policy-path-segment] defines SR policy
extensions for bidirectional SR path, the encoding is shown bel ow
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SR Policy SAFI NLRI: <Distinguisher, Policy-Color, Endpoint>
Attributes: Tunnel Encaps Attribute (23)
Tunnel Type: SR Policy

Bi nding SID
Pref erence
Priority
Pol i cy Name
Explicit NULL Label Policy (ENLP)
Segnent Li st
Wei ght
Pat h Segnent
Segnent
Segnent

Rever se Segment Li st
Wei ght
Pat h Segnent
Segnent
Segnent

Figure 2. SR policy for Bidirectional path

In order to collect configuration and states of unidirectional and
bidirectional SR policies defined in
[I-D.ietf-idr-sr-policy-path-segment], this document defines new sub-
TLVs in SR TE Policy sub-TLVs.

3.1. SR Path Segnent Sub-TLV

This section defines the SR Path Segment sub-TLV to describe a Path
Segnent, and it can be included in the Segnment List sub-TLV as
defined in [I-D.ietf-idr-bgp-ls-sr-policy] . An SR Path Segnment sub-
TLV can be associated with an SR path specified by a Segnent Li st
sub-TLV. Miltiple Path Segnent MAY be included in a Segnent List for
different use cases. Wen all the SID Lists within a candi date path
share the same Path Segment |ID, the Path Segnment can be used to

coll ect the aggregated informati on of the candidate path. The format
of Path Segnent TLV is shown bel ow.
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Wer e,
* Type: to be assigned by | ANA

* Length: the total length of the value field not including Type and
Length fiel ds.

* Flags: 2 octet field that indicates attribute and status of the
Path Segnent. The following bit positions are defined. G her
bits SHOULD be cl eared by originator and MJUST be ignored by

receiver.

0 1
0123456789012345
B i S S ik s S N S S
| DI Bl |L] I
R T i T i e s ik T e R T

Wher e:

* - DFlag : Indicates the dataplane for the BSIDs. This flag is

set when Path Segnent IDis a 16-octet SRv6 SID. This flag is
unset when the Path Segnent IDis a 4-octet SR/ MPLS | abel
val ue.

- B-Flag: This flag when set indicates the presence of the SRv6
Endpoi nt Behavi or and SID Structure encoding specified in
[ RFC9514]. The B-Fl ag when unset (clear) neans that SRv6
Endpoi nt Behavior and SID Structure are not included. The
B- Fl ag MUST be ignored when D-flag is unset. The B-Flag and
D-Flag indicate the SRv6 Endpoi nt behavior and SID structure
for the Path Segnent ID value in the TLV.
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- L-Flag: Local flag. Set when the Path Segment has | ocal
significance on an SR node. Unset when the Path Segment does
not have |ocal significance on an SR node

* RESERVED: 2 octets. SHOULD be set to O by originator and MJST be
i gnored by receiver.

* Path Segnent ID: It indicates the Path Segnent |ID val ue based on
the status fl ags.

The SRv6 Endpoi nt Behavi or TLV (1250) and the SRv6 SID Structure TLV
(1252) defined in [ RFC9514] MAY be used as sub-TLVs of the SR Path
Segment Sub-TLV. These optional sub-TLVS indicate the SRv6 Endpoi nt
behavi or and SID structure for the Path Segnent ID value in the TLV
when the Path Segment is an SRv6 Path Segment.

3.2. Reverse Segnent List Sub-TLV

In sone scenarios |ike nobile backhaul transport network, there are
requirenents to support bidirectional path. In SR a bidirectional
path can be represented as a binding of two unidirectional SR paths
[ RFC9545]. An SR policy carrying SR bidirectional path information
is expressed in Figure 2. [I-D.ietf-idr-sr-policy-path-segnent]
defines a new sub-TLV to describe a reversed SR path of an SID |ist.

This section defines a Reverse Segnent List sub-TLV to specify a
reverse SR path associated with the path specified by the Segnent
List, and it reuses the format of SR Segnent List TLV defined in
[I-D.ietf-idr-bgp-Is-sr-policy]:

0 1 2 3

01234567890123456789012345678901
i s T S i i T S A b e ok
| Type | Length |
i e e R e T S S ko o i NI TR R R S
I Fl ags | RESERVED |
B i s T T i i o S o T Ji I
| MTI D | Al gorithm | RESERVED |
e L i i e e i R S S
| Wei ght (4 octets) |
i e e R e o o e e b el o S N St
| sub- TLVs (vari abl e) /1
B i s T T i i o S o T Ji I

Figure 5. Reverse Segnent List Sub-TLV
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Al fields, except the type are defined in
[I-D.ietf-idr-bgp-ls-sr-policy], and this TLV reuses it directly.
The Type of this TLV is TBA.

The SR Segnent sub-TLV [I-D.ietf-idr-bgp-Is-sr-policy] MJST be

i ncluded as an ordered set of sub-TLVs within the SR Segnment List TLV
when the SID-List is not empty. A SIDList nay be enpty in certain
cases (e.g. for a dynam c path) where the headend has not yet
performed the conmputation and hence not derived the segments required
for the path; in such cases, the SR Segnent List TLV SHOULD NOT

i nclude any SR Segnment sub-TLVs [I-D.ietf-idr-bgp-ls-sr-policy]. In
this case, the Path Segment Sub-TLV SHOULD NOT be included in the
sub-TLVs field.

Note: currently, only one reverse SID list is supported, so the

wei ght field CAN be ignored when processing. However, nultiple
reverse SID |list MAY be supported in the future, and the use case of
supporting this still need to be di scussed.

Oper at i ons
The operations procedures of [RFC9552] can apply to this docunent.

Typically but not linmted to, the uni/bidirectional SR policies
carrying path identification information can be distributed by the
i ngress node.

General ly, BGP-LS is used for collecting |ink states and

synchroni zing with the external conponent. The consuner of the uni/
bidirectional SR policies carrying path identification information is
not BGP LS process by itself. This consuner can be any applications
such as performance neasurenent [I-D.ietf-spring-stanmp-srpm, path
re- coputation or re-optimzation. The operation of sending
informati on to other precesses is out of scope of this docunent

Error Handling and Fault Managenent

Thi s docunent defines a new SR Path Segment sub-TLV included in the
Segnent List sub-TLV as defined in [I-D.ietf-idr-bgp-Is-sr-policy],
therefore, the error handling defined in
[I-D.ietf-idr-bgp-ls-sr-policy] can apply to this docunment. The
error handling as defined in [ RFC7606] applies to new Sub-TLVs as
wel | as SAFI context, therefore, the error handling in [ RFC7606] al so
applies to this docunent.
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Specifically, a BGP Speaker MJST perform Syntax validation of the SR
Pat h Segnent sub-TLV followi ng the error handling defined in

[ RFC7606] and [I-D.ietf-idr-bgp-Is-sr-policy], to determine if it is
mal formed. This includes the validation of the length of the Sub-TLV
and the range of the value fileds. |If any validation check fails,
the Update nessage MJUST be handl e as ' Treat-as-wi thdraw .

In addition, the validation of the individual fields of the TLVs/ Sub-
TLVs of the associated segnent |ist are beyond the scope of BGP and
out of the scope of this docunment. A BGP inplenentation MJST NOT
perform semantic verification of such fields nor consider the SR
Policy update to be invalid or not usable based on such validation.
An i nmpl enentati on SHOULD | og any errors found during the above
validation for further analysis.

| ANA Consi der ati ons

BGP- LS TLVs

I ANA naintains a registry called "Border Gateway Protocol - Link
State (BGP-LS) Paraneters" with a sub-registry called "Node Anchor
Li nk Descriptor and Link Attribute TLVs". The follow ng TLV
codepoints are suggested (for early allocation by | ANA):

Codepoi nt Descri ption Ref er ence
TBA Pat h Segnent sub-TLV Thi s docunent
TBA Reverse Segment List sub-TLV Thi s docunent

Security Considerations

Simlar to [I-D.ietf-idr-bgp-Is-sr-policy], the security nmechani sns
of the base BGP security nodel [RFC4271] apply to the extensions
described in this docunent. Also, the new security considerations
defined in [I-D.ietf-idr-bgp-ls-sr-policy] also apply to this
docunent .

The Path Segnent extension is included in the SR Policy extension
[I-Dietf-idr-bgp-Is-sr-policy], so it does not introduce extra
security problenms conmparing the existing SR policy entension. The
Path Segnent information is critical to the path, and a wong Path
Segnment |1 D rmay cause unexpected forwarding actions and results.
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An inplenmentation needs to nake sure that the value of Path Segnent
IDis correct to avoid unexpected forwardi ng actions and results,
especially in an SR-MPLS network. In addition, the Path Segment
information distribution froma router to an controller has to be
protected. The security considereations in
[1-Dietf-idr-bgp-ls-sr-policy] apply to this distribution procedure.
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