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Abst ract

In-situ Flow Information Telenetry (IFIT) refers to network OAM dat a
pl ane on-path telemetry techniques, in particular In-situ QAM (1 CAM
and Alternate Marking. This docunment defines a new Characteristic to
advertise the In-situ Flow Information Telemetry (IFIT) capabilities.
Wthin an IFIT domain, the IFIT capabilities advertisenment fromthe
tail node to the head node assists the head node to determ ne whet her
a particular IFIT Option type can be encapsul ated in data packets.
Such advertisenment helps mtigating the | eakage threat and
facilitating the deploynment of IFIT nmeasurenents on a per-service and
on-demand basi s.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on 18 April 2026.
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1. Introduction

In-situ Flow Information Telemetry (IFIT) denotes a famly of flow
oriented on-path telenetry techniques, including In-situ OAM (1 CAM

[ RFC9197] and Alternate Marking [RFC9341]. It can provide flow
information on the entire forwarding path on a per-packet basis in
real tine.
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IFIT is a solution focusing on network domai ns according to [ RFC8799]
that describes the concept of specific domain solutions. A network
domai n consists of a set of network devices or entities within a
single adm nistration. As nentioned in [RFC8799], for a nunber of
reasons, such as policies, options supported, style of network
managenent and security requirenents, it is suggested to limt
applications including the emerging IFIT techniques to a controlled
domai n.

Hence, the fanmly of energing on-path flow tel enetry techni ques MJST
be typically deployed in such controlled domains. The IFIT solution
MAY be selectively or partially inplenented in different vendors
devi ces as an emerging feature for various use cases of application-
aware network operations. In addition, for sone use cases, IFIT

met hods are depl oyed on a per-service and on-demand basi s.

[I-D.ietf-idr-entropy-1abel] defines the BG Next Hop Dependent
Characteristics attribute (NHC). This docunent introduces a new NHC
Characteristic to advertise the supported IFIT capabilities of the
egress node to the ingress node in an | FIT domain when the egress
node distributes a route, such as EVPNv4, EVPNv6, L2EVPN(EVPN VPW5
and EVPN VPLS) routes, etc. Then the ingress node can learn the IFIT
node capabilities associated to the routing information distributed
bet ween BGP peers and determ ne whether a particular |FIT Option type
can be encapsulated in traffic packets which are forwarded al ong the
path. Such advertisement is also useful for avoiding IFIT data

| eaking fromthe IFIT domai n and neasuring performance nmetrics on a
per-servi ce basis through steering packets of flowinto a path where
I FIT application are support ed.

The I FIT NHC Characteristic, defined in this docunment, allows a
distributed solution, while [I-D.ietf-idr-sr-policy-ifit] allows to
centrally distribute Segnment Routing (SR) Policies and can be
considered as a centralized control solution. Therefore, this
docunent enables the IFIT application in networks where no controller
is introduced and it hel ps network operators to deploy IFIT in their
net wor ks.

Since BGP can be used to advertise a candidate path of a SR Policy

([ RFC9830]), in a SR network it may be convenient to advertise IFIT
capabilities in BG as well, as specified in this docunent. Wile,
in other scenarios, |ICMPv6 can al so be an alternative sol ution

([ RFC9359]) .
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Requi renment s Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119],
RFC 8174 [ RFC8174].

Definitions and Acronymns

* |FIT: In-situ Flow Information Telemetry. This termrefers to the
on-path telenetry techni ques al so known as In-situ OAM (I OAM
[ RFC9197] and Alternate Marking [ RFC9341].

*  QAM Operation Administration and Mi ntenance

* NLRI: Network Layer Reachable Information, the NLRI advertised in
the BGP UPDATE as defined in [ RFC4271] and [ RFCA4760].

| FI' T Donmi n

| FIT depl oyment nodes can include nonitoring at node-level, tunnel-
| evel, and service-level. The requirenent of this docunment is to
provide | FIT depl oynment at service-level, since different services
may have different IFIT requirenents. Wth the service-leve
solution, different IFIT nethods can be depl oyed for different VPN
servi ces.

The figure shows an inplenentation exanple of IFIT application in a
VPN scenari o.

ot ot
+----+ | +----+ +----+
| CE1 | ------ | PE1 | ::::::::::l RR/ Pl ::::::::::l PE2 | ------ | CE2 |
+----+ | | +----+ +----+
FS—— FS——
IR IFIT Domai n--------- >|
IR lc S >|
| <ommmm e e = >|

Figure 1. Exanple of IFIT application in a VPN scenario
Figure 1

As Figure 1 shows, a traffic flowis sent out fromthe custoner edge
node CEl to anot her custoner edge node CE2. |In order to enable IFIT
application for this flow, the | FIT header nust be encapsulated in

the packet at the ingress provider edge node PEl, referred to as the
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| FI T encapsul ati ng node. Then, transit nodes in the IFIT domain may
be able to support the IFIT capabilities in order to inspect IFIT
extensions and, if needed, to update the IFIT data fields in the
packet. Finally, the IFIT data fields nust be exported and renoved
at egress provider edge node PE2 that is referred to as the IFIT
decapsul ating node. This is essential to avoid IFIT data | eakage
outside the controll ed domain.

Since the I FIT decapsul ati ng node MJST be able to handle and renove
the IFIT header, the IFIT encapsul ating node MUST know if the IFIT
decapsul ati ng node supports the IFIT application and, nore
specifically, which capabilities can be enabl ed.

3. IFIT Capabilities

Thi s docunent defines the IFIT Capabilities as a 32-bit bitnmap. The
followi ng format is used:

0 1 2 3

01234567890123456789012345678901
T S +
|PII| D EM Reserved |
i S S +

Figure 2. IFIT Capabilities

* P-Flag: 10AM Pre-all ocated Trace Option Type flag. Wen set, this
indicates that the router is capable of | OAM Pre-allocated Trace
[ RFCO197] .

* |-Flag: 10AM Increnental Trace Option Type flag. Wen set, this
indicates that the router is capable of 1 OAM I ncremental Tracing
[ RFC9197] .

* D-Flag: | OAM DEX Option Type flag. Wen set, this indicates that
the router is capable of | OAM DEX [ RFC9326] .

* E-Flag: |10AM E2E Option Type flag. Wien set, this indicates that
the router is capable of | OAM E2E processi ng [ RFC9197].

* MFlag: Alternate Marking flag. Wen set, this indicates that the
router is capable of processing Alternative Marking packets
Al'ternate Marking [ RFC9341].

* Reserved: Reserved for future use. They MJST be set to zero on
transm ssi on and i gnored upon receipt.
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3.1. IFIT Capabilities Advertisenent

The NHC Attribute is defined in [I-D.ietf-idr-entropy-label]. It is
an optional, transitive BGP attribute with type code 39. The NHC has
as its data a network | ayer address, representing the next hop of the
route the NHC acconpanies. The NHC signals potentially usefu
optinizations, so it is desirable to make it transitive; the next hop
data is to ensure correctness if it traverses BGP speakers that do
not understand the NHC

The Attribute Data field of the NHC attribute is encoded as a header
portion that identifies the originator of the attribute, foll owed by
one or nore Characteristic TLVs.

It is modified or del eted when the next-hop is changed, to reflect
the characteristic of the new next-hop

The | FIT Characteristic described above can be encoded as an NHC
Characteristic in the NHC attribute. It can be included in a BGP
UPDATE nmessage and indicates that the BGP Next-Hop supports the IFIT
capabilities for the NLRI advertised in this BGP UPDATE.

The Network Address of Next Hop, as part of the NHC, is the |IPv4d or
| Pv6 Address of the IFIT decapsul ati ng node.

The I FIT NHC Characteristic is defined below and is a triple
(Characteristic Code, Characteristic Length, Characteristic Val ue)
aka a TLV:

0 1 2 3

01234567890123456789012345678901
R i T I e S e T S I T e sl e s ks SEIE I S S I SR S S
| Characteristic Code = 4 | Characteristic Length = 4
T o R it ol o T R e S e i s ks st (IE B TR i i SR i TR o
| I FIT Characteristic Value

+
+
T T S S e e i S S U S S AR Tk ok e

Figure 3. IFIT NHC Characteristic

* Characteristic Code: a two-octet unsigned binary integer that
i ndi cates the type of Characteristic advertised and unanbi guously
identifies an individual characteristic. This docunent defines a
new NHC Characteristic Code called IFIT Characteristic. The
Characteristic Code is 4 (as allocated by
[I-Dietf-idr-entropy-1|abel]).
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* Characteristic Length: a two-octet unsigned binary integer that
indicates the length, in octets, of the Characteristic Val ue
field. The length MJUST be four octets.

* |FIT Characteristic Value: IFIT Capabilities as defined in
Section 3.

3.2. FError handling

The IFIT NHC Characteristic TLV is considered nmal fornmed and nmust be
disregarded if its length is other than four

3.3. Operation

A BGP speaker that sends an UPDATE with the NHC Attribute MAY include
the IFIT Characteristic if IFIT is configured and enabl ed. The
inclusion of the IFIT Characteristic with the NLRI advertised in the
BGP UPDATE i ndi cates that the BGP Next-Hop can act as the IFIT
decapsul ati ng node and it can process the specific IFIT encapsul ation
format indicated in the characteristic value. This is applied for

all routes indicated in the sane NRLI

The I FIT Characteristic MJST reflect the capabilities of the router
indicated in the BGP Next-Hop. If a BGP speaker sets the BGP Next-Hop
to an address of a different router, it MJST NOT advertise the IFIT
Characteristic not supported by this router. Therefore the IFIT
Characteristic MIST be re-advertised according to the new BGP Next -
Hop.

In case of large networks, the IFIT domain may span across multiple
Aut ononous Systens (ASes) and hence the IFIT Characteristic needs to
be able to cross AS boundaries if configured to do so. In this case,
it is also possible to pass this information between BGP clusters to
keep the IFIT nmethods consistent. BGP Link-State (BGP-LS) may al |l ow
to bring the information back to a centralized controller as well.

4, | ANA Consi der ati ons

The I FIT NHC Characteristic Code has been allocated by
[I-D.ietf-idr-entropy-label] fromthe proposed "BG Next Hop
Dependent Characteristic Codes" within the Border Gateway Protoco
(BGP) Paraneters group. |ANA is requested to update the reference to
this docunent.
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[ el oo s

| Value | Description | Reference |

[ il e el

| 4 | TFIT | This docunent |

+------- L i I i +
Table 1

5. Security Considerations

Thi s docunent defines a new NHC Characteristic to advertise the IFIT
capabilities. It does not introduce any new security considerations
beyond the one described in [I-D.ietf-idr-entropy-I|abel].

IFIT nethods are applied within a controll ed domain and sol utions
MUST be taken to ensure that the IFIT data are properly propagated to
avoid malicious attacks. Both | OAM net hod [ RFC9197] and Alternate
Mar ki ng [ RFC9341] [ RFC9343] respectively discusses that the

i mpl ement ati on of both nethods MJUST be within a controll ed domain

The NHC Characteristic Attribute being a transitive attribute in
order to facilitate early deploynents it may | eak outside of the
domain if both the NLRI carrying this characteristic is advertised
out side of the donmain and the ASBR does not support
[I-D.ietf-idr-entropy-label]. In general, it is not an issue for

| FIT because the only information about the capabilities would be

| eaked. However if any characteristic |eakage nmust be avoi ded, one
must ensure that all the border routers nmust support the NHC
Characteristic feature.
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