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Abst r act

The procedures in BGP Route Reflection (RR) spec RFC4456 primarily
deal with scenarios where the RRis reflecting BGP routes with next

hop unchanged. 1In sone deploynments like Inter-AS Option C
(Section 10, RFC4364), the ABRs may performRR functionality with
nexthop set to self. |[|f adequate precautions are not taken, the

RFC4456 procedures can result in traffic forwarding |oop in such
depl oynent s.

Thi s docunent illustrates one such | ooping scenario, and specifies
approaches to mnimze possiblity of traffic forwarding | oop in such
depl oynents. An exanple with Inter-AS Option C (Section 10, RFC4364)
depl oynent is used, where RR with next hop self is used at redundant
ABRs when they re-advertise BGP transport family routes between
multiple | GP donmai ns.

Requi renent s Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 RFC 2119 [RFC2119] RFC 8174 [ RFC8174] when, and only when, they
appear in all capitals, as shown here.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
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This Internet-Draft will expire on 23 February 2026.
Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunments carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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1. I nt roduction

The procedures in BGP Route Reflection (RR) spec RFC4456 prinmarily
deal with scenarios where the RRis reflecting BGP routes with next

hop unchanged. |In sone deploynents like Inter-AS Option C
(Section 10, RFC4364), the ABRs may perform RR functionality with
nexthop set to self. |[If adequate precautions are not taken, the

RFC4456 procedures can result in traffic forwarding | oop in such
depl oynent s.
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Thi s docunent illustrates one such | ooping scenario, and specifies
approaches to mnimze possiblity of traffic forwarding | oop in such
depl oynents. An exanmple with Inter-AS Option C (Section 10, RFC4A364)
depl oynent is used, where RR with next hop self is used at redundant
ABRs when they re-advertise BGP transport famly routes between
mul tiple | GP donuains.
2. Term nol ogy
ABR Area Border Router
AS: Aut ononpbus System
AFl : Address Famly ldentifier
BN: Border Node
EP: Endpoint, e.g. a | oopback address in the network
MPLS: Multi Protocol Label Switching
PE: Provi der Edge
SAFI : Subsequent Address Family ldentifier
2.1. Definitions and Notations

Service Fam |y: A BGP address famly used for advertising routes for
destinations in "data traffic". For exanple, AFI/SAFls 1/1 or 1/128.

Transport Fanmily: A BGP address family used for advertising tunnels,
which are in turn used by service routes for resolution. For
exanpl e, BGP LU (AFI/SAFI : 1/4) or BGP CT (AFI/SAFI : 1/76).

Transport Tunnel : A tunnel over which a service may place traffic.
Such a tunnel can be provisioned or signaled using a variety of
means. For exanple, Generic Routing Encapsul ation (GRE), UDP, LDP
RSVP- TE, | GP FLEX- ALGO or SRTE

Tunnel Route: A Route to Tunnel Destination/Endpoint that is
installed at the headend (ingress) of the tunnel

Tunnel Domain: A domain of the network under a single adm nistrative

control, containing transport tunnels between Service Nodes (SNs) and
Bor der Nodes (BNs).
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3. Probl em Description

[ RR26] [ RR27]
I

I I
| +- [ ABR23] - - +| +- - [ ASBR21] - - - [ ASBR13] - +
[ | |11 C
[ CE41] - - [ PE25] - - [ P28] [ P29] “l [ P15] - [ PE11] - - [ CE31]
| || I |
I I / ‘ I
+ - [ ABR24] - - + +-- [ ASBR22] - - - [ ASBR14] - +

| AS2 | AS2 | |
AS4 + region-1 + regi on-2 + AS1 + AS3
I I I I
203.0.113.41 ------------ Traffic Direction ---------- > 203.0.113.31

Figure 1: Reference Topol ogy: Inter-domain BGP Transport Network
Thi s topol ogy shows an Inter-AS option C (Section 10, [RFC4364])
provi der MPLS network that consists of two ASes, AS1 and AS2
They are serving custoner networks AS3, AS4 respectively. Traffic
direction being described is CE41 to CE31l.

AS2 is further divided into two regions. There are three tunne
domains in provider’'s network: The two regions in AS2 use RSVP
intra-domain tunnel. ASl al so uses RSVP-TE intra-domain tunnels.
MPLS forwarding is used within these domains and on inter-donmain
links. BGP LU (AFI/SAFI: 1/4) is the transport famly providing
reachability between PE | oopbacks PE25 and PE11l.

Forwardi ng of PE25 to PE1l1 BGP LU traffic in AS2 region-2 is the
focus of this discussion

The foll owi ng RSVP-TE tunnel s exist in region-2
- ABR23_to0_ASBR21 - netric 40
- ABR23_to_ASBR22 - netric 30
- ABR24_to_ASBR21 - nmetric 40
- ABR24_to_ASBR22 - netric 30

- ABR23_to_ABR24 - netric 30
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- ABR24_to_ABR23 - metric 30

The Router-1D of ASBR21 is better than ASBR22 from perspective of
the BGP path sel ection.

The problemis that the pair of redundant ABRs (ABR23, ABR24 in
Figure 1), each acting as an RR with next hop self, may choose
each other as best path towards egress PEll, instead of the
upstream ASBR (ASBR21 or ASBR22), causing a traffic forwarding
| oop.

Thi s happens because of following the path selection rule
specified in Section 9 of BGP RR [ RFC4456] that tie-breaks on
ORI G NATOR | D before CLUSTER LI ST. RFC4456 considers pure RR
functionality which | eaves next hop unchanged.

This problemis nore probable to happen for routes of BGP
transport address families in Inter-AS Option C (Section 10

[ RFC4364]) networks, like BGP LU (1/4 or 2/4) and BGP CT (AFI/
SAFls: 1/76 or 2/76), because the ABRs perform RR with nexthop
self functionality for these famlies.

Sunmari si ng, the necessary conditions for this problem are:

- Redundant ABRs perform RR with nexthop self

- The redundant ABRs using distinct CLUSTER ID

- Addpath send enabled in Region 1, from RR26 to the redundant
ABRs ABR23, ABR24

- ABR23, ABR24 using per-prefix | abel allocation node for the
transport |ayered famlies.

- |G metric situations in Region 2, as explai ned above.
- Existance of Inter-ABR tunnels.
- RFC4456 tie-breaks on ORI G NATOR I D before CLUSTER LI ST
- Router-1D values for upstream ASBRs.
4. Sol ution Approaches
Usi ng one or nore of the foll ow ng approaches softens the possibility

of such loops in an Inter-AS Option C network with redundant ABRs.
These approaches nanage one of the above necessary conditions.
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4.1. Using Sane Cluster ID at the ABRs
Configuring the same CLUSTER |ID at the redundant ABR nodes.

CLUSTER I D Loop check will make routes reflected by an ABR unusabl e
at the redundant ABRs.

Thi s approach provides a stable way to avoid this |loop, and is not
af fected by network churn.

However this approach does not allow the ABR-ABR tunnels to be used
as backup path, in the event where an ABR | ooses all tunnels to
upst ream ASBR.

4.2. Using I GP Metric Managenent

Assign I GP netrics, such that "ABR to redundant ABR' cost is inferior
to "ABR to upstream ASBR' cost.

Then "I GP netric’ based tie-breaker will make an ABR chose the ASBRs
as best path, instead of redundant ABR

Since |GP netrics may change during network churn caused by events
like link down, this approach needs careful planning to handle all
possible I GP metric change scenarios. Debugging any | oops caused by
such transient situations may be nuch harder.

Thi s approach allows using the ABR-ABR tunnels to be used as backup
path, in the event where an ABR | ooses reachability to upstream ASBR
But there is a possibility of transient forwarding |oop until BGP
withdrawal s are received, in situations where the redundant ABRs
simul tanously | oose tunnel to upstream ASBR (li ke upstream ASBR
failure event). Sonme mechanismlike the one described in [ M\H Sec
A.9 may be needed to handle the transient forwardi ng | oop problem

4.3. Using Al GP Cost Managenent
Using AIGP Cost in the network accunul ates the 1GP nmetric at "each
next hop self" re-advertisenment. This provides a better accunul at ed
metric for the path.

Then " AlGP cost’ based tie-breaker will make an ABR chose the ASBRs
as best path, instead of redundant ABR.

Thi s approach al so needs careful 1GP netric planning because it
depends on the underlying IGP netric view of each node.
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However this approach allows using the ABR-ABR tunnels to be used as
backup path, in the event where an ABR | coses all tunnels to upstream
ASBR.

Thi s approach allows using the ABR-ABR tunnels to be used as backup
path, in the event where an ABR | ooses reachability to upstream ASBR
But there is a possibility of transient forwarding |oop until BGP

wi thdrawal s are received, in situations where the redundant ABRs
simul tanously | oose tunnel to upstream ASBR (li ke upstream ASBR
failure event). Sone mechanismlike the one described in M\H Sec A 9
may be needed to handle the transient forwarding | oop problem

4.4. Using BGP CT Managenent

7

7

In a BGP CT network, using procedures described in [BGP-CT] , tunnels
bel onging to a certain Transport Cass (TC) may not be provisioned
bet ween the redundant ABRs, or may not be included in the custonized
Resol uti on Schenme used to resolve BGP CT routes with that TC

This will ensure that the BGP CT route received with redundant ABR as
next hop will be Unusable at the receiving ABR, because it will fail
resol ving the next hop
Thi s approach needs Transport C ass and Resol ution Schenme planning in
the BGP CT network, and provides a stable way to avoid this | oop, and
is not affected by network churn

However this approach does not allow the ABR-ABR TC tunnels to be
used as backup path, in the event where an ABR | coses all tunnels for
that TC to upstream ASBR

I ANA Consi derati ons
Thi s docunent nakes no new requests of | ANA

Security Considerations
Thi s docunent does not change the underlying security issues inherent
in the existing BGP protocol, such as those described in [RFC4271],

[ RFC4272] and [ RFC4456] .

Mehani snms described in this docunment reduce possibility of |oops
within an | BGP domain. They do not affect routing across EBGP

sessi ons.
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Appendi x A.  Appendi x
A.1. Docunent History
The content in this docunment was introduced as part of [BGP-CT]. But
because the described problemis not specific to BGP CT and is useful

for other BGP famlies also, it is being extracted out to this
separ at e docunent.
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