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1. I nt roduction

Thi s docunent specifies how the nechanisns for "Intent Driven Service
Mappi ng" defined in [BGP-CT] are applied to SRv6 datapl ane. The

ext ensi ons needed for SRv6 dat apl ane operations are specified. Base
procedures of BGP CT are foll owed unaltered
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The BGP CT family (e.g. AFlI/SAFI 2/76) is used to set up inter-domain
tunnel s satisfying a certain Transport O ass, when using Segnent
Routing over I Pv6 (SRv6) data plane on the inter-AS |inks or as an
intra-AS tunneling mechanism Illustration of how BGP CT procedures
work in these scenarios is provided in this docunent.
2. Term nol ogy
AFl : Address Famly ldentifier
AS: Aut ononmpbus System
BGP CT: BGP O assful Transport family (AFI/SAFls 1/76, 2/76)
BN: Border Node
EP: Endpoint, e.g. a |oopback address in the network
MPLS: Multi Protocol Label Switching
NLRI : Network Layer Reachability Informtion
PE: Provi der Edge
RD: Route Distinguisher
RT: Route Target extended comunity
SAFl : Subsequent Address Family ldentifier
SID: SR Segnent ldentifier
SLA: Service Level Agreenent
SN:  Service Node
SR Segnent Routi ng
SRTE: Segnent Routing Traffic Engineering
TC. Transport d ass

TC ID: Transport Class ldentifier

VRF: Virtual Router Forwarding Table
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2. 1. Definitions

I mport processing: Receive side processing of an overlay route,
including things like inport policy application, resolution schene
sel ection and next hop resol ution

Intent: A set of operational goals (that a network should neet) and
outconmes (that a network is supposed to deliver) defined in a

decl arative manner without specifying how to achieve or inplenent
them as defined in Section 2 of [RFC9315].

Mappi ng Comrunity: Any BGP Conmunity/ Ext ended Conmmunity on a BGP
route that maps to a Resolution Schene. e.g., color:0:100, transport-
target: 0:100.

Resol uti on Schene: A construct conprising of an ordered set of TRDBs
to resolve next hop reachability, for realizing a desired intent.

Service Fanmily: A BGP address family used for advertising routes for
"data traffic" as opposed to tunnels (e.g. AFI/SAFls 1/1 or 1/128).

Transport Family: A BGP address famly used for advertising tunnels,
which are in turn used by service routes for resolution (e.g. AFI/
SAFls 1/4 or 1/76).

Transport Cl ass: A construct to group transport tunnels offering the
same SLA.

Transport Class RT: A Route Target Extended Conmunity used to
identify a specific Transport C ass

Transport Pl ane: An end-to-end plane consisting of transport tunnels
bel onging to the same Transport C ass. Tunnels of the sane Transport
Class are stitched together by BGP CT route readvertisenments with
next hop self to enabl e Label -Swap forwardi ng across donain
boundari es.

Transport Route Database (TRDB): At the SN and BN, a Transport C ass
has an associ ated Transport Route Database that collects its tunne
i ngress routes.

3. NLRI and Nexthop Encoding
The procedures for encoding a BGP d assful Transport (BGP CT) fanily

route are specified in sections 4,5,6 and 7 of [BGP-CT]. These are
followed, with the addition of SRv6 encapsul ati on information
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A BGP CT node that supports SRv6 forwardi ng encodes the SID
information for SRwith respect to SRv6 Data Plane as specified in
Section 4.

A BGP CT node that does not support MPLS forwarding advertises the
special label 3 (Inplicit NULL) in the [RFC8277] MPLS Label field.
The Inmplicit NULL | abel carried in BGP CT route indicates to
receiving node that it should not inpose any BGP CT | abel for this
route. Thus a pure SRv6 node carries Inmplicit NULL in the MPLS Labe
field in RFC8277 BGP CT NLRI.

Aspects regarding Interoperability between nodes supporting different
forwardi ng technol ogies is discussed in Section 6.3 and
Section 11. 3.2 of [BGP-CT].

4. SRv6 Encapsul ation Information

[ RFC8986] specifies the SRv6 Endpoint behaviors (End USD,

End. B6. Encaps). [ SRV6-1NTER-DOVAIN] specifies the SRv6 Endpoi nt
behavi ors (END. REPLACE, END. REPLACEB6 and END. DB6). These are

| everaged for BGP CT routes with SRv6 data pl ane.

The BGP d assful Transport route update for SRv6 MJST include an
attribute containing SRv6 SID information, with Transposition schene
di sabled. The BGP Prefix-SID attribute as specified in [RFC9252] is
used for this purpose today.

If the [RFC9252] Prefix-SID attribute also contains a "SRv6é SID
Structure Sub-Sub-TLV', the Transposition Length MJUST be set to 0 and
Transposition O fset MJST be set to 0. This indicates nothing is
transposed and that the entire SRv6 SID value is encoded in the "SRv6
SID Informati on Sub- TLV"

It should be noted that prefixes carried in BGP CT fanmly are
transport |ayer end-points, e.g. PE | oopback addresses. Thus, the
SRv6 SID carried in a BG CT route is also a transport |ayer
identifier.

For an illustration of BGP CT deploynent in SRv6 networks, refer
foll owi ng section Section 5 .

5. BG CT in SRv6 networks

Thi s section describes BG CT deployment in SRv6 multi-domai n network
using Inter-AS Option C architecture.
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5.1. SID stacking approach

Thi s approach uses stacking of service SRv6 SID over transport SRv6
SID. Transport layer SIDs of types End, End.B6. Encaps defined in

[ RFC8986], and type END. REPLACE* defined in [ SRV6-1NTER-DOVAIN] are
carried in AFI/SAFI 2/76. Service SIDis carried in a Service Famly
i ke AFI/SAFI 2/1 or AFI/SAFI 2/128.

In this approach, the nunmber of Service SIDs required at the egress
SN is equal to service functions (e.g. Prefix, VRF or Next hop) and
the nunber of Transport SIDs are equal to the nunber of transport

cl asses.

Thi s section describes the procedures of this approach with an
illustration using an exanpl e topol ogy.

AS1 AS2
---gold---> ----gold-->
CEl---[ PEl---P---ASBR1]----- [ ASBR2- - - P- - - PE2] - - - CE2
--bronze--> --bronze-->
——————— Forwarding Direction----->

Figure 1: BG CT in SRv6 Only Data pl ane

In the topology shown in Figure 1, there are two AS domains, ASl1 and
AS2. These are pure |Pv6 domains, with no MPLS enabled. Inter-AS
I i nks between AS1 and AS2 are al so enabled with | Pv6 forwarding.

Intra-AS nodes in AS1 and AS2 speak IBGP CT (AFI: 2, SAFl: 76) and

I SI'S-SRv6 between them The Inter-AS nodes ASBR1, ASBR2 speak EBGP
CT (AFl: 2, SAFI:76) between them Transport C asses Gold (100) and
Bronze (200) are provisioned in all PEs and ASBRs. Al BGP CT
advertisenents in this exanple carry a MPLS | abel value of 3
(Implicit NULL) in the NLRI encodi ng.

Reachability between PE1 and PE2 is forned using BGP CT fanily.
Service famlies |like IPv4 unicast (AFl: 1, SAFlI: 1) and L3VPN (AFI
2, SAFl: 128) is negotiated on nmulti hop EBGP session between PE1 and
PE2. These service routes carry service SIDto identify service
functions at the advertising PE, and napping comunity to identify
the desired Intent.

The following SRv6 | ocators are provisioned:

PE2- SRv6 : SRv6 Locator for PE2 best effort transport class
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PE2- SRv6-gol d-1oc : SRv6 Locator for PE2 gold transport class
PE2- SRv6- bronze-1oc : SRv6 Locator for PE2 bronze transport class

ASBR1- SRv6-10oc : SRv6 Locator for ASBRL best effort transport
cl ass

ASBR1- SRv6-gol d-1oc : SRv6 Locator for ASBRL gold transport class

ASBR1- SRv6- bronze-1oc : SRv6 Locator for ASBRL bronze transport
cl ass

ASBR2- SRv6-10oc : SRv6 Locator for ASBR2 best effort transport
cl ass

ASBR2- SRv6-gol d-1oc : SRv6 Locator for ASBR2 gold transport class

ASBR2- SRv6- bronze-1oc : SRv6 Locator for ASBR2 bronze transport
cl ass

The followi ng transport |ayer SRv6 End SIDs are provisioned or
dynanmical ly all ocated on denmand

PE2- SRv6-gold : PE2 End SID from PE2- SRv6-gol d-1oc, for gold
transport cl ass.

PE2- SRv6- bronze : PE2 End SID from PE2- SRv6- bronze-|1 oc, for bronze
transport cl ass.

ASBR2- SRv6- PE2- gol d- Repl ace : at ASBR2 End. B6. Encaps SI D for PE2,
gol d transport cl ass.

ASBR2- SRv6- PE2- br onze- Repl ace : at ASBR2 End. B6. Encaps SID for
PE2, bronze transport cl ass.

ASBR1- SRv6-gol d : ASBRL End SID from ASBR1- SRv6-gol d-1 oc, for gold
transport cl ass.

ASBR1- SRv6- PE2- gol d- Repl ace : at ASBR1 End. REPLACE SID for PE2,
gol d transport cl ass.

ASBR1- SRv6- bronze : ASBR1L End SID from ASBR1- SRv6- bronze-| oc, for
bronze transport cl ass.

ASBR1- SRv6- PE2- br onze- Repl ace : at ASBR1 End. REPLACE SI D for PE2,
bronze transport cl ass.
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Architecturally, the forwarding semantic of End. REPLACE SI D operation
is simlar to Label SWAP operation in MPLS data plane. Wen a route
received with End SID (e.g. PE2-SRv6-gold or PE2- SRv6-bronze
transport SIDs) is readvertised with next hop self, an | Pv6
forwarding entry is emtted with a forwardi ng semantic of
End. B6. Encaps operation, which neans: Update | Pv6 DA wi th Next
Segrment in SRH, and Encapsul ate SRv6 SID corresponding to the correct
transport class. This can be seen in IPv6 FIB of ASBR2 during "BGP
CT processing at ASBR2" in the following illustration

The foll owi ng service |ayer SRv6 End. DT4 SIDs are provisioned:

PE2- SRv6-S1-DT4 : PE2 End. DT4 SID for service Sl
The locators for the above provisioned SRv6 SIDs will be advertised
via | SIS between Intra-AS nodes and the established SRv6 tunnel to
the node’s | oopback will be installed into the correspondi ng TRDB
based on col or.

The SRv6 tunnel ingress routes are published in the Gold and Bronze
TRDBs at ASBR2 as foll ows:

Gol d TRDB routes at ASBR2

[1SIS SRv6] PE2-LPBK
NH:  Encap " Col d- SRv6- Tunnel -t 0o- PE2" tunne

[1SI'S SRv6] PE2- SRv6-gol d
NH.  Encap " Col d- SRv6- Tunnel -t o- PE2" tunne

Bronze TRDB routes at ASBR2

[1SI'S SRv6] PE2- LPBK
NH. Encap "Bronze- SRv6- Tunnel -t o- PE2" tunne

[1SIS SRv6] PE2- SRv6- bronze:
NH: Encap "Bronze- SRv6- Tunnel -t o- PE2" tunne
ASBR2: | Pv6 FIB for SRv6

[1SI'S SRv6] PE2- SRv6-gol d,
NH: Encap " Col d- SRv6- Tunnel -t o- PE2"

[1SIS SRv6] PE2- SRv6- bronze,
NH. Encap "Bronze- SRv6- Tunnel -t o- PE2"
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The illustration bel ow shows the foll owi ng BGP CT operations for the
"gold’ Transport Pl ane.

- BGP CT route origination,

I mport processing for the route,
- BGP CT route propagation, and
- Service routes resolving over BGP CT route.

Simlar processing is followed for the 'bronze’ Transport Pl ane
routes as well.

5.1.1. Egress Node Procedures

Firstly, PE2 originates BGP CT route for its transport |ayer
endpoints |i ke Loopback address with SRv6 SID information to ASBR2 as
fol | ows:

IBGP CT routes from PE2 to ASBR2

RD1: PE2- LPBK
transport-target: 0: 100,
Prefix-SI D PE2- SRv6-gol d
NH:  PE2- LPBK

RD2: PE2- LPBK
transport-target: 0: 200,
Prefix-SID: PE2- SRv6- bronze
NH:  PE2- LPBK

PE2: 1Pv6 FIB for SRv6

[ BGP CT] PE2- SRv6-Sl1-DT4
NH. Decap, Perform service Sl

5.1.2. Ingress Border Node Procedures

When ASBR2 receives the I BG CT advertisenent for gold route from
PE2, it perforns inport processing and next hop resolution for the
endpoi nt PE2-LPBK in the gold TRDB based on its transport-
target:0:100. This would resolve over the |SIS-SRv6 route in gold
TRDB and pi ck "Col d- SRv6- Tunnel -t o- PE2" tunnel
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On successful resolution, a IPv6 transit route for ASBR2- SRv6- PE2-
gol d-replace/ 128 is installed in the global 1Pv6 FIB with "Gol d- SRv6-
Tunnel -t o- PE2" tunnel as next hop, enabling SRv6 forwarding for gold
SLA.

5.1.3. Transit Border Node Procedures

The BGP CT routes for RD1: PE2-LPBK are advertised by ASBR2 further
towards ASBR1 via EBGP CT. During this readvertisenment, the next hop
is set to self, and SIDis rewmitten to ASBR2- SRv6-gol d- Repl ace. The
following illustration captures the advertisenents from ASBR2 to
ASBR1 as well as the IPv6 FIB in ASBR2.

EBGP CT routes from ASBR2 to ASBR1

RD1: PE2- LPBK,
transport-target: 0: 100,
Prefix-SID: ASBR2- SRv6- PE2- gol d- Repl ace,
NH:  ASBR2_I nt er AS_Li nk

RD2: PE2- LPBK,
transport-target:0: 200,
Prefix-SID. ASBR2- SRv6- PE2- br onze- Repl ace,
NH: ASBR2_I nt er AS_Li nk

ASBR2: | Pv6 FIB for SRv6

[ BGP CT] ASBR2- SRv6- PE2- gol d- Repl ace
NH:  Updat el Pv6DA( SRH. Next Segnent ),
Encap " ol d- SRv6- Tunnel -t o- PE2"

[ BGP CT] ASBR2- SRv6- PE2- bronze- Repl ace
NH:  Updat el Pv6DA( SRH. Next Segnent ),
Encap "Bronze- SRv6- Tunnel -t o- PE2"

When ASBR1 receives this EBGP CT advertisenent from ASBR2, an | Pv6
route for ASBR1-SRv6-gol d- Repl ace/ 128 is installed with a next hop of
ASBR1 InterAS Link in the global 1Pv6 FIB, enabling SRv6 forwarding
for gold SLA. The BGP CT route for RD1: PE2-LPBK is further
advertised to PE1 via IBGP CT, with next hop set to self, and SID
rewritten to ASBRI1- SRv6-gol d- Repl ace.
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IBGP CT routes from ASBR1 to PE1l

RD1: PE2- LPBK
transport-target:0: 100,
Prefix-SID: ASBRL- SRv6- PE2- gol d- Repl ace,
NH:.  ASBR1- LPBK

RD2: PE2- LPBK
transport-target: 0: 200,
Prefix-SID. ASBR1- SRv6- PE2- br onze- Repl ace,
NH:  ASBR1- LPBK

ASBR1: | Pv6 FIB for SRv6
[ BGP CT] ASBRL- SRv6- PE2- gol d- Repl ace,
NH: ASBR2 I nterAS Link
SI D op: Repl aceSl D( ASBR2- SRv6- PE2- gol d- Repl ace)
[ BGP CT] ASBR1- SRv6- PE2- br onze- Repl ace,
NH: ASBR2 | nterAS Link
SI D op: Repl aceSl D( ASBR2- SRv6- PE2- br onze- Repl ace)

5.1.4. Transport Layer Procedures at Service |ngress Node

2025

When PEl receives this |IBG CT adverti senent from ASBR1, it resolves

the next hop ASBR1-LPBK in the gold TRDB based on its transport-

target:0:100. This would resolve over the 1SIS-SRv6 route in gold

TRDB and pi ck "Gol d- SRv6- Tunnel -t o- ASBR1" .

This forms the end-to-end Gold SLA path fromPE1 to PE2. The gold

BGP CT route for PE2-LPBK is installed in gold TRDB, and can be used
for resolving service route next hops. The Transport |layer SIDs are
repl aced at each border node, which reduces the nunber of SID decaps

required at the egress PE

Vai r avakkal ai & Venkat ar Expi res 23 February 2026 [ Page 11]



I nternet-Draft BGP CT - SRv6 Adaptation August 2025

CGold TRDB routes at PE1l

[ BGP CT] PE2-LPBK,
NH: ASBRL1- SRv6-gol d
SI D op: EncapSl D( ASBR1- SRv6- PE2- gol d- Repl ace)

Bronze TRDB routes at PE1l

[ BGP CT] PE2-LPBK,
NH:  ASBR1- SRv6- bronze
SI D op: EncapSl D{ ASBR1- SRv6- PE2- br onze- Repl ace)

PE1l: IPv6 FIB for SRv6

[ BGP CT] PE2-LPBK,
NH: ASBRL1- SRv6-gol d
SI D op: EncapSl D( ASBR1- SRv6- PE2- gol d- Repl ace)

[ BGP CT] PE2-LPBK,
NH: ASBR1- SRv6- br onze
SI D op: EncapSl D( ASBR1- SRv6- PE2- br onze- Repl ace)

[1SI'S SRv6] ASBR1- SRv6-gol d,
NH  Encap " Col d- SRv6- Tunnel -t o- ASBRL"

[1SI'S SRv6] ASBR1- SRv6- bronze,
NH. Encap "Bronze- SRv6- Tunnel -t o- ASBR1"

5.1.5. Service Layer Procedures

At PEl, service routes that are received with next hop as PE2-LPBK
and Mappi ng Community as Color:0:100 indicating Gold SLA will use the
Resol uti on Schene associated with its Mapping Cormmunity to resol ve
over the PE2-LPBK CT route installed in the gold TRDB, and push the
SRv6-gol d SID stack to reach PE2.

Similarly, any service routes received with next hop as PE2-LPBK and
Mappi ng Community as Col or: 0: 200 i ndicating Bronze SLA will use the
Resol uti on Schene associated with its Mapping Cormmunity to resol ve
over the PE2-LPBK CT route installed in the bronze TRDB, and push the
SRv6-bronze SID stack to reach PE2. This is shown as foll ows:
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BGP Service routes advertisenent from PE2 to PE1l:

SVC PFX1,
col or: 0: 100,
Prefix-SID:. PE2- SRv6-S1-DT4,
NH: PE2- LPBK

SVC _PFX2,
col or: 0: 200,
Prefi x-Sl D: PE2- SRv6- S1- DT4,
NH: PE2- LPBK

PEl: Service routes FIB

[ BGP | NET] SVC _PFX1, color:0:100
NH: EncapSl D " PE2- SRv6- S1- DT4,
ASBR1- SRv6- gol d- Repl ace,
CGol d- SRv6- Tunnel -t o- ASBR1(out er)"

[ BGP | NET] SVC PFX2, col or:0:200
NH: EncapSlI D " PE2- SRv6- S1- DT4,
ASBR1- SRv6- br onze- Repl ace,

Br onze- SRv6- Tunnel -t 0- ASBR1( outer)"

The operational, scaling and convergence aspects of this approach are
simlar to the aspects of applying BG CT procedures to the MPLS data
pl ane.

5.2. Color-encoded Service SID (CPR) Approach

CPR is defined in the docunent: Colorful Prefix Routing for SRv6
based services [Col orful -Prefix-Routing-SRv6], and uses |Pv6 Unicast
(AFI/SAFI = 2/1) as a Transport Family. CPR mechani sm does not use
BGP CT (AFI/SAFI 2/76) address famly.

CPR uses col or encoded SRv6 service SIDs to determine the intent-
aware transport paths for the service, without a separate transport
SRv6 SID. It routes using "Colorful Prefix" locators in the
transport layer, which are carried in the IPv6 Unicast BGP famly.

A Next hop Resolution Schene simlar to that of BGP CT [BGP-CT] is

used on IPv6 Unicast famly to resolve “Colorful Prefix” |I|ocator
routes that carry a mapping community to intent-aware paths in each
domai n.

By virtue of the CPR SID all ocation schenme, the service SIDs inherit
the Intent of the corresponding Colorful Prefix route just by
performng | ongest prefix match in forwardi ng pl ane.
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AS1 AS2
---gold---> ----gold-->
CEl---[PEl1---P---ASBR1]----- [ ASBR2- - - P- - - PE2] - - - CE2
--bronze--> --bronze-->
------------ | Pv6- Forwardi ng--------->

Col ored SRv6 Locators: CGold, Bronze
Col ored Service SIDs: Gold-SID-1, Bronze-SID 1
Transport Family: | Pv6 + Mappi ng Comunity (Col or)

Resol uti on Schene: | Pv6 Locator resol ution over
Intra Domain SRv6 Tunnel in IPv6 R B
usi ng Mappi ng Community (col or)

Forwar di ng Lookup: Longest Prefix Match
Cold: SID Gold-SID1 LPMto Locator Gold
Bronze: SID Gold-SID1 LPMto Locator Bronze

Figure 2: CT Interactions for CPR apprach
5.2.1. Analysis of CPR Approach

The CPR approach can be used to support intent driven routing while
m nim zi ng SRv6 encapsul ati on overhead, at the cost of careful SID
nunbering and planning. The state in the transport network is a
function of total nunber of Colorful Prefixes.

In the CPR approach, typically one service SIDis allocated for each
service function (e.g. VRF) which is associated with a specific
intent. In some special scenarios, for exanple, when different
service routes in the same VRF are with different intents, a unique
service SID would need to be allocated for each intent associated
with the VRF.

However, the CPR mechani sm preserves BGP PIC (Prefix scale

I ndependent Convergence) for the egress SN failure scenario where
only Colorful Prefix routes need to be w thdrawn.
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CPR achieves strict Intent based forwarding for the service routes.
Fal | back to best effort transport class is achieved by nunbering al
SRv6 Colorful Prefix |locators at the egress SNto fall in the sane
subnet as the SRv6 | ocator that uses best effort transport class.
Custom zed intent fall back between different col or transport classes
may be achieved by allocating a CPR prefix for each such intent

fall back policy, and advertising that CPR prefix with an appropriate
mappi ng conmunity, that maps to a customni zed resol uti on schene.
Alternatively, the intent fallback policy may be provisioned on the
i ngress nodes directly.

Furthernmore, IPv6 Unicast family is widely deployed to carry Internet
Service routes. Repurposing |Pv6 Unicast famly to carry Transport
routes al so may inpact the operational conplexity and security
aspects in the network.

6. FError Handling Considerations

Thi s docunent follows error handling procedures defined in [BGP-CT],
and extends it further.

If a BG CT route is received with a [ RFC9252] BGP Prefix-SID
attribute containing a "SRv6 SID Informati on Sub-TLV', and al so
contains a "SRv6 SID Structure Sub-Sub-TLV', the Transposition Length
is not set to O or Transposition Offset is not set to 0. This
indicates transposition is in use, which is not expected on BGP CT
route. Treat-as-w thdraw approach from[RFC7606] is used to handle
this error. The route is kept as Unusable, with appropriate

di agnostic information, to aid troubl eshooti ng.

If a BGP speaker considers a received BGP CT route invalid for some
reason, but is able to successfully parse the NLRI and attri butes,
Treat - as-w t hdraw approach from [ RFC7606] is used. The route is kept
as Unusable, with appropriate diagnostic information, to aid

t roubl eshoot i ng.

The error handling procedures specified in Section 7, [RFC9252] apply
for the BGP Prefix-SID attribute carried in BGP CT routes al so

7. 1 ANA Consi derations
Thi s docunent nakes no new requests of | ANA
8. Security Considerations
Thi s docunent does not change the underlying security issues inherent

in the existing BGP protocol, such as those described in [ RFC4271]
and [ RFC4272].
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Thi s docunent follows the security considerations described in
[BGP-CT]. As nentioned there, the "Walled Garden" approach is
followed to carry routes for | oopback addresses in BGP CT famly
(AFI/SAFI: 1/76 or 2/76). Thus mitigating the risk of unintended
route escapes.

BGP CT routes distribute SRv6 SIDs for SRv6 dat apl anes and hence
security considerations of Section 9.3 of [RFC9252] apply. Moreover,
SRv6 SID transposition schenme is disabled in BG CT, as described in
Section 4, to mitigate the risk of msinterpreting transposed SRv6
SID information as an MPLS | abel .

As [ RFC4272] discusses, BGP is vulnerable to traffic-diversion
attacks. This SAFlI routes adds a new neans by which an attacker
could cause the traffic to be diverted fromits normal path.

Pot enti al consequences include "hijacking" of traffic (insertion of
an undesired node in the path, which allows for inspection or

nmodi fication of traffic, or avoidance of security controls) or denial
of service (directing traffic to a node that doesn't desire to
receive it).

In order to mitigate the risk of the diversion of traffic fromits
i nt ended destination, BGPsec solutions ([RFC8205] and Origin

Val idation [ RFC8210]) may be extended in future to work for non-
Internet SAFls (SAFls other than 1).

The restriction of the applicability of the BGP CT SAFlI 76 to its

i ntended wel | -defined scope limts the likelihood of traffic
diversions. Furthernore, as long as the filtering and appropriate
configuration nechani sns di scussed previously are applied diligently,
risk of the diversion of the traffic is elimnated.
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