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Abstract

Thi s docunent specifies extensions to RFC4271 BGP-4 that enable a BGP
speaker to negotiate additional Bidirectional Forwardi ng Detection
(BFD) extensions using a BGP capability. This BFD Strict-Mde
Capability enables a BGP speaker to prevent a BGP session from being
established until a BFD session is established. This is referred to
as BFD "strict-node".

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi mum of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 31 Decenber 2025.
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Provisions Relating to | ETF Docunents (https://trustee.ietf.org/
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1. Introduction

Bi di rectional Forwardi ng Detection BFD [ RFC5880] enables routers to
moni tor data pl ane connectivity and to detect faults in the

bi directional forwarding path between them This functionality is

| everaged by routing protocols such as BGP [ RFC4271] to rapidly react
to topol ogy changes in the face of path failures.

The BFD interaction with BGP is specified in Section 10.2 of
[ RFC5882]. When BFD is enabled for a BGP neighbor, faults in the
bidirectional forwarding detected by BFD result in BGP session

termnation. It is possible in sone failure scenarios for the
network to be in a state such that a BGP session nmay be established
but a BFD session cannot be established. In sone other scenarios, it

may be possible to establish a BGP session, but a degraded or poor-
quality link may result in the correspondi ng BFD session going up and
down frequently.

To avoid situations that result in routing churn and to mninize the
i mpact of network interruptions, it will be beneficial to disallow
BGP to establish a session until BFD session is successfully
established and has stabilized. W refer to this node of operation
as BFD "strict-nmode". However, always using "strict-node" woul d
precl ude BGP operation in an environnent where not all routers
support BFD strict-node or have BFD enabl ed

Thi s docunent defines BFD "strict-node" operation as preventing BGP
session establishment until both the |ocal and renote speakers have
an established BFD session. The docunent al so specifies a BGP
capability [ RFC5492] for announci ng BFD parameters including a BGP
speaker’s support for "strict-npde"; i.e., requiring a BFD session
for BGP session establishnent.
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2.

Requi renment s Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here.

BGP Session Attributes for BFD Strict-Mde
Defined in this docunent:
TBD- X) Bf dEnabl ed:

A bool ean value that is TRUE when BFD i s configured and enabl ed
for this BGP session.

TBD- X) BfdStrict Enabl ed:
A bool ean value that is TRUE when BGP BFD Strict-Mde procedures

are to be used when BFD is enabled for this BG session. |If
Bf dEnabl ed is not TRUE for this BGP session, this attribute has no
i mpact .

TBD- X) Bf dHol dTi ne:
Hold time value used for the BfdHol dTimer. The default value for
this attribute is 30 seconds and is user configurable.

TBD- X) Bf dHol dTi mer :
Hol d timer used when the BGP Hol dTi ne has been negotiated to zero
to ensure the BGP session termnates if the associated BFD session
does not enter the Up state.

TBD- X) BfdStrictNegoti at ed:
A bool ean value that is TRUE when the BFD strict-node feature
capability has been successfully negotiated for this BG session.
(See Section 6.)

Defined in RFC 5880:
bf d. Sessi onSt at e:
The BFD session state associated with this BG session when BFD i s
configured and enabl ed for the session. (See Section 6.8.1 of
[ RFC5880] .)
BGP FSM Events for BFD Strict-Mde

Event TBD- X: Bf dAdni nDown
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Definition:
The BFD session associated with this BG session has
transitioned to the Adm nDown st at e.

St at us:
Opt i onal

Optional Attribute Status:
The Bf dEnabl ed attribute for this BG session SHOULD be set to
TRUE.

Event TBD- X: Bf dDown
Definition:
The BFD session associated with this BG session has
transitioned to the Down state.

St at us:
Opt i onal

Optional Attribute Status:

Event TBD- X: Bf dUp
Definition:
The BFD session associated with this BG session has
transitioned to the Up state.

St at us:
Opt i onal

Optional Attribute Status:
The Bf dEnabl ed attribute for this BG session SHOULD be set to
TRUE.

Event TBD-X: Bfd_Di sabl ed
Definition:
The Bf dEnabl ed session attribute has been changed to FALSE.

St at us:
Opt i onal

Optional Attribute Status:
Event TBD- X: Bf dHol dTi mer _Expires
Definition:
The BFD hol dtiner, which is set when the negotiated BGP hol d
time is zero, has expired.
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St at us:
Opt i onal

Optional Attribute Status:
* The Hol dTi mer SHOULD NOT be runni ng.

* The negoti ated Hol dTi me SHOULD be zero.

*  The BGE session state SHOULD be in Connect, Active, or
OpenSent .

Event TBD- X: BfdStrict_ Confi gChanged
Definition:
The configuration for the BFD strict configuration for the BGP
sessi on has been changed.

St at us:
Opt i onal

Optional Attribute Status:
If BfdEnabled is FALSE, this event MJST NOT occur. Wen BFD
has been di sabled, the local systemwl| trigger a BfdAdnm nDown
event instead.

5. BFD Strict-Mde Capability Definition

The BFD Strict-Mde Capability is a BGP Capability [ RFC5492] defined
as foll ows:

Capability code: 74
Capability length: O octets

6. BFD Strict-Mde Capability Negotiation
A BGP speaker which supports capabilities advertisement and has BFD
strict-nmode enabl ed MIUST include the BFD Strict-Mde Capability in
its OPEN message.
A BGP speaker which supports the BFD Strict-Mde Capability exan nes
the list of capabilities received fromits peer. |If both the |ocal
and renote BGP speakers include the BFD Strict-Mde Capability, the

Bf dStri ct Negoti ated session attribute (Section 3 below) is set to
TRUE.
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7.

8.

8.

Starting and Stoppi ng BFD Sessi ons Associ ated BGP BFD Stri ct-Mde

| mpl enent ati ons SHOULD start the BFD session associated with the BGP
BFD strict-node session prior to the BGP FSM starting. The
nmotivation is to avoid delaying BG FSMtransitions while waiting for
the BFD session reach the Up state.

Simlarly, to support BFD hol d-down requirenents for detecting BFD
session stability (see Section 10), inplementations SHOULD NOT
i medi at el y destroy BFD sessions when associ ated BGP connecti ons
transition to ldle.

BGP FSM St at e Changes
1. Overview of BFD Strict FSM Changes
When BFD i s enabl ed, and BFD strict-node is enabl ed and negoti at ed,
the BGP finite state nmachine is prevented fromsend a KEEPALI VE to
the renote BGP speaker and advancing to the OpenConfirmstate until
the associ ated BFD session has reached the Up state.

In the FSM defined in [RFC4271], sending of a KEEPALIVE to the renote
BGP speaker and advancenent to the OpenConfirm state happens:

* In the Connect state upon receiving an OPEN nessage and the
Del ayOpenTi mer i s runni ng.

* |In the Active state upon receiving an OPEN nessage and the
Del ayOpenTi mer i s running.

* |In the OpenSent upon receiving an OPEN nmessage.

For each of these scenarios, when BFD is enabl ed, and BFD strict-node
is negotiated, a sub-state is introduced to track the pending BFD Up
event:

*  Connect Del ayOpenBf dUpPendi ng

* Acti veDel ayOpenBf dUpPendi ng

*  (OpenSent Bf dUpPendi ng
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If BFD strict-node configuration is changed once the BGP FSM has
started executing, but has not reached the Established state, the
session is reset to the Idle state to ensure consi stent behavior
I.e., no unexpected tiners are running, and the BGP session's
transition to Established is not lingering on a pending event. Once
the BGP session has reached the Established state, changes to BFD
strict-nmode are irrelevant since the work of this feature has been
compl et ed.

The foll owi ng changes are nmade to the BGP FSM defined in
Section 8.2.2 of [RFC4271]:

8.2. Changes to the Idle State

In the "ldle State", the Bf dAdm nDown, BfdDown, BfdUp, Bfd_Di sabl ed,
Bf dStri ct _Confi gChanged events are ignored.

In the "ldle State", the BfdHol dTi ner Expires event is ignored, but
only would occur as an error in the FSMinpl ementati on.

8.3. Changes to the Connect State

The BfdHol dTinmer is reset to zero and stopped on any transition to
the Idle state.

8.3.1. Handling Bf dAdm nDown / Bfd_Di sabled / BfdUp
In response to the Bf dAdm nDown event (Event TBD X), the Bfd_Di sabl ed
event (Event TBD-X), or the BfdUp event (Event TBD-X) the the | ocal
system checks to see if it is in the Connect Del ayOpenBf dUpPendi ng
sub-state. If the FSMis in the Connect Del ayOpenBf dUpPendi ng sub-
state, the local system
* sends a KEEPALI VE nessage,
* if the HoldTimer initial value is non-zero,

- starts the KeepaliveTinmer with the initial value and

- resets the BfdHol dTi ner value to zero,

* and changes its state to QpenConfirm (| eaves
Connect Del ayOpenBf dUpPendi ng) .

If the FSMis not in the Connect Del ayQpenBf dUpPendi ng sub-state, the
| ocal system

* stays in the Connect state.

Zheng, et al. Expi res 31 Decenber 2025 [ Page 8]
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8. 3.

2.

Handl i ng Bf dDown

The Bf dDown event (Event TBD-X) is ignored while in the Connect
state.

A BFD session can transition to Down fromthe Init state,

the session has failed to come Up, or transition to Down fromthe
Adm nDown as part of starting the BFD state machi ne.

8. 3.

3.

Handl i ng Bf dHol dTi ner _Expires

In response to the BfdHol dTi mer _Expires event (Event TBD X), the
| ocal system

*

8. 3.

4.

sends a NOTI FI CATI ON nessage with the error code Cease (6) and
error subcode BFD Down (10),

drops the TCP connection,
rel eases all BGP resources,
i ncrements the Connect RetryCounter,

(optionally) perforns peer oscillation danping if the
DanpPeer Gscil l ations attribute is set to TRUE, and

changes its state to Idle.

Handl i ng BfdStrict _Confi gChanged

In response to the BfdStrict_Confi gChanged event (Event TBD- X) the
| ocal system

*

8. 3.

In the "Connect State",
recei ved while the Del ayOQpenTi ner is running,

Zheng,

5.

drops the TCP connection,
rel eases all BGP resources,
sets Connect RetryCounter to zero,

stops the ConnectRetryTi ner and sets ConnectRetryTimer to zero,
and

changes its state to Idle.

Handl i ng Event 20, BGPOpen with Del ayOpenTi mer runni ng.
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ad Text:

*

stops the ConnectRetryTimer (if running) and sets the
Connect RetryTimer to zero,

conpl etes the BGP initialization,

stops and cl ears the Del ayOQpenTi mer (sets the value to zero),
sends an OPEN nessage,

sends a KEEPALI VE nessage,

if the HoldTimer initial value is non-zero,

- starts the KeepaliveTinmer with the initial value and

- resets the Hol dTiner to the negotiated val ue,

else, if the HoldTiner initial value is zero,

- resets the KeepaliveTiner and

- resets the Hol dTi mer value to zero,

and changes its state to OpenConfirm

2025

If the value of the autononbus systemfield is the same as the |l oca

Aut ononous Syst em nunber,

connection; otherwise it will be "external"

New Text:

*

Zheng,

stops the ConnectRetryTinmer (if running) and sets the
Connect RetryTi mer to zero,

compl etes the BGP initialization,
stops and cl ears the Del ayOpenTi ner (sets the value to zero),
sends an OPEN nessage,

I f BfdEnabled is TRUE, and BfdStrictNegotiated is TRUE, and
bf d. SessionState is neither Up nor Adm nDown,

- DOES NOT send a KEEPALI VE nessage,

- if the HoldTiner initial value is non-zero,

set the connection status to an interna

et al. Expi res 31 Decenber 2025 [ Page 10]
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0 DOES NOT start the KeepaliveTimer

0 resets the Hol dTinmer to the negoti ated val ue,

else, if the HoldTimer initial value is zero,

0 resets the KeepaliveTi ner and

0 resets the Hol dTi mer value to zero,

o starts the BfdHol dTinmer with the val ue Bf dHol dTi ne,

stays in the Connect state (enters
Connect Del ayOpenBf dUpPendi ng) .

* el se,

sends a KEEPALI VE nessage,

if the HoldTimer initial value is non-zero,

0 starts the KeepaliveTinmer with the initial value and
0 resets the Hol dTinmer to the negotiated val ue,

else, if the HoldTiner initial value is zero,

0 resets the KeepaliveTi ner and

0 resets the Hol dTi mer value to zero,

and changes its state to OpenConfirm

2025

If the value of the autononbus systemfield is the same as the |oca

Aut ononous Syst em nunber,

connection; otherwise it will be "external"

8.4. Changes to the Active State

set the connection status to an interna

The BfdHol dTiner is reset to zero and stopped for any transition to
the Idle state.

Zheng,
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8.4.1. Handling Bf dAdm nDown / Bfd_Di sabled / BfdUp
In response to the Bf dAdm nDown event (Event TBD X), the Bfd_Di sabl ed
event (Event TBD-X), or the BfdUp event (Event TBD-X), the | ocal
system checks to see if it is in the ActiveDel ayCpenBf dUpPendi ng sub-
state. If the FSMis in the ActiveDel ayOpenBf dUpPendi ng sub-state,
the | ocal system
* sends a KEEPALI VE nessage,
* if the HoldTinmer initial value is non-zero,

- starts the KeepaliveTinmer with the initial value and

- resets the BfdHol dTi mer val ue to zero,

* and changes its state to QpenConfirm (| eaves
Act i veDel ayOQpenBf dUpPendi ng) .

If the FSMis not in the ActiveDel ayOpenBf dUpPendi ng sub-state, the
| ocal system

* stays in the Active state.

8.4.2. Handling Bf dDown
The Bf dDown event (Event TBD-X) is ignored while in the Active state.
A BFD session can transition to Down fromthe Init state, indicating
the session has failed to conme Up, or transition to Down fromthe
Adm nDown as part of starting the BFD state machi ne.

8.4.3. Handling BfdHol dTi mer _Expires

In response to the BfdHol dTi ner _Expires event (Event TBD X), the
| ocal system

* sends a NOTI FI CATI ON nessage with the error code Cease (6) and
error subcode BFD Down (10),

* drops the TCP connecti on,
* releases all BGP resources,
* increnments the ConnectRetryCounter,

* (optionally) perforns peer oscillation danping if the
DanpPeer Gscill ations attribute is set to TRUE, and

Zheng, et al. Expi res 31 Decenber 2025 [ Page 12]
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* changes its state to Idle.
8.4.4. Handling BfdStrict_Confi gChanged

In response to the BfdStrict_ ConfigChanged event (Event TBD- X), the
| ocal system

* drops the TCP connecti on,
* releases all BGP resources,
* sets ConnectRetryCounter to zero,

* stops the ConnectRetryTi mer and sets ConnectRetryTimer to zero,
and

* changes its state to Idle.
8.4.5. Handling Event 20, BGPOpen with Del ayOpenTi mer runni ng.

In the "Active State", the handling of Event 20, an OPEN nessage is
received while the Del ayQpenTiner is running, is revised as follows:

ad Text:

* stops the ConnectRetryTinmer (if running) and sets the
Connect RetryTi mer to zero,

* conpletes the BGP initialization,
* stops and clears the Del ayOpenTi mer (sets the value to zero),
* sends an OPEN message,
* sends a KEEPALI VE nessage,
* if the HoldTiner initial value is non-zero,
- starts the KeepaliveTinmer with the initial value and
- resets the Hol dTinmer to the negotiated val ue,
* else, if the HoldTimer initial value is zero,
- resets the KeepaliveTiner and

- resets the Hol dTi ner value to zero,

Zheng, et al. Expi res 31 Decenber 2025 [ Page 13]
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*

and changes its state to OpenConfirm

June 2025

If the value of the autononous systemfield is the same as the |ocal

Aut ononbus Syst em nunber,

connection; otherwise it will be "external".

New Text:

*

Zheng,

stops the ConnectRetryTimer (if running) and sets the
Connect RetryTimer to zero,

conpl etes the BGP initialization,

set the connection status to an internal

stops and cl ears the Del ayOQpenTi mer (sets the value to zero),

sends an OPEN nessage,

I f BfdEnabled is TRUE, and BfdStrictNegotiated is TRUE, and
bf d. Sessi onState is neither Up nor Admi nDown,

DCES NOT send a KEEPALI VE nessage,

if the HoldTimer initial value is non-zero,

0 DOES NOT start the KeepaliveTimer

0 resets the Hol dTinmer to the negoti ated val ue,
else, if the HoldTimer initial value is zero,

0 resets the KeepaliveTi ner and

0 resets the Hol dTi nmer value to zero,

o starts the BfdHol dTiner with the val ue BfdHol dTi ne,

stays in the Active state (enters ActiveDel ayOpenBf dUpPendi ng).

el se,

sends a KEEPALI VE nessage,

if the HoldTimer initial value is non-zero,

o starts the KeepaliveTinmer with the initial value and

0 resets the Hol dTinmer to the negotiated val ue,

et al. Expi res 31 Decenber 2025
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- else, if the HoldTiner initial value is zero,
0 resets the KeepaliveTi ner and
0 resets the Hol dTi mer value to zero,
- and changes its state to OpenConfirm
If the value of the autononous systemfield is the same as the |ocal
Aut ononbus Syst em nunber, set the connection status to an internal
connection; otherwise it will be "external".

8.5. Changes to the OpenSent State

The BfdHol dTimer is reset to zero and stopped for any transition to
the Idle state.

8.5.1. Handling Bf dAdmi nDown / Bfd_Di sabled / BfdUp
In response to the the Bf dAdm nDown event (Event TBD-X), the
Bf d_Di sabl ed event (Event TBD-X), or the BfdUp event (Event TBD- X),
and the FSMis in the OpenSent Bf dUpPendi ng sub-state, the | ocal
system
* sends a KEEPALI VE nessage, and
* sets a KeepaliveTinmer (via the text bel ow)
* resets the BfdHol dTi mer value to zero,

* changes its state to OpenConfirm (| eaves OpenSent Bf dUpPendi ng) .

If the FSMis not in the OpenSent Bf dUpPendi ng sub-state, the | ocal
system

* stays in the OpenSent state.
8.5.2. Handling Bf dDown
In response to the Bf dDown event (Event TBD- X):

* if BfdEnabled is TRUE, and BfdStrictNegotiated is TRUE, the |ocal
system

- sends a NOTI FI CATI ON nessage with the error code Cease (6) and
error subcode BFD Down (10),

- drops the TCP connecti on,

Zheng, et al. Expi res 31 Decenber 2025 [ Page 15]
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- releases all BGP resources,
- sets ConnectRetryCounter to zero,

- stops the ConnectRetryTiner and sets ConnectRetryTinmer to zero,
and

- changes its state to Idle.
* el se,
- stays in the OpenSent State
8.5.3. Handling BfdHol dTi mer _Expires

In response to the BfdHol dTi mer _Expires event (Event TBD- X), the
| ocal system

* sends a NOTI FI CATI ON nessage with the error code Cease (6) and
error subcode BFD Down (10),

* drops the TCP connecti on,
* releases all BCGP resources,
* increnents the Connect RetryCounter,

* (optionally) perforns peer oscillation danping if the
DanpPeer Gscil |l ations attribute is set to TRUE, and

* changes its state to Idle.
8.5.4. Handling BfdStrict_Confi gChanged

In response to the BfdStrict_ ConfigChanged event (Event TBD- X), the
| ocal system

* sends the NOTIFICATION with an error code Cease (6), error subcode
O her Configuration Change (6),

* drops the TCP connecti on,
* releases all BGP resources,
* sets ConnectRetryCounter to zero,

* stops the ConnectRetryTiner and sets ConnectRetryTinmer to zero,
and
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* changes its state to Idle.
8.5.5. Handling Event 19, BGPOpen
ad Text:
When an OPEN nessage is received, all fields are checked for
correctness. |If there are no errors in the OPEN nessage (Event 19),
the | ocal system
* resets the Del ayOpenTinmer to zero,
* sets the BGP ConnectRetryTinmer to zero,
* sends a KEEPALI VE nessage, and

* sets a KeepaliveTinmer (via the text bel ow)

* sets the Hol dTi mer according to the negotiated val ue (see
Section 4.2), - changes its state to OpenConfirm

If the negotiated hold tinme value is zero, then the Hol dTi ner and
Keepal i veTimer are not started. |f the value of the Autononous
Systemfield is the sane as the | ocal Autononobus System nunber, then
the connection is an "internal" connection; otherwise, it is an
"external" connecti on.

New Text :

When an OPEN nessage is received, all fields are checked for
correctness. |If there are no errors in the OPEN nessage (Event 19),
the | ocal system

* resets the Del ayOpenTinmer to zero,

* sets the BGP ConnectRetryTiner to zero,

* sets the Hol dTi mer according to the negotiated val ue (see
Section 4.2),

* |f BfdEnabled is TRUE, and BfdStrictNegotiated is TRUE, and
bf d. SessionState is neither Up nor Adm nDown,

- DOES NOT send a KEEPALI VE nessage, and
- DOES NOT start the KeepaliveTiner

- if the Hol dTi mer negotiated value is zero,
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o starts the BfdHol dTimer with the val ue Bf dHol dTi ne,
- stays in OpenSent state (OpenSent Bf dUpPendi ng)
* el se,
- sends a KEEPALI VE nessage, and
- sets a KeepaliveTinmer (via the text bel ow)
- changes its state to OpenConfirm
If the negotiated hold time value is zero, then the Hol dTi mer and
Keepal i veTi mer are not started. |If the value of the Autononous
Systemfield is the sane as the | ocal Autononmobus System nunber, then
the connection is an "internal" connection; otherwise, it is an
"external" connecti on.
8.6. Changes to the OpenConfirm State
8.6.1. Handling Bf dAdm nDown / Bfd_Di sabled / BfdUp

The Bf dAdm nDown, Bfd_Di sabl ed, and BfdUp events are ignored in the
OpenConfirm st ate.

8.6.2. Handling Bf dDown
In response to the Bf dDown event (Event TBD- X):

* if BfdEnabled is TRUE, and BfdStrictNegotiated is TRUE, the | ocal
system

- sends a NOTI FI CATI ON nessage with the error code Cease (6) and
error subcode BFD Down (10),

- drops the TCP connecti on,
- releases all BGP resources,
- sets ConnectRetryCounter to zero,

- stops the ConnectRetryTiner and sets ConnectRetryTinmer to zero,
and

- changes its state to Idle.

* el se,
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8. 6.

3.

- stays in the OpenConfirm State

Handl i ng BfdStrict _Confi gChanged

In response to the BfdStrict_ ConfigChanged event (Event TBD- X), the
| ocal system

*

8.7.

8.7.

1.

sends a NOTI FI CATI ON nmessage with the error code Cease (6) and
error subcode O her Configuration Change (6),

drops the TCP connection,
rel eases all BGP resources,
sets Connect RetryCounter to zero,

stops the ConnectRetryTi ner and sets ConnectRRetryTimer to zero,
and

changes its state to Idle.
Changes to the Established State

Handl i ng Bf dAdnmi nDown / Bfd_Di sabled / BfdUp

The Bf dAdm nDown, Bfd_Di sabl ed, and BfdUp events are ignored in the
Establ i shed state.

8.7.

2.

Handl i ng Bf dDown

In response to the Bf dDown event (Event TBD-X), the | ocal system

*

Zheng,

sends a NOTI FI CATI ON nessage with the error code Cease (6) and
error subcode BFD Down (10),

drops the TCP connection,

deletes all routes associated with this connection,
rel eases all BGP resources,

i ncrements the Connect RetryCounter by 1,

(optionally) perfornms peer oscillation danping if the
DanpPeer Gscil l ations attribute is set to TRUE, and

changes its state to Idle.
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8.7.3. Handling BfdStrict_ConfigChanged / BfdHol dTi mer _Expires
The BfdStrict_ConfigChange event is ignored in the Established state.

The Bf dHol dTi mer _Expires event in the Established state is a FSM
error, and is ignored.

9. dosing BGP Sessions

When BGP sessions are closed according to the procedures in this
docunent, the session SHOULD be term nated with a NOTI FI CATI ON
message with the Cease Code (6) and the "BFD Down" Subcode (10); see
[ RFC9384]. This inforns the operator that interaction with BFD is
the root cause of the BGP session being unable to nove to the
Establ i shed state.

10. Stability Considerations

The use of BFD strict-npde al ong with nechani sns such as hol d-down (a
delay in the initial BGP Establishment state foll owi ng BFD session
est abli shnent) and/or danpening (a delay in the BGP Establishnent
state following failure detected by BFD) may hel p reduce the
frequency of BGP session flaps and therefore reduce the associ ated
routing churn

To avoi d deadl ock when utilizing both BFD hol d-down and BFD strict-
mode, when strict-node is enabled for a peer, the BGP FSM MJST be
enabled. That is, BFD hol d-down procedures MJST NOT prevent BGP from
establishing a connection with the renote BGP speaker

If both the local and renote BGP speakers include the BFD Strict- Mde
Capability, the BGP state machine is permitted to transition to the
Establi shed state fromthe OpenConfirmstate after the locally
configured BFD hol d-down interval is observed. That is, the BFD
session has been Up for the desired anmpbunt of tine.

It is RECOVWENDED t hat the BFD hol d-down intervals used with BFD
strict-nmode, when configured, use simlar values. Simlarly, the
negoti ated BGP hol dti me SHOULD be | ong enough to account for the tine
bet ween the BGP FSM reaching the OpenConfirmstate, the BFD hol d- down
interval, and any delay for the BFD session being initiated. Failure
to do so can result in the BGP speaker that has transitioned to the
Establ i shed state expiring its BGP hol dtine and cl osing the
connection. This is because the renote BGP speaker hasn’t
transitioned to Established and begun sendi ng KEEPALI VE nmessages.

A BGP speaker SHOULD | og a nessage if it closes its session due to
hold timer expiration while waiting for the BFD hol d-down interval
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11.

12.

13.

14.

15.

The behavi or of BGP speakers inplenmenting BFD hol d- down wi t hout
negotiating the BFD strict-node feature is out of scope of this
docunent. However, the authors are aware that inconsistent behaviors
in BGP inplenentations for BFD hol d-down without BFD strict-node may
result in BGP session deadl ock

Manageabi |l ity Consi derations

Aut o- configuration is possible for enabling BFD strict-node.
However, the configuration automation is out of the scope of this
docunent .

To sinplify troubl eshooting and avoid inconsistencies, it is
RECOMVENDED t hat BFD strict-nmde configuration be consistent for both
BGP peers.

This draft introduces sub-states in the existing BGP finite state
machi ne for tracking BFD session status inputs for strict node
operation. |nplenentations SHOULD provide visibility for these sub-
states in its display of the BGP finite state machine.

Security Considerations

The mechani sm defined in this docunent interacts with the BGP finite
state nmachi ne when so configured. The security considerations for
BFD t hus, become BGP-4 consi derations [ RFC4271] when so used. @G ven
that a BFD session is required for a BGP session, a Denial-of-Service
(DoS) attack on BGP can now be nmounted by preventing a BFD session
bet ween the BGP peers fromreaching the Up state, or interrupting an
exi sting BFD session. The use of a BFD Authentication nechani sm
some of which are defined in [ RFC5880], is thus RECOMVENDED when used
to protect BGP-4 [ RFC4271].

I ANA Consi derations
Thi s docunent defines the BFD Strict-Mde Capability. The Capability
Code 74 has been assigned fromthe First-Cone-First-Served range
(64-238) of the Capability Codes registry.
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