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Abst r act
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Interface.
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Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1.

I nt roducti on

A nunber of Network Security Functions (NSF) may exist in the
Interface to Network Security Functions (I2NSF) framework [ RFC8329].
Since each of these NSFs |ikely has different security capabilities
fromeach other, it is inportant to register the security
capabilities of the NSFs to the Security Controller (i.e., Network
Oper at or Managenent Systemin [RFC8329]). |In addition, it is
required to search NSFs of some required security capabilities on
demand. As an exanple, if additional security capabilities are
required to serve sone security service request(s) froman | 2NSF
User, the Security Controller should be able to request the

Devel oper’ s Managenent System (DMS) for NSFs that have the required
security capabilities.

As the main focus of the YANG nodul e defined in
[I-D.ietf-i2nsf-capability-data-nodel] is to define the security
capabilities of an NSF, it lacks in sone information (e.g., network
access information to an NSF) needed by the Security Controller.

This information can be provided by the DM5 as it is the vendor
systemthat provides and depl oys the NSFs. Hence, this docunent
provides the | 2NSF Registration Interface to let the DVS register the
capabilities and network access information of its NSFs with the
Security Controller.

Thi s docunent describes an information nodel (see Section 4) and a
YANG [ RFC7950] data nodel (see Section 5), which is extended fromthe
| 2NSF Capabi lity YANG dat a nodel
[I-D.ietf-i2nsf-capability-data-nodel], for the | 2NSF Regi stration
Interface [ RFC8329] between the Security Controller and the DM5S to
support NSF capability registration and query via the registration
interface. It also describes the operations that can be performed by
the Security Controller and the DM5 via the Registration Interface
usi ng the defined nodel. Note that in either NETCONF [ RFC6241] or
RESTCONF [ RFC8040] parlance through the | 2NSF Regi stration Interface,
the Security Controller is the client, and the DVS is the server
because the Security Controller and DM5 run the client and server for
ei ther NETCONF or RESTCONF, respectively.

Ter mi nol ogy

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al

capitals, as shown here
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Thi s docunent uses the following ternms defined in [ RFC3444],
[ RFC8329] and [I-D.ietf-i2nsf-capability-data-nodel].

*

Net work Security Function (NSF): A function that is responsible
for a specific treatnent of received packets. A Network Security
Function can act at various |ayers of a protocol stack (e.g., at
the network layer or other OSI layers). Sanple Network Security
Service Functions are as follows: Firewall, Intrusion Prevention/
Detection System (I PS/1DS), Deep Packet |nspection (DPl),
Application Visibility and Control (AVC), network virus and

mal war e scanni ng, sandbox, Data Loss Prevention (DLP), Distributed
Deni al of Service (DDoS) mitigation and TLS proxy.

Data Mbdel: Data Mddel s defi ne nanaged objects at a | ower |evel of
abstraction, which include inplenentation- and protocol -specific
details, e.g., rules that explain how to map managed objects onto
| ower-1evel protocol constructs [RFC3444].

I nformati on Model: Information Models are primarily useful for
designers to describe the managed environment, for operators to
under stand the nodel ed objects, and for inplenmenters as a guide to
the functionality that nmust be described and coded in the Data
Model s [ RFC3444] .

YANG This document follows the guidelines of [RFC8407], uses the
common YANG types defined in [RFC6991], and adopts the Network
Management Datastore Architecture (NVDA) [ RFC8342]. The neaning
of the synbols in tree diagrams is defined in [ RFC8340].

3. njectives

Hyun,

Regi stering NSFs with the | 2NSF framework: Devel oper’s Managenent
System (DMB) in | 2NSF framework is typically run by an NSF vendor,
and uses Registration Interface to provide NSFs information (i.e.,
capability, specification, and access infornation) devel oped by
the NSF vendor to Security Controller. Since there may be

mul tiple vendors that provide NSFs for a target network, the |2NSF
Regi stration Interface can be used as a standard interface for the
DMSs to provide NSFs capability information to the Security
Controller. For the registered NSFs, Security Controller

mai ntains a catal og of the capabilities of those NSFs to sel ect
appropriate NSFs for the requested security services. Note that
the 1 2NSF User and the vendor shoul d exchange information for the
di scovery of Security Controller and DVS during the subscription
of the security service. The |I2NSF User should provide the
Security Controller information (e.g., access information) to the
DVMS for the NSFs registration, and the vendor should provide the
DVS information (e.g., access information and the types of NSFs
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4.

managed by the DMS) to the Security Controller for allow ng such
connections. The method of exchanging this information can be
done either manually or dynamically (e.g., through the new options
of I2NSF information in both DHCP [ RFC2131] and DHCPv6 [ RFC8415]).
This actual nmethod is out of the scope of this docunent.

* Updating the capabilities of registered NSFs: After an NSF is
registered with Security Controller, some nodifications on the
capability of the NSF may be required later. 1In this case, DVS
uses Registration Interface to deliver the update of the
capability of the NSF to the Security Controller, and this update
MUST be reflected on the catal og of NSFs existing in the Security
Controller. That is, the DV5 sends the updated NSF capability
information to the Security Controller through a notification
mechanism The Security Controller updates its catal og of NSFs
with the updated NSF capability infornation.

* Asking DVB about sone required capabilities: In cases that sone
security capabilities are required to serve the security service
request froman | 2NSF User, the Security Controller searches
through the registered NSFs to find ones that can provide the
required capabilities. But Security Controller mght fail to find
any NSFs having the required capabilities anong the registered
NSFs. |In this case, Security Controller needs to request DMS for
additional NSF(s) information that can provide the required
security capabilities via Registration Interface.

I nformati on Model of Registration Interface

The 1 2NSF registration interface is used by Security Controller and
Devel oper’ s Managenent System (DMS) in | 2NSF framework. Figure 1
shows the informati on nodel of the |2NSF registration interface,

whi ch consists of two subnodel s: NSF capability registration and NSF
capability update. Each subnodel is used for the operations |isted
above. The renminder of this section will provide in-depth

expl anation of each subnmobdel. The consideration of the design of the
data nodel is based on the procedure and mechani sm di scussed in
Section 8 of [I-D.ietf-i2nsf-applicability], which discusses |2NSF
Framework with Network Functions Virtualization (NFV)

[ nfv-franmework].

Hyun, et al. Expi res 11 Novenber 2023 [ Page 5]



I nternet-Draft Regi stration Interface YANG Data Mbdel May 2023
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Figure 1: |I2NSF Registration Interface Infornmation Mdel
4.1. NSF Capability Registration

Thi s subnodel is used by the DV5S to register the capabilities of NSFs
with the request of the Security Controller. Figure 2 shows how this
subnmodel is constructed. The npbst inportant part in Figure 2 is the
NSF capability, and this specifies the set of capabilities that the
NSF to be registered can offer. The NSF Nane contains a uni que nane
of this NSF with the specified set of capabilities. The NSF nane
MUST be unique within the registered NSFs in the Security Controller
to identify the NSF with the capability. The nanme can be an
arbitrary string including Fully Qualified Domain Nane (FQDN). To
make sure each vendor does not provide a duplicated nane, the nane
shoul d i nclude the vendor’'s detail (e.g., firewall-vendor-
series_nane-series_nunber). \When registering the NSF, DVS
additionally includes the network access information of the NSF which
is required to enabl e network comunications with the NSF.

The followi ng sections will further explain the NSF capability
informati on and the NSF access information in nore detail.

NSF Capability |
Regi stration |
R s CAT NI NI S

I S S
|
I

+ i ok It S S R R +-
| | NSF Capability] |
| Narme | | I'nformation | |
+ R e i i i +-

R e T
NSF Access |
I nformation |
R o o

Figure 2: NSF Capability Registration Sub-Mdel
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4.1.1. NSF Capability Information

NSF Capability Information basically describes the security
capabilities of an NSF. In Figure 3, we show capability objects of
an NSF. Following the informati on nodel of NSF capabilities defined
in[l-Dietf-i2nsf-capability-data-nodel], we share the sane | 2NSF
security capabilities: Directional Capabilities, Event Capabilities,
Condition Capabilities, Action Capabilities, Resolution Strategy
Capabilities, Default Action Capabilities. Also, NSF Capability
Information additionally contains the specification of an NSF as
shown in Figure 3.

ok R s
| NSF Capability |
| I nformation |
R i AR I I R

dom e mmemeeeemeaeeaaas domemmemeeeemeaeeaaas +
I I
| |
i ok It S S R R i ok It S S R R
| | 2NSF | | NSF |
| Capabilities | | Specification |
i T R i T R
I
R S o e o e R, +
I I I I I
o o o S e S S kS S S S e |
| Directional | | Event | | Condition | | Action |
| Capabilities| | Capabilities| | Capabilities| | Capabilities| |
SRl R ik e I S S i e S S S S el T S S S R R |
|
o e e e e oo o e e e e oo AR, +
I I
e E o e E o
| Resolution | | Def aul t |
| Strategy | | Acti on |
| Capabilities] | Capabilities]
k. St R R R k. St R R R

Figure 3: NSF Capability Information

4.1.1.1. NSF Specification

This information represents the specification information of an NSF.
As illustrated in Figure 4, this information consists of packet
processi ng and bandw dth capabilities.
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Packet processing is the overall capability of an NSF in processing
packets measured in packets per second (PPS). Bandw dth describes
the informati on about avail abl e network anmount in two cases, such as
out bound and i nbound. Assum ng that the current throughput and
packet rate statuses of each NSF are being collected through NSF
monitoring [1-D.ietf-i2nsf-nsf-nonitoring-data-nodel], these
capabilities of the NSF can be used to determnine whether the NSF is
in congestion or not by comparing it with the current throughput of
t he NSF.

Fecmemmeiiiaaaaas +
I NSF I
| Specification |
Fomm e - o - [A TSR +
|
R S +
I I
I I
S T T + Hoomm- Hommm- +
| Packet Processing | | Bandwi dth |
o e e e o + R +

Figure 4: NSF Specification Overview
4.1.2. NSF Access Information

NSF Access Information contains the following that are required to
conmmuni cate with an NSF t hrough NETCONF [ RFC6241] or RESTCONF

[ RFC8040]: an I P address (i.e., IPv4d or | Pv6 address) and a port
nunber. Note that the transport |ayer protocol can be any transport
protocol that provides the required set of functionalities for either
NETCONF or RESTCONF [ RFC6241] [ RFC8040]. In this docunment, NSF Access
Information is used to identify a specific NSF instance. That is,
NSF Access Information is the signature (i.e., unique identifier) of
an NSF instance in the overall |2NSF system

4.2. NSF Capability Update

The depl oyed NSFs nmay require to be updated to inprove the quality of
the security service. The Security Controller can request update
information to the DMS by subscribing to the NSF capability update
notification. The DVM5 can send the notification of NSF capability
update using the NSF capability information subnmodel in Section 4.1.1
for updating the capabilities of the NSF.
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5.

5.

5.

1.

1.

YANG Dat a Model of Registration Interface
YANG Tree Di agranms of Registration Interface

This section provides the YANG Tree Diagram of the |2NSF registration
interface. The |2NSF Registration Interface is used by the

Devel oper’ s Managenent System (DMS) to register NSFs and their
capabilities with the Security Controller. Also, in case that the
Security Controller fails to find any NSF anong the registered NSFs
whi ch can provide sone required capabilities, Security Controller
uses the registration interface to query DMS about NSF(s) having the
required capabilities. The follow ng sections describe the YANG data
nmodel s to support these operations.

Note that the YANG nmodule in this docunment relies on the YANG nodul e
defined in [I-D.ietf-i2nsf-capability-data-nodel], hence QU C
protocol [RFCI9000] and HTTP/ 3 are excluded in the data nodel. The
QU C traffic should not be treated as UDP traffic, and HTTP/ 3 shoul d
neither be interpreted as either HITP/ 1.1 nor HTTP/2. Thus, the data
model shoul d be extended or augnented appropriately to support the
handl i ng of the QUI C protocol and HTTP/ 3 traffic according to the
needs of the inplenmenter.

1. NSF Capability Registration

This section describes the YANG tree diagramfor the NSF capability
registration and capability query.

NSF Capability Registration
rpcs:
+---x nsf-capability-registration
+---w i nput
| +---w query-nsf-capability

+---w directional -capabilities* identityref
+---w event-capabilities

| +---w systemevent-capability* i dentityref

| +---w systemal armcapability* i dentityref

I
|
||
||
||
||
| +---w condition-capabilities
| ] | +---w generic-nsf-capabilities
||
||
||
||
||
||
||
||
[

| | +---wethernet-capability* identityref
| | +---wipv4-capability* i dentityref
| | +---wipv6-capability* i dentityref
| | +---wicnpv4-capability* i dentityref
| | +---wicnpv6-capability* i dentityref
| | +---wtcp-capability* identityref
| | +---w udp-capability* i dentityref
| | +---w sctp-capability* i dentityref
| | +---w dccp-capability* i dentityref
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| | +---w advanced-nsf-capabilities
| | | +---w anti-ddos-capability* i dentityref
| | | +---wips-capability* identityref
| | | +---wanti-virus-capability* i dentityref
| | | +---wurl-filtering-capability* i dentityref
| | | +---wvoip-vocn-filtering-capability* i dentityref
| | +---w context-capabilities
| | +---w time-capabilities* i dentityref
| | +---w application-filter-capabilities* identityref
| | +---w devi ce-type-capabilities* identityref
| | +---w user-condition-capabilities* i dentityref
| | +---w geographi c-capabilities* i dentityref
| +---w action-capabilities
| | +---wingress-action-capability* i dentityref
| | +---w egress-action-capability* identityref
| | +---wlog-action-capability* identityref
| +---w resolution-strategy-capabilities* i dentityref
| +---w defaul t-action-capabilities* i dentityref
+--ro0 out put
+--ro nsf* [nsf-name]
+--ro nsf-nane string
+--1r0 version? string
+--ro directional -capabilities* i dentityref
+--1r0 event-capabilities
| +--ro systemevent-capability* i dentityref
| +--ro systemal armcapability* i dentityref
+--ro condition-capabilities
| +--ro generic-nsf-capabilities
| | +--ro ethernet-capability* i dentityref
| | +--ro ipvd-capability* i dentityref
| | +--ro ipv6-capability* i dentityref
| | +--ro icnpv4-capability* i dentityref
| | +--ro icnpv6-capability* identityref
| | +--ro tcp-capability* identityref
| | +--ro udp-capability* i dentityref
| | +--ro sctp-capability* i dentityref
| | +--ro dccp-capability* i dentityref
| +--ro advanced-nsf-capabilities
| | +--ro anti-ddos-capability* identityref
| | +--ro ips-capability* identityref
| | +--ro anti-virus-capability* i dentityref
| | +--rourl-filtering-capability* i dentityref
| | +--ro voip-vocn-filtering-capability* i dentityref
| +--ro context-capabilities
| +--ro time-capabilities* identityref
| +--ro application-filter-capabilities* identityref
| +--ro0 device-type-capabilities* i dentityref
| +--ro0 user-condition-capabilities* i dentityref
et al. Expi res 11 Novenber 2023 [ Page 10]
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| +--ro0 geographic-capabilities* i dentityref
+--ro0 action-capabilities

| +--ro ingress-action-capability* identityref

| +--ro egress-action-capability* i dentityref

| +--ro log-action-capability* i dentityref

+--ro0 resolution-strategy-capabilities* i dentityref
+--ro default-action-capabilities* i dentityref

| +--ro packet-processing? ui nt 64
| +--ro bandwi dth
| +--ro0 out bound? ui nt 64

| +--ro i nbound? ui nt 64

+--ro nsf-access-info
+--ro0 ip? i net:i p-address-no-zone
+--ro0 port? i net: port-nunber

I
I
|
I
I
I
I
| +--ro nsf-specification
|
I
I
I
I
I
|
I

+--r0 managenent - pr ot ocol ? enuner ation
Figure 5: YANG Tree Di agram of NSF Capability Regi stration Mdul e

When a Security Controller requests security services to the DM5, DMVS
uses the | 2NSF Capability YANG Data Mde
[1-D.ietf-i2nsf-capability-data-nodel] to describe what capabilities
the NSFs can offer. Security Controller nmakes a description of the
required capabilities and then queries DMS about which NSF(s) can
provi de these capabilities. The DM5S can apply a sel ecti on nechani sm
to select the NSFs that cover all requested capabilities effectively.
This sel ection mechanismis out of the scope of this document. DMS

i ncludes the access information of the NSF which is required to nake
a network connection with the NSF as well as the specification of the
NSFs. The NSF access information consists of ip, port, and
managenment - protocol. The field of ip can have either an | Pv4 address
or an | Pv6 address. The port field is used to get the transport
protocol port number. As |2NSF uses a YANG data nodel, the
managenment protocol can be either NETCONF or RESTCONF

The credential managenent for accessing the NSFs is handl ed by pre-
negotiation with every DM5. This managenent is out of the scope of
this docunent.
The DMS can al so include the resource information in terns of packet
processi ng and bandwi dth capabilities of the NSF. Detailed overview
of NSF specification can be seen in Section 4.1.1.1

5.1.2. NSF Capability Update

This section describes the YANG tree diagramfor the NSF capability
updat e.
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NSF Capability Update
notifications:
+---n nsf-capability-update
+--ro nsf* [nsf-nane]
+--ro0 nsf-nane string
+--ro version? string
+--ro directional -capabilities* i dentityref
+--ro0 event-capabilities
| +--ro systemevent-capability* identityref
| +--ro systemal armcapability* identityref
+--ro0 condition-capabilities
| +--ro generic-nsf-capabilities
| | +--ro ethernet-capability* i dentityref
| | +--ro ipvéd-capability* i dentityref
| | +--ro ipv6-capability* identityref
| | +--ro icnpv4-capability* identityref
| | +--ro icnpv6-capability* i dentityref
| | +--ro tcp-capability* i dentityref
| | +--ro udp-capability* i dentityref
| | +--ro sctp-capability* i dentityref
| | +--ro dccp-capability* identityref
| +--ro advanced-nsf-capabilities
| | +--ro anti-ddos-capability* i dentityref
| | +--ro ips-capability* i dentityref
| | +--ro anti-virus-capability* i dentityref
| | +--rourl-filtering-capability* i dentityref
| | +--ro voip-vocn-filtering-capability* identityref
| +--ro context-capabilities
| +--ro tinme-capabilities* i dentityref
| +--ro0 application-filter-capabilities* i dentityref
| +--ro0 device-type-capabilities* i dentityref
| +--ro0 user-condition-capabilities* i dentityref
| +--ro0 geographic-capabilities* identityref
+--r0 action-capabilities
| +--ro ingress-action-capability* i dentityref
| +--ro egress-action-capability* i dentityref
| +--ro log-action-capability* i dentityref
+--ro resolution-strategy-capabilities* i dentityref
+--ro default-action-capabilities* i dentityref
+--ro0 nsf-specification
| +--ro packet-processing? ui nt 64
| +--ro bandwi dth
| +--ro out bound? ui nt 64
| +--ro i nbound? ui nt 64
+--ro nsf-access-info
+--1r0 i p? i net:i p-address-no-zone

Hyun,

+--r0 port? i net:port-

nunber

+--r0 managenent - pr ot ocol ? enuner ation
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Figure 6: YANG Tree Di agram of NSF Capability Update Mdul e

Thi s YANG data nmodel is used to update the registered NSFs. The
updat e operation started by the Security Controller subscribing to
the notification of NSFs capability updates. See [RFC8639] for the
subscription nmechanism Appendi x A explains the event streamfor the
subscription of this YANG nodul e.

The DMS should only send the NSF(s) with updated capabilities. If an
update is available, the DMS can deliver the NSF capability update
notification to the Security Controller. This YANG nodul e all ows
mul ti pl e NSF capability updates in a single notification. Note that
the capabilities given in the update represent the full capabilities
of each NSF.

5.2. YANG Modul e of Registration Interface

This section provides a YANG nodul e of the data nodel for the
registration interface between Security Controller and Devel oper’s
Management System as defined in Section 4.

Thi s YANG nodul e i nports from [ RFC6991] and
[I-D.ietf-i2nsf-capability-data-nodel]. It nakes references to
[ RFC6241] [ RFC8040]

<CODE BEG@ NS> file "ietf-i2nsf-registration-interface@023-05-10.yang"
modul e ietf-i2nsf-registration-interface {
yang-version 1.1;

namespace
"urn:ietf:parans: xm :ns:yang:ietf-i2nsf-registration-interface";

prefix
i2nsfri;

/I RFC Ed.: replace occurrences of XXXX with actual RFC nunber and
//renmove this note

inmport ietf-inet-types {
prefix inet;
reference "RFC 6991";
}

inmport ietf-i2nsf-capability {
prefix i2nsfcap;

/1 RFC Ed.: replace YYYY with actual RFC nunber of

/1 draft-ietf-i2nsf-capability-data-nmpdel and renpove this note.
reference "RFC YYYY: |2NSF Capability YANG Data Mdel ";
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}

organi zati on
"I ETF I 2NSF (Interface to Network Security Functions)
Wor ki ng Group”;

cont act
"WG Web: <https://datatracker.ietf.org/wy/i2nsf>
WG List: <mailto:i2nsf@etf.org>

Edi tor: Sangwon Hyun
<mai | t o: shyun@rj u. ac. kr>

Editor: Jaehoon Paul Jeong
<mai | t o: paul j eong@kku. edu>";

description
"This nodul e defines a YANG data nodel for |2NSF
Regi stration Interface.

The key words 'MJST', 'MJUST NOT', 'REQUI RED , ' SHALL’,
"SHALL NOT’, 'SHOULD , ' SHOULD NOT', ' RECOMVENDED |,

" NOT RECOMMENDED , ' MAY’', and 'OPTIONAL' in this
docunent are to be interpreted as described in BCP 14
(RFC 2119) (RFC 8174) when, and only when, they appear
in all capitals, as shown here.

Copyright (c) 2023 | ETF Trust and the persons
identified as authors of the code. Al rights reserved.

Redi stri bution and use in source and binary forms, with or

wi t hout nodification, is permtted pursuant to, and subject
to the license ternms contained in, the Revised BSD License
set forth in Section 4.c of the | ETF Trust’s Legal Provisions
Rel ating to | ETF Docunents
(https://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC XXXX; see
the RFC itself for full legal notices.";

revision "2023-05-10" {
description "lInitial revision";
reference
"RFC XXXX: | 2NSF Regi stration Interface YANG Data Mdel ";
/1 RFC Ed.: replace XXXX with actual RFC number and renove
// this note

}
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groupi ng nsf-specification {
description
"Description of the specification of an NSF.";

| eaf packet-processing {
type uint 64;
units "pps";
description
"The overall packet processing capability of the NSF neasured in
packets per second (pps).";

}

cont ai ner bandwi dth {
description
"Net wor k bandw dt h avail abl e on an NSF
in the unit of Bps (Bytes per second).";

| eaf out bound {
type uint64;
units "Bps";
description
"The maxi num aggr egat e out bound network bandw dth across al
interfaces available to the NSF in bytes per second (Bps).";

}

| eaf inbound {
type uint 64;
units "Bps";
description
"The maxi mum aggr egat e i nbound net wor k bandwi dt h across al
interfaces available to the NSF in bytes per second (Bps).";

}

groupi ng nsf-access-info {
description
"Information required to access an NSF.";
leaf ip {
type inet:ip-address-no-zone;
description
"Either an I Pv4 or |IPv6 address of this NSF.";

| eaf port {
type inet: port-nunber;
description
"Port available on this NSF';
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}

| eaf managenent - prot ocol {
type enuneration {
enum NETCONF {
description
"Represents the managenent protocol NETCONF.";
reference
"RFC 6241: Network Configuration Protocol (NETCONF)";

}
enum RESTCONF {
description
"Represents the managenent protocol RESTCONF.";
ref erence
"RFC 8040: RESTCONF Protocol";
}
}

description
"The managenent protocol used to manage the NSF.";

}
}

groupi ng nsf {
description
"The information of an NSF. It consists of the name of the NSF
NSF capabilities, NSF specifications, and NSF access
i nformation";
| eaf nsf-nanme {
type string;
description
"The name of this registered NSF. The NSF name MJST be
unique to identify the NSF with the capability. The nane
can be an arbitrary string including Fully Qualified
Domai n Narme (FQDN).";
}
| eaf version {
type string;
description
"The NSF' s current version |evel of the software in use.
This string MAY indicate the specific software build date and
target variant information.";

uses i 2nsfcap: nsf-capabilities;
cont ai ner nsf-specification {
description
"The specification of an NSF.";
uses nsf-specification;

}

cont ai ner nsf-access-info {
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description
"Network access infornmation of this NSF.";
uses nsf-access-info;

}
}

rpc nsf-capability-registration {
description
"Description of the capabilities that the
Security Controller requests to the DME";
i nput {
cont ai ner query-nsf-capability {
description
"The query used to request NSFs. The specified
capabilities in this field restrict the output field.";
uses i 2nsfcap: nsf-capabilities;
reference "RFC YYYY: |2NSF Capability YANG Data Mdel ";
/I RFC Ed.: replace YYYY with actual RFC nunber of
/[ldraft-ietf-i2nsf-capability-data-nmodel and renove this note.

}
out put {
list nsf {
key "nsf-nane";
description
"The reply of the query to register the NSFs capabilities.
The capabilities requested in the input field can be covered
by multiple NSFs. This list consists of NSF(s) that cover
every capability specified in the input field. The
sel ection nmethod of which NSF(s) that should be listed in
the output field depends on the inplenenter. |If any of
the capabilities specified in the input field cannot be
covered by any NSF, the reply should return an <rpc-error>
with <error-nessage> of those capabilities.";
uses nsf;
}

}
}

notification nsf-capability-update {
description
"This notification is sent when there are updates on the
capabilities of one or more NSFs. The list of NSFs provided in
this notification includes the current capabilities of each NSF.
Note that the returned capabilities represent the ful
capabilities of each NSF.";
list nsf {
key "nsf-nane";
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description
"List of NSFs with capabilities updated. The returned
capabilities are the current capabilities of the NSF.";
uses nsf;
}
}

}
<CODE ENDS>
Figure 7: Registration Interface YANG Data Model
6. | ANA Consi derations

Thi s docunent requests IANA to register the following URI in the
"I ETF XML Regi stry" [RFC3688]:

URI: urn:ietf:parans:xm:ns:yang:ietf-i2nsf-registration-interface
Regi strant Contact: The | ESG
XM: N A the requested URI is an XML nanespace.

Thi s docunent requests IANA to register the follow ng YANG nodul e in
the "YANG Modul e Nanes" registry [ RFC7950] [ RFC8525] :

Nane: ietf-i2nsf-registration-interface

Nanmespace: urn:ietf:parans:xm:ns:yang:ietf-i2nsf-registration-interface
Prefix: i2nsfri

Ref erence: RFC XXXX

/1 RFC Ed.: replace XXXX with actual RFC nunber and renove
/1 this note

7. Security Considerations

The YANG nodul e specified in this docunent defines a data schema
designed to be accessed through network nanagenent protocols such as
NETCONF [ RFC6241] or RESTCONF [ RFC8040]. The | owest NETCONF | ayer is
the secure transport |ayer, and the required secure transport is
Secure Shell (SSH) [RFC6242]. The |owest RESTCONF | ayer is HITPS,
and the required secure transport is TLS [ RFC8446].

The NETCONF access control nodel [RFC8341] provides a nmeans of
restricting access to specific NETCONF or RESTCONF users to a
preconfi gured subset of all avail able NETCONF or RESTCONF pr ot ocol
operations and content.
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The architecture of |12NSF Framework presents a risk to the

i npl ement ation of security detection and nmitigation activities. The
risks of externally operated NSFs are discussed in Section 4 (Threats
Associated with Externally Provided NSFs) of [RFC8329]. It is
important to have an authentication and authorization nethod between
the conmuni cation of the Security Controller and the DMS. The
following are threats that need to be considered and mitigated:

Conpromi sed DMsS with valid credentials: It can send falsified
information to the Security Controller to m slead existing
detection or mitigation devices. Currently, there is no in-
framework mechanismto mitigate this, and it is an issue for such
infrastructures. It is inportant to keep confidential information
from unaut hori zed persons to mtigate the possibility of
comprom sing the DM5S with this information

I npersonating DMS: This involves a systemtrying to send fal se
information while imtating as a DMS; client authentication would
hel p the Security Controller to identify this invalid DVS

The YANG nodul e defined in this document extends the YANG nodul e
described in [I-D.ietf-i2nsf-capability-data-nodel]. Hence, this
docunent shares all the security issues that are specified in
Section 9 of [I-D.ietf-i2nsf-capability-data-nodel]

There are a nunber of extended data nodes defined in this YANG nodul e
that are witable/creatable/deletable (i.e., config true, which is
the default). These data nodes MAY be considered sensitive or

vul nerabl e in sone network environnents. Wite operations (e.g.,
edit-config) to these data nodes wi thout proper protection can have a
negative effect on network operations. These are the subtrees and
data nodes and their sensitivity/vulnerability:

* nsf-specification: The attacker nay provide incorrect information
of the specification of any target NSF by nodi fying this.

* nsf-access-info: The attacker may provide incorrect network access
i nformati on of any target NSF by nodifying this.

Sonme of the readabl e extended data nodes in this YANG nodul e MAY be
consi dered sensitive or vulnerable in some network environnents. It
is thus inportant to control read access (e.g., via get, get-config,
or notification) to these data nodes. These are the subtrees and
data nodes and their sensitivity/vulnerability:

* nsf-specification: The attacker nay gather the specification

informati on of any target NSF and m suse the information for
subsequent attacks.
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* nsf-access-info: The attacker may gather the network access
informati on of any target NSF and m suse the information for
subsequent attacks.

The RPC operation in this YANG nodul e MAY be consi dered sensitive or
vul nerabl e in sone network environnents. It is thus inportant to
control access to this operation. The following is the operation and
its sensitivity/vulnerability:

* nsf-capability-query: The attacker may exploit this RPC operation
to deteriorate the availability of the DVS and/or gather the
informati on of sonme interested NSFs fromthe DMS. Sone of the
product capabilities provided by a vendor may be publicly known,
the DVB shoul d provide an authentication and authorization method
to nmake sure this node cannot be used for exploitation
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Appendi x A. | 2NSF Event Stream

Thi s section discusses the NETCONF event stream for an | 2NSF

Regi stration subscription. The YANG nmodule in this document supports
"ietf-subscribed-notifications" YANG nodul e [ RFC8639] for
subscription. The reserved event streamnane for this docunment is

"1 2NSF- Regi stration". The NETCONF Server (e.g., DM5) MJST support

"1 2NSF- Regi stration" event streamfor the NETCONF Client (e.g.,
Security Controller). The "I2NSF-Registration"” event stream contains
all notifications described in this docunent.

The foll owi ng XML exanpl e shows the capabilities of the event streans
generated by the DM5 (e.g., "NETCONF' and "I 2NSF- Regi stration" event

streans) for the subscription of NSF capability update. Refer to

[ RFC5277] for a nore detail ed explanation of Event Streams. The XM

exanples in this docunment follow the line breaks as per [RFC8792].
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<?xm version="1. 0" encodi ng="UTF-8"?>
<rpc-reply nmessage-id="1"
xm ns="urn:ietf:parans: xm : ns: net conf: base: 1. 0" >
<dat a>
<net conf xm ns="urn:ietf:parans: xm :ns:netnod: notification">
<streanms>
<streanp
<name>NETCONF</ nanme>
<description>Default NETCONF Event Streanx/description>
<repl aySupport >f al se</repl aySupport >
</streane
<streanp
<name>| 2NSF- Regi str at i on</ nane>
<descri pti on>
| 2NSF Regi stration Event Stream for Capability Updates
</ description>
<r epl aySupport >t rue</ r epl aySupport >
<repl ayLogCreati onTi ne>
2023- 04- 13T09: 37: 39+00: 00
</ repl ayLogCreationTi me>
</ streanp
</ streans>
</ net conf >
</ dat a>
</rpc-reply>

Figure 8: Exanple of NETCONF Server supporting |2NSF-Registration
Event Stream

Appendi x B. XM. Exanpl es of an NSF Regi stration with | 2NSF Regi stration
Interface Data Mdel

Thi s section shows XM. exanpl es of the | 2NSF Registration Interface

data nodel for registering the capabilities in either |Pv4 networks
[ RFC5737] or 1Pv6 networks [RFC3849] with Security Controller.
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<rpc nessage-i d="101" xm ns="urn:ietf:parans: xnl :ns:netconf:base:1.0">
<nsf-capability-registration
xm ns="urn:ietf:paranms:xm :ns:yang:ietf-i2nsf-registration-interface">
<query-nsf-capability>
<condi tion-capabilities>
<generic-nsf-capabilities>
<i pv4- capabi |l i t y>sour ce- addr ess</i pv4-capability>
<i pv4- capabi |l i ty>desti nati on-address</i pv4-capability>
</ generic-nsf-capabilities>
<advanced- nsf-capabilities>
<url-filtering-capability>
user - defi ned
<lurl-filtering-capability>
</ advanced- nsf-capabilities>
</ condition-capabilities>
<action-capabilities>
<i ngress-action-capability>drop</ingress-action-capability>
<egress-action-capability>drop</egress-action-capability>
</ action-capabilities>
</ query-nsf-capability>
</ nsf-capability-registrati on>
</rpc>

Figure 9: XM Exanmples of an NSF Query with | 2NSF Regi stration
Interface Data Mdel

<rpc-reply nessage-id="101"
xm ns="urn:ietf:parans: xm : ns: netconf: base: 1. 0" >
<nsf
xm ns="urn:ietf:parans: xm :ns:yang:ietf-i2nsf-registration-interface">
<nsf - nane>i pv4_general _firewal | </ nsf-nane>
<versi on>1. 2. 0</ ver si on>
<condi tion-capabilities>
<generic-nsf-capabilities>
<i pv4- capabi | i t y>next - header </ i pv4-capability>
<i pv4- capabi | i t y>sour ce- addr ess</i pv4- capability>
<i pv4-capabil i t y>desti nati on-address</i pv4-capability>
<t cp- capabi | i ty>sour ce- port-nunber</tcp-capability>
<t cp-capability>destination-port-nunber</tcp-capability>
</ generic-nsf-capabilities>
</condition-capabilities>
<action-capabilities>
<i ngress-action-capability>pass</ingress-action-capability>
<i ngress-acti on-capabil i ty>drop</ingress-action-capability>
<i ngress-action-capability>mrror</ingress-action-capability>
<egress-action-capability>pass</egress-action-capability>
<egress-action-capability>drop</egress-action-capability>
<egress-action-capability>mrror</egress-action-capability>
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</ action-capabilities>
<nsf-speci fication>
<packet - pr ocessi ng>14000000</ packet - pr ocessi ng>
<bandwi dt h>
<out bound>1000000000</ out bound>
<i nbound>1000000000</ i nbound>
</ bandwi dt h>
</ nsf-specification>
<nsf -access-i nf o>
<i p>192.0.2. 11</i p>
<port >49152</ port >
<managenent - pr ot ocol >
NETCONF
</ managemnent - pr ot ocol >
</ nsf-access-i nf o>
</ nsf >
<nsf
xm ns="urn:ietf:parans: xm :ns:yang:ietf-i2nsf-registration-interface">
<nsf - nanme>i pv4_web_filter</nsf-name>
<version>1. 1. 0</versi on>
<condi tion-capabilities>
<advanced- nsf-capabilities>
<url-filtering-capability>
user - defi ned
<lurl-filtering-capability>
</ advanced- nsf-capabilities>
</ condition-capabilities>
<action-capabilities>
<i ngress-action-capability>pass</ingress-action-capability>
<i ngress-action-capability>drop</ingress-action-capability>
<i ngress-action-capability>mrror</ingress-action-capability>
<egress-action-capability>pass</egress-action-capability>
<egress-action-capability>drop</egress-action-capability>
<egress-action-capability>mrror</egress-action-capability>
</ action-capabilities>
<nsf-specification>
<packet - pr ocessi ng>14000000</ packet - pr ocessi ng>
<bandwi dt h>
<out bound>1000000000</ out bound>
<i nbound>1000000000</ i nbound>
</ bandwi dt h>
</ nsf-specification>
<nsf-access-i nf o>
<i p>192.0. 2. 12</i p>
<port >49152</ port >
<managenent - pr ot ocol >
NETCONF
</ managenent - pr ot ocol >
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</ nsf-access-i nfo>
</ nsf >
</rpc-reply>

Figure 10: XML Reply for the Registration of General Firewall in
an | Pv4 Network and Web Filter

Figure 9 shows the query for NSF(s) that can inspect |Pv4 source
address, destination address, and URL. Figure 10 shows the reply for
the configuration XML for registering a general firewall and a web
filter in an I Pv4 network [ RFC5737] and their capabilities.

The general firewall registered is as foll ows.

1. The first instance name of the NSF is ipv4_general firewall.

2. The version used is 1.2.0.

3. The NSF can inspect |Pv4 protocol header field, source
address(es), and destination address(es).

4. The NSF can inspect the port nunber(s) for the transport |ayer
protocol, i.e., TCP

5. The NSF can determ ne whether the packets are allowed to pass,
drop, or mrror.

6. The NSF is able to process 14,000,000 packets per second.

7. The network bandwi dth available on the NSF is 1 GBps for both the
out bound traffic and inbound traffic.

8. The IPv4 address of the NSF is 192.0. 2. 11.

9. The port of the NSF is 49152 using the NETCONF protocol
The web filter registered is as foll ows.

1. The first instance nanme of the NSF is ipvd web filter
2. The version used is 1.1.0.

3. The NSF can inspect a URL matched from a user-defined URL. User
can specify their own URL.

4. The NSF can determ ne whether the packets are allowed to pass,
drop, or mrror.

Hyun, et al. Expi res 11 Novenber 2023 [ Page 27]



I nternet-Draft Regi stration Interface YANG Data Mbdel May 2023

5. The NSF is able to process 14, 000, 000 packets per second.

6. The network bandwi dth available on the NSF is 1 GBps for both the
outbound traffic and inbound traffic.

7. The I Pv4 address of the NSF is 192.0.2.12

8. The port of the NSF is 49152 using the NETCONF pr ot ocol

<rpc nmessage-i d="101" xm ns="urn:ietf:parans: xm :ns:netconf:base: 1. 0">
<nsf-capability-registration
xm ns="urn:ietf:parans: xm :ns:yang:ietf-i2nsf-registration-interface">
<query-nsf-capability>
<condi tion-capabilities>
<generic-nsf-capabilities>
<i pv6- capabi | i t y>sour ce- addr ess</i pv6- capability>
<i pv6- capabi | i t y>desti nati on-address</i pv6-capability>
</ generic-nsf-capabilities>
<advanced- nsf-capabilities>
<url-filtering-capability>
user - defi ned
<furl-filtering-capability>
</ advanced- nsf-capabilities>
</ condition-capabilities>
<action-capabilities>
<i ngress-acti on-capabi |l i ty>drop</ingress-action-capability>
<egress-action-capability>drop</egress-action-capability>
</ action-capabilities>
</ query-nsf-capability>
</ nsf-capability-registrati on>
</rpc>

Figure 11: XM. Exanples of an NSF Query with | 2NSF Regi stration
Interface Data Mdel

<rpc-reply nmessage-id="101"
xm ns="urn:ietf:parans: xm : ns: net conf: base: 1. 0" >
<nsf
xm ns="urn:ietf:parans: xm :ns:yang:ietf-i2nsf-registration-interface">
<nsf - nane>i pv4_general firewall </ nsf-nanme>
<versi on>1. 2. 0</ ver si on>
<condi tion-capabilities>
<generic-nsf-capabilities>
<i pv6- capabi | i t y>next - header </ i pv6- capability>
<i pv6- capabi | i t y>sour ce- addr ess</i pv6-capability>
<i pv6- capabi | i t y>desti nati on-address</i pv6-capability>
<t cp- capabi l i ty>source-port-nunber</tcp-capability>
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<t cp-capability>destination-port-nunber</tcp-capability>
</ generic-nsf-capabilities>
</ condition-capabilities>
<action-capabilities>
<i ngress-action-capability>pass</ingress-action-capability>
<i ngress-action-capability>drop</ingress-action-capability>
<i ngress-action-capability>mrror</ingress-action-capability>
<egress-action-capability>pass</egress-action-capability>
<egress-action-capability>drop</egress-action-capability>
<egress-action-capability>mrror</egress-action-capability>
</ action-capabilities>
<nsf-specification>
<packet - pr ocessi ng>14000000</ packet - pr ocessi ng>
<bandwi dt h>
<out bound>1000000000</ out bound>
<i nbound>1000000000</ i nbound>
</ bandwi dt h>
</ nsf-specification>
<nsf-access-i nf o>
<i p>2001: db8: 0: 1:: 11</i p>
<port >49153</ port >
<managenent - pr ot ocol >
NETCONF
</ managenent - pr ot ocol >
</ nsf-access-info>
</ nsf>
<nsf
xm ns="urn:ietf:parans: xm :ns:yang:ietf-i2nsf-registration-interface">
<nsf-nane>i pv6_web filter</nsf-nane>
<versi on>1. 1. 0</versi on>
<condi tion-capabilities>
<advanced- nsf-capabilities>
<url-filtering-capability>
user - defi ned
<furl-filtering-capability>
</ advanced- nsf-capabilities>
</condition-capabilities>
<action-capabilities>
<i ngress-acti on-capabi |l it y>pass</ingress-action-capability>
<i ngress-action-capability>drop</ingress-action-capability>
<i ngress-action-capability>mrror</ingress-action-capability>
<egress-action-capability>pass</egress-action-capability>
<egress-action-capability>drop</egress-action-capability>
<egress-action-capability>mrror</egress-action-capability>
</ action-capabilities>
<nsf-specification>
<packet - processi ng>14000000</ packet - pr ocessi ng>
<bandw dt h>
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</
<n

<out bound>1000000000</ out bound>
<i nbound>1000000000</ i nbound>
</ bandw dt h>
nsf -specification>
sf-access-info>
<i p>2001: db8: 0: 1:: 12</i p>
<port >49153</ port >
<managenent - pr ot ocol >
NETCONF
</ managenent - pr ot ocol >

</ nsf - access-i nf o>
</ nsf >
</rpc-reply>
Figure 12: XML Reply for the Registration of General Firewall in

In
mes
in
1.

2

Hyun,

an | Pv4 Network and Wb Filter
addition, Figure 11 and Figure 12 shows the query and reply
sage for the configuration XML for registering a general firewal
an | Pv6 network [ RFC3849] and webfilter with their capabilities.
The instance nanme of the NSF is ipv6 _general firewall

The version used is 1.2.0.

The NSF can inspect |Pv6 next header, flow direction, source
address(es), and destination address(es)

The NSF can inspect the port nunber(s) and flow direction for the
transport |ayer protocol, i.e., TCP

The NSF can deterni ne whether the packets are allowed to pass,
drop, or mrror.

The NSF is able to process 14,000, 000 packets per second.

The network bandwi dth available on the NSF is 1 GBps for both the
out bound and i nbound traffics.

The | Pv6 address of the NSF is 2001:db8:0:1::11.

The port of the NSF is 49153 using the NETCONF protocol
web filter registered is as foll ows.

The first instance name of the NSF is ipv6 web filter

The version used is 1.1.0.
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3. The NSF can inspect a URL matched from a user-defined URL. User
can specify their own URL.

4. The NSF can determ ne whether the packets are allowed to pass,
drop, or mrror.

5. The NSF is able to process 14, 000, 000 packets per second.

6. The network bandwi dth available on the NSF is 1 GBps for both the
outbound traffic and inbound traffic.

7. The 1 Pv4 address of the NSF is 2001:db8:0:1::12
8. The port of the NSF is 49153 using the NETCONF pr ot ocol

Appendi x C. XM. Exanpl es of an NSF Capability Update with | 2NSF
Regi stration Interface Data Mde

This section shows an XM. exanple of a capability update for an NSF.
In this example, the registered General Firewall for the |IPv4 network
shown in Figure 10 is updated. The DM5S can send a notification for
capability update with the foll owi ng XM
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<?xm version="1. 0" encodi ng="UTF-8"?>
<notification xm ns="urn:ietf:params:xm:ns:netconf:notification:1. 0">
<event Ti me>2023- 04- 14T07: 43: 52. 181088+00: 00</ event Ti nme>
<nsf-capability-update
xm ns="urn:ietf:parans: xm :ns:yang:ietf-i2nsf-registration-interface">
<nsf >
<nsf - nane>i pv4_general _firewal | </ nsf-nane>
<versi on>2. 0. 0</ ver si on>
<condi tion-capabilities>
<generic-nsf-capabilities>
<i pv6- capabi | i t y>next - header </ i pv6-capability>
<i pv6- capabi | i t y>sour ce- addr ess</i pv6- capability>
<i pv6- capabi |l i t y>desti nati on-address</i pv6-capability>
<t cp- capabi | i ty>sour ce- port-nunber</tcp-capability>
<t cp-capability>destination-port-nunber</tcp-capability>
<udp- capabi | i t y>sour ce- port - nunber </ udp- capabi l i ty>
<udp- capabi |l i ty>desti nati on- port - nunber </ udp- capability>
</ generic-nsf-capabilities>
</ condition-capabilities>
<action-capabilities>
<i ngress-acti on-capabi |l i t y>pass</i ngress-action-capability>
<i ngress-action-capability>drop</ingress-action-capability>
<i ngress-action-capability>mrror</ingress-action-capability>
<egress-action-capability>pass</egress-action-capability>
<egress-action-capability>drop</egress-action-capability>
<egress-action-capability>mrror</egress-action-capability>
</ action-capabilities>
<nsf-specification>
<packet - processi ng>14000000</ packet - pr ocessi ng>
<bandw dt h>
<out bound>1000000000</ out bound>
<i nbound>1000000000</ i nbound>
</ bandw dt h>
</ nsf-specification>
<nsf-access-i nf o>
<i p>2001: db8: 0: 1:: 11</i p>
<port >49153</ port >
<managenent - pr ot ocol >
NETCONF
</ managenent - pr ot ocol >
</ nsf-access-info>
</ nsf >
</ nsf-capability-update>
</notification>

Figure 13: XM exanple of NSF capability update notification
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Figure 13 shows the XM. of an NSF capability update for the NSF named
i pv4_general _firewall. 1In this exanple, the NSF has been updated
with a new version (i.e., 2.0.0) and extended capabilities (i.e.,

i nspect the port nunber(s) for UDP packets).

Appendi x D. NSF Lifecycle Managenent in NFV Environments

Net wor k Functions Virtualization (called NFV) can be used to

i mpl ement 1 2NSF framework. In NFV environments, NSFs are depl oyed as
virtual network functions (VNFs). Security Controller can be

i npl emented as an El enment Managenent (EM of the NFV architecture,
and is connected with the VNF Manager (VNFM via the Ve-Vnfm
interface [nfv-framework]. Security Controller can use this
interface for the purpose of the |lifecycle nmanagenent of NSFs. |If
some NSFs need to be instantiated to enforce security policies in the
| 2NSF framework, Security Controller could request the VNFMto
instantiate themthrough the DVM5 having the Ve-Vnfminterface with
the VNFM Refer to Section 8 of [I-D.ietf-i2nsf-applicability] for
the detailed description on | 2NSF Franework with NFV. O if an NSF,
running as a VNF, is not used by any flows for a tine period,
Security Controller may request deinstantiating it through the DVS
having the Ve-Vnfminterface with the VNFM for efficient resource
utilization.
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