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Abstract

Thi s docunent proposes an information nodel and the corresponding
YANG dat a nodel of an interface for nonitoring Network Security
Functions (NSFs) in the Interface to Network Security Functions
(I2NSF) framework. |If the nmonitoring of NSFs is performed with the
NSF nmonitoring interface in a standard way, it is possible to detect
the indication of malicious activity, anonal ous behavior, the
potential sign of denial-of-service attacks, or systemoverload in a
timely manner. This nonitoring functionality is based on the
monitoring information that is generated by NSFs. Thus, this
docunent describes not only an information nodel for the NSF
monitoring interface along with a YANG tree diagram but also the
correspondi ng YANG dat a nodel .

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups nmay also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi mum of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 3 Decenber 2022.
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1. Introduction

According to [ RFC8329], the interface provided by a Network Security
Function (NSF) (e.g., Firewall, IPS, or Anti-DDoS function) to enable
the collection of nonitoring information is referred to as an | 2NSF
Monitoring Interface. This interface enables the sharing of vita
data fromthe NSFs (e.g., events, records, and counters) to an NSF
data collector (e.g., Security Controller) through a variety of
mechani sms (e.g., queries and notifications). The nonitoring of NSF
pl ays an inportant role in an overall security framework, if it is
done in atinmely way. The nonitoring infornmation generated by an NSF
can be a good, early indication of anomal ous behavi or or nalicious
activity, such as denial -of-service (DoS) attacks.

Thi s docunent defines an information nodel of an NSF nonitoring
interface that provides visibility into an NSF for the NSF data
collector (note that an NSF data collector is defined as an entity to
collect NSF nonitoring data froman NSF, such as Security
Controller). It specifies the information and illustrates the

met hods that enable an NSF to provide the information required in
order to be nmonitored in a scalable and efficient way via the NSF
Monitoring Interface. The information nodel for the NSF nonitoring
interface presented in this docunment is conplenentary for the
security policy provisioning functionality of the NSF-Facing
Interface specified in [I-D.ietf-i2nsf-nsf-facing-interface-dni.
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Thi s docunent al so defines a YANG [ RFC7950] data nodel for the NSF
monitoring interface, which is derived fromthe information nodel for
the NSF nonitoring interface.

Note that this docunment covers a subset of nonitoring data for
systems and NSFs, which are related to security.

2. Term nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [RFC2119] [RFCB174] when, and only when, they appear in al
capital s, as shown here

Thi s docunent uses the term nol ogy described in [ RFC8329]. In
addition, the following terns are defined in this docunent:

* |12NSF User: An entity that delivers a high-1level security policy
to the Security Controller and may request monitoring information
via the NSF data collector.

* NMbonitoring Information: Relevant data that can be processed to
know t he status and performance of the network and the NSF. The
nmonitoring information in an | 2NSF envi ronment consi sts of | 2NSF
Events, |2NSF Records, and |2NSF Counters (see Section 4.1 for the
detailed definition). This information is to be delivered to the
NSF data col | ector

* Notification: Unsolicited transm ssion of nonitoring infornation.

* NSF Data Collector: An entity that collects NSF nonitoring
i nformati on from NSFs, such as Security Controller

* Subscription: An agreenent initialized by the NSF data coll ector
to receive nonitoring information froman NSF. The nmethod to
subscribe follows the nethod by either NETCONF or RESTCONF
expl ained in [RFC5277] and [ RFC8650], respectively.

Thi s docunent follows the guidelines of [ RFC8407], uses the common
YANG types defined in [ RFC6991], and adopts the Network Managenent
Dat astore Architecture (NVDA) [RFC8342]. The nmeaning of the symbols
in tree diagrams is defined in [ RFC8340].
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3.

Use Cases for NSF Mnitoring Data

As nentioned earlier, monitoring plays a critical role in an overal
security framework. The nonitoring of the NSF provides very val uabl e
informati on to an NSF data collector (e.g., Security Controller) in
mai ntai ni ng the provisioned security posture. Besides this, there
are various other reasons to nmonitor the NSF as |isted bel ow

* The |12NSF User that is the security admnistrator can configure a
policy that is triggered on a specific event occurring in the NSF
or the network [RFC8329]
[1-D.ietf-i2nsf-consumer-facing-interface-dni. |If an NSF data
collector (e.g., Security Controller) detects the specified event,
it can configure additional security functions as defined by
pol i ci es.

* The events triggered by an NSF as a result of security policy
viol ation can be used by Security Information and Event Managenent
(SIEM to detect any suspicious activity in a larger correlation
cont ext .

* The information (i.e., events, records, and counters) from an NSF
can be used to build advanced anal ytics, such as behavi or and
predictive nodels to i nprove security posture in |arge
depl oynent s.

* The NSF data collector can use events fromthe NSF for achieving
high availability. It can take corrective actions such as
restarting a failed NSF and horizontally scaling up the NSF.

* The information (i.e., events, records, and counters) fromthe NSF
can aid in the root cause analysis of an operational issue, so it
can i nprove debuggi ng.

*  The records fromthe NSF can be used to build historical data for
operation and busi ness reasons.

Classification of NSF Mnitoring Data

In order to maintain a strong security posture, it is not only
necessary to configure an NSF's security policies but also to
continuously nonitor the NSF by checki ng acquirabl e and observabl e
data. This enables security admnistrators to assess the state of
the networks in a tinmely fashion. It is not possible to block al

the internal and external threats based on static security posture.

A nore practical approach is supported by enabling dynam c security
measures, for which continuous visibility is required. This docunent
defines a set of nonitoring elenents and their scopes that can be
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acquired froman NSF and can be used as NSF nonitoring data. In
essence, this nonitoring data can be | everaged to support constant
visibility on multiple levels of granularity and can be consuned by
the correspondi ng functions.

Three basic domains of nmonitoring data originating froma system
entity [RFC4949], i.e., an NSF, are discussed in this docunent.

* Retention and Em ssion from NSFs
* Notifications for Events and Records
* Push and Pull for the retrieval of monitoring data from NSFs

Every systementity creates information about some context wth
defined | 2NSF nonitoring data, and so every systementity that
provi des such information can be an | 2NSF conponent. This
information is intended to be consunmed by ot her |2NSF conponents,
whi ch deals with NSF nonitoring data in an automated fashion

4. 1. Retenti on and Em ssi on from NSFs

A systementity (e.g., NSF) first retains | 2NSF nonitoring data
inside its own systembefore enitting the information to another

| 2NSF conponent (e.g., NSF Data Collector). The |I2NSF nonitoring
information consi st of |2NSF Events, |2NSF Records, and | 2NSF
Counters as foll ows:

| 2NSF Event: |2NSF Event is defined as an inportant occurrence at a
particular time, that is, a change in the system bei ng managed or
a change in the environment of the system being managed. An |2NSF
Event requires imredi ate attention and should be notified as soon
as possible. Wien used in the context of an (inperative) |2NSF
Policy Rule, an I2NSF Event is used to determ ne whether the
Condition clause of that Policy Rule can be evaluated or not. The
Al arm Managenent Framework in [RFC3877] defines an event as
somet hi ng that happens which may be of interest. Exanples of an
event are a fault, a change in status, crossing a threshold, or an
external input to the system |In the |I2NSF domain, |2NSF events
are created following the definition of an event in the Alarm
Managenent Franmewor k.

| 2NSF Record: A record is defined as an itemof information that is
kept to be | ooked at and used in the future. Typically, records
are the information, which is based on operational and
informati onal data (i.e., various changes in system
characteristics). They are generated by a systementity (e.g.,
NSF) at particular instants to be kept wi thout any changes
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afterward. A set of records has an ordering in time based on when
they are generated. Unlike |I2NSF Events, records do not require

i medi ate attention but nmay be useful for visibility and
retroactive cyber forensics. Records are typically stored in | og-
files or databases on a systementity or NSF. The exanpl es of
records include user activities, device performance, and network
status. They are inportant for debugging, auditing, and security
forensic of a systementity or the network having the system
entity.

| 2NSF Counter: An |2NSF Counter is defined as a specific
representation of an information el enent whose val ue changes very
frequently. Prominent examples are network interface counters for
protocol data unit (PDU) amount, byte amount, drop counters, and
error counters. Counters are useful in debugging and visibility
into operational behavior of a systementity (e.g., NSF). Wen an
NSF data coll ector asks for the value of a counter, a system
entity MJST update the counter information and enmit the |atest
information to the NSF data coll ector

Retention is defined as the storing of nonitoring data in NSFs. The
retention of I12NSF nonitoring information may be affected by the

i nportance of the data. The inportance of the data could be context-
dependent, where it may not just be based on the type of data, but
may al so depend on where it is deployed, e.g., a test lab and
testbed. The local policy and configuration will dictate the
policies and procedures to review, archive, or purge the collected
nmoni t ori ng dat a.

Emission is defined as the delivery of nonitoring data in NSFs to an
NSF data collector. The |I2NSF nonitoring information retained on a
systementity (e.g., NSF) may be delivered to a correspondi ng | 2NSF
User via an NSF data collector. The information consists of the
aggregated records, typically in the formof log-files or databases.
For the NSF Monitoring Interface to deliver the information to the
NSF data col l ector, the NSF needs to accommodat e standardi zed
delivery protocols, such as NETCONF [ RFC6241] and RESTCONF [ RFC8040].
The NSF data collector can forward the information to the | 2NSF User
through standardi zed delivery protocols (e.g., RESTCONF and NETCONF).
The interface for the delivery of Mnitoring Data fromthe NSF data
collector to the |1 2NSF User is out of the scope of this docunent.
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4.2. Notifications for Events and Records

A specific task of an I12NSF User is to provide | 2NSF Policy Rul es.
The rules of a policy are conposed of three clauses: Event,
Condition, and Action clauses. |n consequence, an |2NSF Event is
specified to trigger the evaluation of the Condition clause of the
I 2NSF Policy Rule. Such an |I2NSF Event is defined as an inportant
occurrence at a particular time in the system bei ng managed, and/or
in the environment of the system bei ng managed whose concept aligns
well with the generic definition of Event from [ RFC3877].

Another role of the I2NSF Event is to trigger a notification for
monitoring the status of an NSF. A notification is defined in

[ RFC3877] as an unsolicited transm ssion of nanagenent information
Systemalarm (called alarn) is defined as a warning related to
service degradation in systemhardware in Section 6.1. System event
(called alert) is defined as a warni ng about any changes of
configuration, any access violation, information about sessions and
traffic flows in Section 6.2. Both an alarmand an alert are |2NSF
Events that can be delivered as a notification. The nodel
illustrated in this docunment introduces a conplenentary type of
informati on that can be a conveyed notification

In I 2NSF nmonitoring, a notification is used to deliver either an
event or a record via the I2NSF Mnitoring Interface. The difference
between the event and record is the timng by which the notifications
are emtted. An event is enmtted as soon as it happens in order to
notify an NSF Data Col |l ector of the problemthat needs i medi ate
attention. A vrecord is not emitted imediately to the NSF Data
Collector, and it can be emtted periodically to the NSF Data

Col | ect or.

It is inportant to note that an NSF Data Col | ector as a consumer
(i.e., observer) of a notification assesses the inportance of the
notification rather than an NSF as a producer. The producer can
include nmetadata in a notification that supports the observer in
assessing its inportance (e.g., severity).

4.3. Push and Pull for the retrieval of monitoring data from NSFs

An inportant aspect of nonitoring information is the freshness of the
informati on. Fromthe perspective of security, it is inportant to
notice changes in the current status of the network. The |2NSF
Monitoring Interface provides the neans of sending nonitored
information fromthe NSFs to an NSF data collector in a tinely
manner. NMbnitoring information can be acquired by a client (i.e.,
NSF data collector) froma server (i.e., NSF) using push [ RFC5277]

[ RFC8641] or pull nethods [ RFC6241] [ RFC8040].
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The pull is a query-based nethod to obtain information fromthe NSF.
In this nethod, the NSF will remain passive until the information is
requested fromthe NSF data collector. Once a request is accepted
(with proper authentication), the NSF MJST update the information
before sending it to the NSF data collector

The push is a report-based nethod to obtain information fromthe NSF.
The report-based nethod ensures the informati on can be delivered

i medi ately wi thout any requests. This nmethod is used by the NSF to
actively provide information to the NSF data collector. To receive
the information, the NSF data col |l ector subscribes to the NSF for the
i nformation.

These acquisition nmethods are used for different types of nonitoring
information. The information that has a high | evel of urgency (i.e.,
I 2NSF Event) should be provided with the push nethod, while

informati on that has a | ower |evel of urgency (i.e., |2NSF Record and
| 2NSF Counter) can be provided with either the pull nethod or push
met hod.

5. Basic Information Mddel for Monitoring Data

As explained in the above section, there is a wealth of data

avail abl e from NSFs that can be nonitored. Firstly, there nust be
sone general information with each nonitoring nessage sent from an
NSF that hel ps a consumer to identify metadata with that nessage,
which are listed as bel ow

* message: The extra detailed description of NSF nonitoring data to
give an NSF data collector the context information as netadata.

* vendor-name: The vendor’s nanme of the NSF that generates the
nessage

* devi ce-nodel : The nodel of the device, can be represented by the
devi ce nodel name or serial nunber. This field is used to
identify the nmodel of the device that provides the security
servi ce.

* software-version: The version of the software used to provide the
security service

* nsf-name: The nane or | P address of the NSF generating the
message. |If the given nsf-nanme is not an | P address, the name can
be an arbitrary string including a FQDN (Fully Qualified Domain
Nane). The nanme MJST be unique in the scope of nmanagenent donain
for a different NSF to identify the NSF that generates the
message
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* timestanp: The time when the nessage was generated. For the
notification operations (i.e., System Al arns, System Events, NSF
Events, System Logs, and NSF Logs), this is represented by the
event Time of NETCONF event notification [ RFC5277] For ot her
operations (i.e., System Counter and NSF Counter), the tinestanp
MUST be provided separately. The tine fornat used is follow ng
the rules in Section 5.6 of [RFC3339].

* language: describes the human | anguage intended for the user, so
that it allows a user to verify the language that is used in the
notification (i.e., '../nmessage', '/i2nsf-1o0g/i2nsf-nsf-system
access-log/output’, and '/i2nsf-log/i2nsf-systemuser-activity-
| og/ addi tional -info/cause’). The attribute is encoded follow ng
the rules in Section 2.1 of [RFC5646]. The default |anguage tag
is "en-US".

Ext ended I nformati on Model for Mnitoring Data

The extended information nodel is the specific nonitoring data that
covers the additional information associated with the detailed

i nformati on of status and performance of the network and the NSF over
the basic information model. The extended information conbined with
the basic information creates the nonitoring information (i.e., |2NSF
Event, Record, and Counter).

The extended nonitoring information has settable characteristics for
data collection as foll ows:

* Acqui sition nmethod: The nethod to obtain the nessage. It can be a
"query" or a "subscription'. A "query" is a request-based nethod
to acquire the solicited information. A "subscription" is a
report-based met hod that pushes information to the subscri ber.

* Em ssion type: The cause type for the nmessage to be emitted. This
attribute is used only when the acquisition nethod is a
"subscription" method. The emi ssion type can be either "on-

change" or "periodic". An "on-change" nessage is enitted when an
i mportant event happens in the NSF. A "periodic" nmessage is
emtted at a certain time interval. The tine to periodically emt

the nessage i s configurable.

* Danpening type: The type of nessage danpening to stop the rapid
transm ssi on of nessages. The danpening types are "on-repetition”
and "no-danpening". The "on-repetition" type lints the
transmtted "on-change" nessage to one nessage at a certain
interval (e.g., 100 centiseconds). This interval is defined as
danpeni ng-period in [ RFC8641]. The danpening-period is
configurable in the unit of centiseconds. The "no-danpeni ng" type
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does not limit the transmission for the nmessages of the sane type.
In short, "on-repetition" neans that the danpening is active and
"no-danpeni ng" is inactive. Activating the danpening for an "on-
change" type of nessage is RECOMVENDED to reduce the nunber of
nessages generat ed.

Note that the characteristic information is not mandatory to be
included in a nmonitoring nessage. The information is expected to be
stored and may or may not be useful in some ways in the future. In
any case, the inclusion of the characteristic information is up to
the inpl ementation.

6.1. System Al arns
System al arns have the foll owi ng characteristics:
* acqui sition-nethod: subscription
* em ssion-type: on-change
* danpeni ng-type: on-repetition or no-damnpening

6.1.1. Menory Alarm
The nenory is the hardware to store information tenporarily or for a
short period, i.e., Random Access Menmory (RAM. The nenory-alarmis
em tted when the nenory usage exceeds the threshold. The follow ng
i nformati on should be included in a Menory Al arm
* event-name: nenory-alarm
* usage: specifies the amount of nenory used in percentage.

* threshold: The threshold triggering the alarmin percentage.

* severity: The severity level of the nessage. There are four
levels, i.e., critical, high, nddle, and |ow

* message: Sinple information as a human readable text string such
as "The menory usage exceeded the threshold" or with extra
i nformation.

6.1.2. CPU Alarm
CPU is the Central Processing Unit that executes basic operations of
the system The cpu-alarmis emtted when the CPU usage exceeds the

threshold. The followi ng information should be included in a CPU
Al arm
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* event-nanme: cpu-alarm
* usage: Specifies the CPU utilization in percentage.
* threshold: The threshold triggering the event in percentage.

* severity: The severity level of the nmessage. There are four
levels, i.e., critical, high, mddle, and |ow

* nmessage: Sinple information as a human readabl e text string such
as "The CPU usage exceeded the threshold" or with extra
i nformation.
6.1.3. Disk (Storage) Alarm
Di sk or storage is the hardware to store information for a long tineg,
i.e., Hard Disk or Solid-State Drive. The disk-alarmis enmtted when
the Di sk usage exceeds the threshold. The follow ng information
shoul d be included in a Disk Alarm
* event-nane: disk-alarm

* usage: Specifies the ratio of the used disk space to the whol e
di sk space in terns of percentage.

* threshold: The threshold triggering the event in percentage.

* severity: The severity level of the nessage. There are four
| evels, i.e., critical, high, mddle, and |ow

* message: Sinple information as a human readable text string such
as "The di sk usage exceeded the threshold" or with extra
i nformati on.
6.1.4. Hardware Alarm
The hardware-alarmis enmtted when a hardware, e.g., CPU, nenory,
disk, or interface, problemis detected. The follow ng information
shoul d be included in a Hardware Al arm
* event-nanme: hardware-al arm

* conponent-nane: It indicates the hardware conponent responsible
for generating this alarm

* severity: The severity level of the nessage. There are four
|l evels, i.e., critical, high, mddle, and |ow
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* message: Sinple information as a human readabl e text string such
as "The hardware conponent has failed or degraded" or with extra
i nformati on.
5. Interface Al arm
Interface is the network interface for connecting a device with the
network. The interface-alarmis enmtted when the state of the
interface is changed. The follow ng information should be included
inan Interface Alarm
* event-nane: interface-alarm
* interface-nane: The nane of the interface.
* interface-state: The status of the interface, i.e., down, up (not
congested), congested (up but congested), testing, unknown,
dormant, not-present, and | ower-|ayer-down.

* severity: The severity level of the message. There are four
levels, i.e., critical, high, mddle, and |Iow

* nmessage: Sinple information as a human readabl e text string such
as "The interface is "interface-state'"

System Event s

System events (as alerts) have the follow ng characteristics

* acqui sition-method: subscription

* em ssion-type: on-change

* danpeni ng-type: on-repetition or no-danpening

1. Access Violation

The access-violation systemevent is an event when a user tries to
access (read, wite, create, or delete) any information or execute
commands above their privilege. The followi ng information should be
included in this event:

* event-nane: access-violation

* identity: The information to identify the attenpted access

violation. The mninmuminformation (extensible) that should be
i ncl uded:
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6. 2. 2.

1. user: The unique username that attenpted access violation

2. group: Goup(s) to which a user belongs. A user can belong to
mul ti ple groups.

3. ip-address: The |IP address of the user that triggered the
event .

4. |4-port-nunber: The transport |ayer port nunber used by the
user.

aut hentication: The method to verify the valid user, i.e., pre-
configured-key and certificate-authority.

message: The message as a hunman readable text string to give the
context of the event, such as "Access is denied"

Confi guration Change

A configuration change is a systemevent when a new configuration is
added or an existing configuration is nodified. The follow ng
i nformation should be included in this event:

*
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event - nane: configuration-change

identity: The information to identify the user that updated the
configuration. The mnimminformation (extensible) that shoul d
be i ncl uded:

1. user: The uni que usernanme that changes the configuration

2. group: Goup(s) to which a user belongs. A user can belong to
mul ti ple groups.

3. ip-address: The I P address of the user that triggered the
event .

4. |4-port-nunber: The transport |ayer port number used by the
user.

aut hentication: The nmethod to verify the valid user, i.e., pre-
configured-key and certificate-authority.

message: The message as a hunan readable text string to give the

context of the event, such as "Configuration is nodified", "New
configuration is added", or "A configuration has been renoved"
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* changes: Describes the nodification that was made to the
configuration. The mnimminformation that nmust be provided is
the nanme of the policy that has been altered (added, nodified, or
renoved). Oher detailed informati on about the configuration
changes is up to the inplenentation

6.2.3. Session Table Event

A session is defined as a connection (i.e., traffic flow) of a data
pl ane (e.g., TCP, UDP, and SCTP). Session Table Event is the event
triggered by the session table of an NSF. A session table holds the
informati on of the currently active sessions. The follow ng

i nformati on should be included in a Session Tabl e Event:

* event-nane: detection-session-table.
* current-session: The nunber of concurrent sessions.

*  maxi mum sessi on: The nmaxi mum nunmber of sessions that the session
tabl e can support.

* threshold: The threshold (in terns of an all owed nunber of
sessions) triggering the event.

* nmessage: The nessage as a human readable text string to give the
context of the event, such as "The nunber of sessions exceeded the
tabl e threshol d".

6.2.4. Traffic Flows

Traffic flows need to be nonitored because they m ght be used for
security attacks to the network. The follow ng information should be
included in this event:

* event-nane: traffic-flows.
* interface-nane: The mmenoni ¢ nane of the network interface

* interface-type: The type of a network interface such as an ingress
or egress interface.

* src-mac: The source MAC address of the traffic flow This
informati on may or may not be included depending on the type of
traffic flow For example, the information will be useful and
should be included if the traffic flows are traffic flows of Link
Layer Discovery Protocol (LLDP) [I|EEE-802.1AB], Address Resol ution
Protocol (ARP) for |Pv4 [ RFC0826], and Nei ghbor Di scovery Protoco
(ND) for |Pv6 [ RFC4861].
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* dst-mac: The destination MAC address of the traffic flow This
informati on may or may not be included depending on the type of
traffic flow For example, the information will be useful and
shoul d be included if the traffic flows are LLDP, ARP for |Pv4, or
ND for IPv6 traffic flows.

* src-ip: The source IPv4 or I Pv6 address of the traffic flow
* dst-ip: The destination IPv4 or | Pv6 address of the traffic flow

* src-port: The transport |ayer source port nunber of the traffic
flow.

* dst-port: The transport |ayer destination port number of the
traffic flow.

* protocol: The protocol of the traffic flow.

*  measurenment-tine: The duration of the neasurenment in seconds for
the arrival rate and arrival throughput of packets of a traffic
flow These two metrics (i.e., arrival rate and arriva
t hroughput) are neasured over the past neasurenent duration before
now.

* arrival-rate: Arrival rate of packets of the traffic flowin
packets per second measured over the past "neasurenent-tine".

* arrival -throughput: Arrival rate of packets of the traffic flowin
byt es per second neasured over the past "neasurenent-tine".

Note that the NSF Mnitoring Interface data nodel is focused on a
generic method to collect the nonitoring information of systens and
NSFs including traffic flows related to security attacks and system
resource usages. On the other hand, |PFI X [RFC7011] is a standard
met hod to coll ect general information on traffic flows rather than
security.

6. 3. NSF Events

The NSF events provide the event that is detected by a specific NSF
that supported a certain capability. This section only discusses the
moni toring data for the advanced NSFs discussed in
[1-D.ietf-i2nsf-capability-data-nodel]. The NSF events information
can be extended to support other types of NSF. NSF events have the
foll owi ng characteristics:

* acqui sition-nethod: subscription
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*

*

6.3. 1.

em ssi on-type: on-change
dampeni ng-type: on-repetition or no-danpening

DDoS Det ecti on

The following information should be included in a Denial -of-Service
(DoS) or Distributed Denial -of-Service (DDoS) Event:

*
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event - nane: detection-ddos.

attack-type: The type of DoS or DDoS Attack, i.e., SYN flood, ACK
flood, SYN-ACK flood, FIN RST flood, TCP Connection flood, UDP
flood, I1CWP flood, HITPS flood, HITP fl ood, DNS query flood, DNS
reply flood, SIP flood, TLS flood, and NTP anplification flood.
This can be extended with additional types of DoS or DDoS attack

attack-src-ip: The | P addresses of the source of the DDoS attack.
Note that not all | P addresses should be included but only linited
| P addresses are included to conserve the server resources. The
listed attacking | P addresses can be an arbitrary sanpling of the
"top talkers", i.e., the attackers that send the hi ghest anmount of
traffic.

attack-dst-ip: The destination |IPv4d or | Pv6 addresses of attack
traffic. It can hold nmultiple IPv4 or | Pv6 addresses.

attack-src-port: The transport |ayer source port nunbers of the
attack traffic. Note that not all ports will have been seen on
all the correspondi ng source |P addresses.

attack-dst-port: The transport |ayer destination port nunbers that
the attack traffic ains at. Note that not all ports will have
been seen on all the correspondi ng destination |IP addresses.

start-time: The tinme stanp indicating when the attack started.

The tinme format used is following the rules in Section 5.6 of

[ RFC3339] .

end-tinme: The time stanp indicating when the attack ended. |If the
attack is still ongoing when sending out the notification, this
field can be empty. The tinme format used is followi ng the rules
in Section 5.6 of [RFC3339].

attack-rate: The packets per second of attack traffic.

attack-throughput: The bytes per second of attack traffic.
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* rule-name: The nane of the |2NSF Policy Rule being triggered.
Note that rule-name is used to match a detected NSF event with a
policy rule in [I-D.ietf-i2nsf-nsf-facing-interface-dn.

6.3.2. Virus Event

This information is used when a virus is detected within a traffic

flow or inside a host. Note that "malware" is a nore generic word

for malicious software, including virus and worm In the docunent,
"virus" is used to represent "nmalware" such that they are

i nterchangeabl e. The followi ng information should be included in a
Virus Event:

* event-nane: detection-virus.
* virus-nane: Nane of the virus.

* virus-type: Type of the virus. e.g., trojan, worm and nacro
Vi rus.

* The following information is used only when the virus is detected
within the traffic flow and not yet attacking the host:

- dst-ip: The destination |IP address of the flow where the virus
i s found.

- src-ip: The source |IP address of the flow where the virus is
f ound.

- src-port: The source port of the flow where the virus is found.

- dst-port: The destination port of the flow where the virus is
found.

* The following infornmation is used only when the virus is detected
within a host system

- host: The name or |P address of the host/device that is
infected by the virus. |If the given name is not an |IP address,
the nane can be an arbitrary string including a FQDN (Fully
Qualified Domain Nanme). The name MJST be unique in the scope
of managenent domain for identifying the device that has been
infected with a virus.

- 0s: The operating systemof the host that has the virus.

- file-type: The type of file (indicated by the file' s suffix,
e.g., .exe) virus code is found in (if applicable).
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- file-name: The nanme of the file where the virus is hidden

* rul e-name: The nanme of the rule being triggered.

Note "host" is used only when the virus is detected within a host

itself. Thus, the traffic flow information such as the source and

destination I P addresses is not inportant, so the elenents of the

traffic flow (i.e., dst-ip, src-ip, src-port, and dst-port) are not

speci fied above. On the other hand, when the virus is detected

within a traffic flow and not yet attacking a host, the el enment of

"host" is not specified above.

6.3.3. Intrusion Event

The followi ng informati on should be included in an Intrusion Event:

* event-name: detection-intrusion

* attack-type: Attack type, e.g., brutal force or buffer overfl ow

* src-ip: The source | P address of the flow.

* dst-ip: The destination |IP address of the flow.

* src-port: The source port nunmber of the flow.

* dst-port: The destination port nunber of the flow

* protocol: The enployed transport |ayer protocol. e.g., TCP or UDP
Note that QUI C protocol [RFC9000] is excluded in the data nodel as
it is not considered in the initial |2NSF docunents [RFC8329].
The QUIC traffic should not be treated as generic UDP traffic and
will be considered in the future | 2NSF documents.

* app: The enpl oyed application |ayer protocol. e.g., HITP or FTP

* rule-name: The nane of the |I2NSF Policy Rule being triggered.

6.3.4. Web Attack Event
The followi ng information should be included in a Wb Attack Alarm

* event-nane: detection-web-attack

* attack-type: Concrete web attack type. e.g., SQ injection,
command i njection, XSS, or CSRF.

* src-ip: The source | P address of the packet.
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6. 3. 5.

dst-ip: The destination |P address of the packet.
src-port: The source port number of the packet.
dst-port: The destination port nunber of the packet.

reg-net hod: The HTTP nmet hod of the request. For instance, "PUT"
and "GET" in HTTP

reqg-target: The HTTP Request Target.
response-code: The HTTP Response status code.

cooki es: The HTTP Cooki e header field of the request fromthe user
agent. Note that though cooki es have many historical infelicities
that degrade security and privacy, the Cooki e and Set- Cookie
header fields are wi dely used on the Internet [RFC6265]. Thus,
the cookies informati on needs to be kept confidential and is NOT
RECOMVENDED to be included in the nonitoring data unless the
information is absolutely necessary to help to enhance the
security of the network.

reqg-host: The HTTP Host header field of the request.

filtering-type: URL filtering type. e.g., deny-list, allowlist,
and unknown.

rul e-nane: The nane of the | 2NSF Policy Rule being triggered.

Vol P/ VoCN Event

The followi ng informati on should be included in a Vol P (Voice over
Internet Protocol) and VoCN (Voice over Cellular Network, such as

\oi

*

Jeong,

ce over LTE or 5G Event:
event - nane: detection-voi p-vocn

sour ce-voi ce-id: The detected source voice Call ID for VolP and
VoCN t hat violates the policy.

destination-voice-id: The destination voice Call ID for VolP and
VOCN that violates the policy.

user-agent: The user agent for Vol P and VoCN that violates the
policy.

src-ip: The source | P address of the Vol P/ VoCN

et al. Expi res 3 Decenber 2022 [ Page 20]



Internet-Draft NSF Monitoring Interface YANG Data Mbdel June 2022

* dst-ip: The destination |IP address of the Vol P/ VoCN
* src-port: The source port nunber of the Vol P/ VoCN
* dst-port: The destination port nunber of Vol P/ VoCN
* rule-name: The nane of the |2NSF Policy Rule being triggered.
6.4. System Logs
Systemlog is a record that is used to nonitor the activity of the
user on the NSF and the status of the NSF. System |l ogs have the
followi ng characteristics:
* acquisition-method: subscription or query
* enission-type: on-change or periodic
* danpeni ng-type: on-repetition or no-dampening
6.4.1. Access Log
Access | ogs record adm nistrators’ |ogin, |ogout, and operations on a
device. By analyzing them sone security vulnerabilities can be
identified. The follow ng information should be included in an

operation report:

* identity: The information to identify the user. The mi nimum
i nformati on (extensible) that shoul d be included:

1. user: The unique username that attenpted access violation

2. group: Goup(s) to which a user belongs. A user can belong to
mul ti ple groups.

3. ip-address: The I P address of the user that triggered the
event .

4. |4-port-nunber: The transport |ayer port nunber used by the
user.

* authentication: The nmethod to verify the valid user, i.e., pre-
configured-key and certificate-authority.

* operation-type: The operation type that the adm ni strator
executed, e.g., login, logout, configuration, and other
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* input: The operation performed by a user after login. The
operation is a conmand given by a user.
* output: The result after executing the input.
6.4.2. Resource Utilization Log
Runni ng reports record the device systenis running status, which is
useful for device nonitoring. The follow ng information should be
included in running report:
* systemstatus: The current systenis running status.
* cpu-usage: Specifies the aggregated CPU usage in percentage.
*  menory-usage: Specifies the nenory usage in percentage.
* disk-id: Specifies the disk IDto identify the storage disk
* di sk-usage: Specifies the di sk usage of disk-id in percentage.

* disk-space-left: Specifies the avail abl e di sk space | eft of disk-
idin percentage.

* session-nunber: Specifies total concurrent sessions.
* process-nunber: Specifies total nunber of systens processes.

* interface-id: Specifies the interface IDto identify the network
i nterface.

* in-traffic-rate: The total inbound data plane traffic rate in
packets per second.

* out-traffic-rate: The total outbound data plane traffic rate in
packets per second.

* in-traffic-throughput: The total inbound data plane traffic
t hroughput in bytes per second.

* out-traffic-throughput: The total outbound data plane traffic
t hroughput in bytes per second.

Note that "traffic" includes only the data plane since the nonitoring
interface focuses on the nonitoring of traffic flows for
applications, rather than the control plane. |In the docunent,
"packet" includes a | ayer-2 frane, so "packet" and "frane" are

i nterchangeable. Al so, note that systemresources (e.g., CPU
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menory, disk, and interface) are nonitored for the sake of security
in NSFs even though they are conmon ones to be nmonitored by a generic
Operations, Adm nistration and Mi ntenance (OAM protocol (or
nmodul e) .

6.4.3. User Activity Log
User activity logs provide visibility into users’ online records
(such as login tine, online/lockout duration, and |l ogin |IP addresses)
and the actions that users perform User activity reports are
hel pful to identify exceptions during a user’s login and network
access activities. This information should be included in a user’s
activity report:

* identity: The information to identify the user. The m ninum
informati on (extensible) that should be included is as follows:

1. user: The unique usernanme that attenpted access violation

2. group: Goup(s) to which a user belongs. A user can belong to
mul ti ple groups.

3. ip-address: The |IP address of the user that triggered the
event .

4. |4-port-nunber: The transport |ayer port number used by the
user.

* authentication: The nethod to verify the valid user, i.e., pre-
configured-key and certificate-authority.

* online-duration: The duration of a user’s activeness (stays in
| ogin) during a session.

* |ogout-duration: The duration of a user’s inactiveness (not in
login) fromthe |ast session

* additional-info: Additional Information for |ogin:
1. type: User activities. e.g., Successful User Login, Failed
Login attenpts, User Logout, Successful User Password Change,
Fail ed User Password Change, User Lockout, and User Unl ocki ng.

2. cause: Cause of a failed user activity.
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6.5. NSF Logs
NSF | ogs have the fol ow ng characteristics:
* acqui sition-nmethod: subscription or query
* em ssion-type: on-change
* danpeni ng-type: on-repetition or no-dampening
6.5.1. Deep Packet Inspection Log
Deep Packet Inspection (DPl) Logs provide statistics of transit
traffic at an NSF such that the traffic includes upl oaded and
downl oaded files/data, sent/received emails, and bl ocking/alert
records on websites. It is helpful to learn risky user behaviors and

why access to sone URLs is blocked or allowed with an alert record.

* attack-type: DPl action types. e.g., File Blocking, Data
Filtering, and Application Behavior Control.

* src-ip: The source |IP address of the flow

* dst-ip: The destination |IP address of the flow

* src-port: The source port number of the flow.

* dst-port: The destination port nunber of the flow

* rule-nane: The nanme of the |I2NSF Policy Rule being triggered.

* action: Action defined in the file blocking rule, data filtering
rule, or application behavior control rule that traffic matches.

6.6. System Counter
System counter has the followi ng characteristics
* acquisition-method: subscription or query
* enmission-type: periodic
* danpeni ng-type: no-danpeni ng
6.6.1. Interface Counter

Interface counters provide visibility into traffic into and out of an
NSF, and bandwi dt h usage.
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i nterface-nane: Network interface nane configured in NSF.
protocol : The type of network protocol (e.g., IPv4, 1Pv6, TCP, and
UDP). If this field is enpty, then the counter is used for al

pr ot ocol s.

measurenent-time: The duration of the neasurenent in seconds for
the calcul ation of statistics such as traffic rate and throughput.
The statistic attributes are nmeasured over the past measurenent
duration before now.

in-total-traffic-pkts: Total inbound packets.
out-total-traffic-pkts: Total outbound packets.
in-total-traffic-bytes: Total inbound bytes.
out-total-traffic-bytes: Total outbound bytes.

in-drop-traffic-pkts: Total inbound drop packets caused by a
policy or hardware/resource error

out-drop-traffic-pkts: Total outbound drop packets caused by a
policy or hardware/resource error

in-drop-traffic-bytes: Total inbound drop bytes caused by a policy
or hardware/resource error

out-drop-traffic-bytes: Total outbound drop bytes caused by a
policy or hardware/resource error

total -traffic: The total nunber of traffic packets (in and out) in
t he NSF.

in-traffic-average-rate: Inbound traffic average rate in packets
per second.

in-traffic-peak-rate: Inbound traffic peak rate in packets per
second.

in-traffic-average-throughput: Inbound traffic average throughput
in bytes per second.

in-traffic-peak-throughput: Inbound traffic peak throughput in
byt es per second.

out-traffic-average-rate: Qutbound traffic average rate in packets
per second.
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* out-traffic-peak-rate: Qutbound traffic peak rate in packets per
second.

* out-traffic-average-throughput: Qutbound traffic average
t hroughput in bytes per second.

* out-traffic-peak-throughput: Qutbound traffic peak throughput in
byt es per second.

* discontinuity-tinme: The tinme of the nost recent occasion at which
any one or nore of the counters suffered a discontinuity. |If no
such discontinuities have occurred since the |ast re-
initialization of the |ocal nanagenment subsystem then this node
contains the time the | ocal managenment subsystem was re-
initialized. The tine format used is following the rules in
Section 5.6 of [RFC3339].

6.7. NSF Counters

NSF counters have the follow ng characteristics:

* acqui sition-nmethod: subscription or query

* emission-type: periodic

* danpeni ng-type: no-danpeni ng

6.7.1. Firewall Counter

Firewal | counters provide visibility into traffic signatures and

bandwi dt h usage that correspond to the policy that is configured in a

firewall.

* policy-name: Security policy nane that traffic matches

* measurenent-tinme: The duration of the neasurenment in seconds for
the cal culation of statistics such as traffic rate and throughput.
The statistic attributes are measured over the past measurenent
duration before now.

* in-interface: Inbound interface of traffic.

* out-interface: Qutbound interface of traffic.

* total-traffic: The total number of traffic packets (in and out) in
the firewall.
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* in-traffic-average-rate: Inbound traffic average rate in packets
per second.

* in-traffic-peak-rate: Inbound traffic peak rate in packets per
second.

* in-traffic-average-throughput: Inbound traffic average throughput
in bytes per second.

* in-traffic-peak-throughput: Inbound traffic peak throughput in
byt es per second.

* out-traffic-average-rate: Qutbound traffic average rate in packets
per second.

* out-traffic-peak-rate: Qutbound traffic peak rate in packets per
second.

* out-traffic-average-throughput: Qutbound traffic average
t hroughput in bytes per second.

* out-traffic-peak-throughput: Qutbound traffic peak throughput in
byt es per second.

* discontinuity-tine: The tine on the nost recent occasion at which
any one or nore of the counters suffered a discontinuity. |If no
such discontinuities have occurred since the |last re-
initialization of the |local nanagenent subsystem then this node
contains the tinme the | ocal managenment subsystem was re-
initialized. The tine format used is following the rules in
Section 5.6 of [RFC3339].

6.7.2. Policy Ht Counter

Policy hit counters record the security policy that traffic nmatches
and its hit count. That is, when a packet actually matches a policy,
it should be added to the statistics of a "policy hit counter” of the
policy. The "policy hit counter" provides the "policy-name" that

mat ches the policy’s nanme in the NSF-Facing Interface YANG data node
[I-D.ietf-i2nsf-nsf-facing-interface-dm. It can check if policy
configurations are correct or not.

* policy-name: Security policy nane that traffic natches.

* hit-times: The nunmber of times that the security policy matches
the specified traffic.
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discontinuity-time: The time on the nmpst recent occasion at which
any one or nore of the counters suffered a discontinuity. If no
such discontinuities have occurred since the |last re-
initialization of the |local nanagenent subsystem then this node
contains the tinme the | ocal managenment subsystem was re-
initialized. The tine format used is following the rules in
Section 5.6 of [RFC3339].

7. YANG Tree Structure of NSF Mnitoring YANG Mdul e

The tree structure of the NSF nonitoring YANG nodul e is provided

bel

ow.

modul e: ietf-i2nsf-nonitoring-interface
+--ro i2nsf-counters
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+--ro0 vendor - nane? string

+--ro devi ce- nodel ? string

+--ro software-version? string

+--ro nsf-nane uni on

+--ro timestamp? yang: dat e-and-ti ne

+--ro0 acqui sition-nethod? identityref

+--1r0 enission-type? identityref

+--ro0 systeminterface* [interface-nane]

| +--ro interface-nane if:interface-ref

| +--ro protocol? i dentityref

| +--ro in-total-traffic-pkts? yang: count er 64

| +--ro out-total-traffic-pkts? yang: count er 64

| +--roin-total-traffic-bytes? ui nt 64

| +--ro out-total-traffic-bytes? ui nt 64

| +--ro in-drop-traffic-pkts? yang: count er 64

| +--ro out-drop-traffic-pkts? yang: count er 64

| +--ro in-drop-traffic-bytes? ui nt 64

| +--ro out-drop-traffic-bytes? ui nt 64

| +--ro discontinuity-time yang: dat e-and-ti ne

| +--ro nmeasurenent-tine? ui nt 32

| +--ro total-traffic? yang: count er 64

| +--ro in-traffic-average-rate? ui nt 64

| +--ro in-traffic-peak-rate? ui nt 64

| +--ro in-traffic-average-throughput? ui nt 64

| +--ro in-traffic-peak-throughput? ui nt 64

| +--ro out-traffic-average-rate? ui nt 64

| +--ro out-traffic-peak-rate? ui nt 64

| +--ro out-traffic-average-throughput? ui nt 64

| +--ro out-traffic-peak-throughput? ui nt 64

+--ro nsf-firewall* [policy-nane]

| +--roin-interface? if:interface-ref

| +--ro out-interface? if:interface-ref

| +--ro policy-nane -> [i2nsfnfi:i2nsf-security-policy/nane
et al. Expi res 3 Decenber 2022 [ Page 28]



Internet-Draft NSF Monitoring Interface YANG Data Mbdel June 2022

T e

T
s

Jeong,

+- -

+-—— +-——— +—— +—— +— +—

4+ —
1
1

+--ro discontinuity-tinme yang: dat e-and-ti ne

+--ro0 measurement-tine? ui nt 32

+--ro total-traffic? yang: count er 64
+--ro in-traffic-average-rate? ui nt 64

+--ro in-traffic-peak-rate? ui nt 64

+--ro in-traffic-average-throughput? ui nt 64

+--ro in-traffic-peak-throughput? ui nt 64

+--ro out-traffic-average-rate? ui nt 64

+--ro out-traffic-peak-rate? ui nt 64

+--ro out-traffic-average-throughput? ui nt 64

+--ro0 out-traffic-peak-throughput? ui nt 64

ro nsf-policy-hits* [policy-nane]

+--ro policy-nane -> [i2nsfnfi:i2nsf-security-policy/nane
+--ro discontinuity-tinme yang: dat e-and-ti ne

+--ro0 hit-tines? yang: count er 64
i 2nsf-noni tori ng-configuration
rw i2nsf-systemdetection-alarm

+--rw enabl ed? bool ean

+--rw systemal arnt [al armtype]
+--rw alarmtype enumer ati on
+--rw t hreshol d? uint8

+--rw danpeni ng- peri od? centi seconds
rw i 2nsf-systemdetection-event
+--rw enabl ed? bool ean
+--rw danpeni ng-period? centi seconds
rwi2nsf-traffic-flows
+- -rw danpeni ng- peri od? centi seconds

+--rw enabl ed? bool ean
rw i 2nsf - nsf-detection-ddos {i2nsf-nsf-detection-ddos}?
+--rw enabl ed? bool ean

+--rw danpeni ng-period? centiseconds
rw i2nsf-nsf-detection-virus {i2nsf-nsf-detection-virus}?
+--rw enabl ed? bool ean
+--rw danpeni ng- peri od? centi seconds
rw i 2nsf-nsf-detection-session-table
+--rw enabl ed? bool ean
+--rw danpeni ng-period? centiseconds
rw i 2nsf-nsf-detection-intrusion
{i 2nsf-nsf-detection-intrusion}?
+--rw enabl ed? bool ean
+--rw danpeni ng- peri od? centi seconds
rw i 2nsf - nsf-detection-web-attack
{i 2nsf - nsf-detecti on-web-attack}?
+--rw enabl ed? bool ean
+- -rw danpeni ng- peri od? centi seconds

+--rw i 2nsf - nsf-detection-voi p-vocn

{i 2nsf - nsf - det ecti on-voi p-vocn}?
+--rw enabl ed? bool ean
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| +--rw danpeni ng-period? centiseconds
+--rw i 2nsf-nsf-system access-| og

| +--rw enabl ed? bool ean

| +--rw danpeni ng- peri od? centi seconds
+--rwi2nsf-systemres-util-|og

| +--rw enabl ed? bool ean

| +--rw danpeni ng-period? centiseconds
+--rw i2nsf-systemuser-activity-1|og
| +--rw enabl ed? bool ean
| +--rw danpeni ng- peri od? centi seconds
+--rw i2nsf-nsf-1og-dpi {i2nsf-nsf-1og-dpi}?
| +--rw enabl ed? bool ean
| +--rw danpeni ng-period? centiseconds
+--rw i2nsf-counter

+--rw period? uint 16

notifications:
+---n i 2nsf-event

| +--ro vendor-nane? string
+--ro devi ce- nodel ? string
+--ro software-version? string
+--ro nsf-nane uni on
+--1r0 nessage? string
+--ro | anguage? string
+--ro0 acqui sition-nethod? i dentityref
+--ro0 enission-type? i dentityref
+--ro dampeni ng-type? identityref

+--ro0 (sub-event-type)?
+--:(i2nsf-systemdetection-alarm
+--r0 i2nsf-systemdetection-alarm

+--ro0 changes* [policy-nane]
+--ro0 policy-nane
-> [i2nsfnfi:i2nsf-security-policy/nane

I

| +--ro al armcategory? i dentityref

| +--ro0 component - name? string

| +--ro interface-name? if:interface-ref
| +--ro interface-state? enumeration

| +--1ro0 severity? severity

| +--ro0 usage? uint8

| +--ro threshol d? uint8
+--:(i2nsf-system detection-event)

| +--ro i2nsf-systemdetection-event

| +--1r0 event-category? identityref

| +--ro0 user string

| +--1ro0 group* string

| +--ro0 ip-address i net:i p-address-no-zone
| +--ro | 4-port-nunber i net: port-nunber
| +--ro authentication? identityref

I

I
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| +--:(i2nsf-traffic-fl ows)

| | +--ro i2nsf-traffic-flows

| | +--ro interface-name? if:interface-ref

| | +--ro interface-type? enumer ation

| | +--ro0 src-mac? yang: mac- addr ess

| | +--ro0 dst-mac? yang: mac- addr ess

| | +--ro0 src-ip? i net:i p-address-no-zone
| | +--ro dst-ip? i net:i p-address-no-zone
| | +--ro protocol ? identityref

| | +--ro src-port? i net: port - nunber

| | +--ro0 dst-port? i net: port-nunber

| | +--r0 measurenment-tine? ui nt 32

| | +--ro arrival-rate? ui nt 64

| | +--ro arrival -throughput ? ui nt 64

| +--: (i 2nsf-nsf-detection-session-table)

| +--ro i2nsf-nsf-detection-session-table

| +--r0 current-session? ui nt 32

| +--ro maxi mum sessi on? ui nt 32

| +--ro threshol d? ui nt 32

+---n i2nsf-1og

+--ro vendor - nane? string
+--ro devi ce- nodel ? string
+--ro software-version? string
+--ro nsf-nane uni on
+--1ro0 nessage? string
+--ro | anguage? string
+--ro0 acqui sition-nethod? identityref
+--1r0 enission-type? identityref
+--ro0 danpening-type? i dentityref
+--ro0 (sub-1logs-type)?

+--: (i 2nsf-nsf-system access-10Q)
| +--ro i2nsf-nsf-system access-|og

| +--ro0 user string

| +--1ro0 group* string

| +--ro0 i p-address i net:i p-address-no-zone
| +--ro0 | 4-port-nunber i net: port-nunber
| +--ro0 authentication? i dentityref

| +--ro0 operation-type? operation-type

| +--ro0 input? string

| +--ro0 output? string
+--:(i2nsf-systemres-util-1o0Q)

| +--ro i2nsf-systemres-util-|og

| +--ro0 systemstatus? enumrer ation

| +--ro0 cpu-usage? uint8

| +--ro0 menory-usage? uint8

| +--ro disks* [disk-id]

| | +--ro disk-id string

| | +--ro disk-usage? uint8
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| +--ro disk-space-left? uint8

+--ro session-nun? ui nt 32

+--ro0 process-nunf ui nt 32

+--ro interface* [interface-id]
+--ro interface-id string
+--ro in-traffic-rate? ui nt 64
+--ro out-traffic-rate? ui nt 64
+--ro in-traffic-throughput? ui nt 64

+--ro out-traffic-throughput? ui nt 64

+--"—""—"" " " ¥+

I

I

|

I

I

I

I

I

|

| --:(i2nsf-systemuser-activity-1o0g)

| +--ro0 i2nsf-systemuser-activity-1|og

| +--ro user string

| +--ro0 group* string

| +--ro ip-address i net:i p-address-no-zone

| +--ro | 4-port-nunber i net: port-nunber

| +--ro aut hentication? i dentityref

| +--ro0 online-duration? ui nt 32

| +--ro | ogout-duration? ui nt 32

| +--ro0 additional-info

| +--ro type? enumer ati on

| +--ro cause? string

| --:(i2nsf-nsf-log-dpi) {i2nsf-nsf-1og-dpi}?

| +--ro i2nsf-nsf-1o0g-dp

| +--ro attack-type? i dentityref

| +--ro0 src-ip? i net:ip-address-no-zone

| +--ro0 src-port? i net: port-nunber

| +--ro dst-ip? i net:i p-address-no-zone

| +--ro0 dst-port? i net: port-nunber

| +--ro rul e-nane

-> [i2nsfnfi:i2nsf-security-policy/rules/name

| +--ro0 action* i dentityref

+---n i2nsf-nsf-event
+--ro vendor - nane? string
+--ro devi ce- nodel ? string
+--ro software-version? string
+--ro nsf-nane uni on
+--1ro0 nessage? string
+--ro | anguage? string
+--ro0 acqui sition-nethod? i dentityref
+--1r0 enission-type? identityref
+--ro0 danpening-type? i dentityref

+--r0 (sub-event-type)?
+--: (i 2nsf-nsf-detection-ddos) {i2nsf-nsf-detection-ddos}?
| +--ro i2nsf-nsf-detection-ddos

| +--ro attack-type? identityref

| +--ro0 start-tine yang: dat e-and-ti ne

| +--ro end-tine? yang: date-and-ti ne

| +--ro attack-src-ip* i net:i p-address-no-zone
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| +--ro attack-dst-ip* i net:i p-address-no-zone
| +--ro attack-src-port* i net: port-nunber
| +--ro attack-dst-port* i net: port-nunber
I

+--: (i

| +--

I

I

I

I

I

I

I

I

I

I

+-: (i

| +--

I

I

I

I

I

I

I

+-: (i
+- -

+--ro rul e-nane

-> [i2nsfnfi:i2nsf-security-policy/rul es/nane
+--ro attack-rate? ui nt 64
+--ro attack-throughput? ui nt 64

i 2nsf - nsf - det ecti on-virus)

{i 2nsf - nsf-detection-virus}?
ro i 2nsf-nsf-detection-virus

+--ro0 src-ip? i net:i p-address-no-zone
+--ro0 src-port? i net: port-nunber
+--ro dst-ip? i net:ip-address-no-zone
+--ro dst-port? i net: port-nunber

+--ro rul e-name
-> [i2nsfnfi:i2nsf-security-policy/rul es/nane
+--r0 Virus-nanme? string

+--1r0 Vvirus-type? i dentityref
+--ro host? uni on
+--ro file-type? string
+--ro fil e-name? string
+--1r0 0S? string

i 2nsf - nsf-detection-intrusion)

{i 2nsf - nsf-detection-intrusion}?
ro i2nsf-nsf-detection-intrusion

+--ro0 src-ip? i net:i p-address-no-zone
+--1ro0 src-port? i net: port-nunber
+--ro dst-ip? i net:i p-address-no-zone
+--ro0 dst-port? i net: port-nunber

+--ro rul e-nane
-> [i2nsfnfi:i2nsf-security-policy/rules/name

+--ro protocol ? i dentityref
+--ro0 app? identityref
+--ro0 attack-type? identityref

i 2nsf - nsf-det ecti on-web-attack)

{i 2nsf - nsf-detecti on-web-attack}?
ro i 2nsf-nsf-detection-web-attack

+--ro0 src-ip? i net:i p-address-no-zone
+--1ro0 src-port? i net: port-nunber
+--ro dst-ip? i net:i p-address-no-zone
+--ro0 dst-port? i net: port-nunber

+--ro rul e-nane
-> [i2nsfnfi:i2nsf-security-policy/rules/name

+--ro attack-type? i dentityref
+--ro0 reg-net hod? identityref
+--ro0 reqg-target? string
+--ro filtering-type* i dentityref
+--ro cooki es? string
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| +--ro reg-host? string
| +--ro0 response-code? string
+--: (i 2nsf-nsf-detection-voi p-vocn)
{i 2nsf - nsf - det ecti on-voi p-vocn} ?
+--ro0 i2nsf-nsf-detection-voip-vocn

+--ro src-ip? i net:ip-address-no-zone
+--ro0 src-port? i net: port-nunber
+--ro dst-ip? i net:i p-address-no-zone
+--ro0 dst-port? i net: port-nunber

+--ro rul e-nane
-> [i2nsfnfi:i2nsf-security-policy/rul es/nane

+--ro source-voice-id* string
+--ro destination-voice-id* string
+--ro0 user-agent* string

Figure 1: NSF Monitoring YANG Modul e Tree
8. YANG Data Mdel of NSF Mnitoring YANG Modul e

Thi s section describes a YANG nodul e of | 2NSF NSF Monitoring. The
data nodel provided in this docunent uses identities to be used to
get infornmation of the nonitored of an NSF's nonitoring data. Every
identity used in the docunent gives information or status about the
current situation of an NSF. This YANG nodul e inports from

[ RFC6991], [RFC8343], and [I-D.ietf-i2nsf-nsf-facing-interface-dm,
and makes references to [ RFC0768] [RFC0791] [RFC0792] [ RFC0826]

[ RFC0854] [ RFC1939] [ RFC0959] [ RFC2595] [ RFCA340] [ RFC4443] [ RFCA861]
[ RFC5321] [ RFC5646] [ RFC6242] [ RFC6265] [ RFC8200] [ RFC8641] [ RFC9051]
[I-Dietf-httpbis-http2bis] [I-D.ietf-httpbis-nmessaging]
[I-D.ietf-httpbis-semantics] [I-D.ietf-tcpmrfc793bis]
[I-Dietf-tsvwg-rfc4960-bis] [|ANA-HTTP- St atus- Code] [ EEE-802. 1AB]

<CODE BEG@ NS> file "ietf-i2nsf-nonitoring-interface@022-06-01.yang"
nmodul e ietf-i2nsf-nonitoring-interface {
yang-version 1.1;
namespace
"urn:ietf:parans: xm:ns:yang:ietf-i2nsf-nonitoring-interface”;
prefix
i 2nsfm ;
inmport ietf-inet-types {
prefix inet;
reference
"Section 4 of RFC 6991";
}
i mport ietf-yang-types {
prefix yang;
ref erence
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"Section 3 of RFC 6991";
}
import ietf-i2nsf-nsf-facing-interface {
prefix i2nsfnfi;
reference
"Section 4.1 of draft-ietf-i2nsf-nsf-facing-interface-dm 29";

}
inmport ietf-interfaces {
prefix if;
ref erence
"Section 5 of RFC 8343";
}

organi zati on
"I ETF I 2NSF (Interface to Network Security Functions)
Wor ki ng G oup”;
cont act
"WG Web: <https://datatracker.ietf.org/wy/i2nsf>
WG List: <mailto:i2nsf@etf.org>

Editor: Jaehoon Paul Jeong
<mai | t 0: paul j eong@kku. edu>

Editor: Patrick Lingga
<mai |l to: patrickli nk@kku. edu>";

description
"This nodule is a YANG nodul e for |2NSF NSF Monitoring.

The key words ' MUST', ' MUST NOT', 'REQUI RED , 'SHALL’,
" SHALL NOT’, ’SHOULD , ' SHOULD NOT', ' RECOMVENDED ,
"NOT RECOMMENDED , ' MAY', and 'OPTIONAL' in this
docunent are to be interpreted as described in BCP 14
(RFC 2119) (RFC 8174) when, and only when, they appear
in all capitals, as shown here.

Copyright (c) 2022 | ETF Trust and the persons identified as
authors of the code. Al rights reserved.

Redi stribution and use in source and binary forns, with or
wi thout nodification, is permtted pursuant to, and subject
to the license terms contained in, the Revised BSD License
set forth in Section 4.c of the | ETF Trust’s

Legal Provisions Relating to | ETF Docunents
(https://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC XXXX

(https://www. rfc-editor.org/info/rfcXXXX); see the RFC itself
for full legal notices.";
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revision "2022-06-01" {
description "Latest revision";
reference
"RFC XXXX: | 2NSF NSF Monitoring Interface YANG Data Model ";

/1l RFC Ed.: replace XXXX with an actual RFC nunber and renove
/1 this note.

}

/*
* Typedefs
*/

typedef severity {

type enuneration {

enumcritical {
description

"The 'critical’ severity level indicates that
an inmedi ate corrective action is required.
A’critical’ severity is reported when a service
becones totally out of service and nust be restored.”;

}
enum hi gh {
description

"The ' high' severity |level indicates that
an urgent corrective action is required.
A " high severity is reported when there is
a severe degradation in the capability of the
service and its full capability nust be restored.”;

enum mi ddl e {
description

"The "m ddl e’ severity level indicates the
exi stence of a non-service-affecting fault
condition and corrective action should be done
to prevent a nore serious fault. The 'm ddl e’
severity is reported when the detected probl em
is not degrading the capability of the service, but
some service degradation nmight happen if not
prevented.";

enum | ow {
description
"The "l ow severity level indicates the detection
of a potential fault before any effect is observed.
The 'l ow severity is reported when an action should
be done before a fault happen.”;
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}

description
"An indicator representing severity levels. The severity
| evel s starting fromthe highest are critical, high, mddle,
and low. ";

}

typedef operation-type {
type enuneration {
enum |l ogin {
description
"The operation type is Login.";
}
enum | ogout {
description
"The operation type is Logout.";
}
enum configuration {
description
"The operation type is Configuration. The configuration
operation includes the conmand for witing a new
configuration and nodi fying an existing configuration.";

enum ot her {
description
"The operation type is O her operation. This other
includes all operations done by a user except |ogin,
| ogout, and configuration.”;
}
}

description
"The type of operation done by a user during a session
The user operation is not considering their privileges.";

}

typedef login-role {
type enuneration {
enum admi ni strator {
description
"Admi nistrator (i.e., Superuser)’s login role.
Non-restricted role.";
}
enum user {
description
"User login role. Sem -restricted role, sonme data and
configurations are avail able but confidential or inportant
data and configuration are restricted.";
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enum guest {
description
"Quest login role. Restricted role, only few read data are
avail able and wite configurations are restricted.";
}
}
description
"The privilege |l evel of the user account.";
}

typedef centiseconds {
type uint32;
description
"A period of time, neasured in units of 0.01 seconds.";
}

/*
* ldentity
*/

identity characteristics {
description
"Base identity for nonitoring infornmation
characteristics";

identity acquisition-method {
base characteristics;
description
"The type of acquisition-nmethod. It can be nultiple
types at once.";

identity subscription {
base acqui sition-net hod;
description
"The acquisition-nethod type is subscription.”;

}
identity query {
base acqui sition-net hod;
description
"The acquisition-nethod type is query.";

identity enission-type {
base characteristics;
description
"The type of em ssion-type.";
}

identity periodic {
base em ssion-type;
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description
"The em ssion-type type is periodic.";

identity on-change {
base em ssion-type;
description
"The em ssion-type type is on-change.";

}
i dentity danpening-type {
base characteristics;
description
"The type of nmessage danpening to stop the rapid transm ssion
of messages, such as on-repetition and no-danpening.";

i dentity no-danpeni ng {
base danpeni ng-type;
description
"The danpeni ng-type i s no-danpeni ng. No-danpeni ng type does
not limt the transm ssion for the nessages of the sane
type.";

identity on-repetition {
base danpeni ng-type;
description
"The danpeni ng-type is on-repetition. On-repetition type linits
the transmtted on-change nmessage to one nessage at a certain
interval .";

}

identity authentication-node {
description
"The aut hentication node for a user to connect to the NSF
e.g., pre-configured-key and certificate-authority"”;
}
identity pre-configured-key {
base aut henti cati on-node;
description
"The pre-configured-key is an authentication using a key
aut hentication.";

identity certificate-authority {
base aut henti cati on-node;
description
"The certificate-authority (CA) is an authentication using a
digital certificate.";

}

identity event {
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description
"Base identity for |2NSF events.";
}

identity systemevent {
base event;
description
"ldentity for systemevent";
}

identity systemal arm/{
base event;
description
"Base identity for detectable system alarmtypes"”;
}

identity nenory-alarm/{
base systemal arm
description
"Menmory is the hardware to store information tenporarily or for
a short period, i.e., Random Access Menory (RAM. A
menory-alarmis emtted when the nenory usage i s exceeding
the threshol d.";
}
identity cpu-alarm{
base systemal arm
description
"CPU is the Central Processing Unit that executes basic
operations of the system A cpu-alarmis emtted when the CPU
usage is exceeding a threshold.";
}
identity disk-alarm {
base systemal arm
description
"Disk or storage is the hardware to store information for a
|l ong period, i.e., Hard Disk and Solid-State Drive. A
disk-alarmis emtted when the di sk usage is exceeding a
threshol d.";

i dentity hardware-al arm {

base systemal arm

description
"A hardware alarmis emtted when a hardware failure (e.qg.
CPU, menory, disk, or interface) is detected. A hardware
failure is a malfunction within the electronic circuits or
el ectromechani cal conponents of the hardware that makes it
unusable.";
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identity interface-alarm/{
base systemal arm
description
"Interface is the network interface for connecting a device
with the network. The interface-alarmis emtted when the
state of the interface is changed.";

}

identity access-violation {
base systenmevent;
description
"Access-viol ation systemevent is an event when a user tries
to access (read, wite, create, or delete) any information or
execut e commands above their privilege (i.e., not-confornmant
with the access profile).";
}
identity configuration-change {
base system event;
description
"The configuration-change systemevent is an event when a user
adds a new configuration or nodify an existing configuration
(wite configuration).";

}

identity attack-type {
description
"The root |1 D of attack-based notification
in the notification taxononmy";

identity nsf-attack-type {
base attack-type;
description
"This IDis intended to be used
in the context of NSF event.";

}

identity virus-type {
base nsf-attack-type;
description
"The type of virus. It can be nmultiple types at once.
This attack type is associated with a detected
systemlog virus-attack.";

identity trojan {
base virus-type;
description
"The virus type is a trojan. Trojan is able to disguise the
intent of the files or prograns to msleads the users.";
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identity worm{
base virus-type;
description
"The virus type is a worm Wrm can self-replicate and
spread through the network automatically.";

identity macro {
base virus-type;
description
"The virus type is a macro virus. Macro causes a series of
threats automatically after the programis executed.";
}
identity boot-sector {
base virus-type;
description
"The virus type is a boot sector virus. Boot sector is a virus
that infects the core of the conputer, affecting the startup
process.";
}
identity pol ynorphic {
base virus-type;
description
"The virus type is a pol ynorphic virus. Polynorphic can
modify its version when it replicates, making it hard to
detect.";
}
identity overwite {
base virus-type;
description
"The virus type is an overwite virus. Overwite can renpve
exi sting software and replace it with malicious code by
overwriting it.";
}
identity resident {
base virus-type;
description
"The virus-type is a resident virus. Resident saves itself in
the conputer’s nmenmory and infects other files and software.”;

i dentity non-resident {
base virus-type;
description
"The virus-type is a non-resident virus. Non-resident attaches
directly to an executable file and enters the device when
executed.";

identity nultipartite {
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base virus-type;
description
"The virus-type is a multipartite virus. Miultipartite attacks
both the boot sector and executables files of a conputer."”;

identity spacefiller {
base virus-type;
description
"The virus-type is a spacefiller virus. Spacefiller fills enmpty
spaces of a file or software with malicious code.";

}

identity intrusion-attack-type {
base nsf-attack-type;
description
"The attack type is associated with a detected
systemlog intrusion.";

identity brute-force {
base intrusion-attack-type;
description
"The intrusion type is brute-force.";

identity buffer-overflow {
base intrusion-attack-type;
description
"The intrusion type is buffer-overflow ";
}
identity web-attack-type {
base nsf-attack-type;
description
"The attack type is associated with a detected
system| og web-attack.";
}
identity command-injection {
base web-attack-type;
description
"The detected web attack type is command injection.";

identity xss {
base web-attack-type;
description
"The detected web attack type is Cross Site Scripting (XSS).";

identity csrf {
base web-attack-type;
description
"The detected web attack type is Cross Site Request Forgery.";
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}

identity ddos-type {
base nsf-attack-type;
description
"Base identity for detectable flood types";

}
identity syn-flood {
base ddos-type;
description
"A SYN flood is detected.";

}
identity ack-flood {
base ddos-type;
description
"An ACK flood is detected.”;
}
identity syn-ack-flood {
base ddos-type;
description
"A SYN-ACK flood is detected.";

}
identity fin-rst-flood {
base ddos-type;
description
"A FINRST flood is detected.";
}
identity tcp-con-flood {
base ddos-type;
description
"A TCP connection flood is detected.";

}
identity udp-flood {
base ddos-type;
description
"A UDP flood is detected.";

}
identity icnpv4-flood {
base ddos-type;
description
"An | CwPv4 flood is detected."”;
}
identity icnmpv6e-flood {
base ddos-type;
description
"An | CWPv6 flood is detected."”;

}
identity http-flood {
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base ddos-type;
description
"An HTTP flood is detected."”

}
identity https-flood {
base ddos-type;
description
"An HTTPS flood is detected."

identity dns-query-flood {
base ddos-type;
description
"A Dormai n Nane System (DNS) query flood is detected.";

}
identity dns-reply-flood {
base ddos-type;
description
"A Donmai n Nane System (DNS) reply flood is detected.”;

}
identity sip-flood {
base ddos-type;
description
"A Session Initiation Protocol (SIP) flood is detected.";
}
identity tls-flood {
base ddos-type;
description
"A Transport Layer Security (TLS) flood is detected";

}
identity ntp-anmp-flood {
base ddos-type;
description
"A Network Tinme Protocol (NTP) anplification is detected";

}

identity reqg-nmethod {
description
"A set of request types in HITP (if applicable).";

identity put {
base reqg-net hod;
description
"The detected request type is PUT.";
ref erence
"draft-ietf-httpbis-semantics-19: HTTP Semanti cs
- Request Method PUT";

}
identity post {
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base reqg-net hod;

description
"The detected request type is POST.";

ref erence
"draft-ietf-httpbis-senantics-19: HTTP Semantics
- Request Met hod POST";

identity get {
base reqg-net hod;
description
"The detected request type is GET.";
ref erence
"draft-ietf-httpbis-semantics-19: HTTP Semantics
- Request Method GET";

}
identity head {
base reqg-net hod;
description
"The detected request type is HEAD.";
ref erence
"draft-ietf-httpbis-semantics-19: HTTP Semanti cs
- Request Met hod HEAD';

}
identity delete {
base reqg-net hod;
description
"The detected request type is DELETE. ";
ref erence
"draft-ietf-httpbis-senmantics-19: HTTP Semantics
- Request Met hod DELETE";
}
identity connect {
base reqg-net hod;
description
"The detected request type is CONNECT.";
ref erence
"draft-ietf-httpbis-senmantics-19: HTTP Semantics
- Request Met hod CONNECT";

identity options {
base reqg-net hod;
description
"The detected request type is OPTIONS. ";
ref erence
"draft-ietf-httpbis-semantics-19: HTTP Semanti cs
- Request Met hod OPTI ONS";

identity trace {
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base reqg-net hod;

description
"The detected request type is TRACE. ";

ref erence
"draft-ietf-httpbis-senantics-19: HTTP Semantics
- Request Met hod TRACE";

}

identity filter-type {
description
"The type of filter used to detect an attack,
for exanple, a web-attack. |t can be applicable to
nmore than web-attacks.";

identity allowlist {
base filter-type;
description
"The applied filter type is an allow list. This filter bl ocks
all connection except the specified list.";
}
identity deny-list {
base filter-type;
description
"The applied filter type is a deny list. This filter opens al
connecti on except the specified list.";

identity unknown-filter {
base filter-type;
description
"The applied filter is unknown.";

}

identity dpi-type {
description
"Base identity for the type of Deep Packet |nspection (DPl).";

}
identity file-blocking {
base dpi-type;
description
"DPl for preventing the specified file types fromflow ng
in the network.";
}
identity data-filtering {
base dpi-type;
description
"DPl for preventing sensitive information (e.g., Credit
Card Nunber or Social Security Nunbers) |eaving a
protected network.";
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identity application-behavior-control {
base dpi-type;
description
"DPI for filtering packet based on the application or
net wor k behavi or analysis to identify malicious or
unusual activity.";

}

identity protocol {
description
"An identity used to enable type choices in | eaves
and leaf-lists with respect to protocol netadata. This is used
to identify the type of protocol that goes through the NSF.";

}
identity ip {
base protocol
description
"CGeneral |P protocol type.";
reference
"RFC 791: Internet Protocol
RFC 8200: Internet Protocol, Version 6 (IPv6)";

}
identity ipvad {
base i p;
description
"I Pv4 protocol type.";
ref erence
"RFC 791: Internet Protocol";

}
identity ipvé {
base i p;
description
"I Pv6 protocol type.";
ref erence
"RFC 8200: Internet Protocol, Version 6 (IPv6)";

}
identity icmp {
base protocol
description
"Base identity for ICVMPv4 and | CMPv6 condition capability";
ref erence
"RFC 792: Internet Control Message Protoco
RFC 4443: Internet Control Message Protocol (1 CWVPv6)
for the Internet Protocol Version 6 (1Pv6) Specification
- | CWPv6";

}
identity icnpv4d {
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base i cnp;
description
"I CMPv4 protocol type.";
ref erence
"RFC 791: Internet Protocol
RFC 792: Internet Control Message Protocol";

}
identity icnmpv6é {
base i cnp;
description
"I CMPv6 protocol type.";
ref erence
"RFC 8200: Internet Protocol, Version 6 (IPv6)
RFC 4443: Internet Control Message Protocol (1 CWVPv6)
for the Internet Protocol Version 6 (1Pv6)
Speci fication";
}
identity transport-protocol {
base protocol
description
"Base identity for Layer 4 protocol condition capabilities,
e.g., TCP, UDP, SCTP, DCCP, and | CWP";

}
identity tcp {
base transport-protocol;
description
"TCP protocol type.";
ref erence
"draft-ietf-tcpmrfc793bi s-25: Transm ssion Control Protoco
(TCP) Specification";

identity udp {
base transport-protocol;
description
"UDP protocol type.";
ref erence
"RFC 768: User Datagram Protocol";
}

identity sctp {
base transport-protocol;
description
"Identity for SCTP condition capabilities";
reference
"draft-ietf-tsvwg-rfc4960-bis-18: Stream Control Transm ssion
Pr ot ocol ";
}
identity dccp {
base transport-protocol;
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description
"ldentity for DCCP condition capabilities";
ref erence
"RFC 4340: Dat agram Congestion Control Protocol";

identity application-protocol {
base protocol
description
"Base identity for Application protocol. Note that a subset of
application protocols (e.g., HITP, HITPS, FTP, POP3, and
| MAP) are handled in this YANG nodul e, rather than al
the existing application protocols.";
}
identity http {
base application-protocol;
description
"The identity for Hypertext Transfer Protocol version 1.1
(HTTP/1.1).";
reference
"draft-ietf-httpbis-semantics-19: HTTP Semantics
draft-ietf-httpbis-nessaging-19: HITP/1.1";

}
identity https {
base application-protocol;
description
"The identity for Hypertext Transfer Protocol version 1.1
(HTTP/ 1. 1) over TLS.";
ref erence
"draft-ietf-httpbis-senmantics-19: HTTP Semantics
draft-ietf-httpbis-nessagi ng-19: HITP/1.1";
}
identity http2 {
base application-protocol;
description
"The identity for Hypertext Transfer Protocol version 2
(HTTR/ 2).";
reference
"draft-ietf-httpbis-http2bis-07: HITP/2";

}
identity https2 {
base application-protocol;
description
"The identity for Hypertext Transfer Protocol version 2
(HTTP/ 2) over TLS.";
ref erence
"draft-ietf-httpbis-http2bis-07: HITP/ 2";

}
identity ftp {
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base application-protocol;
description
"FTP protocol type.";
ref erence
"RFC 959: File Transfer Protocol";
}

identity ssh {
base application-protocol;
description
"SSH protocol type.";
ref erence
"RFC 6242: Using the NETCONF Protocol over Secure Shell (SSH";
}

identity telnet {
base application-protocol;
description
"The identity for telnet.";
ref erence
"RFC 854: Tel net Protocol";
}

identity snmp {
base application-protocol;
description
"The identity for sntp.";
reference
"RFC 5321: Sinple Mail Transfer Protocol (SMIP)";
}
identity pop3 {
base application-protocol;
description
"The identity for Post Ofice Protocol 3 (POP3).";
ref erence
"RFC 1939: Post O fice Protocol - Version 3 (POP3)";
}
identity pop3s {
base application-protocol;
description
"The identity for Post Ofice Protocol 3 (POP3) over TLS';
ref erence
"RFC 1939: Post O fice Protocol - Version 3 (POP3)
RFC 2595: Using TLS with | MAP, POP3 and ACAP";
}
identity imp {
base application-protocol;
description
"The identity for Internet Message Access Protocol (IMAP).";
ref erence
"RFC 9051: Internet Message Access Protocol (IMAP) - Version
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4rev2";
}
identity imps {
base application-protocol;
description
"The identity for Internet Message Access Protocol (IMAP) over

TLS";
ref erence

"RFC 9051: Internet Message Access Protocol (IMAP) - Version
4rev2
RFC 2595: Using TLS with | MAP, POP3 and ACAP";

}

/*

* &rouping

*/

groupi ng tinmestanmp {
description
"Grouping for identifying the tine of the nmessage.”
| eaf tinestanp {
type yang: date-and-ti ne;
description
"Specify the time of a nessage being delivered.";

}
}

groupi ng nessage {
description
"A set of comon nonitoring data that is needed
as the basic information.";
| eaf nmessage {
type string;
description
"This is a freetext annotation for
monitoring a notification's content.";

| eaf | anguage {

type string{

pattern " ((([A-Za-z]{2,3}(-[A-Za-z]{3}(-[A-Za-z]{3})’

0,2})?) | [A-Za-z] {4} | [A-Za-z] {5, 8}) (- [A-Za-z] {4}) 7
([A-Za-z]{2}[[0-9]{3})) ?(- ([ A Za-z0-9] {5, 8}"
[0-9][A-Za-2z0-9]{3})))*(-[0-9A- WZa- wyz]"’
([A-Za-zO-9]{2,8}))+)*(-[Xx](-([A—Za-20-9]’
[

+

8})) ) 21 [ Xx] (- ([ A-Za-20-9] {1, 8})) +’
Gg] [Bb] -[Co] [Ee] [Dd] | [1i] -

[ [1i]-[Bb][Nn] [Nn]|[li]-

[Aa] [Uu] [LITLTE][[1i]-

Ee] [Nn] -[
][Mﬁ[lH

'
(-
I
(
{
"
a!
"[Dd][Ee] [F

++ 4+ + + + 4+

I
|
]
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def aul t

NSF Monitoring Interface YANG Data Model

+ '[Ee] [Nn] [Co] [Cc] [Hh] [1i][Aa] [Nn]”

# [ [Vi]-[Hn][Aa] [Kk] |’

+ P [H]-[RK] LT[N] [Gg] [ Qo] [Nn] |
+ L] -[LE [ XL -[MA [ ] [Nn] [
+ [1i]-[Nn][Aa] [W][Aa] [Jj][Qo] [[1i]-]
+ P [1]-[Tt][Aa][Oo] | [1i]-[Tt][Aa][Yy]]"
+ P[1]-[Tt][Ss][Uu] | [Ss][CGg] [Nn]-[Bb][
+ "[Ss][Gg] [Nn] -[Bb] [Ee]-[Nn] [LI]|[Ss][
+ ' [Cc][Hh]-[Dd][Ee]) | ([Aa] [Rr][TEL]-"

+ '[LI][Oo] [Jj][Bb][Aa] [Nn]|[Cc][Ee][LI]
+ ' [Go][Aa] [WI[LIT[Ii][Ss][Hn]|’

+ " [Nn] [ Oo] - [ Bb] [ Qo] [ Kk] | [ Nn] [ Qo] -

+ "[Nn] [Yy] [Nn] | [Zz] [Hh] - [ Cg] [ Uu] [ Qo

+ [ Zz] [Hh] - [ Hh] [ Aa] [ Kk] [ Kk] [ Aa] | [ Zz

+ P [M[1i][Nn] | [Zz] [Hh]-[ Ml [1i][Nn]

+ "[Nn][Aa] [Nn] | [ Zz] [Hh] - [ Xx][1i][Aa
"en- US";

description

"The value in this field indicates the | anguage tag
used for the human readable fields (i.e.,
"li2nsf-1o0g/i2nsf-nsf-system access-|og/output’,

June 2022

Gg] [Nn] -~

1IYYI W]
J[HA] -

T[N [Gal)))" s

". ./ message’
and

"li2nsf-1o0g/i2nsf-systemuser-activity-log/additional-info
[ cause’).
The attribute is encoded following the rules in Section 2.1

in RFC 5646. The default |anguage tag is 'en-US ";

ref erence
"RFC 5646: Tags for ldentifying Languages";

}
}

groupi ng common-noni toring-data {
description

"A set of common nonitoring data that is needed

as the basic information.";

| eaf vendor-name {
type string;
description

"The name of the NSF vendor
identify the provider or vendor of the NSF.";

}

| eaf devi ce-nodel ({
type string;
description

"The nodel of the device,
devi ce nodel nane or serial nunber.

can be represented by the
This field is used to

The string is unrestricted to

identify the nodel of the device that provides the security
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service.";
}
| eaf software-version {
type string;
description
"The version of the software used to provide the security
service";

| eaf nsf-nanme {
type union {
type string;
type inet:ip-address-no-zone;

mandat ory true;
description
"The name or | P address of the NSF generating the nessage.

If the given nsf-nanme is not an | P address, the nanme can be
an arbitrary string including a FQDN (Fully Qualified Domain
Nane). The nane MJST be unique in the scope of nmanagenent
domain for a different NSF to identify the NSF that
generates the nessage."”;

}
}

groupi ng characteristics {
description
"A set of characteristics of a nonitoring information.";
| eaf acquisition-nethod {
type identityref {
base acqui sition-nethod;
}
description
"The acquisition-nethod for characteristics";
}
| eaf emi ssion-type {
when "derived-fromor-sel f(../acquisition-nethod,
+ "'i2nsfm:subscription )";
type identityref {
base em ssion-type;
}
description
"The em ssion-type for characteristics. This attribute is

used only when the acquisition-nmethod is a 'subscription

}
}

groupi ng characteristics-extended {
description
"An extended characteristics for the nonitoring information.";
uses characteristics;
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| eaf danpeni ng-type {
type identityref {
base danpeni ng-type;
}

description
"The danpeni ng-type for characteristics";
}
}

groupi ng i 2nsf-systemal armtype-content {
description
"A set of contents for alarmtype notification.";
| eaf usage {
type uint8 {
range "0..100";
}

units "percent";
description
"Specifies the used percentage";

}
| eaf threshold {
type uint8 {
range "0..100";
}

units "percent";
description
"The threshold percentage triggering the alarmor
the event™";
}
}
groupi ng i 2nsf-system event-type-content ({
description
"System event netadata associated with system events
caused by user activity. This can be extended to provide
addi tional information.";
| eaf user {
type string;
mandat ory true;
description
"The name of a user";

| eaf-1ist group {
type string;
m n-el enents 1;
description
"The group(s) to which a user belongs.";
}

| eaf ip-address {
type inet:ip-address-no-zone;
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mandat ory true;
description
"The 1 Pv4 or | Pv6 address of a user that trigger the
event.";

| eaf |4-port-nunber {
type inet: port-nunber;
mandat ory true;
description
"The transport | ayer port nunber used by the user.";

| eaf authentication {
type identityref {
base aut henti cati on- node;
}

description
"The aut hentication-npde of a user.";
}
}

groupi ng i 2nsf-nsf-event-type-content {
description
"A set of common | Pv4 or |Pv6-related NSF event
content el ements";
| eaf dst-ip {
type inet:ip-address-no-zone;
description
"The destination |IPv4 or |IPv6 address of the packet"”;
}

| eaf dst-port {
type inet: port-nunber;
description
"The destination port of the packet";

| eaf rul e-nane {
type leafref {
pat h
"/i2nsfnfi:i2nsf-security-policy"”
+"/i2nsfnfi:rul es/i2nsfnfi:name";

mandat ory true;
description
"The name of the |I2NSF Policy Rule being triggered”;
}
}

groupi ng i 2nsf-nsf-event-type-content-extend {
description
"A set of extended common | Pv4 or | Pv6 rel ated NSF
event content el enents”;
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| eaf src-ip {
type inet:ip-address-no-zone;
description
"The source |IPv4 or | Pv6 address of the packet or flow';
}

| eaf src-port {
type inet: port-nunber;
description
"The source port of the packet or flow';
}

uses i 2nsf-nsf-event-type-content;
}
groupi ng action {
description
"A grouping for action.";
leaf-1ist action {
type identityref {
base i 2nsfnfi:ingress-action;
}

description
"Action type: pass, drop, reject, mrror, or rate limt";
}
}

grouping attack-rates {
description
"A set of traffic rates for monitoring attack traffic
data";
| eaf attack-rate {
type uint 64;
units "pps";
description
"The average packets per second (pps) rate of attack
traffic";

| eaf attack-throughput {
type uint 64;
units "Bps";
description
"The average bytes per second (Bps) throughput of attack
traffic";
}
}
grouping traffic-rates {
description
"A set of traffic rates for statistics data";
| eaf discontinuity-time {
type yang: date-and-ti ne;
mandat ory true;
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description
"The time on the nbst recent occasion at which any one or
more of the counters suffered a discontinuity.
If no such discontinuities have occurred since the |ast
re-initialization of the |ocal nmanagenent subsystem then
this node contains the tinme the | ocal managenent subsystem
was re-initialized.";
}
| eaf measurenent-tinme {
type uint32;
units "seconds";
description
"The time of the neasurenent in seconds for the
cal culation of statistics such as traffic rate and
throughput. The statistic attributes are nmeasured over
the past neasurenent duration before now ";
}
|l eaf total-traffic {
type yang: count er 64;
units "packets";
description
"The total nunber of traffic packets (in and out) in the
NSF. *;
}
|l eaf in-traffic-average-rate {
type uint 64;
units "pps";
description
"I nbound traffic average rate in packets per second (pps).
The average is calculated fromthe start of the NSF service
until the generation of this record.";

| eaf in-traffic-peak-rate {
type ui nt 64;
units "pps";
description
"Inbound traffic peak rate in packets per second (pps).";
}

| eaf in-traffic-average-throughput {
type ui nt 64;
units "Bps";
description
"I nbound traffic average throughput in bytes per second
(Bps). The average is calculated fromthe start of the NSF
service until the generation of this record.”;
}
| eaf in-traffic-peak-throughput {
type ui nt 64;
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units "Bps";
description
"I nbound traffic peak throughput in bytes per second (Bps).";

| eaf out-traffic-average-rate {
type uint 64;
units "pps";
description
"Qutbound traffic average rate in packets per second (pps).
The average is calculated fromthe start of the NSF service
until the generation of this record.";

| eaf out-traffic-peak-rate {
type uint 64;
units "pps";
description
"Qutbound traffic peak rate in packets per second (pps).";

| eaf out-traffic-average-throughput ({
type uint 64;
units "Bps";
description
"Qutbound traffic average throughput in bytes per second
(Bps). The average is calculated fromthe start of the NSF
service until the generation of this record.";

| eaf out-traffic-peak-throughput {
type ui nt 64;
units "Bps";
description
"Qutbound traffic peak throughput in bytes per second

(Bps).";
}

groupi ng i 2nsf-system counter-type-content {
description
"A set of counters for an interface traffic data.";
| eaf interface-nane {
type if:interface-ref;
description
"Network interface nanme configured in an NSF";
ref erence
"RFC 8343: A YANG Data Model for Interface Managenent";

| eaf protocol {

type identityref {
base protocol
}
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description
"The type of network protocol for the interface counter.
If this field is enpty, then the counter includes al
protocols (e.g., IPv4, 1Pv6, TCP, and UDP)";

leaf in-total-traffic-pkts {
type yang: count er 64;
description
"Total inbound packets";
}

| eaf out-total-traffic-pkts {
t ype yang: count er 64;
description
"Total outbound packets";

| eaf in-total-traffic-bytes {
type uint 64;
units "bytes";
description
"Total inbound bytes";

| eaf out-total-traffic-bytes {
type uint 64;
units "bytes";
description
"Total outbound bytes";

| eaf in-drop-traffic-pkts {
type yang: count er 64;
description
"Total inbound drop packets";

| eaf out-drop-traffic-pkts {
type yang: count er 64;
description
"Total outbound drop packets";

| eaf in-drop-traffic-bytes {
type uint 64;
units "bytes";
description
"Total inbound drop bytes";

| eaf out-drop-traffic-bytes {
type uint 64;
units "bytes";
description
"Total outbound drop bytes";
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uses traffic-rates;

}

groupi ng i 2nsf-nsf-counters-type-content {
description
"A set of contents of a policy in an NSF.";
| eaf policy-name {
type leafref {
pat h
"/i2nsfnfi:i2nsf-security-policy"”
+" /i 2nsf nfi:name";
}
mandat ory true;
description
"The name of the policy being triggered";
}

}

groupi ng enabl e-notification {
description
"A grouping for enabling or disabling notification";
| eaf enabl ed {
type bool ean;
default "true";
description
"Enabl es or Disables the notification
If "true’, then the notification is enabl ed.
If *false, then the notification is disabled.";
}
}

groupi ng danpeni ng {
description
"A grouping for danpening period of notification.";
| eaf danpeni ng-period {
type centi seconds;
default "0";
description
"Specifies the mninmuminterval between the assenbly of
successi ve update records for a single receiver of a
subscription. Wenever subscribed objects change and
a danpeni ng-period interval (which nmay be zero) has
el apsed since the previous update record creation for
a receiver, any subscribed objects and properties
that have changed since the previous update record
wi Il have their current values marshall ed and pl aced

2022

in a new update record. But if the subscribed objects change
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when the danpening-period is active, it should update the
record wi thout sending the notification until the dampening-
period is finished. If nmultiple changes happen during the
active danpening-period, it should update the record with
the |l atest data. And at the end of the danpening-period, it
shoul d send the record as a notification with the | atest
updated record and restart the countdown.";
ref erence
"RFC 8641: Subscription to YANG Notifications for
Dat astore Updates - Section 5.";

}
}

/*
* Feat ure Nodes
*/

feature i2nsf-nsf-detection-ddos {
description
"This feature neans it supports |2NSF nsf-detection-ddos
notification";

feature i2nsf-nsf-detection-virus {
description
"This feature neans it supports |2NSF nsf-detection-virus
notification";
}
feature i2nsf-nsf-detection-intrusion {
description
"This feature neans it supports | 2NSF nsf-detection-intrusion
notification";

feature i2nsf-nsf-detection-web-attack {
description
"This feature neans it supports |2NSF nsf-detection-web-attack
notification";
}
feature i2nsf-nsf-detection-voip-vocn {
description
"This feature neans it supports |2NSF nsf-detection-voi p-vocn
notification";
}
feature i2nsf-nsf-1og-dpi {
description
"This feature neans it supports |2NSF nsf-1og-dp
notification";
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/*
* Notification nodes
*/

notification i2nsf-event {
description
"Notification for |12NSF Event. This notification provides
general information that can be supported by nost types of
NSFs. ";

uses conmon- nonitoring-data;
uses nessage;
uses characteristics-extended;

choi ce sub-event-type {
description
"This choice nust be augnented with cases for each all owed
sub-event. Only 1 sub-event will be instantiated in each
i 2nsf-event nessage. Each case is expected to define one
container with all the sub-event fields.";
case i2nsf-systemdetection-alarm{
contai ner i2nsf-systemdetection-alarm{
description
"This notification is sent, when a system al arm
is detected.";
| eaf al arm category {
type identityref {
base systemal arm
}
description
"The al arm category for
systemdetection-alarmnotification";
}
| eaf conponent - nanme {
type string;
description
"The hardware conponent responsible for generating
the message. Applicable for Hardware Failure
Alarm™";

| eaf interface-nane {
when "derived-fromor-self(../alarmcategory,
+ "i2nsfm:interface-alarm)";
type if:interface-ref;
description
"The interface nane responsi ble for generating
the nmessage. Applicable for Network Interface
Failure Alarm";
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reference
"RFC 8343: A YANG Data Mddel for Interface Managenent";

| eaf interface-state {
when "derived-fromor-self(../alarmcategory,

+ "i2nsfm:interface-alarm)";
type enuneration {
enum up {
val ue 1,

description
"The interface state is up and not congest ed.
The interface is ready to pass packets.";
}
enum down {
val ue 2;
description
"The interface state is down, i.e., does not pass
any packets.";

enum congested {
val ue 3;
description
"The interface state is up but congested.”;
}

enum testing {
val ue 4;
description
"In sone test nbde. No operational packets can
be passed.";
}
enum unknown {
val ue 5;
description
"Status cannot be determ ned for some reason.";
}

enum dor mant {
val ue 6;
description
"Waiting for some external event.";
}

enum not - present {
val ue 7;
description
"Some conponent (typically hardware) is mssing.";
}

enum | ower - | ayer - down {

val ue 8;
description
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"Down due to state of lower-layer interface(s).";
}
}

description
"The state of the interface. Applicable for Network
Interface Failure Alarm";
reference
"RFC 8343: A YANG Data Mddel for Interface Managenent -
Qperational States”;
}
| eaf severity {
type severity;
description
"The severity of the alarm such as critical, high,
m ddl e, and | ow. ";

uses i2nsf-systemal armtype-content;

}
}

case i2nsf-systemdetection-event {
contai ner i2nsf-systemdetection-event {
description
"This notification is sent when an event in the systemis
detected, such as access violation and configuration
change";
| eaf event-category {
type identityref {
base system event;
}
description
"The event category for systemdetection-event"”;

uses i 2nsf-systemevent-type-content;
|ist changes {
when "derived-fromor-self(../event-category, "
+ "'i2nsfni:configuration-change )";
key policy-name;
description
"Describes the nmodification that was made to the
configuration. This list is only applicable when the
event is ’'configuration-change’
The mini mum i nformation that rmust be provided is the
nanme of the policy that has been altered (added,
nmodi fi ed, or renoved).
This list can be extended with the detailed
i nformati on about the specific changes nmade to the
configuration based on the inplenentation.";
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| eaf policy-name {
type leafref {
pat h
"/i2nsfnfi:i2nsf-security-policy"
+" /i 2nsf nfi: name";
}
description
"The name of the policy configuration that has been
added, nodified, or renoved.";
}
}
}
}

case i2nsf-traffic-flows {
container i2nsf-traffic-flows {
description
"This notification is sent to informabout the traffic
flows.";
| eaf interface-nane {
type if:interface-ref;
description
"The menoni ¢ name of the network interface";
}

| eaf interface-type {
type enuneration {
enum i ngress {
description
"The correspondi ng interface-nanme indicates an
ingress interface.";
}
enum egress {
description
"The correspondi ng interface-nanme indicates an
egress interface.";
}
}
description
"The type of a network interface such as an ingress or
egress interface.";
}
| eaf src-mac {
type yang: mac- addr ess;
description
"The source MAC address of the traffic flow This
informati on may or may not be included dependi ng on
the type of traffic flow For exanple, the infornmation
will be useful and should be included if the traffic
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flows are traffic flows of Link Layer Discovery

Protocol (LLDP), Address Resolution Protocol (ARP) for

I Pv4, and Nei ghbor Discovery Protocol (ND) for |Pv6.";
ref erence

"| EEE- 802. 1AB: | EEE Standard for Local and netropolitan

area networks - Station and Media Access Control

Connectivity Discovery - Link Layer Discovery Protocol

(LLDP)

RFC 826: An Ethernet Address Resol ution Protocol -

Addr ess Resol ution Protocol (ARP)

RFC 4861: Nei ghbor Discovery for IP version 6 (1Pv6) -

Nei ghbor Di scovery Protocol (ND)";

| eaf dst-mac {

type yang: mac- addr ess;

description
"The destination MAC address of the traffic flow This
i nformati on may or may not be included dependi ng on
the type of traffic flow For exanple, the information
wi Il be useful and should be included if the traffic
flows are traffic flows of Link Layer Discovery
Protocol (LLDP), Address Resolution Protocol (ARP) for
I Pv4, and Nei ghbor Discovery Protocol (ND) for |Pv6.";

ref erence
"| EEE- 802. 1AB: | EEE Standard for Local and netropolitan
area networks - Station and Media Access Control
Connectivity Discovery - Link Layer D scovery Protocol
(LLDP)
RFC 826: An Et hernet Address Resol ution Protocol -
Address Resol ution Protocol (ARP)
RFC 4861: Nei ghbor Di scovery for IP version 6 (IPv6) -
Nei ghbor Di scovery Protocol (ND)";

| eaf src-ip {

}

type inet:ip-address-no-zone;
description
"The source IPv4 or |IPv6 address of the traffic flow';

| eaf dst-ip {

type inet:ip-address-no-zone;
description
"The destination IPv4 or I Pv6 address of the traffic
flow';

| eaf protocol {

type identityref {
base protocol;
}
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description
"The protocol type of a traffic flow';
}
| eaf src-port {
type inet: port-nunber;
description
"The transport |ayer source port nunber of the flow';

| eaf dst-port {
type inet: port-nunber;
description
"The transport | ayer destination port nunber of the

flow';
}
| eaf measurenent-tinme {
type uint32;
units "seconds";
description
"The duration of the neasurenent in seconds for the
arrival rate and arrival throughput of packets of a
traffic flow These two netrics (i.e., arrival rate
and arrival throughput) are measured over the past
measur enent duration before now ";
}
| eaf arrival-rate {
type uint 64;
units "pps";
description
"The arrival rate of packets of the traffic flowin
packets per second neasured over the past
‘nmeasurenent-tine’ . ";
}
| eaf arrival-throughput {
type ui nt 64;
units "Bps";
description
"The arrival rate of packets of the traffic flowin
byt es per second neasured over the past
"measurement-tinme’ . ";
}

}
}

case i2nsf-nsf-detection-session-table {
cont ai ner i2nsf-nsf-detection-session-table {
description
"This notification is sent, when a session table
event is detected.";
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| eaf current-session {
type uint32;
description
"The number of concurrent sessions";
}

| eaf maxi mum session {
type uint32;
description
"The maxi mum nunber of sessions that the session
tabl e can support”;

}
| eaf threshold {
type uint32;
description
"The threshold triggering the event"”;

notification i2nsf-1og {
description
"Notification for 12NSF | og. The notification is generated
fromthe I ogs of the NSF.";

uses conmon- nonitoring-data;
uses nessage;
uses characteristics-extended;

choi ce sub-1ogs-type {
description
"This choice nust be augnented with cases for each all owed
sub-logs. Only 1 sub-event will be instantiated in each
i 2nsf-1o0gs nessage. Each case is expected to define one
container with all the sub-logs fields.";
case i2nsf-nsf-system access-1o0g {
cont ai ner i2nsf-nsf-system access-1og {
description
"The notification is sent, if there is a new system
| og entry about a system access event.";
uses i 2nsf-systemevent-type-content;
| eaf operation-type {
type operation-type;
description
"The operation type that the user executes";

| eaf input {
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type string;

description
"The operation performed by a user after |ogin. The
operation is a conmand given by a user.";

| eaf output {

type string;

description
"The result in text format after executing the

i nput.";
}
}
}
case i2nsf-systemres-util-log {
container i2nsf-systemres-util-log {

description
"This notification is sent, if there is a newlog
entry representing resource utilization updates."”;
| eaf system status {
type enuneration {
enum runni ng {
description
"The systemis active and running the security
service.";
}
enum wai ting {
description
"The systemis active but waiting for an event to
provi de the security service.";
}
enum i nactive {
description
"The systemis inactive and not running the
security service.";
}
}
description
"The current systemis running status";
}

| eaf cpu-usage {
type uint8;
units "percent";
description
"Specifies the relative percentage of CPU utilization
with respect to platformresources”;

}

| eaf menory-usage {
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type uint8;
units "percent";

description
"Specifies the percentage of nenory usage.";

}
list disks {
key disk-id;
description
"Disk is the hardware to store information for a
|l ong period, i.e., Hard Disk or Solid-State Drive."
| eaf disk-id {
type string;
description
It

"The I D of the storage disk

is afree form
identifier to identify the storage disk.";

}

| eaf di sk-usage {
type uint8;
units "percent";

description
"Specifies the percentage of disk usage"”;

}

| eaf di sk-space-left {
type uint8;
units "percent";

description

"Specifies the percentage of disk space left";

}
}
| eaf session-num {
type uint32;
description
"The total number of sessions”;
}
| eaf process-num{
type uint32;
description
"The total nunber of processes”;
list interface {

key interface-id;
description
"The network interface for connecting a device
with the network.";
| eaf interface-id {
type string;

description
"The ID of the network interface. It is a free form
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identifier to identify the network interface.";
}
leaf in-traffic-rate {
type ui nt 64;
units "pps";
description
"The total inbound traffic rate in packets per
second";
}
| eaf out-traffic-rate {
type uint 64;
units "pps";
description
"The total outbound traffic rate in packets per

second”;
}
| eaf in-traffic-throughput {
type uint 64;

units "Bps";
description
"The total inbound traffic throughput in bytes per
second";

| eaf out-traffic-throughput {
type uint64;
units "Bps";
description

"The total outbound traffic throughput in bytes per
second";
}
}
}
}

case i2nsf-systemuser-activity-log {
contai ner i2nsf-systemuser-activity-1log {
description
"This notification is sent, if there is a new user
activity log entry.";
uses i 2nsf-systemevent-type-content;
| eaf online-duration {
type uint32;
units "seconds";
description
"The duration of a user’s activeness (stays in |ogin)
during a session.";

| eaf | ogout-duration {
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type uint32;
units "seconds";
description
"The duration of a user’s inactiveness (not in |ogin)
fromthe | ast session.";
}
contai ner additional-info {
| eaf type {
type enuneration {
enum successful -1 ogin {
description
"The user has succeeded in login.";
}

enum failed-login {
description
"The user has failed in login (e.g., wong
password)";

enum | ogout {
description
"The user has succeeded in | ogout”;
}

enum successf ul - passwor d- changed {
description
"The password has been changed successful | y";

enum f ai | ed- passwor d- changed {
description
"The attenpt to change password has failed";

enum | ock {
description
"The user has been | ocked. A | ocked user cannot
login.";
}
enum unl ock {
description
"The user has been unl ocked.";

}
}
description
"User activities, e.g., Successful User Login,
Fail ed Login attenpts, User Logout, Successful User
Password Change, Failed User Password Change, User
Lockout, User Unl ocking, and Unknown.";
}
| eaf cause {
type string;
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description
"The cause of a failed user activity related to the
type of user activity. For exanple, when the ’'type
is failed-login, the value of this attribute can be
"Failed login attenpt due to wong password
entry’.";
}
description
"The additional information about user activity.";
}

}

case i2nsf-nsf-1og-dpi {
if-feature "i2nsf-nsf-1og-dpi";
cont ai ner i2nsf-nsf-log-dpi ({
description
"This notification is sent, if there is a new DP
event in the NSF log.";
| eaf attack-type {
type identityref {
base dpi-type;
}
description
"The type of the DPI";

uses i 2nsf-nsf-event-type-content-extend;
uses action;
}
}
}
}

notification i2nsf-nsf-event {
description
"Notification for |12NSF NSF Event. This notification provides
specific information that can only be provided by an NSF
that supports additional features (e.g., DDoS attack
detection).";

uses conmon-nonitoring-data;
uses nessage;
uses characteristics-extended;

choi ce sub-event-type {
description
"This choice nust be augnented with cases for each all owed
sub-event. Only 1 sub-event will be instantiated in each
i 2nsf-event nessage. Each case is expected to define one
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container with all the sub-event fields.";
case i2nsf-nsf-detection-ddos {
if-feature "i2nsf-nsf-detection-ddos";
cont ai ner i2nsf-nsf-detection-ddos {
description
"This notification is sent, when a specific flood type
is detected.";
| eaf attack-type {
type identityref {
base ddos-type;
}
description
"Any one of Syn flood, ACK flood, SYN ACK fl ood,
FI N RST fl ood, TCP Connection flood, UDP fl ood,
ICWP (i.e., ICWPv4 or I CWv6) flood, HITP fl ood,
HTTPS fl ood, DNS query flood, DNS reply flood, SIP
flood, etc.";

| eaf start-time {
type yang: date-and-ti ne;
mandat ory true;
description
"The time stanp indicating when the attack started”;
}

| eaf end-tinme {
type yang: date-and-ti ne;
description
"The time stanp indicating when the attack ended. If
the attack is still undergoi ng when sendi ng out the
notification, this field can be onmtted.";
}
leaf-l1ist attack-src-ip {
type inet:ip-address-no-zone;
description
"The source | Pv4 or | Pv6 addresses of attack
traffic. It can hold nultiple IPv4 or |Pv6
addresses. Note that all |IP addresses should not be
i ncluded, but only limted |IP addresses are included
to conserve the server resources. The listed attacking
| P addresses can be an arbitrary sanpling of the
"top talkers’, i.e., the attackers that send the
hi ghest anount of traffic.";

leaf-l1ist attack-dst-ip {
type inet:ip-address-no-zone;
description
"The destination |Pv4 or | Pv6 addresses of attack
traffic. It can hold nultiple IPv4 or |Pv6
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addresses. ";

}
|l eaf-1ist attack-src-port {

type inet: port-nunber;

description

"The transport-layer source ports of the DDoS attack
Note that not all ports will have been seen on all the
correspondi ng source | P addresses.”;

| eaf-1ist attack-dst-port {
type inet: port-nunber;
description
"The transport-layer destination ports of the DDoS
attack. Note that not all ports will have been seen
on all the correspondi ng destination |IP addresses.”;

| eaf rul e-nane {
type leafref {
pat h
"/i2nsfnfi:i2nsf-security-policy”
+"/i2nsfnfi:rul es/i2nsfnfi:name”;

mandat ory true;
description
"The name of the |I2NSF Policy Rule being triggered”;

}

uses attack-rates;

}

case i2nsf-nsf-detection-virus {
if-feature "i2nsf-nsf-detection-virus";
cont ai ner i2nsf-nsf-detection-virus {
description
"This notification is sent, when a virus is detected.";
uses i 2nsf-nsf-event-type-content-extend;
| eaf virus-name {
type string;
description
"The name of the detected virus";
}
| eaf virus-type {
type identityref {
base virus-type;
}
description
"The virus type of the detected virus";
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| eaf host {
type union {
type string;
type inet:ip-address-no-zone;

description

"The name or | P address of the host/device. This is
used to identify the host/device that is infected by
the virus. If the given nane is not an | P address, the
nane can be an arbitrary string including a FQDN
(Fully Qualified Dormain Nanme). The name MJUST be uni que
in the scope of managenent dommin for identifying the
device that has been infected with a virus.";

}
leaf file-type {
type string;
description
"The type of a file (indicated by the file' s suffix,
e.g., .exe) where virus code is found (if

applicable).";

| eaf file-nane {
type string;
description
"The name of file virus code is found in (if

applicable).";
| eaf os {
type string;

description
"The operating system of the device.";
}

}

case i2nsf-nsf-detection-intrusion {
if-feature "i2nsf-nsf-detection-intrusion";
cont ai ner i2nsf-nsf-detection-intrusion {
description
"This notification is sent, when an intrusion event
is detected.";
uses i 2nsf-nsf-event-type-content-extend;
| eaf protocol {
type identityref {
base transport-protocol;
}

description

"The transport protocol type for
nsf-detection-intrusion notification";
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}
| eaf app {
type identityref {
base application-protocol;

description
"The enpl oyed application |ayer protocol";

| eaf attack-type {
type identityref {
base intrusion-attack-type;
}

description
"The sub attack type for intrusion attack";
}

}
}
case i2nsf-nsf-detection-web-attack {
if-feature "i2nsf-nsf-detection-web-attack";
cont ai ner i2nsf-nsf-detection-web-attack {
description
"This notification is sent, when an attack event is
detected.";
uses i 2nsf-nsf-event-type-content-extend;
| eaf attack-type {
type identityref {
base web-attack-type;
}

description
"Concrete web attack type, e.g., SQ injection,
command injection, XSS, and CSRF.";
}
| eaf req-nethod {
type identityref {
base reqg-net hod;
}

description
"The HTTP met hod of the request, e.g., PUT or GET.";
ref erence
"draft-ietf-httpbis-senmantics-19: HTTP Semantics -
Request Met hods";
}
| eaf reqg-target {
type string;
description
"The HTTP Request Target. This field can be filled in
the format of origin-form absolute-form
authority-form or asterisk-fornt;
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reference
"draft-ietf-httpbis-nmessaging-19: HITP/ 1.1 - Request
Target";

}
leaf-list filtering-type {
type identityref {
base filter-type;
}
description
"URL filtering type, e.g., deny-list, allowlist,
and Unknown";
| eaf cookies {
type string;
description
"The HTTP Cooki es header field of the request from
the user agent. Note that though cookies have many
historical infelicities that degrade security and
privacy, the Cooki e and Set-Cooki e header fields are
wi dely used on the Internet. Thus, the cookie
i nformati on needs to be kept confidential and is NOT
RECOMVENDED to be included in the nonitoring data
unless the information is absolutely necessary to help
to enhance the security of the network.";
reference
"RFC 6265: HTTP State Managenment Mechani sm - Cookie";

| eaf reg-host {
type string;
description
"The HTTP Host header field of the request”;
reference
"draft-ietf-httpbis-semantics-19: HTTP Semantics - Host";
}
| eaf response-code {
type string;
description
"The HTTP Response status code";
ref erence
"I ANA Website: Hypertext Transfer Protocol (HTTP)
St atus Code Registry";
}
}

case i2nsf-nsf-detection-voip-vocn {
if-feature "i2nsf-nsf-detection-voip-vocn";
cont ai ner i2nsf-nsf-detection-voip-vocn {
description
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"This notification is sent, when a Vol P/ VoCN vi ol ati on
is detected.";
uses i 2nsf-nsf-event-type-content-extend;
| eaf-1ist source-voice-id {
type string;
description
"The detected source voice ID for Vol P and VoCN t hat
viol ates the security policy.";

| eaf-1ist destination-voice-id {
type string;
description
"The detected destination voice ID for Vol P and VoCN
that violates the security policy.";

| eaf-1ist user-agent {
type string;
description
"The detected user-agent for Vol P and VoCN t hat
viol ates the security policy.";

* Data nodes
*/
contai ner i2nsf-counters {
config fal se;
description
"The state data representing continuous val ue changes of
informati on el enents that occur very frequently. The val ue
shoul d be cal cul ated fromthe start of the service of the
NSF. *;

uses conmon- nonitoring-data;
uses tinestanp;
uses characteristics;

list systeminterface {
key interface-nane;
description
"Interface counters provide the visibility of traffic into
and out of an NSF, and bandw dth usage.";
uses i 2nsf-system counter-type-content;

list nsf-firewall {
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key policy-nane;
description
"Firewal | counters provide visibility into traffic signatures
and bandwi dth usage that correspond to the policy that is
configured in a firewall.";
| eaf in-interface {
type if:interface-ref;
description
"I nbound interface of the traffic";
}
| eaf out-interface {
type if:interface-ref;
description
"Qutbound interface of the traffic";

uses i 2nsf-nsf-counters-type-content;
uses traffic-rates;

list nsf-policy-hits {
key policy-name;
description
"Policy hit counters record the nunber of hits that traffic
packets match a security policy. It can check if policy
configurations are correct or not.";
uses i 2nsf-nsf-counters-type-content;
| eaf discontinuity-time {
type yang: date-and-ti ne;
mandat ory true;
description
"The time on the nbst recent occasion at which any one or
more of the counters suffered a discontinuity. If no such
di scontinuities have occurred since the |ast
re-initialization of the |ocal management subsystem then
this node contains the tine the | ocal nmanagenent subsystem
was re-initialized.";

leaf hit-times {
type yang: count er 64;
description
"The nunber of tines that the security policy matches the
specified traffic.";
}

}
}

contai ner i2nsf-nonitoring-configuration {
description
"The container for configuring |I2NSF nmonitoring.";
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cont ai ner i2nsf-systemdetection-al arm {
description
"The container for configuring |I2NSF system detection-al arm
notification";
uses enabl e-notification;
list systemal arm {
key al armtype;
description
"Configuration for systemalarm(i.e., CPU Menory, and
D sk Usage)";
| eaf alarmtype {
type enuneration {
enum cpu {
description
"To configure the CPU usage threshold to trigger the
cpu-al arnt';
}
enum menory {
description
"To configure the Menmory usage threshold to trigger
the menory-al arni';

enum di sk {
description
"To configure the Disk (storage) usage threshold to
trigger the disk-alarni;

}

description

"Type of alarmto be configured. The three alarmtypes
defined here are used to configure the threshold of the
moni toring notification. The threshold is used to
determ ne when the notification should be sent.

The other two alarns defined in the nodule (i.e.,

har dwar e-al arm and i nterface-alarm do not use any
threshold value to create a notification. These al arns
detect a failure or a change of state to create a
notification.";

}
| eaf threshold {
type uint8 {
range "1..100";
}

units "percent";
description
"The configuration for threshold percentage to trigger
the alarm The alarmwi |l be triggered if the usage
i s exceeded the threshold.";
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}
uses danpeni ng;
}
}
contai ner i2nsf-systemdetection-event {
description
"The container for configuring | 2NSF system detection-event
notification";
uses enabl e-notification;
uses danpeni ng;
}
container i2nsf-traffic-flows {
description
"The container for configuring |I2NSF traffic-flows
notification";
uses danpeni ng;
uses enabl e-notification;
}
cont ai ner i2nsf-nsf-detection-ddos {
if-feature "i2nsf-nsf-detection-ddos";
description
"The contai ner for configuring |2NSF nsf-detection-ddos
notification";
uses enabl e-notification;
uses danpeni ng;
}
cont ai ner i2nsf-nsf-detection-virus {
if-feature "i2nsf-nsf-detection-virus";
description
"The container for configuring | 2NSF nsf-detection-virus
notification";
uses enabl e-notification;
uses danpeni ng;
}
contai ner i2nsf-nsf-detection-session-table {
description
"The contai ner for configuring | 2NSF nsf-detection-session-
table notification";
uses enabl e-notification;
uses danpeni ng;
}
cont ai ner i2nsf-nsf-detection-intrusion {
if-feature "i2nsf-nsf-detection-intrusion”;
description
"The container for configuring |2NSF nsf-detection-intrusion
notification";
uses enabl e-notification;
uses danpeni ng;
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}

cont ai ner i2nsf-nsf-detection-web-attack {
if-feature "i2nsf-nsf-detection-web-attack"”;
description
"The contai ner for configuring | 2NSF nsf-detection-web-attack
notification";
uses enabl e-notification;
uses danpeni ng;
}
cont ai ner i2nsf-nsf-detection-voip-vocn {
if-feature "i2nsf-nsf-detection-voip-vocn";
description
"The container for configuring |2NSF nsf-detection-voi p-vocn
notification";
uses enabl e-notification;
uses danpeni ng;
}
cont ai ner i2nsf-nsf-system access-1og {
description
"The container for configuring | 2NSF system access-| og
notification";
uses enabl e-notification;
uses danpeni ng;
}
container i2nsf-systemres-util-log {
description
"The container for configuring | 2NSF systemres-util-|og
notification";
uses enabl e-notification;
uses danpeni ng;
}
contai ner i2nsf-systemuser-activity-1og {
description
"The container for configuring | 2NSF system user-activity-Iog
notification";
uses enabl e-notification;
uses danpeni ng;
}
cont ai ner i2nsf-nsf-log-dpi ({
if-feature "i2nsf-nsf-1og-dpi";
description
"The container for configuring |2NSF nsf-1og-dp
notification";
uses enabl e-notification;
uses danpeni ng;
}
contai ner i2nsf-counter {
description
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"This is used to configure the counters
for monitoring an NSF";
| eaf period {

type uint 16;
units "m nutes"”;
default O;

description
"The configuration for the period interval of reporting
the counter. If 0, then the counter period is disabled.
If value is not 0, then the counter will be reported
foll owi ng the period value.";

}
}
}

}
<CODE ENDS>
Figure 2: Data Mddel of Monitoring
9. | 2NSF Event Stream

This section discusses the NETCONF event stream for an | 2NSF NSF
Moni toring subscription. The YANG nodul e in this docunment supports
"ietf-subscribed-notifications" YANG nodul e [ RFC8639] for
subscription. The reserved event streamnane for this document is
"1 2NSF- Moni toring". The NETCONF Server (e.g., an NSF) MJST support
"1 2NSF- Moni t ori ng" event stream for an NSF data collector (e.qg.
Security Controller). The "I2NSF-Monitoring" event stream contains
all |12NSF events described in this document.

The foll owing XML exanpl e shows the capabilities of the event streans
generated by an NSF (e.g., "NETCONF" and "Il 2NSF- Monitoring" event
streans) for the subscription of an NSF data collector. Refer to

[ RFC5277] for nore detail ed explanation of Event Streams. The XM
exanples in this docunent followthe line breaks as per [ RFC8792].
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10.

10.

<?xm version="1. 0" encodi ng="UTF-8"?>
<rpc-reply nmessage-id="1"
xm ns="urn:ietf:parans: xm : ns: net conf: base: 1. 0" >
<dat a>
<net conf xm ns="urn:ietf:parans: xm :ns:netnod: notification">
<streanms>
<streanp
<name>NETCONF</ nanme>
<description>Default NETCONF Event Streanx/description>
<repl aySupport >f al se</repl aySupport >
</streane
<streanp
<nane>| 2NSF- Moni t or i ng</ name>
<descri pti on>l 2NSF Mnitoring Event Streanx/description>
<r epl aySupport >t rue</ r epl aySupport >
<repl ayLogCreati onTi ne>
2021- 04-29T09: 37: 39+00: 00
</ repl ayLogCreationTi ne>
</ streane
</ streans>
</ net conf >
</ dat a>
</rpc-reply>

Figure 3: Exanpl e of NETCONF Server supporting |2NSF- Monitoring
Event Stream

XML Exanpl es for |2NSF NSF Monitoring
Thi s section shows XM. exanpl es of |2NSF NSF Mnitoring data
delivered via Mnitoring Interface froman NSF. The XM. exanples are
foll owi ng the guidelines from|[RFC6241] [ RFC7950].
1. 12NSF System Detection Al arm
The foll owi ng exanpl e shows an alarmtriggered by Menory Usage on the

server; this exanple XM. file is delivered by an NSF to an NSF data
col | ector:
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<?xm version="1. 0" encodi ng="UTF-8"?>
<notification
xm ns="urn:ietf:paranms: xm :ns:netconf:notification:1. 0">
<event Ti me>2021- 04- 29T07: 43: 52. 181088+00: 00</ event Ti me>
<i 2nsf - event
xm ns="urn:ietf:parans: xnm :ns:yang:ietf-i2nsf-nonitoring-interface">
<acqui si ti on-met hod>subscri pti on</acqui siti on-net hod>
<emi ssi on-t ype>on- change</ em ssi on-type>
<danpeni ng-t ype>on-repetiti on</ danpeni ng-type>
<l anguage>en- US</ | anguage>
<i 2nsf-system det ecti on-al ar n»
<al ar m cat egor y>nenory- al ar nx/ al ar m cat egory>
<usage>91</ usage>
<t hr eshol d>90</t hr eshol d>
<message>Menory Usage Exceeded the Threshol d</ nessage>
<nsf-nane>ti ne_based _firewal | </ nsf-nane>
<severity>hi gh</severity>
</i 2nsf-system det ecti on-al ar n»
</i 2nsf - event >
</notification>

Figure 4: Exanple of |12NSF System Detection Alarmtriggered by
Menory Usage
The XML data above shows:

1. The NSF that sends the information is named
"time_based firewall".

2. The menory usage of the NSF triggered the alarm

3. The nonitoring information is received by subscription nethod.
4. The nmonitoring information is emtted "on-change"

5. The nmonitoring information is danpened "on-repetition"

6. The menory usage of the NSF is 91 percent.

7. The nenory threshold to trigger the alarmis 90 percent.

8. The severity level of the notification is high
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10.2. |I2NSF Interface Counters

To get the | 2NSF systeminterface counters information by query,
NETCONF Client (e.g., NSF data collector) needs to initiate GET
connection with NETCONF Server (e.g., NSF). The following XML file
can be used to get the state data and filter the information.

<?xm version="1.0" encodi ng="UTF-8"?>
<rpc xm ns="urn:ietf:parans: xm : ns: netconf: base: 1. 0" nessage-id="1">
<get >
<filter
xm ns="urn:ietf:parans: xnm :ns:yang:ietf-i2nsf-nonitoring-interface">
<i 2nsf - count er s>
<systeminterfacel/ >
</i 2nsf-count ers>
</filter>
</ get>
</rpc>

Figure 5: XML Exanple for NETCONF GET with SystemInterface Filter

The following XML file shows the reply fromthe NETCONF Server (e.g.
NSF) :
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<?xm version="1. 0" encodi ng="UTF-8"?>
<rpc-reply nmessage-id="1"
xm ns="urn:ietf:parans: xm : ns: net conf: base: 1. 0" >
<dat a>
<i 2nsf-counters
xm ns="urn:ietf:parans: xnm :ns:yang:ietf-i2nsf-nonitoring-interface">
<acqui si ti on-met hod>quer y</ acqui si ti on-net hod>
<systemi nterface>
<di scontinuity-time>
2021- 04-29T708: 43: 52. 181088+00: 00
</discontinuity-tine>
<i nterface-name>ens3</interface-nanme>
<in-total -traffic-bytes>549050</in-total-traffic-bytes>
<out-total-traffic-bytes>814956</out-total-traffic-bytes>
<in-drop-traffic-bytes>0</in-drop-traffic-bytes>
<out-drop-traffic-bytes>5078</out-drop-traffic-bytes>
<nsf-nane>ti ne_based_firewal | </ nsf-nanme>
</systeminterface>
<systemi nterface>
<di scontinuity-time>
2021- 04-29T08: 43: 52. 181088+00: 00
</discontinuity-tine>
<i nterface-nanme>l o</interface-name>
<in-total -traffic-bytes>48487</in-total-traffic-bytes>
<out-total-traffic-bytes>48487</out-total-traffic-bytes>
<in-drop-traffic-bytes>0</in-drop-traffic-bytes>
<out-drop-traffic-bytes>0</out-drop-traffic-bytes>
<nsf-nane>ti ne_based _firewal | </ nsf-nanme>
</systeminterface>
</i2nsf-counters>
</ dat a>
</rpc-reply>

Figure 6: Exanple of 12NSF System Interface Counters XM I nfornmation

11. | ANA Consi derations

Thi s docunent requests IANA to register the following URI in the
"I ETF XML Regi stry" [RFC3688]:

URI: urn:ietf:parans:xm:ns:yang:ietf-i2nsf-nonitoring-interface

Regi strant Contact: The | ESG
XM.: NA; the requested URI is an XML nanespace

Thi s docunent requests IANA to register the follow ng YANG nodul e in
the "YANG Modul e Nanes" registry [ RFC7950] [ RFC8525] :
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nane: ietf-i2nsf-nonitoring-interface

nanespace: urn:ietf:paranms:xm :ns:yang:ietf-i2nsf-nonitoring-interface
prefix: i2nsfm

reference: RFC XXXX

/1l RFC Ed.: replace XXXX with an actual RFC nunber and renove
/1 this note.

12. Security Considerations

The YANG nodul e described in this docunent defines a schena for data
that is designed to be accessed via network managenent protocols such
as NETCONF [ RFC6241] or RESTCONF [ RFC8040]. The | owest NETCONF | ayer
is the secure transport l|layer, and the required secure transport is
Secure Shell (SSH) [RFC6242]. The |owest RESTCONF | ayer is HITPS,
and the required secure transport is TLS [ RFC8446].

The NETCONF access control nodel [RFC8341] provides a nmeans of
restricting access by specific NETCONF or RESTCONF users to a
preconfi gured subset of all available NETCONF or RESTCONF protoco
operations and content.

Al'l data nodes defined in the YANG nodul e which can be created,
nmodi fi ed and deleted (i.e., config true, which is the default) are
consi dered sensitive as they all could potentially inmpact security
monitoring and mitigation activities. Wite operations (e.g., edit-
config) applied to these data nodes w thout proper protection could
result in mssed alarns or incorrect alarns infornmation being
returned to the NSF data collector. The following are threats that
need to be considered and mitigated:

Conpromi sed NSF with valid credentials: It can send falsified
information to the NSF data collector to mslead detection or
mtigation activities; and/or to hide activity. Currently, there
is no in-framework nmechanismto mitigate this and it is an issue
for all nonitoring infrastructures. It is inportant to keep
confidential information from unauthorized persons to nmitigate the
possibility of conpromising the NSF with this informtion

Conprom sed NSF data collector with valid credentials: It has
visibility to all collected security alarns; the entire detection
and nmitigation infrastructure nay be suspect. It is inportant to

keep confidential information from unauthorized persons to
mtigate the possibility of conpromising the NSF with this
i nfornation.

I npersonating NSF: This involves a systemtrying to send fal se
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information while imtating an NSF; client authentication would
hel p the NSF data collector to identify this invalid NSF in the
"push” nodel (NSF-to-collector), while the "pull" node
(collector-to-NSF) should already be addressed with the

aut henti cati on.

| mpersonating NSF data collector: This is a rogue NSF data coll ector
with which a legitimate NSF is tricked into comunicating; for
"push” nodel (NSF-to-collector), it is inportant to have valid
credentials, without which it should not work; for "pull" nodel
(collector-to-NSF), nutual authentication should be used to
mtigate the threat.

In addition, to defend against the DDoS attack caused by a | ot of
NSFs sendi ng nassive notifications to the NSF data collector, the
rate limting or simlar nechanisns should be considered in both an
NSF and NSF data coll ector, whether in advance or just in the process
of DDoS attack.

Al'l of the readabl e data nodes in this YANG nodul e may be consi dered
sensitive in some network environments. These data nodes represent

i nformati on consistent with the | ogging commonly perforned in network
and security operations. They may reveal the specific configuration
of a network; vulnerabilities in specific systems; and the depl oyed
security controls and their relative efficacy in detecting or
mtigating an attack. To an attacker, this information could inform
how to (further) conmprom se the network, evade detection, or confirm
whet her they have been observed by the network operator

Addi tionally, many of the data nodes in this YANG nodul e such as
contai ners "i2nsf-systemuser-activity-log", "i2nsf-systemdetection-
event", and "i2nsf-nsf-detection-voip-vocn" are privacy sensitive.
They may describe specific or aggregate user activity including
associating user nanes with specific | P addresses; or users with
specific network usage. They nay al so describe the specific comands
that were run by users and the resulting output. Any sensitive
information in that command input or output will be visible to the
NSF data collector and potentially other entities, and care nust be
taken to protect the confidentiality of such data from unauthorized
parties.
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