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Abstract
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1. Introduction

Thi s docunent defines a YANG [ RFC6020] [ RFC7950] data nodel for
security policy rule configuration of Network Security Functions
(NSF). The YANG data nodel in this document is based on the data
nmodel described in [I-D.ietf-i2nsf-capability-data-nodel] for the
NSF-Facing Interface in the Interface to Network Security Functions
(I2NSF) architecture [RFC8329]. The YANG data nodel in this docunent
focuses on security policy configuration for the NSFs di scussed in
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[I-D.ietf-i2nsf-capability-data-nodel], i.e., generic NSF (operate on
packet header for layer 2, layer3, and |l ayer 4) and advanced NSF
(I'ntrusion Prevention System URL-Filtering, anti-DDoS, Antivirus,
and Vol P/ VoCN Filter). Note: VolP is an abbreviation for Voice over
Internet Protocol and VOoCN is an abbreviation for Voice over Cellular
Net wor k, such as Voice over LTE or 5G

Thi s YANG data nmodel uses an "Event-Condition-Action" (ECA) policy
model that is used as the basis for the design of |2NSF Policy
described in [RFC8329] and [I-D.ietf-i2nsf-capability-data-nodel].

The "ietf-i2nsf-nsf-facing-interface" YANG nodul e defined in this
docunent provides the configuration of the foll owi ng features

* A security policy rule of a network security function.
* An event clause of a generic network security function
* A condition clause of a generic network security function
* An action clause of a generic network security function

2. Term nol ogy
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here
Thi s docunent uses the terminology described in [ RFC8329].
Thi s docunent follows the guidelines of [ RFC8407], uses the common
YANG types defined in [ RFC6991], and adopts the Network Managenent
Dat astore Architecture (NVDA) [RFC8342]. The neani ng of the synbols
in tree diagrams is defined in [ RFC8340].

3. YANG Tree D agram

This section shows a YANG tree diagram of policy for network security
functions.

3.1. Ceneral |2NSF Security Policy Rule

This section shows a YANG tree diagramfor a general |2NSF security
policy rule for generic network security functions.
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nmodul e: ietf-i2nsf-nsf-facing-interface
+--rw i2nsf-security-policy* [nane]

+--rw name string
+--rw | anguage? string
+--rw priority-usage? i dentityref
+--rw resol ution-strategy? i dentityref
+--rw defaul t-action? i dentityref
+--rw rul es* [ name]

+--rw name string

+--rw description? string

+--rwopriority? uint8

+--rw enabl e? bool ean

+--rw | ong- connecti on

| +--rw enabl e? bool ean

I
I
I
I
I
| _ _
| | +--rwduration? ui nt 32
| +--rw event
[
| +--rw condition
[
| +--rw action
|
+--rw rul e-group

+--rw groups* [group-nane]

+--rw group-nane string
+--rw rul e- nane* -> .. /../../rul es/nane
+--rw enabl e? bool ean

+--rw description? string
Figure 1. YANG Tree Diagram for Network Security Policy

A security policy is used by one virtual instance of an NSF/ device as
a set of security rules to protect assets frommajor risk factors
that threaten the system There can be nmultiple security policies in
a single NSF to provide the necessary protection. The security
policy includes its nane, |anguage tag, priority usage, resolution
strategy, default action, and rules.

The | anguage field indicates the | anguage tag that is used for the
natural |anguage text that is included in all of the 'description’
attributes. The language field is encoded following the rules in

Section 2.1 of [RFC5646]. The default |anguage tag is "en-US".

A resolution strategy is used to decide how to resolve conflicts that
occur between the actions of the sane or different policy rules that
are matched and contained in a particular NSF. The resolution
strategy is defined as First Matching Rule (FMR), Last Matching Rule
(LMR), Prioritized Matching Rule (PMR) with Errors (PMRE), and
Prioritized Matching Rule with No Errors (PVMRN). The resolution
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strategy can be extended according to specific vendor action
features. The resolution strategy is described in detail in
[I-D.ietf-i2nsf-capability-data-nodel]

A default action is used to execute |2NSF policy rule when no rule
mat ches a packet. The default action can be pass, drop, reject,
rate-limt, or mrror actions. The default action can be extended
according to specific vendor action features. The default action is
described in detail in [I-D.ietf-i2nsf-capability-data-nodel].

The rules include rule nane, rule description, rule priority, rule
enabl e, event, condition, and action

3.2. Event C ause
This section shows a YANG tree diagramfor an event clause for a
general |2NSF security policy rule for generic network security

functi ons.

modul e: ietf-i2nsf-nsf-facing-interface
+--rw i2nsf-security-policy* [nane]

+--rw rul es* [ nane]

+--rw event

| +--rw description? string
| +--rw systemevent* identityref

+--rw condi tion

I
I
I
|
| | +--rw systemalarnt identityref
I
|1 ...

| +--rw action

I

+--rw rul e-group

Figure 2: YANG Tree Di agram for an Event C ause

An event clause is any inportant occurrence at a specific tine of a
change in the system bei ng managed, and/or in the environment of the
system bei ng managed. An event clause is used to trigger the

eval uation of the condition clause of the |2NSF Policy Rule. The
event clause is defined as a system event, system al arm
[1-D.ietf-i2nsf-nsf-nonitoring-data-nodel], and tinme. The event

cl ause can be extended according to specific vendor event features.
The event clause is described in detail in
[1-D.ietf-i2nsf-capability-data-nodel]
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3.3. Condition d ause

This section shows a YANG tree diagramfor a condition clause for a
general |2NSF security policy rule for generic network security
functions.

modul e: ietf-i2nsf-nsf-facing-interface
+--rw i2nsf-security-policy* [nane]

+--rw rul es* [ nane]

I

| +--rw event

| 1 ...

| +--rw condition

| | +--rw description? string

| | +--rwlayer-2* [destination-nac-address source-nac-address
et hertype]

+--rw (destination-network)?
| +--:(destination-ipv4-network)
| | +--rw destination-ipv4-network?
i net:ipvé-prefix

| | | +--rwdescription? string

| | | +--rw destination-mac-address yang: mac- addr ess
| | | +--rwdestination-mac-address-mask? yang: mac- address
| | | +--rw source-nac-address yang: nac- addr ess
| | | +--rw source-nac-address-mask? yang: mac- addr ess
| | | +--rwethertype et h: et hertype

| | +--rw(layer-3)?

| | | +--:(ipva)

| | | | +--rwipvd

I +--rw description? string
N +--rw dscp? i net:dscp
N +--rw ecn? uint8
R +--rw | engt h? uint 16
R +--rwttl? uint8
N +--rw protocol ? uint8
| +--rwihl? uint8
I +--rw flags? bits
A +--rw of fset ? uint16

L +--rwidentification? uint 16

[ I

[ I

[

+--:(destination-ipv4-range)
+--rw destination-ipv4-range* [start end]

+--rw start i net:i pv4-address-no-zone
--rw (source-network)?

+--: (source-ipv4- net wor k)

I I

I I

I I

| | +--rw end i net:i pv4-address-no-zone
| +

I

| | +--rw source-ipv4-network? inet:ipv4-prefix

Kim et al. Expi res 3 Decenber 2022 [ Page 6]



I nternet-Draft NSF- Faci ng I nterface YANG Data Mdel June 2022

+--:(source-ipv4-range)
+--rw source-ipv4-range* [start end]

I
I
|
| +--rw end i net:ipv4-address-no-zone
+

+--rw (destination-network)?

| +--:(destination-ipv6-network)

| | +--rw destination-ipv6-network?
inet:ipv6-prefix

[

[

| | | +--rw start i net:i pv4-address-no-zone
|| |

[ --:(ipve)

| | | +--rw ipv6

| | | +--rw description? string

| | | +--rw dscp? i net:dscp
| | | +--rw ecn? ui nt 8

| +--rw |l engt h? ui nt 16

| +--rwittl? ui nt8

| ] | +--rw protocol ? ui nt8
[

[

[

| +--:(destination-ipv6-range)

| +--rw destination-ipv6-range* [start end]

| +--rw start i net:ipv6-address-no-zone
| +--rw end i net:ipv6-address-no-zone
+--rw (source-network)?

| +--:(source-ipv6-network)

| | +--rw source-ipv6-network? inet:ipv6-prefix
| +--:(source-ipv6-range)

| +--rw source-i pv6-range* [start end]

I

+--rw start i net:ipv6-address-no-zone
| +--rw end i net:ipv6-address-no-zone
+--rw fl ow | abel ? i net:ipv6-flowl abel
+-rw (layer-4)?
+--:(tcp)
| +--rwtcp
+--rw description? string

+--rw source-port-nunber
| +--rw (source-port)?
+--:(range-or-operator)
| +--rw (port-range-or-operator)?
| +--:(range)
| | +--rw lower-port inet:port-numnber
| | +--rw upper-port inet:port-nunber
| +--:(operator)
| +--rw operator? oper at or
| +--rw port i net: port-nunber
+--:(port-list)
+--rw port-nunbers* [start end]
+--rw start i net: port-nunber
+--rw end i net: port-nunber
-rw destination-port-nunber
+--rw (destination-port)?

I
I
||
||
||
|| I
|| I
(. I
|| I
|| |
|| I
|| I
|| I
(. I
|| I
|| |
|| I
|| +-
(. I
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+--:(range-or-operator)
| +--rw (port-range-or-operator)?
| +--:(range)
| | +--rwlower-port inet:port-nunber
| | +--rw upper-port inet:port-nunber
| +--:(operator)
| +--rw operator? oper at or
| +--rw port i net: port-nunber
+--:(port-list)

+--rw port-nunbers* [start end]

+--rw start i net: port-nunber
+--rw end i net: port-nunber
+--rw sequence- nunber ? ui nt 32
+--rw acknow edgenent - nunber ? ui nt 32
+--rw dat a-of fset? uint8
+--rw reserved? uint8
+--rw fl ags? bits
+--rw wi ndow- si ze? uintl6
+--rw urgent-poi nter? uintl16
+--rw options? bi nary
--:(udp)
+--rw udp
+--rw description? string

+--rw sour ce- port - nunber

| +--rw (source-port)?

+--:(range-or-operator)

| +--rw (port-range-or-operator)?

| +--:(range)

| | +--rw lower-port inet:port-nunber
| | +--rw upper-port inet:port-nunber
| +--:(operator)

| +--rw operator? oper at or

|

+- -

+--rw port i net: port-nunber
c(port-list)
+--rw port-nunbers* [start end]
+--rw start i net: port-nunber
+--rw end i net: port-nunber

--rw destination-port - nunmber
+--rw (destination-port)?

+--:(range-or-operator)
| +--rw (port-range-or-operator)?
| +--:(range)
| | +--rw lower-port inet:port-numnber
| | +--rw upper-port inet:port-number
| +--:(operator)
| +--rw operator? oper at or
I
+- -

+--rw port i net: port-nunber
c(port-list)
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| +--rw port-nunbers* [start end]

+--rw sour ce- port - nunber

| +--rw (source-port)?

+--:(range-or-operator)

| +--rw (port-range-or-operator)?

| +--:(range)

| | +--rwlower-port inet:port-nunber
| | +--rw upper-port inet:port-nunber
| +--:(operator)

[

[ | | | +--rw start i net: port-nunber

[ | | | +--rw end i net : port - nunber

I I +--rw | engt h? ui nt 16

| | | +--:(sctp)

| | | | +--rwsctp

[ 1 1 | +--rw descri ption? string

[ I +--rw sour ce- port - nunber

[ N I | +--rw (source-port)?

I I | +--:(range-or-operator)

I I | | +--rw (port-range-or-operator)?

[ N | | +--:(range)

I A | | | +--rw lower-port inet:port-nunber
I O | | | +--rw upper-port inet:port-nunber
[ I | | +--: (operator)

I I | | +--rw operat or ? oper at or

I | | +--rw port i net: port-nunber
|1 | | | +--:(port-list)

I I | +--rw port-nunbers* [start end]

[ | | | +--rw start i net: port - nunber

[ | | | +--rw end i net : port - nunber

I I +--rw desti nation-port-nunber

[ O | +--rw (destination-port)?

[ 1 | | | +--: (range- or - operat or)

I I | | +--rw (port-range-or-operator)?

[ | | +--: (range)

[ | | | | | +--rw lower-port inet:port-nunber
I I | | | +--rw upper-port inet:port-nunber
[ I | +--: (operator)

[ 1 | | | | +--rw operat or ? oper at or

I I | | +--rw port i net: port-nunber
| I | +--:(port-1list)

I I | +--rw port-nunbers* [start end]

I A | +--rw start i net: port-nunber

I | +--rw end i net: port-nunber

[ O +--rw chunk-t ype* uint8

[ 1 | | +--rw chunk- | engt h? ui nt 16

| | | +--:(dccp)

| | | | +--rwdccp

I T +--rw description? string

I I

[

[

[ | | |

[ | |

[ N

I I

[ 1
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| | +--rw operator? oper at or

| | +--rw port i net: port-nunber
| +--:(port-list)

| +--rw port-nunbers* [start end]

I

I

+--rw exception-fil es* string
+--rw payl oad

[ I

[ I

[ I

[ N

I +--rw start i net: port-nunber
I I +--rw end i net : port - number
[ I +--rw destination-port-nunber

I O | +--rw (destination-port)?

[ | | | +--: (range- or - oper at or)

I A | | +--rw (port-range-or-operator)?
I I I I +--: (range)

I R | | | +--rwlower-port inet:port-nunber
I A | | | +--rw upper-port inet:port-nunber
[ I | | +--: (operat or)

I I | | +--rw operator? oper at or
I A | | +--rw port i net: port-nunber
I I I +--:(port-1list)

I I | +--rw port-nunbers* [start end]

I I | +--rw start i net : port - number
[ | | | +--rw end i net: port-nunber
[ 1 | | +--rw servi ce- code* ui nt 32

[ I +--rw type~ ui nt 8

I I +--rw dat a- of f set ? uint8

| | | +--:(icnp)

I +--rwicnp

[ +--rw description? string

| +--rw version? enuner ati on

[ +-rw type? uint8

[ +--rw code? uint8

[ | +--rw rest-of -header?  binary

| | +--rwurl-category

| | | +--rwdescription? string

| | | +--rwpre-defined* string

| | | +--rwuser-defined* string

| | +--rwvoice

| | | +--rwdescription? string

| | | +--rw source-voice-id* string

| | | +--rwdestination-voice-id* string

| | | +--rwuser-agent* string

| | +--rwddos

| | | +--rwdescription? string

| | | +--rwalert-packet-rate? ui nt 32

| | | +--rwalert-flowrate? ui nt 32

| | | +--rwalert-byte-rate? ui nt 32

| | +--rwanti-virus

| | | +--rwprofile* string

[

[
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| +--rw description?
| +--rw content*
+--rw cont ext
+--rw description?
+--rw time

| +--rwstart-date-tinme?

+--rw end-date-tinme?
+--rw period

|  +--rwstart-tinme?
| +--rwend-tinme?

|  +--rw day*

| +--rw date*

| +--rw nont h*
+--rw frequency?

NSF- Faci ng I nterface YANG Data Mdel

string
bi nary

string

yang: date-and-ti ne
yang: dat e-and-ti ne

tinme

tinme

day

int8

string
enuner ati on

I

I

|

I

I

I

I

I

+--rw application

| +--rw description? string

| +--rw protocol * i dentityref

+--rw devi ce-type

| +--rw description? string

| +--rw device* i dentityref

+--rw users

| +--rw description? string

|  +--rwuser* [id]

| | +--rwid ui nt 32

| | +--rw nane? string

| +--rw group* [id]

| +--rwid ui nt 32

| +--rw name? string

+--rw geographi c-1ocation
+--rw description? string
+--rw sour ce* string
+--rw destination* string

+--rw action

+--rw rul e-group

A condition clause is defined as a set of attributes,

Figure 3: YANG Tree Diagramfor a Condition C ause

f eat ur

June 2022

es, and/

or values that are to be conpared with a set of known attributes,
and/or values in order to determ ne whet her the set of

f eatures,

actions in that (inperative)
A condition clause works with ' AND

not .

| ogic, where all f

I 2NSF policy rule can be executed or

ields set

in the condition MJUST match the packet or flow for the condition to

be eval uated as

Kim et al.

" TRUE' .
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condition of generic network security functions, advanced network
security functions, or context. A condition clause of generic
network security functions is defined as |I1Pv4 condition, |Pv6
condition, TCP condition, UDP condition, SCTP condition, DCCP
condition, or ICVWP (I CWPv4 and | CMPv6) condition

Note that the data nodel in this docunment does not focus on only IP
addresses, but focuses on all the fields of 1 Pv4 and | Pv6 headers.
The 1 Pv4 and | Pv6 headers have simlarity with some different fields.
In this case, it is better to handle separately the IPv4 and | Pv6
headers such that the different fields can be used to handle | Pv4 and
| Pv6 packets. Also, note that the YANG data nmodel in this docunent

i s based on the YANG Data Mddel for Network Access Control Lists
(ACLs) [RFC8519] that does not support |IPv6 extension headers

i ncluding various options, the support of |Pv6 extension headers is
left as future work.

The data nodel provides transport |layer condition for TCP, UDP, SCTP
and DCCP. Wth ICVWv4 and | CWPv6 are included as a choice for |ayer
4 as the header fields in ICMP are above the network | ayer. Note
that QU C protocol [RFC9000] is excluded in the data nodel as it is
not considered in the initial |2NSF docunents [ RFC8329]. The QU C
traffic should not be treated as UDP traffic and will be considered
in the future | 2NSF docunents

A condition clause of advanced network security functions is defined
as url category condition, voice condition, DDoS condition, or

payl oad condition. A condition clause of context is defined as
application condition, target condition, users condition, and

geogr aphy condition.

Note that this document deals only with conditions of severa

advanced network security functions such as url filter (i.e., web
filter), Vol P/VoCN security, and DDoS-attack mtigator. A condition
cl ause of other advanced network security functions such as Intrusion
Prevention System (I PS) and Data Loss Prevention (DLP) can be defined
as an extension in future. A condition clause can be extended
according to specific vendor condition features. A condition clause
is described in detail in [I-D.ietf-i2nsf-capability-data-nodel].

3.4. Action d ause
This section shows a YANG tree diagram for an action clause for a

general |2NSF security policy rule for generic network security
functions.
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nmodul e: ietf-i2nsf-nsf-facing-interface
+--rw i2nsf-security-policy* [nane]
;LlrM/ruIes* [ name]
IllrMIevent
I::rMIcondition

+--rw action

I

I

I

I

|

I

| +--rw description? string

| +--rw packet-action

| | +--rwingress-action? i dentityref

| | +--rw egress-action? i dentityref

| | +--rwlog-action? identityref

| +--rw flow action

| | +--rwingress-action? i dentityref

| | +--rw egress-action? i dentityref

| | +--rwlog-action? i dentityref

| +--rw advanced- acti on

| +--rw content-security-control * identityref
| +--rw attack-mtigation-control * identityref

+--rw rul e-group

Figure 4: YANG Tree Diagram for an Action C ause

An action is used to control and nonitor aspects of flow based NSFs
when the policy rule event and condition clauses are satisfied. NSFs
provi de security services by executing various actions. The action
clause is defined as ingress action, egress action, or |log action for
packet action, flow action, and advanced action for additiona

i nspection. The packet action is an action for an individual packet
such as an | P datagram as a statel ess process that uses the packet’'s
header and payl oad. The flow action is an action of a traffic flow
such as the packets of a TCP session (e.g., an HTTP/ HTTPS session) as
a stateful process that uses the traffic flow information such as
5-tuple information, packet counts, and byte counts. The advanced
action is an action for an advanced security service (e.g., url
filter, DDoS-attack mitigator, and Vol P/VoCN filter) for either a
packet or a traffic flow according to the intention of such an
advanced security service. The action clause can be extended
according to specific vendor action features. The action clause is
described in detail in [I-D.ietf-i2nsf-capability-data-nodel].
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Note that an enpty event clause means that the event bool ean wll
al ways evaluate to true and starts the evaluation of the condition
clause, while an enpty condition clause neans that the condition
bool ean wi Il always evaluate to fal se.

4. YANG Data Mdel of NSF-Facing Interface

The main objective of this document is to provide the YANG data nodel
of the |12NSF NSF-Facing Interface. This interface can be used to
deliver control and managenent nessages between a Security Controller
and NSFs for the |1 2NSF | ow | evel security policies.

This data nodel is designed to support the |I2NSF framework that can
be extended according to the security needs. In other words, the
nmodel design is independent of the content and meani ng of specific
policies as well as the inplenentation approach.

Wth the YANG data nodel of |2NSF NSF-Facing Interface, this docunent
suggests use cases for security policy rules such as time-based
firewall, web filter, Vol P/VoCN security service, and DDoS-attack
mtigation in Section 5.

4.1. YANG Modul e of NSF-Facing Interface

This section describes a YANG nodul e of NSF-Facing Interface. This
docunent provides identities in the data nmodel for the configuration
of an NSF. The identity has the sane concept with the correspondi ng
identity in [I-D.ietf-i2nsf-consuner-facing-interface-dni. This YANG
nmodul e i nports from [ RFC6991] and [RFC8519]. It nmkes references to
[ RFC0768] [ RFCO791] [RFC0792] [ RFC0854] [RFC0959] [RFC1939] [RFC2132]
[ RFC2595] [ RFC3261] [RFC3986] [ RFC4250] [ RFC4340] [RFC4443] [RFCA732]
[ RFC4987] [ RFC5321] [ RFC5595] [ RFC5646] [ RFC6335] [RFC8075] [ RFC8200]
[ RFC8329] [ RFC8335] [ RFC9051] [RFC9179] [G.OB] [ EEE-802. 3]

[1SO3166] [I-D.ietf-httpbis-http2bis] [I-D.ietf-httpbis-nessagi ng]
[I-D.ietf-httpbis-semantics] [I-D.ietf-i2nsf-capability-data-nodel]
[1-D.ietf-i2nsf-nsf-nonitoring-data-nodel] [I-D.ietf-tcpmrfc793bis]
[1-Dietf-tsvwg-rfc4960-bis]

<CODE BEG NS> file "ietf-i2nsf-nsf-facing-interface@022-06-01.yang"
nmodul e ietf-i2nsf-nsf-facing-interface {
yang-version 1.1;
namespace
"urn:ietf:parans: xm :ns:yang:ietf-i2nsf-nsf-facing-interface";
prefix
i 2nsfnfi;

inmport ietf-inet-types {
prefix inet;
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ref erence
"Section 4 of RFC 6991";
}
import ietf-yang-types {
prefi x yang;
ref erence
"Section 3 of RFC 6991";
}

import ietf-packet-fields {
prefix packet-fields;
ref erence
"Section 4.2 of RFC 8519";

}

organi zati on
"I ETF I 2NSF (Interface to Network Security Functions)
Wor ki ng Group”;

cont act
"WG Web: <https://datatracker.ietf.org/wy/i2nsf>
WG List: <mailto:i2nsf@etf.org>

Editor: Jinyong TimKim
<mai | to: ti nki mM@&kku. edu>

Editor: Jaehoon Paul Jeong
<mai | t o: paul j eong@kku. edu>";

description
"This nodule is a YANG nodul e for Network Security Functions
(NSF) - Faci ng I nterface.

The key words 'MJST', 'MJUST NOT', 'REQUI RED , ' SHALL’,
"SHALL NOT’, 'SHOULD , ' SHOULD NOT', ' RECOMVENDED |,

" NOT RECOMMENDED , ' MAY’', and 'OPTIONAL' in this
docunent are to be interpreted as described in BCP 14
(RFC 2119) (RFC 8174) when, and only when, they appear
in all capitals, as shown here.

Copyright (c) 2022 | ETF Trust and the persons identified as
authors of the code. Al rights reserved.

Redi stribution and use in source and binary forms, with or

wi t hout nodification, is permtted pursuant to, and subject to
the license ternms contained in, the Revised BSD License set
forth in Section 4.c of the | ETF Trust’'s Legal Provisions

Rel ating to | ETF Docunents
(https://trustee.ietf.org/license-info).
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This version of this YANG nodule is part of RFC XXXX
(https://www. rfc-editor.org/info/rfcXXXX); see the RFC itself
for full legal notices.";

revision "2022-06-01"{
description "The latest revision.";
reference
"RFC XXXX: | 2NSF Network Security Function-Facing Interface
YANG Dat a Model *;

}

/*
* |dentities
*/

identity priority-usage {
description
"Base identity for priority usage type to define the type of
priority to be inplenented in a security policy rule, such
as priority by order and priority by nunber.";
}

identity priority-by-order {
base priority-usage;
description
"This indicates that the priority of a security policy rule
follows the order of the configuration. The earlier the
configuration is, the higher the priority is.";

}

identity priority-by-nunber {
base priority-usage;
description
"This indicates the priority of a security policy rule follows
the nunber or value of the configuration. The higher the val ue
is, the higher the priority is.";
}

identity event {
description
"Base identity for policy events.";
ref erence
"draft-ietf-i2nsf-nsf-nonitoring-data-nodel-20: |2NSF NSF
Monitoring Interface YANG Data Mbdel - Event";

}

identity systemevent {
base event;

Kim et al. Expi res 3 Decenber 2022 [ Page 16]



I nternet-Draft NSF- Faci ng I nterface YANG Data Mdel June 2022

description
"Base ldentity for systemevents. Systemevent (also called
alert) is defined as a warning about any changes of
configuration, any access violation, the information of
sessions and traffic flows.";
reference
"draft-ietf-i2nsf-nsf-nonitoring-data-nodel-20: |2NSF NSF
Monitoring Interface YANG Data Mbdel - System event”;

}

identity systemal arm/{
base event;
description
"Base identity for systemalarns. Systemalarmis defined as a
warning related to service degradation in system hardware.";
ref erence
"draft-ietf-i2nsf-nsf-nonitoring-data-nodel-20: |2NSF NSF
Monitoring Interface YANG Data Model - System al arnt;

}

identity access-violation {
base systenmevent;
description
"Access-viol ation systemevent is an event when a user tries
to access (read, wite, create, or delete) any information or
execut e commands above their privilege (i.e., not-conformant
with the access profile).";
ref erence
"draft-ietf-i2nsf-nsf-nonitoring-data-nodel-20: |2NSF NSF
Monitoring Interface YANG Data Mdel - System event for access
viol ation";

}

identity configuration-change {
base system event;
description
"The configuration-change system event is an event when a user
adds a new configuration or nodify an existing configuration
(wite configuration).";
ref erence
"draft-ietf-i2nsf-nsf-nonitoring-data-nodel-20: |2NSF NSF
Monitoring Interface YANG Data Mdel - System event for
configuration change";

}

identity nenory-alarm/{
base systemal arm
description
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"Menmory is the hardware to store information tenporarily or for
a short period, i.e., Random Access Menory (RAM. A
menory-alarmis emtted when the nenory usage i s exceeding
the threshold.";
reference

"draft-ietf-i2nsf-nsf-nonitoring-data-nodel-20: |2NSF NSF
Monitoring Interface YANG Data Mdel - Systemalarm for
menory";

}

identity cpu-alarm{
base systemal arm
description
"CPU is the Central Processing Unit that executes basic
operations of the system A cpu-alarmis emtted when the CPU
usage is exceeding a threshold.";
ref erence
"draft-ietf-i2nsf-nsf-nonitoring-data-nodel-20: |2NSF NSF
Monitoring Interface YANG Data Mbdel - System alarm for CPU';
}

identity disk-alarm{
base systemal arm
description
"Disk or storage is the hardware to store information for a
long period, i.e., Hard Disk and Solid-State Drive. A
disk-alarmis emtted when the di sk usage is exceeding a
threshol d.";
ref erence
"draft-ietf-i2nsf-nsf-nonitoring-data-nodel-20: |2NSF NSF
Monitoring Interface YANG Data Mbdel - System alarm for disk";
}

identity hardware-al arm {
base systemal arm
description
"A hardware alarmis emtted when a hardware failure (e.qg.
CPU, menory, disk, or interface) is detected. A hardware
failure is a malfunction within the electronic circuits or
el ectromechani cal conponents of the hardware that makes it
unusable.";
ref erence
"draft-ietf-i2nsf-nsf-nonitoring-data-nodel-20: |2NSF NSF
Monitoring Interface YANG Data Mbdel - System alarm for
har dwar e";

}

identity interface-alarm/{
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base systemal arm
description
"Interface is the network interface for connecting a device
with the network. The interface-alarmis emtted when the
state of the interface is changed.";
reference
"draft-ietf-i2nsf-nsf-nonitoring-data-nodel-20: |2NSF NSF
Monitoring Interface YANG Data Mbdel - System alarm for
interface";

}

identity device-type {
description
"Base identity for types of device. This identity is used for
type of the device for the source or destination of a packet
or traffic flow Note that the device type of either a source
or destination can be known with the help of DHCP
Fi ngerprinting and the interaction between an NSF and a DHCP
server.";
ref erence
"draft-ietf-i2nsf-capability-data-nodel-32: |2NSF Capability
YANG Dat a Mode
RFC 2132: DHCP Options and BOOTP Vendor Extensions - Vendor
Specific Information including device type, manufacturer,
and operating systemas DHCP fingerprinting information";

identity conputer {
base devi ce-type;
description
"ldentity for conputer such as personal conputer (PC)
and server.";

}

i dentity nobil e-phone {
base devi ce-type;
description
"ldentity for nobile-phone such as smartphone and
cel | phone";

}

identity voip-vocn-phone {
base devi ce-type;
description
"Identity for VolP (Voice over Internet Protocol) or VoCN
(Voi ce over Cellular Network, such as Voice over LTE or 5G
phone";
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}

identity tablet {
base devi ce-type;
description
"lIdentity for tablet devices";

}

identity network-infrastructure-device {
base devi ce-type;
description
"ldentity for network infrastructure devices
such as switch, router, and access point";

}

identity iot-device {
base devi ce-type;
description
"lIdentity for Internet of Things (loT) devices
such as sensors, actuators, and | ow power
| ow capacity conputing devices"”;

}

identity ot {

base devi ce-type;

description
"ldentity for Operational Technol ogy (OT) devices (also
known as industrial control systens) that interact
wi th the physical environnment and detect or cause direct
change through the nonitoring and control of devices,
processes, and events such as progranmabl e | ogic
controllers (PLCs), digital oscilloscopes, building
managenent systems (BMS), and fire control systens”;

}

identity vehicle {
base devi ce-type;
description
"ldentity for transportation vehicles that connect to and
share data through the Internet over Vehicle-to-Everything
(V2X) communi cations.";

i dentity advanced-nsf {
description
"Base identity for advanced Network Security Function (NSF)
capability. This can be used for advanced NSFs such as
Anti-DDoS Attack, IPS, URL-Filtering, Antivirus,
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and Vol P/ VoCN Filter.";
ref erence
"draft-ietf-i2nsf-capability-data-nodel-32
| 2NSF Capabi lity YANG Data Model *;
}

identity content-security-control {
base advanced- nsf;
description
"Base identity for content security control. Content security
control is an NSF that eval uates the payl oad of a packet,
such as Intrusion Prevention System (IPS), URL Filter,
Antivirus, and Vol P/VoCN Filter.";
reference
"draft-ietf-i2nsf-capability-data-nodel-32
| 2NSF Capability YANG Data Mdel *;
}

identity ips {
base content-security-control
description
"I'PS (Intrusion Prevention Systen) prevents nalicious activity
within a network";

}

identity url-filtering {
base content-security-control
description
"URL filtering linmts access by conparing the web traffic's
URL with the URLs for web filtering in a database";

}

identity anti-virus {
base content-security-control
description
"Antivirus to protect the network by detecting and
renovi ng viruses or nalwares.";

}

identity voip-vocn-filtering {
base content-security-control
description
"Vol P (Voice over Internet Protocol) and VoCN (Voice over
Cel lul ar Network, such as Voice over LTE or 5G) security
service that filters out the packets or flows of malicious
users with a deny-list of malicious users in a database";
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identity attack-mitigation-control {
base advanced- nsf;
description
"Base identity for attack mtigation control. Attack mtigation
control is an NSF that mitigates an attack such as
anti-DDoS (i.e., DDoS-nitigator).";
ref erence
"draft-ietf-i2nsf-capability-data-nodel -32:
| 2NSF Capability YANG Data Mdel *;
}

identity anti-ddos {
base attack-mtigation-control
description
"Anti-DDoS or DDoS Mtigator to protect a server or network
froma DDoS attack. The mitigation approach is up to the
i npl ementation.";
ref erence
"RFC 4732: Internet Denial-of-Service Considerations - DoS
Mtigation Strategies
RFC 4987: TCP SYN Fl oodi ng Attacks and Common Mtigations -
Comon Def enses";

}

identity action {
description
"Base identity for action.”;
}

identity ingress-action {
base acti on;
description
"Base identity for ingress action. The action to handle the
network traffic that is entering the secured network.";

ref erence
"draft-ietf-i2nsf-capability-data-nodel-32
| 2NSF Capability YANG Data Model - Ingress Action”;

}

identity egress-action {
base acti on;
description
"Base identity for egress action. The action to handl e the
network traffic that is exiting the secured network.";
ref erence
"draft-ietf-i2nsf-capability-data-nodel-32
| 2NSF Capability YANG Data Model - Egress Action”;
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identity default-action {
base acti on;
description
"Base identity for default action. The default action of the
NSF when no rul e matches the packet or flow ";
reference
"draft-ietf-i2nsf-capability-data-nodel-32
| 2NSF Capability YANG Data Model - Default Action”;
}

identity pass {
base ingress-action;
base egress-action;
base default-action
description
"The pass action allows traffic that matches
the rule to proceed through the NSF to reach the
destination.";
ref erence
"draft-ietf-i2nsf-capability-data-nodel -32:
| 2NSF Capability YANG Data Mddel - Actions and
Default Action";

}

identity drop {
base ingress-action;
base egress-action;
base default-action
description
"The drop action denies the traffic that
mat ches the rule. The drop action should do a silent drop,
whi ch does not give any response to the source.”;
ref erence
"draft-ietf-i2nsf-capability-data-nodel-32
| 2NSF Capability YANG Data Model - Actions and
Default Action";
}

identity reject {

base ingress-action;

base egress-action;

base defaul t-action

description
"The reject action denies a packet to go through the NSF
entering or exiting the internal network and sends a response
back to the source. The response depends on the packet and
i npl ementation. For exanple, a TCP packet is rejected with
TCP RST response or a UDP packet may be rejected with an
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| CMPv4 response nessage with Type 3 Code 3 or | CMPv6 response
message Type 1 Code 4 (i.e., Destination Unreachabl e:
Destination port unreachable).";

}

identity mrror {
base ingress-action;
base egress-action;
base default-action
description
"The mirror action copies a packet and sends the packet’s copy

to the nonitoring entity while still allow ng the packet or
flowto go through the NSF.";
reference

"draft-ietf-i2nsf-capability-data-nodel-32
| 2NSF Capability YANG Data Model - Actions and
Default Action";

}

identity rate-limt ({
base ingress-action;
base egress-action;
base default-action
description
"The rate limt action lints the nunber of packets or flows
that can go through the NSF by droppi ng packets or flows
(randomy or systematically). The drop mechanism e.g., silent
drop and unreachable drop (i.e., reject), is up to the
i npl ementation”;
ref erence
"draft-ietf-i2nsf-capability-data-nodel-32
| 2NSF Capability YANG Data Mddel - Actions and
Default Action";

}

identity log-action {
base acti on;
description
"Base identity for |log action”;

}

identity rule-log {
base | og-acti on;
description
"Log the policy rule that has been triggered by a packet or
flow ";
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identity session-log {
base | og-acti on;
description
"A session is a connection (i.e., traffic flow of a data pl ane
that includes source and destination information of IP
addresses and transport port nunbers with the protocol used.
Log the session that triggered a policy rule.";

}

identity invoke-signaling {
base egress-action;
description
"The invoke-signaling action is used to convey information of
the event triggering this action to a nonitoring entity.";

}

i dentity tunnel -encapsul ation {
base egress-action;
description
"The tunnel encapsulation action is used to encapsul ate the
packet to be tunneled across the network to enable a secure
connection.”;

}

identity forwarding {
base egress-action;
description
"The forwarding action is used to relay the packet from one
networ k segnent to another node in the network.";

}

identity transformation {
base egress-action;
description
"The transformation action is used to transform a packet by
modi fying it (e.g., HITP-to-CoAP packet translation).
Note that a subset of transformation (e.g., HITP-to-CoAP) is
handl ed in this YANG nodul e, rather than all the existing
transformations. Specific algorithm c transformations can be
executed by a m ddl ebox (e.g., NSF) for a given transfornmation
name. ",
ref erence
"RFC 8075: Cuidelines for Mapping | nplenmentations: HITP to the
Constrai ned Application Protocol (CoAP) - Translation between
HTTP and CoAP.";

}

identity resolution-strategy {
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description
"Base identity for resolution strategy";
ref erence
"draft-ietf-i2nsf-capability-data-nodel-32
| 2NSF Capability YANG Data Model - Resolution Strategy”
}

identity fnr {
base resol uti on-strategy;
description
"Conflict resolution with First Matching Rule (FMR).";
ref erence
"draft-ietf-i2nsf-capability-data-nodel-32
| 2NSF Capability YANG Data Mddel - Resolution Strategy"”;
}

identity Inr {
base resol ution-strategy;
description
"Conflict resolution with Last Matching Rule (LMR)";
ref erence
"draft-ietf-i2nsf-capability-data-nodel-32
| 2NSF Capability YANG Data Model - Resolution Strategy”
}

identity pnre {
base resol uti on-strategy;
description
"Conflict resolution with Prioritized Matching Rule with
Errors (PMRE)";
reference
"draft-ietf-i2nsf-capability-data-nodel -32:
| 2NSF Capability YANG Data Mddel - Resolution Strategy”
}

identity pnrn {
base resol ution-strategy;
description
"Conflict resolution with Prioritized Matching Rule with
No Errors (PMRN)";
ref erence
"draft-ietf-i2nsf-capability-data-nodel-32
| 2NSF Capability YANG Data Mddel - Resolution Strategy”
}

identity application-protocol {
description
"Base identity for Application protocol. Note that a subset of
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application protocols (e.g., HITP, HITPS, FTP, POP3, and
I MAP) are handled in this YANG nodul e, rather than all
the existing application protocols.";

}

identity http {
base application-protocol;
description
"The identity for Hypertext Transfer Protocol version 1.1
(HTTP/1.1).";
ref erence
"draft-ietf-httpbis-senmantics-19: HTTP Semantics
draft-ietf-httpbis-nessagi ng-19: HITP/1.1";
}

identity https {
base application-protocol;
description
"The identity for Hypertext Transfer Protocol version 1.1
(HTTP/1.1) over TLS.";
ref erence
"draft-ietf-httpbis-senmantics-19: HTTP Semantics
draft-ietf-httpbis-nessagi ng-19: HITP/1.1";
}

identity http2 {
base application-protocol;
description
"The identity for Hypertext Transfer Protocol version 2
(HTTP/ 2) . ";
reference
"draft-ietf-httpbis-http2bis-07: HITP/2";
}

identity https2 {
base application-protocol;
description
"The identity for Hypertext Transfer Protocol version 2
(HTTP/ 2) over TLS.";
ref erence
"draft-ietf-httpbis-http2bis-07: HITP/2";
}

identity ftp {
base application-protocol;
description
"The identity for File Transfer Protocol.";
ref erence
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"RFC 959: File Transfer Protocol (FTP)";
}

identity ssh {
base application-protocol;
description
"The identity for Secure Shell (SSH) protocol.";
ref erence
"RFC 4250: The Secure Shell (SSH) Protocol";

}

identity telnet {
base application-protocol;
description
"The identity for telnet.";
ref erence
"RFC 854: Tel net Protocol";

}

identity snmp {
base application-protocol;
description
"The identity for Sinple Mail Transfer Protocol.";
ref erence
"RFC 5321: Sinple Mail Transfer Protocol (SMIP)";

}

identity pop3 {
base application-protocol;
description
"The identity for Post Ofice Protocol 3 (POP3).";
ref erence
"RFC 1939: Post O fice Protocol - Version 3 (POP3)";

}

identity pop3s {
base application-protocol;
description
"The identity for Post Ofice Protocol 3 (POP3) over TLS';
ref erence
"RFC 1939: Post O fice Protocol - Version 3 (POP3)
RFC 2595: Using TLS with | MAP, POP3 and ACAP";

}

identity imp {
base application-protocol;
description
"The identity for Internet Message Access Protocol (IMAP).";
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reference
"RFC 9051: Internet Message Access Protocol (IMAP) - Version
4rev2";

}

identity imps {

base application-protocol;

description
"The identity for Internet Message Access Protocol (IMAP) over
TLS";

ref erence
"RFC 9051: Internet Message Access Protocol (IMAP) - Version
4rev2";

}

/*
* Typedefs
*/

typedef time {
type string {
pattern ' (0[0-9]

| 1[0-9]]2[0-3]):[0-5][0-9]:[0-5][0-9] (\.\d+)?’
+ " (ZI [V -1 ((1[0-3]] 0]

I
0[0-9]):([0-5][0-9])]| 14:00))?";
description
"The time type represents an instance of tine of zero-duration
in the specified timezone that recurs every day.";

}

typedef day {
type enuneration {
enum nonday {
description
"This represents Mnday.";
}

enum t uesday {
description
"This represents Tuesday.";
}

enum wednesday {
description
"This represents Wednesday";
enum t hur sday {
description
"This represents Thursday.";

enum friday {
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description
"This represents Friday.";
}
enum sat urday {
description
"This represents Saturday.";

enum sunday {
description
"This represents Sunday.";
}
}

description
"The type for representing the day of the week.";

}

/*
* &roupi ngs
*/

groupi ng port-range {
| eaf start {
type inet: port-nunber;
description
"A start port nunber for a range match.";

| eaf end {
type inet: port-nunber;
must . >= ../start’ {

error-nessage
"An end port number MJST be equal to or greater than a
start port nunber.";
}
description
"An end port nunber for a range match.";
}

description
"A range match for port nunbers. If only one value is needed,
then set both start and end to the sane value.";
ref erence
"draft-ietf-tcpmrfc793bi s-25: Transm ssion Control Protoco
(TCP) Specification - Port Number
RFC 768: User Datagram Protocol - Port Number
draft-ietf-tsvwg-rfc4960-bis-18: Stream Control Transm ssion

Protocol - Port Nunber
RFC 4340: Dat agram Congestion Control Protocol (DCCP)
- Port Nunber";
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groupi ng i pv4-range {
description
"A range match for | Pv4 addresses. |If only one value is
needed, then set both start and end to the sanme val ue.
The end | Pv4 address MJUST be equal to or greater than the
start | Pv4 address.";
| eaf start {
type inet:ipv4-address-no-zone;
description
"A start |1 Pv4 address for a range match.";

| eaf end {
type inet:ipv4-address-no-zone;
description
"An end | Pv4 address for a range match.";
}

ref erence
"RFC 791: Internet Protocol - |Pv4 address";
}

groupi ng i pv6-range {
description
"A range match for | Pv6 addresses. |If only one value is
needed, then set both start and end to the sane val ue.
The end | Pv6 address MJUST be equal to or greater than the
start | Pv6 address.";
| eaf start {
type inet:ipv6-address-no-zone;
description
"A start | Pv6 address for a range match.";
}

| eaf end {
type inet:ipv6-address-no-zone;
description
"An end | Pv6 address for a range natch.";

}
ref erence
"RFC 8200: Internet Protocol, Version 6 (I1Pv6)
Specification - | Pv6 address";

}
/*
* Data nodes
*/

list i2nsf-security-policy {
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key "nane";

description
"Cont ai ner for security policy

including a set of security rules according to certain |ogic,
i.e., their simlarity or nutual relations, etc. The network
security policy can be applied to both the unidirectional
and bidirectional traffic across the NSF.
The 1 2NSF security policies use the Event-Condition-Action
(ECA) policy nodel "

ref erence
"RFC 8329: Franework for Interface to Network Security
Functions - |2NSF Fl ow Security Policy Structure
draft-ietf-i2nsf-capability-data-nodel -32:
| 2NSF Capability YANG Data Model - Design Principles and
ECA Policy Model Overview';

| eaf nane {
type string;
description
"The name of the security policy.
This nmust be uni que.";

}
| eaf | anguage {
type string {
pattern " ((([A-Za-z]{2,3}(-[A-Za-z]{3}(-[A-Za-z]{3})’
+ '{0,2})?) | [AZa-z] {4} | [A-Za-z]{5,8}) (- [ A-Za-z] {4} ) ?
+ " (-([A-Za-z] {2} [0-9]{3})) ?(- ([ A Za-z0-9] {5, 8}’
+ "] ([0-9][A-Za-z0-9]1{3})))*(-[ 0- 9A- WZa- wyz]’
+ " (-([A-Za-z0-91{2,8}))+) *(-[ Xx] (- ([ A- Za- z0-9]"
+'{1,8})) ) ?| [ XX] (- ([ A-Za-z0-9]{1, 8})) +|’
+ " (([Ee][Nn]-[Gg] [Bb] - [ Qo] [Ee] [Dd] | [1i]-"
+ [Aa] [M[1i][[1i]-[BbI[Nn][Nn]|[li]-"
+ "[Dd][Ee] [Ff][Aa] [Wu] [LIT[Tt][[F1i]-"
+ '[Ee] [Nn][OGo] [Cc] [Hh][Ii][Aa] [Nn]"
+ | [1i]-[Hh][Aa] [Kk] |’
+ [1i]-[RK][LITTi]INn] [Gg] [ Qo] [Nn] |’
+ [Fi]-[LE ][O [XX] [ [Fi]-[MA[1Ti][Nn][Gg][Co]|"
+ " [li]-[Nn][Aa] [W][Aa] [Jj][Qo] [[1i]-[Pp][ VWA [Nn]|
+ " [Li]-[Tt][Aa][Oo] [[1i]-[Tt][Aa][Yy] ]’
+ " [1i]-[Tt][Ss][Wu]|[Ss][Gg][Nn]-[Bb][Ee]-[Ff][Rr]]"
+ "[Ss][Gg] [Nn]-[Bb] [Ee]-[Nn] [LI]|[Ss][Gg][Nn]-"
+ '[Cc][Hn]-[Dd][Ee]) | ([Aa] [Rr][Tt]-"
+ "[LI][Oo][Jj][Bb][Aa] [Nn]|[Cc] [Ee][LI]
+ "[Gg] [Aa] [W][LIT[1i][Ss][Hh]|"
+ "[Nn] [Oo] -[Bb] [ Co] [KK] | [Nn] [ Oo] -
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+ PINnILYY][Nn] | [Zz] [Hh] - [ Gg]l [ Wu] [ Co] [ Yy] [ W] |’
+ [ Zz] [Hh] -[Hh] [ Aa] [ KK] [ Kk] [ Aa] | [ Zz] [ Hh] -

+ P [M[1i][N] | [Zz] [HA]-[ M [1i][Nn]-

+ "[Nn][Aa] [Nn] | [Zz] [Hh] - [ Xx] [1i][Aa] [Nn][Ga])))"

}
default "en-US";
description
"The value in this field indicates the | anguage tag
used for all of the ’'l|eaf description described in the
"i2nsf-security-policy’. This field is mandatory only when
one or nore of the 'leaf description is used.

The attribute is encoded following the rules in Section 2.1
in RFC 5646. The default | anguage tag is 'en-US "
ref erence
"RFC 5646: Tags for ldentifying Languages";

| eaf priority-usage {

}

type identityref {
base priority-usage;

default priority-by-order;
description
"Priority usage type for security policy rule:
priority by order and priority by nunber”

| eaf resolution-strategy {

}

type identityref {
base resol ution-strategy;

default fnr;

description
"The resolution strategies that can be used to
specify how to resolve conflicts that occur between
actions of the same or different policy rules that
are matched and contained in this particul ar NSF*;

reference
"draft-ietf-i2nsf-capability-data-nodel-32:
| 2NSF Capability YANG Data Mbdel - Resolution strategy”

| eaf default-action {

type identityref {
base default-action

}
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default mrror;
description
"This default action can be used to specify a predefined
action when no other alternative action was matched
by the currently executing | 2NSF Policy Rule. An anal ogy
is the use of a default statenment in a C switch statenent.";
ref erence
"draft-ietf-i2nsf-capability-data-nodel -32:
| 2NSF Capability YANG Data Model - Default Action”;
}

list rules {
key "nane";
description
"This is a rule for network security functions.";

| eaf nane {
type string;
description
"The name of the rule.";

}

| eaf description {
type string;
description
"This description gives nore information about
rules.”;

}

| eaf priority {
type uint8 {
range "1..255";
}

description
"The priority for the rule cones with a nandatory
numeric val ue which can range from1l up to 255.
Not e that a higher nunber neans a higher priority";

}

| eaf enable {
type bool ean;
description
"I'f true, the rule is enabled and enforced.
If false, the rule is configured but disabled and not
enforced. ";

}

cont ai ner | ong-connection {
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description
"A container for long connection. A long connection is a
connection that is maintained after the socket connection
is established, regardl ess of whether it is used for data
traffic or not.";

| eaf enable {
type bool ean;
description
"I'f true, the rule is enabled and enforced.
If false, the rule is configured but disabled
and not enforced.";

}

| eaf duration {
when "../enable = "true ";
type uint32;
units "second";
description
"This is the maxi muminactive connection duration of a
| ong connection before a connection is declared as
expired.";
}
}

cont ai ner event {
description
"An event is defined as any inportant
occurrence in tinme of a change in the system being
managed, and/or in the environment of the system being
managed. Wien used in the context of policy rules for
a flowbased NSF, it is used to determ ne whether the
Condition clause of the Policy Rule can be eval uated
or not. Exanples of an |2NSF event include tine and
user actions (e.g., logon, |logoff, and actions that
violate any ACL.).";

ref erence

"RFC 8329: Franmework for Interface to Network Security
Functions - |2NSF Fl ow Security Policy Structure
draft-ietf-i2nsf-capability-data-nodel-32

| 2NSF Capability YANG Data Mddel - Design Principles and
ECA Policy Mdel Overview
draft-ietf-i2nsf-nsf-nonitoring-data-nodel-20: |2NSF

NSF Monitoring Interface YANG Data Mddel - Al arns,
Events, Logs, and Counters";

| eaf description {
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type string;
description
"Description for an event clause";
}

| eaf-1ist systemevent {
type identityref {
base system event;
}

description
"The security policy rule according to
system events.";

}

leaf-1ist systemal arm {
type identityref {
base systemal arm
}

description
"The security policy rule according to
system al arns. ";
}
}

contai ner condition {
description

"A condition is defined as a set

of attributes, features, and/or values that are to be
conpared with a set of known attributes, features,

and/ or values in order to determ ne whether the

set of Actions in that (inperative) |2NSF Policy Rule
can be executed or not. Exanples of |2NSF Conditions
include matching attributes of a packet or flow, and
conparing the internal state of an NSF to a desired
state.

The condition works with * AND' | ogic, where all

fields set in a condition MIST match the packet or flow
for the condition to be evaluated as ' TRUE ";

ref erence

"RFC 8329: Franmework for Interface to Network Security
Functions - |2NSF Fl ow Security Policy Structure
draft-ietf-i2nsf-capability-data-nodel-32

| 2NSF Capability YANG Data Mddel - Design Principles and
ECA Policy Mdel Overview';

| eaf description {

type string;
description
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"Description for a condition clause.";

}

list layer-2 {
key "destinati on-nmac-address source-nac-address ethertype";
description
"The purpose of this container is to represent |ayer 2
packet header information to determ ne the set of policy
actions in this ECA policy rule should be executed or
not.";
reference
"I EEE 802.3: |EEE Standard for Ethernet";

| eaf description {
type string;
description
"The ethernet condition description";

}

uses packet-fields:acl-eth-header-fields;

}

choi ce | ayer-3 {
case ipvad {
cont ai ner ipv4d {
description
"The purpose of this container is to represent
| Pv4 packet header information to deternine if
the set of policy actions in this ECA policy rule
shoul d be executed or not.";
ref erence
"RFC 791: Internet Protocol";

| eaf description {
type string;
description
"This is description for 1Pv4 condition.";
}

uses packet-fields:acl-ip-header-fields;
uses packet-fields:acl-ipv4-header-fields {
augnment destination-network {
case destination-ipv4-range {
|ist destination-ipv4-range {
key "start end";
uses i pv4-range;
description
"The list of |Pv4 addresses specified with
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a start | Pv4 address and an end | Pv4
address. If only one value is needed, then
set both start and end to the sane val ue.
Note that the "end |Pv4 address MJST be
equal to or greater than the 'start’ |Pv4
address. ";
}
}

description
"I Pv4 destination network denoted as | Pv4
addr esses";
}
augnment source-network {
case source-ipv4d-range {
list source-ipv4-range {
key "start end";
uses i pvé4-range;
description
"The list of |IPv4 addresses specified with
a start | Pv4 address and an end | Pv4
address. If only one value is needed, then
set both start and end to the sanme val ue.
Note that the "end |Pv4 address MJST be
equal or greater than the 'start’ |Pv4
address.";
}
}

description
"1 Pv4 source network denoted as | Pv4
addr esses";

}
}
}

case ipv6 {
container ipv6é {
description
"The purpose of this container is to represent |Pv6
packet header information to determne if the set
of policy actions in this ECA policy rule should
be executed or not.";

reference
"RFC 8200: Internet Protocol, Version 6 (1Pv6)
Speci fication";

| eaf description {
type string;
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description
"This is description for 1Pv6 condition.";
}

uses packet-fields:acl-ip-header-fields;
uses packet-fields:acl-ipv6-header-fields {
augnment destination-network {
case destination-ipv6-range {
|ist destination-ipv6-range {
key "start end";
uses i pv6-range;
description
"The list of |IPv6 addresses specified with
a start | Pv6 address and an end | Pv6
address. If only one value is needed, then
set both start and end to the sane val ue.
Note that the 'end |Pv6 address MJST be
equal to or greater than the 'start’ |Pv6
address.";
}
}
description
"I Pv6 destination network denoted as | Pv6
addr esses";
}
augnment source-network {
case source-ipv6-range {
|ist source-ipv6-range {
key "start end";
uses i pv6-range;
description
"The list of IPv6 addresses specified with
a start I Pv6 address and an end | Pv6
address. If only one value is needed, then
set both start and end to the sane val ue.
Note that the 'end |Pv6 address MJST be
equal to or greater than the 'start’ |Pv6
address. ";
}
}
description
"I Pv6 source network denoted as | Pv6
addr esses"”;

}
}
}
}

description
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"Choice of either 1Pv4 or I Pv6 as | ayer-3 protocol";
}

choi ce | ayer-4 {
case tcp {
container tcp {
description
"The purpose of this container is to represent
TCP packet header information to determ ne
if the set of policy actions in this ECA policy
rul e should be executed or not.";
reference
"draft-ietf-tcpmrfc793bi s-25: Transmi ssion Contro
Protocol (TCP) Specification”;

| eaf description {
type string;
description
"This is description for tcp condition.";
}

cont ai ner source-port-nunber {
choi ce source-port {
case range-or-operator {
uses packet-fields: port-range-or-operator;
description
"Source port definition fromrange or operator
Can be used when a single port range to be
specified.";
}
case port-list {
list port-nunbers {
key "start end";
uses port-range;
description
"Li st of source port numbers.";
}
description
"Source port definition fromlist of port
nunbers. In the case of multiple port ranges
needed to be specified.";
}
description
"The choi ce of source port definition using
range/ operator or a choice to use list of port
numbers. ";
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description
"The security policy rule according to
tcp source port nunber.”;
ref erence
"draft-ietf-tcpmrfc793bi s-25: Transni ssion Contro
Protocol (TCP) Specification - Port Nunber";

}

cont ai ner destinati on-port-nunber {
choi ce destination-port {
case range-or-operator {
uses packet-fields: port-range-or-operator;
description
"Destination port definition fromrange or
oper at or.
Can be used when a single port range to be
specified.";
}
case port-list {
list port-nunbers {
key "start end";
uses port-range;
description
"Li st of destination port nunbers.";
}
description
"Destination port definition fromlist of port
nunbers.
In the case of nultiple port ranges needed to
be specified.";
}
description
"The choice of destination port definition using
range/ operator or a choice to use list of port
numbers. ";
}
description
"The security policy rule according to
tcp destination port nunmber.”;
ref erence
"draft-ietf-tcpmrfc793bi s-25: Transni ssion Contro
Protocol (TCP) Specification - Port Nunber";

}

uses packet-fields:acl-tcp-header-fields;
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case udp {
cont ai ner udp {
description
"The purpose of this container is to represent
UDP packet header information to determ ne
if the set of policy actions in this ECA policy
rul e shoul d be executed or not.";
ref erence
"RFC 768: User Datagram Protocol";

| eaf description {
type string;
description
"This is description for udp condition.";
}

cont ai ner source-port-nunber {
choi ce source-port {
case range-or-operator {
uses packet-fields: port-range-or-operator;
description
"Source port definition fromrange or operator
Can be used when a single port range to be
specified.";
}
case port-list {
list port-nunbers {
key "start end";
uses port-range;
description
"Li st of source port numbers.";
}
description
"Source port definition fromlist of port
nunbers. In the case of multiple port ranges
needed to be specified.";
}
description
"The choi ce of source port definition using
range/ operator or a choice to use list of port
numbers. ";
}
description
"The security policy rule according to
udp source port nunber.";
ref erence
"RFC 768: User Datagram Protocol - Port Nunber";
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cont ai ner destination-port-nunber {
choi ce destination-port {
case range-or-operator {
uses packet-fields: port-range-or-operator;
description
"Destination port definition fromrange or
operat or.
Can be used when a single port range to be
specified.";
}
case port-list {
list port-numbers {
key "start end";
uses port-range;
description
"Li st of destination port nunbers.";
}
description
"Destination port definition fromlist of port
nunbers.
In the case of multiple port ranges needed to
be specified.”;
}
description
"The choi ce of destination port definition using
range/ operator or a choice to use list of port
nunbers.”;
}
description
"The security policy rule according to
udp destination port nunber.";
ref erence
"RFC 768: User Datagram Protocol - Port Nunber";
}

uses packet-fi el ds: acl -udp-header-fields;

}
}

case sctp {
contai ner sctp {
description
"The purpose of this container is to represent
SCTP packet header information to determ ne
if the set of policy actions in this ECA policy
rul e shoul d be executed or not.";

| eaf description {
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type string;
description
"This is description for sctp condition.";
}

cont ai ner source-port-nunber {
choi ce source-port {
case range-or-operator {
uses packet-fields: port-range-or-operator;
description
"Source port definition fromrange or operator
Can be used when a single port range to be
specified.";
}
case port-list {
list port-numbers {
key "start end";
uses port-range;
description
"Li st of source port numbers.";
}

description
"Source port definition fromlist of port
nunbers. In the case of multiple port ranges
needed to be specified.";
}
description
"The choice of source port definition using
range/ operator or a choice to use list of port
nunbers.";
}
description
"The security policy rule according to
sctp source port nunber.”;

ref erence
"draft-ietf-tsvwg-rfcd4960-bis-18: Stream Contro
Transm ssion Protocol - Port nunber";

}

cont ai ner destination-port-nunber {
choi ce destination-port {
case range-or-operator {
uses packet-fi el ds: port-range-or-operator;
description
"Destination port definition fromrange or

operat or.

Can be used when a single port range to be
specified.";
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}
case port-list {
list port-nunbers {
key "start end";
uses port-range;
description
"Li st of destination port numbers.";
}

description
"Destination port definition fromlist of port
nunbers.
In the case of nmultiple port ranges needed to
be specified.";
}
description
"The choice of destination port definition using
range/ operator or a choice to use list of port
nunbers.";
}
description
"The security policy rule according to
sctp destination port nunber.";

ref erence
"draft-ietf-tsvwg-rfcd4960-bis-18: Stream Contro
Transm ssion Protocol - Port Nunber";
}
| eaf-1ist chunk-type {
type uint8;

description
"The security policy rule according to
sctp chunk type ID Value.";

ref erence
"draft-ietf-tsvwg-rfcd4960-hbis-18: Stream Contro
Transm ssion Protocol - Chunk Type";

}

| eaf chunk-1ength {

type uint16 {
range "4..max";

}

description
"The security policy rule according to the length
of the chunk in sctp. This value represents the
size of the chunk in bytes, including the Chunk
Type, Chunk Flags, Chunk Length, and Chunk Val ue
fields.";

ref erence
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"draft-ietf-tsvwg-rfc4960-bis-18: Stream Contro
Transm ssion Protocol - Chunk Length";

}
}
}

case dccp {
cont ai ner dccp {
description
"The purpose of this container is to represent
DCCP packet header information to determ ne
if the set of policy actions in this ECA policy
rul e shoul d be executed or not.";
| eaf description {
type string;
description
"This is description for dccp condition.";

}

cont ai ner source-port-nunber {
choi ce source-port {
case range-or-operator {
uses packet-fields: port-range-or-operator;
description
"Source port definition fromrange or operator
Can be used when a single port range to be
specified.";
}
case port-list {
list port-numbers {
key "start end";
uses port-range;
description
"Li st of source port nunbers.";
}
description
"Source port definition fromlist of port
nunbers. In the case of multiple port ranges
needed to be specified.”;
}
description
"The choi ce of source port definition using
range/ operator or a choice to use list of port
nunbers.";
}
description
"The security policy rule according to
dccp source port number.";
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reference
"RFC 4340: Dat agram Congestion Control Protoco
(DCCP) - Port number™;

}

cont ai ner destination-port-nunber {
choi ce destination-port {
case range-or-operator {
uses packet-fields: port-range-or-operator;
description
"Destination port definition fromrange or
operat or.
Can be used when a single port range to be
specified.";
}
case port-list {
|ist port-nunbers {
key "start end";
uses port-range;
description
"Li st of destination port numbers.”;
}
description
"Destination port definition fromlist of port
nunbers. In the case of multiple port ranges
needed to be specified.”;
}
description
"The choice of destination port definition using
range/ operator or a choice to use list of port
nunbers.";
}
description
"The security policy rule according to
dccp destination port nunber.";
ref erence
"RFC 4340: Dat agram Congestion Control Protoco
(DCCP) - Port number";

}

| eaf-1ist service-code {
type uint32;
description
"The security policy rule according to
dccp service code.”;
ref erence
"RFC 4340: Dat agram Congestion Control Protoco
(DCCP) - Service Codes
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RFC 5595: The Dat agram Congestion Control Protocol
(DCCP) Service Codes
RFC 6335: Internet Assigned Nunmbers Authority
(I ANA) Procedures for the Managenent of
the Service Name and Transport Protoco
Port Nunmber Registry - Service Code";
}

leaf-list type {
type uint8 {
range "0..15";
}

description
"The security policy rule according to the 4 bits
of dccp type header field for dccp packet types
such as DCCP- Request, DCCP- Response, DCCP-Dat a,
DCCP- Ack, and DCCP- Dat aAck.";
ref erence
"RFC 4340: Dat agram Congestion Control Protoco
(DCCP) - Packet Types";
}

| eaf data-offset {
type uint8;
description
"The security policy rule according to the offset
from
the start of the packet’s DCCP header to the start
of its application data area, in 32-bit word.";
ref erence
"RFC 4340: Dat agram Congestion Control Protoco
(DCCP) - Data O fset";
}
}
}

case icnmp {
container icnmp {
description
"The purpose of this container is to represent
| CMPv4 and | CVPv6 packet header information to
determine if the set of policy actions in this ECA
policy rule should be executed or not.";
reference
"RFC 792: Internet Control Message Protocol
RFC 8335: PROBE: A Uility for Probing Interfaces”;

| eaf description {
type string;
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description
"This is description for icnp condition.";
}

| eaf version {
type enuneration {
enum i cnmpv4 {
val ue "1";
description
"The | CVWPv4 Protocol as defined in RFC 792";
}

enum i cnpv6é {
val ue "2";
description
"The 1 CMPv6 Protocol as defined in RFC 4443";
}
}
description
"The | CMP version to be matched. This val ue
affected the type and code val ues.";
ref erence
"RFC 792: Internet Control Message Protoco
RFC 4443: Internet Control Message Protoco
(Icavwve) for the Internet Protoco
Version 6 (1Pv6) Specification";
}

uses packet-fields:acl-icnp-header-fields;
}
}

description

"Choi ce of TCP, UDP, SCTP, DCCP, and ICMP as a | ayer-4
protocol . ";

}

contai ner url-category {
description
"Condition for url category";
| eaf description {
type string;
description
"This is description for the condition of a URL's
category such as SNS sites, gane sites, econmerce
sites, conpany sites, and university sites.";

}

| eaf-1ist pre-defined {
type string;
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description
"This is pre-defined-category. To specify the nane of
URL dat abase.";

| eaf-1ist user-defined {
type string;
description
"Thi s user-defined-category. To allow a user’s manua
addition of URLs for URL filtering.";
ref erence
"RFC 3986: Uniform Resource ldentifier (URI): Generic
Synt ax";
}
}

cont ai ner voice {
description
"For the Vol P/ VoCN security system a Vol P/
VoCN security system can nonitor each
Vol P/ VoCN fl ow and nmanage Vol P/ VoCN
security rules controlled by a centralized
server for Vol P/ VoCN security service
(called VolP IPS). The Vol P/ VoCN security
system controls each switch for the
Vol P/ VoCN cal | fl ow managenent by
mani pul ating the rules that can be added,
del eted, or nodified dynamcally.";
ref erence
"RFC 3261: SIP: Session Initiation Protocol";

| eaf description {
type string;
description
"This is description for voice condition.";

}
| eaf-1ist source-voice-id {
type string;
description
"The security policy rule according to
a source voice ID for VolP and VoCN. ";
}
| eaf-1ist destination-voice-id {

type string;
description
"The security policy rule according to
a destination voice ID for VolP and VoCN. ";

Kim et al. Expi res 3 Decenber 2022 [ Page 50]



I nternet-Draft NSF- Faci ng I nterface YANG Data Mdel June 2022

}
| eaf-1ist user-agent {
type string;
description
"The security policy rule according to
a user agent for Vol P and VoCN. ";
}

}

contai ner ddos {
description
"Condition for DDoS attack.";

| eaf description {
type string;
description
"This is description for ddos condition.";

}
| eaf alert-packet-rate {
type uint32;
units "pps";
description
"The alert rate of flood detection for
packets per second (PPS) of an |IP address.
If the PPS of an | P address exceeds
the alert rate threshold, an alert
will be generated.";
}
|l eaf alert-flowrate {
type uint32;
description
"The alert rate of flood detection for the
flow creating requests (e.g., new TCP connection
establi shnent) per second of an | P address as
either a source node or a destination node. If
the flows per second of an |IP address exceeds
the alert rate threshold, an alert will be
generated.";
}
| eaf alert-byte-rate {
type uint32;

units "Bps";
description
"The alert rate of flood detection for
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byt es per second (Bps) of an | P address.
If the bytes per second of an | P address
exceeds the alert rate threshold, an alert
will be generated.”;

}
}

container anti-virus {
description
"Condition for antivirus";

leaf-list profile {
type string;
description
"The security profile for antivirus. This is used to

update the security profile for inproving the
security. The security profile is used to scan
the viruses.";

}
leaf-1ist exception-files {
type string;
description
"The type or name of the files to be excluded by the
antivirus. This can be used to keep the known
harm ess files. Absolute paths are fil enanes/ pat hs
to be excluded and rel ative ones are interpreted as
gl obs. ";
reference
"GLOB: Linux Programer’s Manual - G.OB";
}

}

cont ai ner payl oad {
description
"Condition for packet payload";
| eaf description {
type string;
description
"This is description for payload condition.";

|l eaf-1ist content {
type binary;
description
"This is a condition for packet payl oad content.
The payl oad content is the binary stream contai ned
by a security attack such as backdoor attack. It is
usual |y used for Deep Packet |nspection (DPl).";
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}
}

contai ner context {
description
"Condition for context";
| eaf description {
type string;
description
"This is description for context condition.";

}

container time {
description
"Time to determ ne when the policy should be applied”;
| eaf start-date-tinme {
type yang: date-and-ti ne;
description
"This is the start date and tine for a security
policy rule.";

}

| eaf end-date-tinme {
type yang: date-and-ti ne;
description
"This is the end date and time for a policy rule.
The policy rule will stop working after the
specified end-date-tine.";

}

cont ai ner period {
when

"../frequency!="only-once";
description

"This represents the repetition time. |In the case
where the frequency is weekly, the days can be
set.";

| eaf start-time {
type tine;

description
"This is a period's start time for an event.";

}
| eaf end-tinme {
type tine;
description
"This is a period’'s end tine for an event.";

}
| eaf-1ist day {
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when

..[../frequency="weekly";
type day;
m n-el enents 1;
description

"This represents the repeated day of every week
(e.g., Monday and Tuesday). More than one day
can be specified.";

leaf-1ist date {
when

..l..lfrequency="nonthly ";
type int8 {
range "1..31";
}
m n-el enents 1;
description
"This represents the repeated date of every nonth.
More than one date can be specified.";
}
leaf-1ist nmonth {
when

..[../frequency="yearly'";
type string{
pattern '\d{2}-\d{2}";
}
m n-el enents 1;
description
"This represents the repeated date and nonth of
every year. More than one can be specified.
A pattern used here is Month and Date (MW DD).";
}
}

| eaf frequency {
type enuneration {
enum onl y-once {
description

"This represents that the rule is inmediately
enforced only once and not repeated. The policy
wi Il continuously be active fromthe start-tine
to the end-tine.";

enumdaily {
description
"This represents that the rule is enforced on a
daily basis. The policy will be repeated
daily until the end-date.";
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enum weekl y {
description
"This represents that the rule is enforced on a
weekly basis. The policy will be repeated
weekly until the end-date. The repeated days
can be specified.";

enum mont hly {
description
"This represents that the rule is enforced on a
mont hly basis. The policy will be repeated
monthly until the end-date.";

enum yearly {
description
"This represents that the rule is enforced on
a yearly basis. The policy will be repeated
yearly until the end-date.";

default only-once;
description
"This represents how frequently the rule
shoul d be enforced.";
}
}

contai ner application {
description
"Condition for application”;
| eaf description {
type string;
description
"This is description for application condition.";

| eaf-1ist protocol {
type identityref {
base application-protocol;

description
"The condition based on the application | ayer
prot ocol ";
}
}

cont ai ner device-type {
description
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"Condition for type of the destination device";
| eaf description {
type string;
description
"This is description for destination device type
condition. Vendors can wite instructions for the
condition that vendor nade";

}

| eaf-1ist device {
type identityref {
base devi ce-type;
}
description
"The device attribute that can identify a device,
including the device type (i.e., router, swtch,
pc, ios, or android) and the device's owner as
well.";
}
}

contai ner users {
description
"Condition for users";
| eaf description {
type string;
description
"This is the description for users’ condition.";

list user {
key "id";
description
"The user with which the traffic flow is associated
can be identified by either a user |ID or usernane.
The user-to-1P address mapping is assuned to be
provi ded by the unified user managenent systemvia
network.";
leaf id {
type uint32;
description
"The I D of the user.";
}

| eaf nane {
type string;
description
"The name of the user.";
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list group {
key "id";
description
"The user group with which the traffic flowis
associ ated can be identified by either a group ID
or group nane. The group-to-1P address and
user-to-group mappi ngs are assunmed to be provided by
the unified user managenent systemvia network.";
leaf id {
type uint32;
description
"The I D of the group."”;
}

| eaf nane {
type string;
description
"The name of the group.";
}

}
}

cont ai ner geographic-location {

description
"The location which network traffic flowis associated
with. The region can be the geographic |ocation such
as country, province, and city, as well as the |ogical
network | ocation such as | P address, network section,
and network domain.";

ref erence
"RFC 9179: A YANG Groupi ng for Geographic Locations";

| eaf description {
type string;
description
"This is the description for the geographic |ocation
condition. It is used to describe the conditions and
instructions that should be inplenmented.";

}

| eaf-1ist source {
type string;
description
"The source is a geographic |ocation mapped into an
I P address. It matches the mapped | P address to the
source | P address of the traffic flow";
ref erence
"1 SO 3166: Codes for the representation of
nanes of countries and their subdivisions
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RFC 9179: A YANG G oupi ng for Ceographic Locations";

}
| eaf-1ist destination {
type string;
description
"The destination is a geographic |ocation mapped into
an | P address. It matches the mapped | P address to
the destination IP address of the traffic flow ";
ref erence
"1 SO 3166: Codes for the representation of
nanes of countries and their subdivisions
RFC 9179: A YANG G oupi ng for Ceographic Locations";
}

}
}
}

cont ai ner action {
description
"An action is used to control and nonitor aspects of
fl ow based NSFs when the event and condition clauses
are satisfied. NSFs provide security functions by
executing various Actions. Exanples of |2NSF Actions
i nclude providing intrusion detection and/or protection,
web and flow filtering, and deep packet inspection
for packets and flows.";
ref erence
"RFC 8329: Franmework for Interface to Network Security
Functions - |2NSF Fl ow Security Policy Structure
draft-ietf-i2nsf-capability-data-nodel-32
| 2NSF Capability YANG Data Model - Design Principles and
ECA Policy Mdel Overview';

| eaf description {
type string;
description
"Description for an action clause.";
}

cont ai ner packet-action {
description
"Action for packets";
ref erence
"RFC 8329: Franmework for Interface to Network Security
Functions - |2NSF Fl ow Security Policy Structure
draft-ietf-i2nsf-capability-data-nodel-32
| 2NSF Capability YANG Data Mddel - Design Principles and
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ECA Policy Mddel Overview';

| eaf ingress-action {
type identityref {
base ingress-action;
}
description
"Ingress Action: pass, drop, reject, rate-limt, and
mrror.";

}

| eaf egress-action {
type identityref {
base egress-action;
}
description
"Egress action: pass, drop, reject, rate-limt, nmrror,
i nvoke-si gnal i ng, tunnel -encapsul ation, forwarding,
redirection, and transfornmation.";

}

| eaf | o0g-action {
type identityref {
base | og-acti on;
}
description
"Log action: rule |log and session |o0g";

}

contai ner flowaction {
description
“"Action for flows";
reference
"RFC 8329: Franmework for Interface to Network Security
Functions - |2NSF Fl ow Security Policy Structure
draft-ietf-i2nsf-capability-data-nodel-32
| 2NSF Capability YANG Data Model - Design Principles and
ECA Policy Mdel Overview';

| eaf ingress-action {
type identityref {
base ingress-action;
}
description
"Action: pass, drop, reject, rate-limt, and mrror.";
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| eaf egress-action {
type identityref {
base egress-action;
}
description
"Egress action: pass, drop, reject, rate-limt, nirror,
i nvoke-si gnal i ng, tunnel -encapsul ation, forwarding,
redirection, and transformation.";

}

| eaf | o0g-action {
type identityref {
base | og-acti on;
}
description
"Log action: rule log and session |og";

}
}

cont ai ner advanced-action {
description
"If the packet needs to be additionally inspected,
the packet is passed to advanced network
security functions according to the profile.
The profile neans the types of NSFs where the packet
will be forwarded in order to additionally
i nspect the packet.
The advanced action activates Service Function
Chaining (SFC) for further inspection of a packet.";
ref erence
"draft-ietf-i2nsf-capability-data-nodel-32
| 2NSF Capability YANG Data Model - YANG Tree
D agrant';

| eaf-1ist content-security-control {
type identityref {
base content-security-control
}
description
"Content-security-control is the NSFs that
i nspect the payl oad of the packet.
The profile for the types of NSFs for nmitigation is
divided into content security control and
attack-mtigation-control
Content security control: ips, url filtering,
antivirus, and voip-vocn-filter. This can be
ext ended according to the provided NSFs.";
ref erence
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"draft-ietf-i2nsf-capability-data-nodel-32
| 2NSF Capability YANG Data Mddel - YANG Tree Di agrant;
}

leaf-list attack-mtigation-control {
type identityref {
base attack-mtigation-control
}

description
"Attack-mtigation-control is the NSFs that weaken
the attacks related to a denial -of-service (DoS)
and reconnai ssance.
The profile for the types of NSFs for nitigation is
divided into content security control and
attack-mtigation-control
Attack mitigation control: Anti-DDoS or DDoS
mtigator. This can be extended according to the
provi ded NSFs such as mitigators for ip sweep,
port scanning, ping of death, teardrop, oversized
icnp, and tracert.";
ref erence
"draft-ietf-i2nsf-capability-data-nodel-32
| 2NSF Capability YANG Data Model - YANG Tree D agrant;
}
}
}
}

contai ner rule-group {
description
"This is rule group";

l'ist groups {
key "group-name";
description
"This is a group for rules";

| eaf group-name {
type string;
description
"This is the nanme of the group for rules";
}

leaf-1ist rule-nane {
type leafref {
pat h

}

description

... [rul es/ name";
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"The names of the rules to be grouped."”;

}

| eaf enable {
type bool ean;
description
"If true, the rule is enabled and enforced.
If false, the rule is configured but disabled
and not enforced."”;

}
| eaf description {
type string;
description
"This is a description for rul e-group”;
}
}
}
}
}
<CODE ENDS>

Figure 5: YANG Data Mdul e of |2NSF NSF-Faci ng-Interface
5. XM Configuration Exanples of Low Level Security Policy Rules

This section shows XM. configuration exanples of |owlevel security
policy rules that are delivered fromthe Security Controller to NSFs
over the NSF-Facing Interface. For security requirenents, we assune
that the NSFs (i.e., CGeneral firewall, Tinme-based firewall, URL
filter, VolP/VoCN filter, and HTTP and HTTPS fl ood mitigation)
described in Appendix A of [I-D.ietf-i2nsf-capability-data-nodel] are
registered with the I 2NSF framework. Wth the regi stered NSFs, we
show configurati on exanples for security policy rules of network
security functions according to the following three security
requirenents: (i) Block Social Networking Service (SNS) access during
busi ness hours, (ii) Block nmalicious Vol P/ VoCN packets coming to the
company, and (iii) Mtigate HITP and HTTPS fl ood attacks on conpany
web server.

5.1. Exanple Security Requirenent 1: Block Social Networking Service
(SNS) Access during Business Hours

This section shows a configuration exanple for blocking SNS access
during business hours in |IPv4d networks or |Pv6 networKks.
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<i 2nsf-security-policy
xm ns="urn:ietf:paranms: xm :ns:yang:ietf-i2nsf-nsf-facing-interface">
<nane>sns_access</ nanme>
<rul es>
<nanme>bl ock_sns_access_during operation_tinme_for_ipv4</nane>
<condi ti on>
<i pv4>
<sour ce-i pv4- net wor k>192. 0. 2. 0/ 24</ sour ce- i pv4- net wor k>
</ipva>
<cont ext >
<tinme>
<start-date-tinme>2021-03-11T09: 00: 00. 00Z</ st art-date-ti ne>
<end- dat e-ti me>2021-12-31T18: 00: 00. 00Z</ end-dat e-ti ne>
<peri od>
<start-time>09: 00: 00Z</start-tine>
<end-ti ne>18: 00: 00Z</ end-ti ne>
<day>nonday</ day>
<day>t uesday</ day>
<day>wednesday</ day>
<day>t hur sday</ day>
<day>fri day</ day>
</ peri od>
<f requency>weekl y</ frequency>
</time>
</ cont ext >
</ conditi on>
<action>
<advanced- acti on>
<content-security-control >
url-filtering
</ content-security-control >
</ advanced- acti on>
</ acti on>
</rul es>
</i 2nsf-security-policy>

Figure 6: Configuration XM. for Tinme-based Firewall to Bl ock SNS
Access during Business Hours in | Pv4d Networks
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<i 2nsf-security-policy
xm ns="urn:ietf:paranms: xm :ns:yang:ietf-i2nsf-nsf-facing-interface">
<nane>sns_access</ nanme>
<rul es>
<nanme>bl ock_sns_access_during operation_tinme_for_ipv6</nane>
<condi ti on>
<i pv6>
<sour ce-i pv6- net wor k>2001: db8: 1: : / 60</ sour ce-i pv6- net wor k>
</ipv6>
<cont ext >
<tinme>
<start-date-tinme>2021-03-11T09: 00: 00. 00Z</ st art-date-ti ne>
<end- dat e-ti me>2021-12-31T18: 00: 00. 00Z</ end-dat e-ti ne>
<peri od>
<start-time>09: 00: 00Z</start-tine>
<end-ti ne>18: 00: 00Z</ end-ti ne>
<day>nonday</ day>
<day>t uesday</ day>
<day>wednesday</ day>
<day>t hur sday</ day>
<day>fri day</ day>
</ peri od>
<f requency>weekl y</ frequency>
</time>
</ cont ext >
</ conditi on>
<action>
<advanced- acti on>
<content-security-control >
url-filtering
</ content-security-control >
</ advanced- acti on>
</ acti on>
</rul es>
</i 2nsf-security-policy>

Figure 7: Configuration XM. for Tinme-based Firewall to Bl ock SNS
Access during Business Hours in | Pv6 Networks
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<i 2nsf-security-policy
xm ns="urn:ietf:paranms: xm :ns:yang:ietf-i2nsf-nsf-facing-interface">
<nane>sns_access</ nanme>
<rul es>
<nane>bl ock_sns_access_duri ng _operation_ti nme</nane>
<condi ti on>
<url - cat egory>
<user-defi ned>SNS_1</ user - def i ned>
<user -defi ned>SNS_2</ user - def i ned>
</ url -cat egory>
</ condi ti on>
<action>
<packet -acti on>
<egr ess-acti on>drop</ egress-acti on>
</ packet - acti on>
</ action>
</rul es>
</i2nsf-security-policy>

Figure 8: Configuration XML for Web Filter to Bl ock SNS Access
during Busi ness Hours

Figure 6 and Figure 7 show the configuration XM. docunents for a
time-based firewall for I1Pv4 and | Pv6, respectively. Figure 8 shows
the configuration XM. docunment for a web filter. The two NSFs

combi ned to bl ock SNS access during business hours in | Pv4d networks
(or I'Pv6 networks). For the security requirenment, two NSFs (i.e., a
time-based firewall and a web filter) were used because one NSF
cannot meet the security requirenent. The instances of XM. docunents
for the time-based firewall and the web filter are as follows: Note
that a detailed data nodel for the configuration of the advanced
network security function (i.e., web filter) can be defined as an
extension in future.

Ti me-based Firewall is as follows:
1. The nane of the security policy is sns_access.
2. The nane of the rule is
bl ock_sns_access_during_operation_tine for _ipv4 and

bl ock_sns_access_during _operation_tine _for _ipvé6.

3. The rule is started from2021-03-11 at 9 a.m to 2021-12-31 at 6
p. m

4. The rule is operated weekly every weekday (i.e., Mnday, Tuesday,

Wednesday, Thursday, and Friday) during the business hours (i.e.,
from9 a.m to 6 p.m).
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5. The rule inspects a source |IPv4 address (i.e., 192.0.2.0/24).
For the case of |IPv6 networks, the rule inspects a source |IPv6
address (i.e., from 2001: db8:1::/60).

6. |If the outgoing packets match the rules above, the tine-based
firewall sends the packets to url filtering for additiona
i nspection because the tinme-based firewall can not inspect
contents of the packets for the SNS URL

Wb Filter is as foll ows:

1. The nane of the security policy is sns_access.

2. The narme of the rule is block SNS 1 and SNS 2.

3. The rule inspects URL address to block the access packets to the
SNS 1 or the SNS 2.

4. |f the outgoing packets match the rul es above, the packets are
bl ocked.

5.2. Exanple Security Requirenent 2: Bl ock Malicious Vol P/ VoCN Packets
Coning to a Conpany

Thi s section shows a configurati on exanple for blocking malicious
Vol P/ VoCN packets coming to a conpany.
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<i 2nsf-security-policy
xm ns="urn:ietf:paranms: xm :ns:yang:ietf-i2nsf-nsf-facing-interface">
<name>voi p_vocn_i nspecti on</ nane>
<rul es>
<nane>bl ock_mal i ci ous_voi ce_i d</ nane>
<condi ti on>
<i pv4>
<destination-ipv4-networ k>192. 0. 2. 0/ 24</ dest i nati on-i pv4- net wor k>
</ipva>
<tcp>
<desti nati on-port - nunber >
<l ower - port >5060</ | ower - port >
<upper - port >5061</ upper - port >
</ desti nati on- port - nunber >
</tcp>
</ condi tion>
<action>
<advanced- acti on>
<content-security-control >
voi p-vocn-filtering
</ content -security-control >
</ advanced- acti on>
</ action>
</rul es>
</i 2nsf-security-policy>

Figure 9: Configuration XML for General Firewall to Bl ock
Mal i ci ous Vol P/ VoCN Packets Coming to a Conpany
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<i 2nsf-security-policy
xm ns="urn:ietf:paranms: xm :ns:yang:ietf-i2nsf-nsf-facing-interface">
<name>voi p_vocn_i nspecti on</ nane>
<rul es>
<nane>bl ock_mal i ci ous_voi ce_i d</ nane>
<condi ti on>
<voi ce>
<sour ce-voi ce-i d>
userl@oi p. mal i ci ous. exanpl e. com
</ sour ce-voi ce-i d>
<sour ce-voi ce-i d>
user2@oi p. mal i ci ous. exanpl e. com
</ sour ce-voi ce-i d>
</ voi ce>
</ conditi on>
<action>
<fl ow acti on>
<i ngress-acti on>drop</ingress-action>
</fl ow action>
</ acti on>
</rul es>
</i 2nsf-security-policy>

Fi gure 10: Configuration XML for Vol P/VOoCN Filter to Bl ock
Mal i ci ous Vol P/ VoCN Packets Coming to a Conpany

Figure 9 and Figure 10 show the configuration XM. docunents for
general firewall and Vol P/VoCN filter to block malicious Vol P/ VoCN
packets coning to a conpany. For the security requirenent, two NSFs
(i.e., a general firewall and a Vol P/VoCN filter) were used because
one NSF can not nmeet the security requirenment. The instances of XM
docunents for the general firewall and the Vol P/VoCN filter are as
follows: Note that a detailed data nodel for the configuration of the
advanced network security function (i.e., VolP/VoCN filter) can be
descri bed as an extension in future.

General Firewall is as foll ows:
1. The nane of the security policy is voip_vocn_inspection
2. The name of the rule is block nalicious_voice id.

3. The rule inspects a destination |Pv4 address (i.e., from
192.0.2.0/24) .

4. The rule inspects a port nunber (i.e., 5060 and 5061) to inspect
Vol P/ VoCN packet .
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5. If the incom ng packets match the rul es above, the genera
firewall sends the packets to VolP/VoCN filter for additiona
i nspection because the general firewall can not inspect contents
of the Vol P/ VoCN packet s.

Vol P/ VoCN Filter is as foll ows:

1. The nane of the security policy is malicious_voice_id.

2. The name of the rule is block _nalicious_voice_ id.

3. The rule inspects the voice |ID of the Vol P/ VoCN packets to bl ock
the malicious Vol P/ VoCN packets (i.e.,
userl@oi p. mal i ci ous. exanpl e. com and

user2@oi p. mal i ci ous. exanpl e. com

4. 1f the incom ng packets match the rul es above, the packets are
bl ocked.

5.3. Exanple Security Requirenent 3: Mtigate HITP and HTTPS Fl ood
Attacks on a Conpany Wb Server

This section shows a configuration exanple for nmitigating HTTP and
HTTPS fl ood attacks on a conpany web server.
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<i 2nsf-security-policy
xm ns="urn:ietf:paranms: xm :ns:yang:ietf-i2nsf-nsf-facing-interface">
<nanme>fl| ood_attack_mitigati on</ nane>
<rul es>
<nane>mitigate http and https fl ood_attack</nane>
<condi ti on>
<i pv4>
<destination-ipv4-networ k>192. 0. 2. 0/ 24</ dest i nati on-i pv4- net wor k>
</ipva>
<tcp>
<desti nati on-port - nunber >
<port - nunber s>
<start>80</start>
<end>80</ end>
</ port - nunber s>
<port - nunber s>
<start>443</start>
<end>443</ end>
</ port - nunber s>
</ desti nati on- port - nunber >
</tcp>
</ condi ti on>
<action>
<advanced- acti on>
<attack-mtigation-control >
anti - ddos
</ attack-mtigation-control >
</ advanced- acti on>
</ action>
</rul es>
</i 2nsf-security-policy>

Figure 11: Configuration XML for Ceneral Firewall to Mtigate
HTTP and HTTPS Fl ood Attacks on a Conpany Wb Server
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<i 2nsf-security-policy
xm ns="urn:ietf:paranms: xm :ns:yang:ietf-i2nsf-nsf-facing-interface">
<nanme>fl| ood_attack_mitigati on</ nane>
<rul es>
<nane>mitigate http and https fl ood_attack</nane>
<condi ti on>
<ddos>
<al ert - packet -rat e>1000</ al ert - packet -r at e>
</ ddos>
</ condi tion>
<action>
<fl ow acti on>
<i ngress-acti on>drop</i ngress-action>
</fl ow action>
</ acti on>
</rul es>
</i 2nsf-security-policy>

Fi gure 12: Configuration XM. for Anti-DDoS to Mtigate HTTP and
HTTPS Fl ood Attacks on a Company Wb Server

Figure 11 and Figure 12 show the configuration XM. docunents for
general firewall and HTTP and HTTPS flood attack nmitigation to
mtigate HTTP and HTTPS flood attacks on a conpany web server. For
the security requirement, two NSFs (i.e., a general firewall and a
HTTP and HTTPS fl ood attack mitigation) were used because one NSF can
not neet the security requirement. The instances of XM. docunents
for the general firewall and HTTP and HTTPS flood attack mtigation
are as follows: Note that a detailed data nodel for the configuration
of the advanced network security function (i.e., HITP and HTTPS fl ood
attack mitigation) can be defined as an extension in future.

General Firewall is as foll ows:
1. The nane of the security policy is flood attack mtigation
2. The nane of the rule is nmtigate_http_and _https_fl ood_attack

3. The rule inspects a destination |IPv4 address (i.e., 192.0.2.0/24)
to inspect the access packets comng into the conpany web server

4. The rule inspects a port nunber (i.e., 80 and 443) to inspect
HTTP and HTTPS packet .

5. If the packets match the rul es above, the general firewall sends
the packets to anti-DDoS for additional inspection because the
general firewall can not control the anmount of packets for HITP
and HTTPS packets.
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Anti DDoS for HTTP and HTTPS Fl ood Attack Mtigation is as foll ows:
1. The nane of the security policy is flood_attack mtigation
2. The nane of the rule is mtigate http_and https flood _attack

3. The rule controls the HTTTP and HTTPS packets according to the
anount of incom ng packets (1000 packets per second).

4. 1f the incom ng packets match the rul es above, the packets are
bl ocked.

6. | ANA Consi derati ons

Thi s docunent requests IANA to register the following URl in the
"I ETF XML Regi stry" [RFC3688]:

URI: urn:ietf:parans:xm:ns:yang:ietf-i2nsf-nsf-facing-interface
Regi strant Contact: The | ESG
XM.: N A; the requested URI is an XM. nanespace

Thi s docunent requests IANA to register the follow ng YANG nodul e in
the "YANG Modul e Nanes" registry [ RFC7950] [ RFC8525] :

nane: ietf-i2nsf-nsf-facing-interface
nanespace: urn:ietf:paranms:xm :ns:yang:ietf-i2nsf-nsf-facing-interface
prefix: i 2nsf nfi

ref erence: RFC XXXX

7. Security Considerations

The YANG nodul e specified in this docunent defines a data schema
designed to be accessed through network nmanagenment protocols such as
NETCONF [ RFC6241] or RESTCONF [ RFC8040]. The | owest NETCONF | ayer is
the secure transport |layer, and the required secure transport is
Secure Shell (SSH) [RFC6242]. The | owest RESTCONF | ayer is HITPS,
and the required secure transport is TLS [ RFC8446].

The NETCONF access control nodel [RFC8341] provides a neans of
restricting access to specific NETCONF or RESTCONF users to a
preconfigured subset of all available NETCONF or RESTCONF protoco
operations and content.

There are a nunber of data nodes defined in this YANG nodul e that are

witable/creatabl e/deletable (i.e., config true, which is the
default). These data nodes may be considered sensitive or vul nerable
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8.

8.

in some network environnents. Wite operations (e.g., edit-config)
to these data nodes w thout proper protection can have a negative
effect on network operations. These are the subtrees and data nodes
and their sensitivity/vulnerability:

* jetf-i2nsf-nsf-facing-interface: Witing to al nost any el enent of
this YANG nodul e woul d directly inmpact on the configuration of
NSFs, e.g., conpletely turning off security nonitoring and
mtigation capabilities; altering the scope of this monitoring and
mtigation; creating an overwhel mi ng | ogging volune to overwhel m
downstream anal ytics or storage capacity; creating |ogging
patterns which are confusing; or rendering usel ess trained
statistics or artificial intelligence nodels.

Sone of the readable data nodes in this YANG nodul e may be consi dered
sensitive or vulnerable in sone network environments. It is thus
important to control read access (e.g., via get, get-config, or
notification) to these data nodes. These are the subtrees and data
nodes and their sensitivity/vulnerability:

* jetf-i2nsf-nsf-facing-interface: The attacker may gather the
security policy information of any target NSFs and m suse the
security policy information for subsequent attacks.

Policy rules identifying the specified users and user groups can be
specified with "rul es/condition/context/users". As with other data
in this YANG nmodul e, this user information is provided by the
Security Controller to the NSFs and is protected via the transport
and access control mechani sns descri bed above.
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i nterface-dm 28:
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