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Abst r act

Thi s docunent describes a YANG data nodel of the Consuner-Facing
Interface of the Security Controller in an Interface to Network
Security Functions (I2NSF) systemin a Network Functions
Virtualization (NFV) environment. This docunment defines various
types of mamnaged objects and the rel ati onship anong them needed to
build the flow policies fromusers’ perspective. The YANG data nodel
is based on the "Event-Condition-Action" (ECA) policy defined by a
capability YANG data nodel for |I2NSF. The YANG data nodel enabl es
different users of a given |I2NSF systemto define, manage, and
monitor flow policies within an adm nistrative domain (e.g., user

group) .

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups nmay also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi mum of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 16 Novenber 2023.
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1. Introduction

In a framework of Interface to Network Security Functions (I 2NSF)

[ RFC8329], each vendor can register their Network Security Functions
(NSFs) using a Devel oper’s Managenent System (DMS). Then the | 2NSF
User (e.g., an application for a security adm nistrator such as a web
application) can configure the NSFs by defining high-level security
policies. Mst vendors provide various proprietary applications or
tools to define security policies for their own NSFs. The Consumner -
Facing Interface is required because the applications devel oped by
each vendor need to have a standard interface specifying the data
types used when the | 2NSF User and Security Controller (i.e., Network
Qper at or Managenent Systen) commruni cate with each other using this
interface. Therefore, this docunment specifies the required YANG data
model such as their data types and encodi ng schemes so that high-

| evel security policies (or configuration information for security
policies) can be transferred to the Security Controller through the
Consuner - Facing Interface. Security Controller will use the given
information to translate the high-level security policies into the
corresponding | ow1level security policies. The Security Controller
delivers the translated security policies to the NSFs according to
their respective security capabilities for the required security

enf or cement .

The Consuner-Facing Interface would be built using a set of objects,
with each object capturing a unique set of information froman |2NSF
User [ RFC8329] needed to express a Security Policy. An object may
have rel ati onship with various other objects to express a conplete
set of requirenents. The YANG data nodel in this docunment captures
t he managed objects and rel ati onship anong these objects. This nodel
is structured in accordance with the "Event-Condition-Action" (ECA)

policy.

An NSF Capability YANG data nodel is defined in
[I-D.ietf-i2nsf-capability-data-nodel] as the basic nbdel for both
the NSF-Facing interface and Consuner-Facing Interface security
policy nodel of this docunent.
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Figure 1: Diagramfor Hi gh-level Abstraction of Consumer-Facing
Interface

Data nodels are defined at a | ower |evel of abstraction and provide
many details. They provide details about the inplenentation of a
protocol’s specification, e.g., rules that explain howto map nanaged
objects onto | ower-|evel protocol constructs.

The efficient and flexible provisioning of network functions by a

Net work Functions Virtualization (NFV) system supports rapid

depl oynent of newly devel oped functions. As practical applications,
Network Security Functions (NSFs), such as firewall, Intrusion
Detection System (IDS)/Intrusion Prevention System (IPS), and attack
mtigation, can also be provided as Virtual Network Functions (VNFs)
in the NFV system By the efficient virtualization technol ogy, these
VNFs m ght be automatically provisioned and dynam cally m grated
based on real -tinme security requirenments. This docunent presents a
YANG dat a nodel to inplenent security functions based on NFV.

Jeong, et al. Expi res 16 Novenber 2023 [ Page 4]



Internet-Draft Consuner-Facing Interface YANG Data Mde May 2023

2

Ter mi nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [RFCB174] when, and only when, they appear in al
capitals, as shown here

Thi s docunent uses the term nol ogy described in [ RFC8329].

Thi s docunent follows the guidelines of [ RFC8407], uses the common
YANG types defined in [ RFC6991], and adopts the Network Managenent
Dat astore Architecture (NVDA) [RFC8342]. The neaning of the synbols
in tree diagrams is defined in [ RFC8340].

YANG Tree Di agram of Policy

A Policy object is a neans to express a Security Policy set by an

| 2NSF User with the Consumer-Facing Interface. It is sent to the
Security Controller which converts it into an NSF-specific
configuration via the NSF-Facing Interface for enforcement of the
NSF. Figure 2 shows the YANG tree of the Policy object. The Policy
obj ect SHALL have the follow ng information:

Nane: This field identifies the name of this object.

Language: The |anguage field indicates the | anguage tag that is used
for the natural |anguage text that is included in all of
the "description’ attributes. The language field is
encoded following the rules in Section 2.1 of [RFC5646].
The default |anguage tag is "en-US".

Priority-usage: This field represents the type of the priority used
in the policy. Two types are defined in this nodule, i.e.,
"priority-by-order’ and 'priority-by-nunber’. The
"priority-by-order’ indicates that the sequence of the
rules to be executed follows the input order by user. The
"priority-by-nunber’ indicates that the sequence of the
rules to be executed follows the priority values in the
rul es, where a higher priority value neans a higher
priority.

Resol ution-strategy: This field represents how to resolve conflicts
that occur between actions of the same or different policy
rules that are matched and contained in this particular
NSF. The resolution strategy is described in Section 3.2
of [I-D.ietf-i2nsf-capability-data-nodel] in detail. The
default resolution strategy is "fm" (First Matching Rule).
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Rul es: This field contains a list of rules. These rules are
defined for inplenenting business requirenments such as 1)
supporting comuni cation between two Endpoi nt G oups (see
Section 4), 2) preventing conmunication with externally or
internally identified threats, and 3) controlling access to
internal or external resources for neeting regulatory
conmpliance. An organization may restrict certain
communi cati on between a set of users and applications for
exanple. The threats may be identified fromthreat feeds
obtai ned fromexternal sources. Note that rule conflict
anal ysis should be performed by a nonitoring service for
policy rule conflicts in Security Controller to detect such
rule conflicts anmong the policy rules installed into
networ k security functions.

modul e: ietf-i2nsf-cons-facing-interface
+--rw i2nsf-cfi-policy* [nane]

+--rw rul es* [ nane]

| +--rw name string

| +--rw | anguage? string

| +--rwpriority-usage? identityref
| +--rwresolution-strategy? i dentityref
I

I

+--rw endpoi nt - gr oups
| .

+--rw threat-prevention

Figure 2: Policy YANG Data Tree

A policy contains a list of rules. In order to express a Rule, the
Rul e nust have conpl ete informati on such as where and when a policy
needs to be applied. This is done by defining a set of managed

obj ects and rel ationship anong them A Policy Rule defined in this
modul e is a set of managenent guidelines that defines a desired
behavi or based on the Event-Condition-Action policy node

(Section 3.1 of [I-D.ietf-i2nsf-capability-data-nodel]), but that is
i ndependent of a specific device and inplenentation. Figure 3 shows
the YANG data tree of the Rule object. The rule object SHALL have
the follow ng information:

Nane: This field identifies the name of this object.

Priority: This field identifies the priority of the rule. This
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field can be given when the policy’'s 'priority-usage’ is
priority-by-nunber.

Event : This field includes the information to determ ne whet her
the Rule Condition can be evaluated or not (see the
definition of Event in Section 3.1 of
[I-D.ietf-i2nsf-capability-data-nodel]). See details of
the Event (bject in Section 3.1.

Condition: This field contains a set of attributes, features, and/or
val ues that are to be matched with the attributes of a
packet or traffic flow to determ ne whether the Rule Action
can be executed or not (see Section 3.1 of
[I-D.ietf-i2nsf-capability-data-nodel]). See details of
the Condition Object in Section 3.2.

Acti on: This field identifies the action taken when a rule is
mat ched (see Section 3.1 of
[I-Dietf-i2nsf-capability-data-nmodel]). There is always
an inplicit action to drop traffic if no rule is matched
for atraffic type. See details of the Action (bject in
Section 3. 3.

+--rw rul es* [name]

| +--rw name string
| +--rwopriority? uint8
| +--rw event

|1 ...

| +--rw condition

[

I

|

+--rw action

Figure 3: Rule YANG Data Tree
3.1. Event Sub-npdel

The Event (hject contains information related to scheduling a Rule.
The Event (hject activates the evaluation of the Condition Object
based on a security event (i.e., systemevent or systemalarm. Note
that an enpty Event Cbject neans that the event will always be

eval uated as true and start the evaluation of the Condition Cbject.
Figure 4 shows the YANG tree of the Event object. Event object SHALL
have the follow ng i nformati on:

Systemevent (also called alert): is defined as a warni ng about any
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changes of configuration, any access violation, the
information of sessions and traffic fl ows.

Systemalarm is defined as a warning related to service degradation
in system hardware

+--rw event
| +--rw systemevent* i dentityref
| +--rw systemal arnt identityref

Fi gure 4: Event Sub-nodel YANG Data Tree
3.2. Condition Sub-node

The Condition object describes the network traffic pattern or fields
that nust be matched agai nst the observed network traffic for the
rule to trigger. The fields used to express the required conditions
to trigger the rule are organi zed around the class of NSFs expected
to be able to observe or conpute them Figure 5 shows the YANG tree
of the Condition object. The Condition Sub-nodel SHALL have the
following information:

firewall: This field represents the |ayer-2 header (e.g., MAC
addresses), layer-3 header (e.g., |Pv4 or |Pv6 addresses,
| CMPv4 or | CWPv6 paraneters, and transport |ayer protocol)
and | ayer-4 header (e.g., port numbers) of the network
traffic. Note that the YANG nodul e only provides high-
| evel | CMP nessages that are concretely specified by either
| CMPv4 or | CVPv6 nessages (e.g., Destination Unreachabl e:
Port Unreachable which is ICVWv4's type 3 and code 3 or
ICVMPv6’' s type 1 and code 4). Al so note that QUI C protoco
[ RFC9000] is excluded in the data nodel as it is not
considered in the initial |2NSF docunents [RFC8329]. The
QU Ctraffic should not be treated as UDP traffic. The
data nodel shoul d be extended or augnmented appropriately to
support the handling of QU C traffic according to the needs
of the inplenenter.

ddos: This field represents the threshold Iinmt for the rate of
the network traffic to mtigate a DDoS attack. The
threshol d configuration can be given in packet rate, byte
rate, and flowrate. Definition of packet rate, byte rate,
and flowrate are defined in Section 6 of
[I-D.ietf-i2nsf-capability-data-nodel]

anti-virus: This field represents the configuration for an Antivirus
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service. A specific security profile can be added to

Security Controller in order to update the configuration of
the Antivirus service. Also, either a filenanme or path for
such a profile can be configured for the Antivirus service.

payl oad: This field represents the payl oad i nformati on of the
network traffic. The configuration is given in a high-
|l evel formthat maps into the correspondi ng binary form
registered with the Threat Prevention object (see
Section 5.2).

url-category: This field represents the URL category to be filtered.
The URLs can be categorized into a group with the URL-G oup
defined in Section 4.4, such as "sns-websites" for URLs
that provide Social Networking Services (SNS). This
informati on can be used to block or allow a certain URL or
website.

voi ce: This field contains the call source-id, call destination-
id, and user-agent. This information describes a caller
identification or receiver identification in order to
prevent any exploits or attacks (e.g., voice phishing) of
Voi ce over |IP (VolP) or Voice over Cellular Network (VoCN)
Note that VOCN can be either Voice over LTE (VOLTE)
[ TR-29.949-3CGPP] or Voice over 5G (Vo5G [TR-21.915-3GPP].

context: This field represents the extra information for the
condition such as time, application, device type, user
condition, and geographic |ocation (see Section 5.1 of
[1-D.ietf-i2nsf-capability-data-nodel]).

threat-feed: This field contains the information obtained from
threat-feeds. This field is used when security rule
condition is based on the existing threat reports gathered
from ot her sources.

Note that due to the exclusion of QU C protocol in the |2NSF
docunents, HTTP/3 is also excluded in the docunent along with the
QUI C protocol. HITP/3 should neither be interpreted as HTTP/ 1.1 nor
HTTP/ 2. The data nodel should be extended or augnented appropriately
to support the handling of HITP/3 traffic according to the needs of
the i nplenmenter.

Note that the identities for | CMP nessages provided in the YANG
modul e are combined for 1CMPv4 and | CMPv6 such as echo/echo-reply for
| CMPv4 and echo-request/echo-reply for ICMPv6. For nore information
about the conparison between | CVWPv4 and | CMPv6 nessages, refer to

[ 1 ANA-| CVP- Par anet ers] and [ | ANA- | CMPv6- Par anet er s] .
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+--rw condi tion
+--rw firewal |

+--rw source* uni on
+--rw destination* uni on
+--rw transport-1|ayer-protocol ? i dentityref
+--rw range-port-nunber* [start end]
| +--rwstart i net: port-nunber
| +--rwend i net: port-nunber
+--rwicnp
+--rw nmessage* identityref
--rw ddos
+--rwrate-limt
+--rw packet-rate-threshol d? ui nt 64
+--rw byte-rate-threshol d? ui nt 64
+--rw flowrate-threshol d? ui nt 64
--rw anti-virus
+--rw profile* string
+--rw exception-fil es* string
--rw payl oad
+--rw content* -> /threat-prevention/payl oad- cont ent/ nane
--rw url -category
+--rw url - nane? -> [ endpoi nt - groups/ ur | - gr oup/ nane
rw voi ce
+--rw source-id* -> [ endpoi nt - gr oups/ voi ce- gr oup/ nane
+--rw destination-id* -> [ endpoi nt - gr oups/ voi ce- gr oup/ name
+--rw user-agent * string

rw cont ext

+--rw time

+--rw start-date-tinme? yang: date-and-ti ne
+--rw end-date-tinme? yang: date-and-ti ne
+--rw period

| +--rwstart-time? time

I

I

I

I

| | +--rwend-tine? time

| | +--rw day* day

| | +--rw date* int8

| | +--rwnonth* [start end]

| ] +--rw start string
| +--rw end string

| +--rw frequency? enumer ati on
+--rw application

| +--rw protocol* i dentityref
+--rw devi ce-type

| +--rw device* i dentityref

+--Trw users

|  +--rwuser* [id]

| | +-rwid ui nt 32
| | +--rw nanme? string
|  +--rw group* [id]

- - - - - -"-—"-""-—""-—""-—""=-=—""-"="""-— = -"- > "”->"”>=>"”> " "”> ¥ "“"“‘4+—""> -II-_ +—-—+-—— +—— +——
1
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| +-rwid ui nt 32

| +--rw name? string

+--rw geographi c-1ocation
+--rw source

|

|

[

||

| | +--rw country? -> [ endpo
| ] | +--rwregion? -> [ endpo
[ ] | +-rwecity? -> [ endpo
| | +--rw destination

| +--rw country? -> /[ endpo
| +--rw region? -> [endpo
| +--rwcity? -> [ endpo
| +--rwthreat-feed

| +--rw nane* -> /threat-prevent

nt - groups/ | ocati on-group/ country
nt - groups/ | ocati on- group/ regi on
nt - groups/ | ocation-group/city

nt - groups/ | ocati on- group/ country
nt - groups/ | ocati on- group/ regi on
nt - groups/ | ocation-group/city

on/threat-feed-1list/nane

Figure 5: Condition Sub-nobdel YANG Data Tree

3.3. Action Sub-nodel

Thi s object represents actions that Security Admin wants to perform
based on certain traffic class. Figure 6 shows the YANG tree of the
Action object. The Action object SHALL have the foll ow ng

i nformati on:

Primary-action: This field identifies the action when a rule is
mat ched by an NSF. The action could be one of "pass",
"drop", "reject”, "rate-limt", "mrror", "invoke-
signaling", "tunnel-encapsul ation", "forward", and

"transfornf. This action i

s related to the ingress-action-

capability and egress-action-capability in

[I-D.ietf-i2nsf-capability-

data-nodel]. Note that if the

action is "rate-limt", the linmt value should be given to
Security Controller in order to determne the threshold of

the traffic rate.

Secondary-action: This field identifies the action when a rule is
mat ched by an NSF. The action could be one of "rule-Iog"
and "session-log". This actionis related to the |og-
action in [I-D.ietf-i2nsf-capability-data-nodel].

+--rw action
+--rw primary-action
| +--rw action i dentityref
| +--rwlimt? deci nal 64
+--rw secondary-action

+--rw | og-action? identityref
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4.

Fi gure 6: Action Sub-nodel YANG Data Tree
YANG Tree Di agram of Policy Endpoint G oups

The Policy Endpoint Goup is the collection of network nodes that are
| abel ed and pl aced together into a group. As shown in Figure 7,
endpoi nt groups include User-Goup (Section 4.1), Device-Goup
(Section 4.2), Location-Goup (Section 4.3), URL-G oup (Section 4.4),
and Voi ce-Goup (Section 4.5). An |I2NSF User can create and use
these objects to represent a logical entity in their business
environnment, where a security policy is to be applied. Figure 8
shows the YANG tree of the Endpoint-G oups object.

The endpoint group information delivered by the | 2NSF User shoul d be
stored into a secure database available to the Security Controller
for the translation froma high-level security policy to the
correspondi ng | ow1level security policy. The infornmation should be
synchroni zed with other systems in real-tine for accurate

transl ati on.

o e e e o +
| Endpoint G oups |
S S +
N
I
o m e e e oo - o m e e e oo - S N +
0..n | 0..n | 0..n | 0..n | 0..n |
+----- S +----- + ----- - +o-m - - + - I I +----- +
| User-group| | Device-group| |Location-group| | URL-group| | Voice-group|
S S S S R R S +

Figure 7: Endpoint G oup Di agram

+--rw endpoi nt - gr oups

| +--rw user-group* [nane]

[

| +--rw device-group* [nane]
| 1 ...

| +--rwlocation-group* [country region city]
I

I

I

I

|

+--rw url -group* [nane]

+--rw voi ce- group* [ nane]

Fi gure 8: Endpoint G oup YANG Data Tree
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4.1. User-Goup
The User-G oup object represents the MAC addresses and IP (1Pv4 or
| Pv6) addresses that are | abeled as a group of users (e.g.,
enpl oyees). Figure 9 shows the YANG tree of the User-G oup object.
The User -G oup object SHALL have the follow ng information:
Nane: This field identifies the name of the user-group.

mac- address: This represents the MAC address(es) for the user-group.

i pv4: This represents the | Pv4 addresses as an | Pv4 prefix or
| Pv4 address range for the user-group.

i pv6: This represents the I Pv6 addresses as an |IPv6 prefix or
| Pv6 address range for the user-group.

+--rw user-group* [namne]

+--rw name string
+--rw mac- addr ess* yang: mac- addr ess
+--rw (match-type)
+--:(ipvd)
| +--rw (ipv4-range-or-prefix)?
+--:(prefix)
|  +--rwipvd-prefix* i net:ipva-prefix

I
I
| +--:(range)

| +--rw range-i pv4- address* [start end]

| +--rw start i net:ipv4-address-no-zone
I

+- -

+--rw end i net:i pv4-address- no-zone
2 (i pv6)
+--rw (i pv6-range-or-prefix)?
+--:(prefix)
| +--rwipv6-prefix* inet:ipv6-prefix

+--:(range)
+--rw range-i pv6- address* [start end]
+--rw start i net:i pv6-address-no-zone
+--rw end i net:ipv6-address- no-zone

Figure 9: User-Goup YANG Data Tree
4.2. Device-Goup

The Devi ce- G oup object represents the | abel ed network devices that
provi de services (e.g., servers) hosted on the IP (I Pv4 or |Pv6)
addresses and application protocol. Figure 10 shows the YANG tree of
the Device-group object. The Device-G oup object SHALL have the
follow ng information:
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Nane: This field identifies the name of this object.

i pv4: This represents the | Pv4 addresses as an | Pv4 prefix or
| Pv4 address range for the device-group

i pv6: This represents the | Pv6 addresses as an | Pv6 prefix or
| Pv6 address range for the device-group

Application-protocol: This represents the application |ayer

protocol s of devices for the device-group.

+--rw devi ce- group* [ nane]

+--rw name string
+--rw (match-type)
+--:(ipvd)
| +--rw (ipv4-range-or-prefix)?
+--:(prefix)
|  +--rwipvd-prefix* i net:ipva-prefix

+--:(range)
+--rw range-i pv4- address* [start end]

+--rw start i net:i pv4-address-no-zone
+--rw end i net:i pv4-address-no-zone
+--:(ipv6)
+--rw (i pv6-range-or-prefix)?

+--:(prefix)

| +--rwipv6-prefix* inet:ipv6-prefix

+--:(range)

+--rw range-i pv6- address* [start end]
+--rw start i net:i pv6-address-no-zone
+--rw end i net:ipv6-address- no-zone
+--rw appl i cation-protocol * i dentityref

Fi gure 10: Device-Goup YANG Data Tree

4.3. Location-Goup

The Locati

on- G oup object represents the IP (I Pv4 or |IPv6) addresses

| abel ed as a geographic location (i.e., country, region, and city).

Figure 11 shows the YANG tree of the Location-G oup object.
Locati on-Group object SHALL have the foll ow ng infornation:

The

Country: This field represents the 2-letter 1SO country code
conform ng to | SO3166-1 al pha 2, e.g., 'US for United

States, 'JP for Japan, and 'PL' for Pol and.

Regi on: This field represents the region code conformng to | SO
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3166-2. Exanples include 'ID-R’ for Riau province of
I ndonesia and "'NG RI’ for the Rivers province in N geria.

Cty: This field represents the city of a region, e.g., "Dublin,
"New York’, and ' Sao Paul o’ .

i pva: This represents the | Pv4 addresses as an | Pv4 prefix or
| Pv4 address range for the | ocation-group.

i pv6: This represents the I Pv6 addresses as an | Pv6 prefix or
| Pv6 address range for the | ocation-group.

+--rw | ocation-group* [country region city]

+--rw country string
+--rw region string
+--rwcity string
+--rw (match-type)
+--:(ipvd)
| +--rw (ipv4-range-or-prefix)?
+--:(prefix)
|  +--rwipv4-prefix* inet:ipvé4-prefix

|
I
| +--:(range)

| +--rw range-i pv4- address* [start end]

| +--rw start i net:ipv4-address-no-zone
L

+--rw end i net:i pv4-address-no-zone
2 (i pv6)
+--rw (i pv6-range-or-prefix)?
+--:(prefix)
|  +--rwipv6-prefix* i net:ipv6-prefix

+--:(range)
+--rw range-i pv6- address* [start end]
+--rw start i net:ipv6-address-no-zone
+--rw end i net:i pv6-address-no-zone

Fi gure 11: Location-G oup YANG Data Tree
4.4. URL-G oup
The URL- Group object represents the collection of Uniform Resource
Locators (URLs) labeled into a group (e.g., sns-websites). Figure 12
shows the YANG tree of the URL-G oup object. The URL-G oup object
SHALL have the follow ng information:

Nane: This field identifies the name of this object.

URL: This field represents the URL.
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+--rw url - group* [nane]
| +--rw name string
|  +--rwurl?* inet:uri

Figure 12: URL- G oup YANG Data Tree

4.5. Voice-Goup

The Voi ce-Group object represents the collection of Session
Initiation Protocol (SIP) identities |abeled into a group. Figure 13
shows the YANG tree of the Voice-Goup object. The Voice-G oup

obj ect SHALL have the follow ng infornmation:

Nane: This field identifies the name of this object.

Sl P-i d: This field represents the SIP identities in SIP URl schene
(Section 19.1.1 of [RFC3261]).

+--rw voi ce- group* [ nane]
+--rw name string
+--rw sip-id* inet:uri

Fi gure 13: Voice-G oup YANG Data Tree
5.  YANG Tree Di agram of Threat Prevention

The Threat Prevention nodel describes information obtained from
threat feeds (i.e., sources for obtaining the threat infornmation).
The presented information contains the features or attributes that
identify a well-known threat (e.g., signatures or payload) to prevent
mal i cious activity entering the secured network. There are multiple
managed objects that constitute this category as shown in Figure 14
Fi gure 15 shows the YANG tree of a Threat-Prevention object.

S RIS +
| Threat Prevention |
TS TS +
N
I
S IR S TR +
0..n | 0..n |
F-- - - - F-- - - - + B B +
| Threat-feed | | Payl oad-content |
S + R +
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Fi gure 14: Threat Prevention Diagram

+--rw threat-prevention
+--rw threat-feed-list* [nange]
| .

+--rw payl oad- content* [ nane]

Figure 15: Threat Prevention YANG Data Tree
5.1. Threat Feed

This object represents a threat feed which provides the signatures of
mal i cious activities. Figure 16 shows the YANG tree of a Threat-
feed-list. The Threat-Feed object SHALL have the follow ng

i nfornation:

Nane: This field identifies the name of this object.

| OC: This field represents the Indicators of Conpromse (10Q)),
i.e., the critical information of patterns or
characteristics in the threat feed that identifies
mal i cious activities. The format of the information given
inthis field is based on the fornmat field (e.g., STIX
M SP, Openl OC, and | ODEF).

For mat : This field represents the format or structure of the IOC
field for the threat-feed such as Structured Threat
I nformati on Expression (STIX) [STIX], MSP Core [M SPCORE],
Openl OC [ OPENI OC], and Inci dent Object Description Exchange
Format (1 ODEF) [RFC8727]. This can be extended dependi ng
on the inplenentation of the existing threat-feed.

It is assuned that the | 2NSF User obtains the threat signatures
(i.e., threat content patterns) froma threat-feed server (i.e., feed
provider), which is a server providing threat signatures. Wth the
obt ai ned threat signatures, the | 2NSF User can deliver themto the
Security Controller via the Consuner-Facing Interface. The retrieva
of the threat signatures by the | 2NSF User is out of the scope of
thi s docunent.
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Note that the information of a threat feed (i.e., a pair of I10C and
Format) is used as information to alert or block traffic that natches
ICCs identified in the threat feed. This information is used to
update the NSFs that have various content security contro
capabilities (e.g., IPS, URL-Filtering, Antivirus, and Vol P/ VoCN
Filter) derived in [I-D.ietf-i2nsf-capability-data-nodel]. Those
capabilities derive specific content security controls such as

si gnature-set, exception-signature, and detect.

It is noted that DDoS Open Threat Signaling (dots) can be used to
collect threat feeds in the formof signatures [RFC38811].

+--rw threat-feed-list* [nane]

| +--rw name string
| +--rwioc* string
|  +--rw format i dentityref

Figure 16: Threat Feed YANG Data Tree
5.2. Payl oad Content

Thi s object represents a list of raw binary patterns of a packet
payl oad content (i.e., data after a transport |ayer header) to
describe a threat. Figure 17 shows the YANG tree of a Payl oad-
content list. The Payl oad-content object SHALL have the foll ow ng
i nformati on:

Nane: This field identifies the name of this object. It is
recomended to use short and sinple words that describe the
content. For exanple, the name "backdoor" indicates the
payl oad content is related to a backdoor attack

Description: This represents the description to further describe the
content field in detail. This field is not mandatory, but
it is recoomended to use this field as it is helpful for
future usage

Content: This represents the payload content patterns (i.e., data
after a transport |ayer header), which are involved in a
security attack, in binary. |If nultiple instances of
contents are defined, all defined contents nmust be matched
sonewhere in the session stream The content pattern
shoul d be mat ched based on the order given by the user.
The scope of the payload to be matched can be defined by
the depth and of fset/di stance fi el ds.

Dept h: This field specifies how far a packet should be searched
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for the specified content pattern defined in the content
field. If this field is undefined, then the content
pattern shoul d be searched within the whol e payl oad.

Starting-point: This field specifies the starting point of matching

the content pattern to the payload. |If this field is
undefined, then the content pattern should be searched from
the begi nning of the payload. The starting point can be
defined by either the offset value or distance value. The
of fset keyword specifies where to start searching for the
specified content pattern. The offset is calculated from
the begi nning of the payload. The distance keyword
specifies how far a payl oad shoul d be ignored before
starting to search for the specified content pattern
relative to the end of the previous specified content
pattern match. This can be thought of as exactly the sane
thing as offset, except it is relative to the end of the

| ast pattern match instead of the beginning of the packet.
Note that this field cannot be used if the content is the
first order of the list.

+--rw payl oad- content* [ nane]

+--rw nane string
+--rw description? string
+--rw contents* [content]
+--rw cont ent bi nary
+--rw dept h? uint 16
+--rw (starting-point)?
+--:(of fset)

| +--rwoffset? i nt32
+--:(di stance)
+--rw di stance? i nt32

Figure 17: Payl oad Content in YANG Data Tree

YANG Dat a Model of Consuner-Facing Interface

The main objective of this document is to provide the YANG data node
of the |I2NSF Consuner-Facing Interface. This interface can be used

to deliver control and managenent nessages between an | 2NSF User and
Security Controller for the |I2NSF User’s high-level security

polici es.
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The semantics of the data nodel is aligned with the information nodel
of the Consuner-Facing Interface. This data nodel is designed to
support the |I2NSF framework that can be extended according to the
security needs. In other words, the nodel design is independent of
the content and neaning of specific policies as well as the

i mpl ement ati on approach.

Wth the YANG data nodel of |2NSF Consuner-Facing Interface, this
docunent provides exanples for security policy rules such as time-
based firewall, VolP/VoCN security service, and DDoS-attack
mtigation in Section 7.

6.1. YANG Mddul e of Consuner-Facing |Interface

Thi s section describes a YANG nodul e of Consuner-Facing Interface.
Thi s docunent provides identities in the data nodel to be used for
configuration of an NSF. Each identity is used for a different type
of configuration. The details are explained in the description of
each identity. This YANG nodul e inports from[RFC6991] and
[I-D.ietf-i2nsf-nsf-nmonitoring-data-nodel]. It nmakes references to

[ RFC0768] [RFCO792] [ RFC0854] [RFC0959] [ RFC1939] [ RFC2595] [ RFC3022]
[ RFC3261] [ RFC3986] [ RFC4250] [RFCA4340] [ RFC4443] [RFC5321] [ RFC5646]
[ RFC8075] [RFC8335] [RFC8727] [RFCI9051] [RFC9110] [RFC9112] [RFC9113]
[ RFC9260] [ RFC9293] [G.OB] [ | ANA-I| CVP- Par anet er s]

[ 1 ANA- | C\VPv6- Par aneters] [ SO 3166- 1al pha2] [l SO 3166- 2]
[I-D.ietf-i2nsf-capability-data-nodel] [M SPCORE] [ OPENI OC] [ STI X

<CODE BEG@ NS> file "ietf-i2nsf-cons-facing-interface@023-05-15.yang"
nmodul e ietf-i2nsf-cons-facing-interface {
yang-version 1.1;
namespace
"urn:ietf:parans: xm:ns:yang:ietf-i2nsf-cons-facing-interface";
prefix
i 2nsfcfi;

inmport ietf-inet-types {
prefix inet;
reference "RFC 6991";
}

import ietf-yang-types {
prefix yang;
reference "RFC 6991";
}

inmport ietf-i2nsf-nonitoring-interface {
prefix i2nsfm;
ref erence
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"draft-ietf-i2nsf-nsf-nonitoring-data-nodel-20";
/1 RFC Ed.: replace with an actual RFC number and renove
/1 this note.

}

organi zati on
"I ETF I 2NSF (Interface to Network Security Functions)
Wor ki ng G oup”;

cont act
"WG Web: <https://datatracker.ietf.org/wy/i2nsf>
WG List: <mmilto:i2nsf@etf.org>

Editor: Jaehoon Paul Jeong
<mai | t 0: paul j eong@kku. edu>

Editor: Patrick Lingga
<mai | to: patrickli nk@kku. edu>";

description
"This nodule is a YANG nodul e for Consuner-Facing Interface.

The key words ' MUST', ' MUST NOT', 'REQUI RED , 'SHALL’,
" SHALL NOT’, ’SHOULD , ' SHOULD NOT', ' RECOMVENDED ,
"NOT RECOMMENDED , ' MAY', and 'OPTIONAL' in this
docunent are to be interpreted as described in BCP 14
(RFC 2119) (RFC 8174) when, and only when, they appear
in all capitals, as shown here.

Copyright (c) 2023 | ETF Trust and the persons identified as
authors of the code. Al rights reserved.

Redi stribution and use in source and binary forns, with or

wi thout nodification, is permtted pursuant to, and subject to
the license terns contained in, the Revised BSD License set
forth in Section 4.c of the | ETF Trust’'s Legal Provisions

Rel ating to | ETF Documents
(https://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC XXXX
(https://www. rfc-editor.org/info/rfcXXXX); see the RFC itself
for full legal notices.";

/1l RFC Ed.: replace XXXX with an actual RFC number and renove
/1 this note.

revision "2023-05-15" {
description "lInitial revision.";
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reference
"RFC XXXX: | 2NSF Consuner-Faci ng I nterface YANG Data Mdel ";

/1 RFC Ed.: replace XXXX with an actual RFC nunber and renove
/1 this note.

}

identity priority-usage {
description
"Base identity for priority usage type to define the type of
priority to be inplenented in a security policy rule, such
as priority by order and priority by nunber.";
}

identity priority-by-order {
base priority-usage;
description
"This indicates that the priority of a security policy rule
follows the user’s input order of the configuration. The earlier
the configuration is, the higher the priority is.";

}

identity priority-by-nunber {
base priority-usage;
description
"This indicates the priority of a security policy rule foll ows
the priority nunber or value of the configuration. The higher
the value is, the higher the priority is.";

}

identity resolution-strategy {
description
"Base identity for resolution strategy.";
ref erence
"draft-ietf-i2nsf-capability-data-nodel-32
| 2NSF Capability YANG Data Moddel - Resolution Strategy"
}

identity fnr {
base resol ution-strategy;
description
"Conflict resolution with First Matching Rule (FMR).";
reference
"draft-ietf-i2nsf-capability-data-nodel -32:
| 2NSF Capability YANG Data Mddel - Resolution Strategy”
}

identity Inr {
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base resol uti on-strategy;
description
"Conflict resolution with Last Matching Rule (LMR).";
ref erence
"draft-ietf-i2nsf-capability-data-nodel-32
| 2NSF Capability YANG Data Model - Resolution Strategy"
}

identity pnre {
base resol ution-strategy;
description
"Conflict resolution with Prioritized Matching Rule with
Errors (PVMRE).";
ref erence
"draft-ietf-i2nsf-capability-data-nodel-32
| 2NSF Capability YANG Data Model - Resolution Strategy”
}

identity pnrn {
base resol ution-strategy;
description
"Conflict resolution with Prioritized Matching Rule with
No Errors (PMRN).";
ref erence
"draft-ietf-i2nsf-capability-data-nodel-32
| 2NSF Capability YANG Data Mddel - Resolution Strategy"”;
}

identity action {
description
"Base identity for action.";

}

identity primary-action {
base acti on;
description
"Base identity for primary action. Primary action is an action
that handl es the forwarding of the packets or flows in an
NSF. *;
}

identity secondary-action {
base acti on;
description
"Base identity for secondary action. Secondary action is an
action in the background that does not affect the network,
such as | ogging.";
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identity ingress-action {
base primary-action;
description
"Base identity for ingress action. This action is to handle the
network traffic that is entering the secured network.";

reference
"draft-ietf-i2nsf-capability-data-nodel-32
| 2NSF Capability YANG Data Model - Ingress Action”;

}

identity egress-action {
base primary-action;
description
"Base identity for egress action. This action is to handle the
network traffic that is exiting the secured network.";
ref erence
"draft-ietf-i2nsf-capability-data-nodel-32
| 2NSF Capability YANG Data Model - Egress Action";
}

identity pass {
base ingress-action;
base egress-action;
description
"The pass action allows traffic that matches
the rule to proceed through the NSF to reach the
destination.";
ref erence
"draft-ietf-i2nsf-capability-data-nodel-32
| 2NSF Capability YANG Data Mddel - Actions and
Default Action";

}

identity drop {
base ingress-action;
base egress-action;
description
"The drop action denies the traffic that
mat ches the rule. The drop action should do a silent drop,
whi ch does not give any response to the source.”;
ref erence
"draft-ietf-i2nsf-capability-data-nodel-32
| 2NSF Capability YANG Data Mddel - Actions and
Defaul t Action";

}

identity reject {
base ingress-action;
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base egress-action;
description
"The reject action denies a packet to go through the NSF
entering or exiting the internal network and sends a response
back to the source. The response depends on the packet and
i mpl ementation. For exanple, a packet may be rejected with
an | CvPv4 Type 3 Code 13 or I CVWPv6 Type 1 Code 1 reply nessage
(i.e., Destination Unreachabl e: Communicati on Adm nistratively
Prohi bited) by an adm nistrative purpose (e.g., firewal
filter).";
}

identity mrror {
base ingress-action;
base egress-action;
description
"The mirror action copies a packet and sends the packet’s copy

to the nonitoring entity while still allow ng the packet or
flowto go through the NSF.";
reference

"draft-ietf-i2nsf-capability-data-nodel-32
| 2NSF Capability YANG Data Model - Actions and
Default Action";

}

identity rate-limt ({
base ingress-action;
base egress-action;
description
"The rate limt action limts the nunber of packets or flows
that can go through the NSF by droppi ng packets or flows
(randomy or systematically). The drop nmechanism e.g., silent
drop and unreachable drop (i.e., reject), is up to the
i npl ementation.";
ref erence
"draft-ietf-i2nsf-capability-data-nodel-32
| 2NSF Capability YANG Data Mddel - Actions and
Defaul t Action";

}

identity invoke-signaling {
base egress-action;
description
"The invoke-signaling action is used to convey information of
the event triggering this action to a nonitoring entity.";

}

identity tunnel -encapsul ation {
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base egress-action;
description
"The tunnel encapsulation action is used to encapsul ate the
packet to be tunnel ed across the network to enable a secure
connection.";

}

identity forwarding {
base egress-action;
description
"The forwarding action is used to relay the packet from one
networ k segnment to another node in the network.";

}

identity transformation {
base egress-action;
description
"The transformation action is used to transform a packet by
modi fying it (e.g., HITP-to-CoAP packet translation).
Note that a subset of transformation (e.g., HITP-to-CoAP) is
handl ed in this YANG nodul e, rather than all the existing
transformations. Specific algorithmc transformations can be
executed by a m ddl ebox (e.g., NSF) for a given transfornation
nanme. ",
reference
"RFC 8075: Cuidelines for Mapping | nplenmentations: HITP to the
Constrai ned Application Protocol (CoAP) - Translation between
HTTP and CoAP.";

}

identity log-action {
base secondary-acti on;
description
"Base identity for log action.";
}

identity rule-log {
base | og-acti on;
description
"Log the policy rule that has been triggered by a packet or
flow";

}

identity session-log {
base | og-acti on;
description
"A session is a connection (i.e., traffic flow of a data plane
that includes source and destination information of IP
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addresses and transport port nunbers with the protocol used.
Log the session that triggered a policy rule.";

}

identity icnp-nessage {
description
"Base identity for | CMP Message types. Note that this YANG
modul e only provides | CVP nessages that are shared between
| CMPv4 and |1 CVPv6 (e.g., Destination Unreachable: Port
Unreachabl e which is I1CvPv4 type 3 code 3 or I CWPV6 type 1
code 4).";
ref erence
"RFC 792: Internet Control Message Protoco
RFC 8335: PROBE: A Uility for Probing Interfaces
I ANA: Internet Control Message Protocol (ICW)
Par amet er s
| ANA: Internet Control Message Protocol version 6
(I CvPv6) Paraneters”;

}

identity echo-reply {
base i cnp- nessage;
description
"lIdentity for 'Echo Reply’ |ICWP nessage type 0 in | CMPv4 or
type 129 in I CWPv6.";

identity destination-unreachable {
base i cnp- nessage;
description
"lIdentity for 'Destination Unreachable’ |ICWP nessage type 3 in
ICMPv4 or type 1 in | CMPv6. ";

}

identity redirect {
base i cnp- nessage;
description
"ldentity for 'Redirect’ |CMP nessage type 5 in | CWPV4
or type 137 in | CVWPv6.";

identity echo {
base i cnp- nessage;
description
"ldentity for 'Echo’ |ICMP nessage type 8 in | CMPv4 or type 128
in | CWv6.";
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identity router-advertisenent {
base i cnp- nessage;
description
"lIdentity for 'Router Advertisenent’ |CMP nessage type 9 in
| CMPv4 or type 134 in | CVPv6. ";

}

identity router-solicitation {
base i cnp- nessage;
description
"lIdentity for 'Router Solicitation |CWP nmessage type 10 in
| CMPv4 or type 135 in | CVPv6. ";

}

identity time-exceeded {
base i cnp- nessage;
description
"Identity for 'Tine exceeded’ |CMP nessage type 11 in | Cwvwv4
or type 3 in ICWPV6.";

}

i dentity paraneter-problem/{
base i cnp- nessage;
description
"Identity for 'Parameter Problem |CVMP nessage type 12 in
|CMPv4 or type 4 in | CMPv6. ";

}

identity experinental -nobility-protocols {
base i cnp- nessage;
description
"lIdentity for 'Experimental Mobility Protocols’ |ICWP nessage
type 41 in ICWPv4 or type 150 in | CVPv6. ",

i dentity extended-echo-request ({
base i cnp- nessage;
description
"ldentity for 'Extended Echo Request’ | CMP nessage type 42
in |CVWPv4 or type 160 in | CVMPv6. ";

}

identity extended-echo-reply {
base i cnp- nessage;
description
"lIdentity for 'Extended Echo Reply’ |CWP nmessage type 43 in
| CMPv4 or type 161 in | CVPv6. ";
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identity port-unreachabl e {
base desti nati on-unreachabl e;
description
"lIdentity for port unreachable in destination unreachable
message (i.e., 1CvPv4 type 3 code 3 or ICVWPv6 type 1 code 4).";

}

identity request-no-error {
base extended-echo-request;
description
"lIdentity for request with no error in extended echo request
message (i.e., 1CWPv4 type 42 code 0 or | CVWPv6 type 160
code 0).";
}

identity reply-no-error {
base extended-echo-reply;
description
"lIdentity for reply with no error in extended echo reply
message (i.e., 1CwWPv4 type 43 code 0 or |CVMPv6 type 161
code 0).";
}

identity mal forned-query {
base extended-echo-reply;
description
"ldentity for mal formed query in extended echo reply nessage
(i.e., 1CwPv4 type 43 code 1 or I CWPv6 type 161 code 1).";

}

identity no-such-interface {
base extended-echo-reply;
description
"lIdentity for no such interface in extended echo reply nessage
(i.e., 1CwWPv4 type 43 code 2 or | CVWPv6 type 161 code 2).";

}

identity no-such-table-entry {
base extended-echo-reply;
description
"lIdentity for no such table entry in extended echo reply
message (i.e., 1CWPv4 type 43 code 3 or |CWPV6 type 161
code 3).";
}

identity nmultiple-interfaces-satisfy-query {
base extended-echo-reply;
description
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"lIdentity for nmultiple interfaces satisfy query in extended
echo reply nessage (i.e., I1CVWv4 type 43 code 4 or | CWVPv6
type 161 code 4).";
ref erence
"RFC 792: Internet Control Message Protoco
RFC 8335: PROBE: A Uility for Probing Interfaces"”;
}

identity ioc-format ({
description
"This represents the base identity for the format of the
I ndi cators of Conmpromise (10CC).";
}

identity stix {

base ioc-format;

description
"This represents the Structured Threat |nformation Expression
(STIX) format in JSON.";

ref erence
"STIX: Structured Threat Information Expression version 2.1 - JSON
format";

}

identity msp {
base ioc-formt;
description
"This represents the Malware Information Sharing Platform (M SP)
Core format.";
ref erence
"M SPCORE: Malware Information Sharing Platform (M SP) Core
Format";

}

i dentity openioc {
base ioc-format;
description
"This represents the Openl OC format.";
ref erence
"OPENI OC. OpenlOC 1.1 Schema docunent”

}

identity iodef {
base ioc-formt;
description
"This represents the Incident Object Description Exchange For nmat
(I ODEF) format.";
ref erence
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"RFC 8727: JSON Bi ndi ng of the Incident Object Description
Exchange Format";

}

identity device-type {
description
"Base identity for types of device. This identity is used for
type of the device for the source or destination of a packet
or traffic flow";

}

identity conputer {
base devi ce-type;
description
"ldentity for conputer such as personal conputer (PC
and server.";

}

i dentity nobil e-phone {
base devi ce-type;
description
"ldentity for nobile-phone such as snmartphone and
cel | phone. ";

}

identity voi p-vocn-phone {
base devi ce-type;
description
"Identity for VolP (Voice over Internet Protocol) or VoCN
(Voi ce over Cellular Network, such as Voice over LTE or 5Q
phone.";

}

identity tablet {
base devi ce-type;
description
"lIdentity for tablet devices.";

}

identity network-infrastructure-device {
base devi ce-type;
description
"ldentity for network infrastructure devices
such as switch, router, and access point";

}

identity iot-device {
base devi ce-type;
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description

"ldentity for Internet of Things (loT) devices
such as sensors, actuators, and | ow power
| ow capacity conputing devices.";

}

identity ot {
base devi ce-type;
description

"Identity for Operational Technol ogy (OT) devices (also
known as industrial control systens) that interact

with the physical environnent and detect or cause direct
change through the nmonitoring and control of devices,
processes, and events such as progranmabl e | ogic
controllers (PLCs), digital oscilloscopes, building
managenent systens (BMS), and fire control systens.";

}

identity vehicle {
base devi ce-type;
description

"ldentity for transportation vehicles that connect to and

share data through the Internet over Vehicle-to-Everything
(V2X) communications.";

}
/*
* Typedefs
*/
typedef time {
type string {
pattern ' (0[0-9]]1[0-9]|2[0-3]):[0-5][0-9]:[0-5][0-9](\.[0-9]+)?
} + 7 (ZI [\ -] ((1[0-3]]0[0-9]):([0-5][0-9])]14:00))?";

description

"The time type represents an instance of tine of zero-duration
in the specified timezone that recurs every day.";

}

typedef day {
type enuneration {
enum nonday {
description

"This represents Mnday.";
}

enum t uesday {
description
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"This represents Tuesday.";
}
enum wednesday {
description
"This represents Wednesday";
}
enum t hur sday {
description
"This represents Thursday.";

enum friday {
description
"This represents Friday.";
}
enum sat urday {
description
"This represents Saturday.";

enum sunday {
description
"This represents Sunday.";
}
}

description
"The type for representing the day of the week.";

}

/*
* &roupi ngs
*/

groupi ng i p-address-info {
description
"There are two types to configure a security policy
for an | P address, such as |Pv4 address and | Pv6 address.";
choi ce match-type {
description
"User can choose between |Pv4 and | Pv6.";
case ipv4d {
choi ce ipv4-range-or-prefix {
description
"User can choose between | Pv4 address range and
prefix type.";
case prefix {
leaf-list ipvd-prefix {
type inet:ipvéd-prefix;
description
"The | Pv4 addresses in a prefix type.";
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}
}
case range {
|ist range-ipv4-address {
key "start end";
| eaf start {
type inet:ipv4-address-no-zone;
mandat ory true;
description

"A start |1 Pv4 address for a range match.";

| eaf end {
type inet:ipv4-address-no-zone;
mandat ory true;
description

"An end | Pv4 address for a range match.";
}

description
"A range match for |Pv4 addresses is provided.
The ranges are inclusive, i.e., the range val ues
include the value of 'start’ and 'end

Note that the start |Pv4 address nust be | ower than
the end | Pv4 address.”;

}
}
}

case ipv6 {
choi ce i pv6-range-or-prefix {
description
"User can choose between | Pv6 address range and
prefix type.";
case prefix {
leaf-list ipv6e-prefix {
type inet:ipv6-prefix;
description
"The I Pv6 addresses in a prefix type.";
}
}

case range {
|ist range-ipv6-address {
key "start end";
| eaf start {
type inet:ipv6-address-no-zone;
mandat ory true;
description

"A start | Pv6 address for a range match.";
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| eaf end {
type inet:ipv6-address-no-zone;
mandat ory true;
description
"An end | Pv6 address for a range natch.";

}
description
"A range match for |Pv6 addresses is provided.
The ranges are inclusive, i.e., the range val ues
include the value of 'start’ and 'end’
Note that the start | Pv6 address nust be | ower than
the end | Pv6 address.";

groupi ng user-group {
description
"This group represents user group information to | abel MAC

addresses and IP (I Pv4d or |Pv6) addresses as a group of users.";
| eaf nane {

type string;
description
"This represents the name of a user-group. A user-group nane
is used to map a user-group’s nane (e.g., enployees) to IP
address(es), MAC address(es).
It is dependent on inplenentation.";
}
| eaf-1ist mac-address {
type yang: mac- addr ess;
description
"Represent the MAC Address of a user-group. A user-group
can have nultiple MAC Addresses.";
}
uses i p-address-info {
description
"This represents the | P addresses of a user-group.”;
refine match-type {
mandat ory true;
}

}
}

groupi ng devi ce-group {
description
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"This group represents device group information to |abe
IP (1 Pv4 or |IPv6) addresses that provide services hosted

on the application protocol.";
| eaf nane {
type string;

description
"This represents the name of a device-group.";

}

uses i p-address-infof

description
"This represents the | P addresses of a device-group.";

refine match-type{
mandat ory true;
}

}
| eaf-1ist application-protocol {
type identityref {
base i 2nsfm : application-protocol;
}

description
"This represents the application | ayer protocols of devices.

If this is not set, it cannot support the appropriate
protocol . ";

}
}

groupi ng | ocation-group {

description
"This group represents |ocation-group information to nap

I Pv4 or I Pv6 address to the geographical |ocation.";

| eaf country {
type string {
I ength "2";
pattern "[a-zA-Z]{2}";

description
"This represents the 2-letter 1SO country code conformng to
| SO3166-1 al pha 2. Exanples include 'US for United States,
"JP for Japan, and 'PL’ for Poland.";

ref erence
"1 SO 3166-1: Decoding table al pha-2 country code";

}
| eaf region {
type string {
Il ength "5..6";
pattern "[a-zA-Z]{2}-[a-zA-Z0-9]{2, 3}";

}

description
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"This represents the | SO regi on code conforning to | SO 3166- 2.
Exanmples include "ID-RI’ for Ri au province of |Indonesia and
"NG-RI’ for the Rivers province in Nigeria."

ref erence
"1 SO 3166-2: 3166-2 subdivision code";
}

leaf city {
type string;
description
"This represents the city of a region in English. Exanples
include 'Dublin’, ’'New York’, and ' Sao Paulo’ .";

uses i p-address-infof
refine match-type{
mandat ory true;
description
"This represents the | P addresses of a |ocation-group."”;
}

}
}

groupi ng payl oad-string {
description
"The grouping for payload-string content. It contains
i nformati on such as nanme and string content."

}

list i2nsf-cfi-policy {
key "nane";
description
"This is a security policy list. Each policy in the |ist
contains a list of security policy rules, and is a policy
instance to have the information of where and when a policy
needs to be applied.";
| eaf nane {
type string;
description
"The name which identifies the policy."

| eaf | anguage {
type string {
pattern ' ((([A-Za-z]1{2,3}(-[A-Za-z] {3} (-[ A Za-z]{3})’
+'{0,2})?) | [A-Za-z] {4} | [ A- Za- 2] {5, 8}) (- [ A- Za- Z]{4})7’
+ ' (-([A-Za-z]{2}|[0-9]{3})) ?(- ([ A-Za-z0-9] {5, 8
+ ’|([0 9] [ A-Za-z0-9]{3})))*(-[0-9A- WZa- wyz]’
+ " (-([A-Za-20-9]1{2,8}))+) *(-[ Xx] (- ([ A-Za-z0- 9]
+{1,8})) ) 2 [XX] (- ([ A-Za-z0-9]{1, 8})) +|’
+ " (([Ee][Nn]-[CGg] [Bb] -[Oo] [Ee] [Dd] [ [1i]-
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+ [ Aa] [MY[1i]][1i]-[Bb][Nn][N]|[1i]-"
+ [ Dd] [Ee] [ Ff][Aa] [W][LIT[Tt]|[Ii]-’

+ " [Ee] [Nn] [ Oo] [ Ce] [ Hn] [1i][Aa] [ Nn]’
+[[1i]-[H] [Aa] [KK] |’

+ [1]-[KK][LIT[1i][Nn] [ Gg] [ Qo] [Nn] ]

+ [HT-[LIT O] X [[1i]-[ MY [1i][Nn][Gg][Oo]]"

+[1i]-[Nn] [Aa] [W][Aa][3]]1[Oo] |[1i]-[Pp] [V [Nn]]|
+ [H]-[Tt][Aa][Oo] [[1i]-[Tt][Aa] [ W] ]

+ [1i]-[Tt][Ss][Uu]|[Ss][Gg][Nn]-[Bb][Ee]-[FII[R]|"
+ [ Ss][Gg] [ Nn]-[Bb] [ Ee]-[Nn] [LI]|[Ss][Gg][Nn]-"

+ [ Cc] [Hh] - [ Dd] [ Ee])| ([Aa][RI][Tt]-"

+ *[LIT[ o] [Jj][Bb][Aa] [Nn]|[Cc][Ee][LI]

+ (Gl [Aa] [ U] [LIT[1i][Ss][Hh]]|’

+ " [Nn] [ Oo] - [ Bb] [ Oo] [ Kk] | [ Nn] [ Q] -

+ " [Nn] [ Yy] [Nn]|[Zz] [ Hh] - Gg] [ Uu] [ Qo] [ Yy][ ]|’

+ [ Zz] [ Hh] - [ Hh] [ Aa] [ Kk] [KK] [ Aa] | [ Zz] [ Hh] -

+ [MA L1 [NN] [ [Z2] [HA]-[ M [11][Nn] -

+ [Nl [Aa] [Nn] | [Zz] [Hh]-[X«] [11][Aal [Nn][Ga])))" ;

}
default "en-US";
description
"The value in this field indicates the | anguage tag
used for all of the 'l eaf description described in the
"i2nsf-cfi-policy’.

The attribute is encoded following the rules in Section 2.1
in RFC 5646. The default |anguage tag is "en-US .";
ref erence
"RFC 5646: Tags for ldentifying Languages";
}

| eaf priority-usage {
type identityref {
base priority-usage;

default priority-by-order;
description
"Priority usage type for security policy rule:
priority by order and priority by nunber”;

| eaf resolution-strategy {
type identityref {
base resol ution-strategy;

default fnr;

description
"The resolution strategies that can be used to
specify how to resolve conflicts that occur between
actions of the same or different policy rules that
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are matched and contained in this particular NSF.";

ref erence
"draft-ietf-i2nsf-capability-data-nodel-32
| 2NSF Capability YANG Data Model - Resolution strategy”
}
list rules {
key "nane";

description
"There can be a single or multiple nunber of rules.";
| eaf nane {
type string;
description
"This represents the name for a rule. Each rule nane nust
be unique. Note that since this name is a key in the
list of rules, its uniqueness is verified.";

}

| eaf priority {
when "derived-fromor-self(../../priority-usage,"
+ "'priority-by-nunber’)";
type uint8;
description
"The priority of the rule to indicate the order of the rules
to be matched. A higher value neans a higher priority.
The packet or floww Il be matched with the rule with
the highest priority value first and continues to a | ower
priority value. Once a rule matches the packet or fl ow,
the NSF shoul d execute the rule and ternminate the matching
process. If nultiple rules have an equal priority, the
actual order is undefined. The handling of the selection
of those rul es depends on the inplenenter, e.g.,
an al phabetical order of the rules’ names or a randomrul e
sel ection.”;

}

cont ai ner event {

description
"This represents an event (i.e., a security event), for
which a security rule is nade.";

| eaf-1ist systemevent {
type identityref {

base i 2nsfni:systemevent;

}

description

"The security policy rule according to
system events.";
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}

leaf-1ist systemal arm {
type identityref {
base i2nsfni:systemal arm
}
description
"The security policy rule according to
system al arns. ";
}
}

contai ner condition {
description
"Conditions for general security policies. Al configured
conditions nust match for a rule to trigger.";
container firewall {
description
"A general firewall condition based on the packet
header.";
| eaf-1ist source {
type union {
type leafref {
pat h "/ endpoi nt - groups/ user - gr oup/ nanme";

}
type leafref {
pat h "/ endpoi nt - gr oups/ devi ce- gr oup/ nane";
}
Yoo
description
"This describes the path of the source.”;

}

| eaf-1ist destination {
type union {
type leafref {
pat h "/ endpoi nt - gr oups/ user - gr oup/ nane";
}
type leafref {
pat h "/endpoi nt - gr oups/ devi ce- gr oup/ nane";
}
oo
description
"This describes the path to the destinations.”;
}

| eaf transport-Ilayer-protocol {
type identityref {
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base i 2nsfni:transport-protocol;
}
description
"The transport-layer protocol to be matched.";

}

l'ist range-port-nunber {
key "start end";
| eaf start {
type inet: port-nunber;
description
"A start port nunber for a range match.";
}

| eaf end {
type inet: port-nunber;
must '. >= ../start’ {
error-nessage
"An end port number MJST be equal to or greater than
a start port number.";
}
description
"An end port nunber for a range match.";
}

description
"A range match for transport-layer port nunber.
The ranges are inclusive, i.e., the range val ues include
the value of ’'start’ and 'end’ . Note that the start port
nunber val ue nust be | ower than the end port nunber
val ue. ";

}

container icmp {
description
"Represents the |CVPv4 and | CMPv6 packet header
information to determne if the set of policy
actions in this ECA policy rule should be executed
or not.";
ref erence
"RFC 792: Internet Control Message Protoco
RFC 8335: PROBE: A Uility for Probing Interfaces”;

| eaf-1ist nessage {
type identityref {
base i cnp- nessage;
}
description
"The security policy rule according to
| CMP nessage. The type is representing the
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| CMP nessage corresponds to the | CWP type and
code.";
ref erence

"RFC 792: Internet Control Message Protoco

RFC 8335: PROBE: A Uility for Probing Interfaces
| ANA: Internet Control Message Protocol (ICW)
Par anmet er s

| ANA: Internet Control Message Protocol version 6
(ICvPv6) Parameters”;

}
}
}

cont ai ner ddos {
description
"A condition for a DDoS attack.";
container rate-limt {
description
"This describes the rate-lint.";
| eaf packet-rate-threshold {
type uint 64;
units "pps";
description
"This is a trigger value for a rate limt of packet
rate in packets per second (pps) for a
DDoS-attack mitigation.";

| eaf byte-rate-threshold {
type ui nt 64;
units "Bps";
description
"This is a trigger value for a rate limt of byte
rate in bytes per second (Bps) for a DDoS-attack
mtigation.";
}
| eaf flowrate-threshold {
type uint64;
description
"This is a trigger value for a rate limt of flow
creating request rate (e.g., new TCP connection
establishnent) in flows per second for a DDoS-attack
mtigation.";
}
}
}

contai ner anti-virus {
description
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"A condition for Antivirus service";

leaf-list profile {
type string;
description
"The path or name of the file that contains a security
profile for the Antivirus service configuration. The
security profile is used to scan the viruses. The
absolute path and relative ones are to be interpreted as

gl obs. ";
ref erence
"GLOB: The Open Group Base Specifications Issue 7 - glob";
}
leaf-1ist exception-files {
type string;
description
"The type or name of the files to be excluded by the
Antivirus service. This can be used to keep the known
harm ess files. Absolute paths are fil enanes/ pat hs
to be excluded, and relative ones are interpreted as
gl obs. ";
ref erence
"GLOB: The Open Group Base Specifications Issue 7 - glob";
}

}

cont ai ner payl oad {
description
"A condition based on a packet’'s content.";
leaf-1ist content {
type leafref {
path "/threat-prevention/payl oad-cont ent/nane";
}
description
"This describes the paths to a packet content’s.";

}
}

container url-category {
description
"Condition for url category.";
| eaf url-name {
type leafref {
pat h "/ endpoi nt - groups/ url - group/ nane";
}
description
"This is description for the condition of a URL's
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category such as SNS sites, gane sites, e-comerce
sites, conpany sites, and university sites.";
}
}

cont ai ner voice {
description
"For the Vol P/ VoCN security system a Vol P/
VoCN security system can nonitor each
Vol P/ VoCN fl ow and nanage Vol P/ VoCN
security rules controlled by a centralized
server for Vol P/ VoCN security service
(called VolP IPS). The Vol P/ VOoCN security
system controls each switch for the
Vol P/ VoCN cal | fl ow managenent by
mani pul ating the rules that can be added,
del eted, or nodified dynam cally.
Note that Vol P is Voice over Internet Protoco
and VoCN is Voice over Cellular Network such as
Voi ce over LTE or 5G ";
ref erence
"RFC 3261: SIP: Session Initiation Protocol";

|l eaf-1ist source-id {

type leafref {

pat h "/ endpoi nt - gr oups/ voi ce- gr oup/ nanme" ;
}
description

"The security policy rule according to

the "Fromi header field of the SIP.";

ref erence

"RFC 3261: SIP: Session Initiation Protoco

- Section 8.1.1.3 (From";

}

|l eaf-1ist destination-id {

type leafref {

pat h "/ endpoi nt - gr oups/ voi ce- gr oup/ nanme" ;
}
description

"The security policy rule according to

the 'To' header field of the SIP.";

ref erence

"RFC 3261: SIP: Session Initiation Protoco

- Section 8.1.1.2 (To)";

}

| eaf-1ist user-agent {

Jeong, et al. Expi res 16 Novenber 2023 [ Page 44]



Internet-Draft Consuner-Facing Interface YANG Data Mde May 2023

type string;
description
"The security policy rule according to
the "user-agent’ field of the SIP.";
reference
"RFC 3261: SIP: Session Initiation Protoco
- Section 20.41 (User-Agent)";
}
}

contai ner context {
description
"Condition for matching the context of the packet, such
as geographic location, time, packet direction.”;
container time {
description
"The time when a security policy rule should be
applied.";
| eaf start-date-time {
type yang: date-and-ti ne;
description
"This is the start date and tinme for a security
policy rule.";
}
| eaf end-date-time {
type yang: date-and-ti ne;
description
"This is the end date and time for a security policy
rule. The policy rule will stop working after the
specified end date and tine.";
}
cont ai ner period {
when
"../frequency!="only-once";
description
"This represents the repetition tine.";
| eaf start-time {
type tine;
description
"This is a period’'s start time for an event.";

| eaf end-tinme {
type tine;
description
"This is a period’s end tinme for an event.";
}

| eaf-1ist day {
when
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..l../lfrequency="weekly'";
type day;
m n-el enents 1;
description

"This represents the repeated day of every week
(e.g., Monday and Tuesday). More than one day can
be specified.";

leaf-1ist date {
when

..[../frequency="nonthly'";
type int8 {
range "1..31";
}
m n-el enents 1;
description
"This represents the repeated day of every nonth.
More than one date can be specified.";

list month {
when
"“..l..lfrequency="yearly ";

key "start end";

| eaf start {

type string {
pattern '\d{2}-\d{2}";
}

description
"The starting range of the nmonth and date of every
year. A pattern used here is Month and Date
(M DD) . ";

| eaf end {
type string {
pattern '\ d{2}-\d{2}";
}

description
"The endi ng range of the nonth and date of every
year. A pattern used here is Month and Date
(MWDD). The 'end’ value nmust be greater than or
equal to the '"start’ value.";
}
m n-el enents 1;
description
"This represents the repeated nonth and date of
every year. More than one range can be specifi ed.
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If one specific nonth and date is needed, then set
both start and end to the sane val ue.

Note that the ranges are inclusive, i.e., the range
val ues include the values of start and end.";

}
}

| eaf frequency {
type enuneration {
enum onl y-once {
description

"This represents that the rule is inmediately
enforced only once and not repeated. The policy
wi Il continuously be active fromthe
start-date-tine to the end-date-tine.";

enum dai ly {
description
"This represents that the rule is enforced on a
daily basis. The policy will be repeated daily
until the end-date-tine.";

enum weekl y {
description
"This represents that the rule is enforced on a
weekly basis. The policy will be repeated weekly
until the end-date-tine. The repeated days can
be specified.”;

enum nmont hly {
description
"This represents that the rule is enforced on a
mont hly basis. The policy will be repeated
monthly until the end-date-tine.";

enum yearly {
description
"This represents that the rule is enforced on a
yearly basis. The policy will be repeated
yearly until the end-date-tine.";

default only-once;

description
"This represents how frequently the rul e should be
enforced. ";
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}

cont ai ner application {
description
"Condition for application.";
| eaf-1ist protocol {
type identityref {
base i 2nsfm : application-protocol;
}
description
"The condition based on the application |ayer
protocol ";
}
}

cont ai ner device-type {
description
"Condition for type of the destination device.";
| eaf-1ist device {
type identityref {
base devi ce-type;
}
description
"The device attribute that can identify a device (i.e.
comput er, nobile phone, smartphone, Vol P/ VoCN phone,
tablet, network infrastructure device, |0T device,
Or device, and vehicle).";
}
}

contai ner users {
description
"Condition for users.";
list user {
key "id";
description
"The user with which the traffic flow is associated
can be identified by either a user |ID or usernane.
The user-to-1P address mapping is assuned to be
provi ded by the unified user nmanagenent systemvia
net work. ";
leaf id {
type uint32;
description
"The I D of the user.";
}

| eaf nane {
type string;

Jeong, et al. Expi res 16 Novenber 2023 [ Page 48]



Internet-Draft Consuner-Facing Interface YANG Data Mde May 2023

description
"The name of the user.";

}
list group {
key "id";

description
"The user group with which the traffic flowis
associ ated can be identified by either a group ID
or group nane. The group-to-1P address and
user-to-group mappi ngs are assunmed to be provided by
the unified user managenent systemvia network.";
leaf id {
type uint32;
description
"The I D of the group.”;
}

| eaf nane {
type string;
description
"The name of the group.”;
}

}
}

cont ai ner geographic-1ocation {
description
"A condition for a |ocation-based connection.";
contai ner source {
| eaf country {
type leafref {
pat h "/ endpoi nt - groups/| ocati on-group/country";
}
description
"The name of the country in the 2-letter |SO country
code conformng to | SO3166-1 al pha-2.";
reference
"1 SO 3166-1: Decoding table al pha-2 country code";

| eaf region {
type leafref {
pat h "/endpoint-groups/| ocation-group/region";
}
description
"The region code conformng to | SO 3166-2.";
ref erence
"1 SO 3166-2: 3166-2 subdivision code.";
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leaf city {
type leafref {
pat h "/ endpoi nt-groups/|ocation-group/city";
}
description
"The name of the city of the location.";
}

description
"This describes the paths to a | ocation’s source.
The values in this field will be mapped into
either 1Pv4 or | Pv6 addresses defined in
/ endpoi nt - groups/ | ocati on-group.";
}
cont ai ner destination {
| eaf country {
type leafref {
pat h "/endpoi nt-groups/| ocation-group/country";
}
description
"The name of the country in the 2-letter |1SO country
code conformng to | SO3166-1 al pha-2.";
ref erence
"1 SO 3166-1: Decoding table al pha-2 country code";
}

| eaf region {
type leafref {
pat h "/ endpoi nt-groups/| ocati on-group/regi on";
}
description
"The region code conformng to | SO 3166-2.";
reference
"1 SO 3166-2: 3166-2 subdivision code.";

leaf city {
type leafref {
pat h "/endpoint-groups/|ocation-group/city";
}
description
"The name of the city of the location.";
}

description
"This describes the paths to a location's
destination. The values in this field will be
mapped into either IPv4 or | Pv6 addresses defined in
/ endpoi nt - groups/ | ocati on- group.";
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container threat-feed {
description
"A condition based on the threat-feed information.";
| eaf-1ist nane {
type leafref {
path "/threat-prevention/threat-feed-1ist/name";
}

description
"This describes the paths to a threat-feed’ s sources."”;
}

}
}

contai ner action {
description
"This is the action container.";
container primary-action {
description
"This represents primary actions (e.g., ingress and
egress actions) to be applied to a condition
If this is not set, it cannot support the primary
actions.";
| eaf action {
type identityref {
base primary-action;

mandat ory true;
description
"Ingress actions: pass, drop, reject, rate-limt,
and mirror.
Egress actions: pass, drop, reject, rate-limt,
mrror, invoke-signaling, tunnel-encapsul ation,
forward, and transform"”;

leaf limt {
when "../action = "i2nsfcfi:rate-limt'" {
description
"Rate-limt is valid only when rate-lint action is
used. ";
}
type deci mal 64 {
fraction-digits 2;

units "bytes per second";

description
"Specifies howto rate-limt the traffic.”;
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cont ai ner secondary-action {
description
"This represents secondary actions (e.g., |log and sysl og)
to be applied if they are needed. If this is not set,
it cannot support the secondary actions.";
| eaf | o0g-action {
type identityref {
base secondary-acti on;
}
description
"Log action: rule log and session |log.";

cont ai ner endpoi nt - groups {
description
"Alogical entity in a business environment, where a security
policy is to be applied.”;
Iist user-group{
uses user-group;
key "nane";
description
"This represents a user group.";
}
I'ist device-group {
key "nane";
uses devi ce-group;
description
"This represents a device group.”;

list |ocation-group{
key "country region city";
uses | ocati on-group;
description
"This represents a | ocation group.”;

list url-group {
key "nane";
description
"This describes the Iist of URL.";
| eaf nane {
type string;
description
"This is the name of URL group, e.g., SNS sites,
gam ng sites, and e-conmerce sites.";
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leaf-list url {
type inet:uri;
description
"Specifies the URL to be added into the group.";

ref erence
"RFC 3986: Uni form Resource ldentifier (URI): Generic
Synt ax";
}
}
list voice-group {
key "nane";

description
"This describes the list of Voice ID.";
| eaf nane {
type string;
description
"This is the name of the voice group.”;

leaf-list sip-id {
type inet:uri;
description
"Specifies the logical identity of the SIP user witten in
SIP URI schene.";
ref erence
"RFC3261: SIP: Session Initiation Protoco
- Section 19.1.1 (SIP and SIPS URI Conponents)";
}
}
}

cont ai ner threat-prevention {
description
"The container for threat-prevention.";
list threat-feed-list {
key "nane";
description
"There can be a single or multiple number of
threat-feeds.";
| eaf nane {
type string;
description
"This represents the name of the threat-feed.";

leaf-list ioc {
type string;
description
"This field represents the Indicators of Conpromse (I10Q)),
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i.e., the critical information of patterns or characteristics
(signatures) in the threat feed that identifies malicious
activities. The format of the information given in this field
shoul d be parsed based on the format field (e.g., STIX, MSP
Openl CC, and | CDEF) . ";
}
| eaf format {
type identityref {
base ioc-format;
}

mandat ory true;
description
"This represents the format of the I1OC information. This
field is mandatory to parse the I OC. The exanpl es of the
format are STI X, M SP, Openl CC, and | QDEF.";
ref erence
"STIX: Structured Threat Infornation Expression version 2.1
M SPCORE: Mal ware Information Sharing Platform (M SP) Core
For mat
OPENI OC: (Openl OC 1.1 Schema docunent
RFC 8727: JSON Bi nding of the Incident Object Description
Exchange Format";

}
}

i st payl oad-content {
key "nane";
| eaf nane {
type string;
description
"This represents the name of a packet’s payl oad-content.
It should give an idea of why a specific payl oad content
is marked as a threat. For exanple, the name ’backdoor’
i ndi cates the payload content is related to a backdoor
attack.";

| eaf description {
type string;
description
"This represents the description of a payload. Describe
how t he payl oad contents are related to a security
attack.";
}
list contents {
key "content";
or der ed- by user;
| eaf content {
type binary;
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description
"This represents the pattern of the payl oad contents (i.e.,
the data after a transport |ayer header) to be matched.
Due to the types of threats, the type of the content is
defined as a binary to accommobdate any kind of payl oad
type such as HTTP, HITPS, and SIP

If multiple instances of contents are defined, al

defined contents nust be matched sonewhere in the session
stream The content pattern should be matched based on

the order given by the user. The scope of the payload to be
mat ched can be defined by the depth and of fset/di stance
fields.";

}
| eaf depth {
type uintl1l6 {
range "1..max";

units "bytes";

description
"The field specifies how far a packet should be searched
for the specified content pattern defined in the content
field. For exanple, a depth of 5 neans to only |ook for
the specified content pattern within the first 5 bytes
of the payload. This field accepts val ues greater than or
equal to the content |length being searched. If this
field is undefined, then the content pattern should be
searched within the whol e payl oad.";

choi ce starting-point {
description
"Choice of how to specify the starting point of natching
the pattern to the payload. If this field is undefined,
then the content pattern should be searched fromthe
begi nni ng of the payl oad.";
case offset {
| eaf offset {
type int32;
units "bytes";
description
"The field specifies where to start searching for the
specified content pattern wi thin the payl oad.
For exanple, an offset of 5 neans to start |ooking for
the specified content pattern after the first 5 bytes
of the payl oad. A negative value neans to start from
the | ast bytes of the payl oad. For exanple, an offset
of -5 neans to start |ooking for the specified content
pattern fromthe last 5 bytes of the payload.";
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}
}
case di stance {
| eaf distance {
type int32;
units "bytes";
description
"The field specifies how far a payl oad shoul d be
i gnored before starting to search for the specified
content pattern relative to the end of the previous
specified content pattern match. This can be thought
of as exactly the same thing as offset, except it is
relative to the end of the last pattern match instead
of the begi nning of the packet. For example, a distance
of 5 means to start | ooking for the specified content
pattern 5 bytes after the | ast byte of the matched
pattern. A negative value nmeans to start |ooking before
the last byte of the previous matched pattern. For
exanpl e, a distance of -5 neans to start |ooking for
the specified content pattern 5 bytes before the |ast
byte of the previous matched pattern

Note that this field cannot be used if the content is
the first order of the list.";

}
}
}

description
"List of contents and their scopes for matching content
pattern with the payload.";
}
description
"This represents a payl oad-string group."”;

}
<CODE ENDS>
Figure 18: YANG for Consuner-Facing Interface
7. XM Configuration Exanples of H gh-Level Security Policy Rules
This section shows XM. configurati on exanpl es of high-Ievel security
policy rules that are delivered fromthe |2NSF User to the Security
Control |l er over the Consuner-Facing Interface. The considered

exanpl es are: Database registration, tinme-based firewall for web
filtering, Vol P/VoCN security service, and DDoS-attack mtigation
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7.1. Database Registration: Information of Positions and Devices
(Endpoi nt G oup)

The endpoint-group is used to register known network nodes and | abe
theminto a higher-level nane (i.e., human recogni zabl e | anguage).

If new endpoints are introduced to the network, it is necessary to
first register their data to the database. For example, if new
menbers are newy introduced in different groups (i.e., user-group,
devi ce-group, url-group, and voice-group), each of them should be
regi stered as separate entities with their correspondi ng i nfornmation

<?xm version="1.0" encodi ng="UTF-8" ?>
<endpoi nt - gr oups
xm ns="urn:ietf:paranms: xm : ns:yang:ietf-i2nsf-cons-facing-interface"
xm ns:i2nsfm ="urn:ietf:paranms: xm :ns:yang:ietf-i2nsf-nonitoring-interface">
<user - group>
<nane>enpl oyees</ nane>
<range-i pv4- addr ess>
<start>192.0.2. 11</start>
<end>192. 0. 2. 90</ end>
</ range-i pv4- addr ess>
</ user - group>
<devi ce- group>
<nane>webser ver s</ name>
<range-i pv4- addr ess>
<start>198.51.100. 11</start >
<end>198. 51. 100. 20</ end>
</ range-i pv4- addr ess>
<appl i cati on-protocol > 2nsfm : http</application-protocol >
<appl i cati on-protocol > 2nsfm : https</application-protocol >
</ devi ce- gr oup>
<url - group>
<name>sns- websi t es</ nanme>
<url >https://ww. exanpl e. com </ url >
<url >https://ww. exanpl e. net/ </ url >
</ url -group>
<voi ce- group>
<name>mal i ci ous-i d</ name>
<si p-i d>si p: al i ce@xanpl e. org</si p-i d>
<si p-i d>si p: bob@03. 0. 113. 15</si p-i d>
</ voi ce-group>
</ endpoi nt - gr oups>

Figure 19: Registering User-group, Device-group, Voice-group in
| Pv4 Addresses, and URL-group Infornmation
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Figure 19 shows an exanple XM representation of the registered
i nformati on for the user-group, device-group, voice-group in |Pv4
address [RFC5737], and url-group

1. The IPv4 addresses from192.0.2.11 to 192.0.2.90 are | abeled as a
group of users called "enpl oyees"

2. The I Pv4 addresses from 198.51.100.11 to 198.51. 100. 20 provi de
services with HTTP and HTTPS application protocol |abeled as
"webservers".

3. The "https://ww. exanple.com” and "https://ww. exanpl e. net/"
URLs are | abel ed as "sns-websites".

4. The "sip:alice@xanple.org" and "sip: bob@03.0.113. 15" SIP
identities are | abeled as "nalicious-id".

<?xm version="1.0" encodi ng="UTF-8" ?>
<endpoi nt - gr oups
xm ns="urn:ietf:paranms: xm : ns:yang:ietf-i2nsf-cons-facing-interface"
xm ns:i2nsfm ="urn:ietf:paranms: xnm :ns:yang:ietf-i2nsf-nonitoring-interface">
<user - group>
<nane>enpl oyees- v6</ nane>
<range-i pv6- addr ess>
<start>2001:db8:0:1::11</start>
<end>2001: db8: 0: 1: : 90</ end>
</ range-i pv6- addr ess>
</ user - group>
<devi ce- group>
<nane>webser ver s- v6</ nane>
<range-i pv6- addr ess>
<start>2001: db8: 0: 2: : 11</start >
<end>2001: db8: 0: 2: : 20</ end>
</ range-i pv6- addr ess>
<appl i cati on-protocol > 2nsfm : http</application-protocol >
<appl i cati on-protocol > 2nsfm : https</application-protocol >
</ devi ce- gr oup>
<voi ce- group>
<name>mal i ci ous-i d- v6</ nanme>
<si p-i d>si p: davi d@001: db8: 2ef 0: : 32b7</ si p-i d>
</ voi ce-group>
</ endpoi nt - gr oups>

Fi gure 20: Registering User-group, Device-group, Voice-group
Information in | Pv6 Addresses
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Al so, Figure 20 shows an exanple XM representation of the registered
i nformati on for the user-group, device-group, and voice-group in |IPv6
addr esses [ RFC3849].

1. The IPv6 addresses from 2001: db8:0:1::11 to 2001:db8:0:1::90 are
| abel ed as a group of users called "enpl oyees-v6"

2. The I Pv6 addresses from 2001: db8:0:2::11 to 2001: db8: 0: 2:: 20
provi de services with HTTP and HITPS application protocol |abeled
as "webservers-vo6".

3. The "sip:davi d@ 2001: db8: 2ef 0: : 32b7]" SIP identity is | abeled as
"mal i ci ous-id-v6".

7.2. Scenario 1: Block SNS Access during Business Hours

The first exanple scenario is to "block SNS access during office
hours" using a time-based firewall policy. 1In this scenario, al
users regi stered as "enployees" in the user-group list are unable to
access SNS during the office hours (weekdays). The XM instance is
descri bed bel ow
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<?xm version="1.0" encodi ng="UTF-8" ?>
<i 2nsf-cfi-policy
xm ns="urn:ietf:paranms: xm :ns:yang:ietf-i2nsf-cons-facing-interface">
<nane>security_policy_for_bl ocki ng sns</nane>
<rul es>
<nane>bl ock_access_to_sns_duri ng_of fice_hours</nane>
<condi ti on>
<firewal | >
<sour ce>enpl oyees</ sour ce>
</firewall>
<url - cat egory>
<url - nane>sns-websi t es</ url - nane>
</ url - cat egory>
<cont ext >
<time>
<start-date-tinme>2021-03-11T09: 00: 00. 00Z</start-date-ti ne>
<end- dat e-ti me>2021-12- 31T18: 00: 00. 00Z</ end-dat e-ti ne>
<peri od>
<start-time>09: 00: 00Z</start-tine>
<end-tine>18: 00: 00Z</ end-ti me>
<day>nonday</ day>
<day>t uesday</ day>
<day>wednesday</ day>
<day>t hur sday</ day>
<day>fri day</ day>
</ peri od>
<frequency>weekl y</ fr equency>
</time>
</ cont ext >
</ conditi on>
<action>
<primary-action>
<acti on>drop</acti on>
</ primary-action>
</ action>
</rul es>
</i2nsf-cfi-policy>

Figure 21: An XM. Exanpl e for Tine-based Firewall
Ti me- based-condi tion Firewall
1. The policy name is "security_policy_for_bl ocking_sns"

2. The rule nane is "block access to sns_during office_hours”

3. The Source is "enpl oyees"
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4. The destination target is "sns-websites". "sns-websites" is the
key which represents the list containing the information, such as
URL, about sns-websites.

5. The action required is to "drop" any attenpt to connect to
websites related to Social networking.

7.3. Scenario 2: Block Mlicious Vol P/VoCN Packets Com ng to a Conpany

The second exanple scenario is to "block malicious Vol P/ VoCN packets
coming to a conpany"” using a VolP policy. 1In this scenario, the
calls conming fromVO P and/or VoCN sources with VoCN IDs that are
classified as nmalicious are dropped. The |IP addresses of the

enpl oyees and nalicious VOP I Ds which should be bl ocked are stored
in the database or datastore of the enterprise. Here and for the
rest of the cases, it is assuned that the security adm nistrators or
sonmeone responsible for the existing and newly generated policies,
are not aware of which and/or how many NSFs are needed to neet the
security requirenments. Figure 22 represents the XM. docunent
generated from YANG di scussed in previous sections. Once a high-

| evel security policy is created by a security admin, it is delivered
by the Consuner-Facing Interface, through RESTCONF server, to the
security controller. The XM instance is described bel ow

<?xm version="1.0" encodi ng="UTF-8" ?>
<i 2nsf-cfi-policy
xm ns="urn:ietf:paranms: xm :ns:yang:ietf-i2nsf-cons-facing-interface">
<nane>
security _policy for_blocking malicious_voip_packets
</ name>
<rul es>
<name>Bl ock_mual i ci ous_voi p_and_vocn_packet s</ name>
<condi ti on>
<voi ce>
<sour ce-i d>nmual i ci ous-id</source-id>
</ voi ce>
<firewal | >
<desti nati on>enpl oyees</ desti nati on>
</firewall>
</ condi ti on>
<action>
<primary-action>
<acti on>drop</acti on>
</ primary-action>
</ acti on>
</rul es>
</i2nsf-cfi-policy>
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Fi gure 22: An XML Example for Vol P Security Service
Custom condi tion Firewal

1. The policy nane is
"security policy for_blocking nmalicious voi p_packets".

2. The rule nane is "Block_nalicious_voi p_and_vocn_packets”

3. The source is "malicious-id". The "malicious-id" is the key, so
that it maps to the SIP identities that are nanmed as "nmalici ous-
id'. This can be a single SIP identity or alist of SIP
identities.

4. The destination target is "enployees". "enployees" is the key
whi ch represents the |list containing information about enpl oyees,
such as | P addresses.

5. The action required is "drop" when any incoming SIP packets are
coming from"malicious-id" and targeting "enpl oyees"

7.4. Scenario 3: Mtigate Flood Attacks on a Conpany Wb Server

The third exanple scenario is to "Mtigate flood attacks on a conpany
web server" using a DDoS-attack nmitigation policy. Here, the tine
information is not set because the service provided by the network
shoul d be maintained at all tines. |If the packets sent by any
sources that target "webservers" are nore than the set threshold,
then the adnmin can set the percentage of the packets to be dropped to
safely maintain the service. Once the rule is set and delivered and
enforced to the NSFs by the security controller, the NSFs will

moni tor the incom ng packet amounts to act according to the rule set.
The XM instance is described bel ow
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<?xm version="1.0" encodi ng="UTF-8" ?>
<i 2nsf-cfi-policy
xm ns="urn:ietf:paranms: xm :ns:yang:ietf-i2nsf-cons-facing-interface">
<nane>security _policy for_ddos_attacks</nane>
<rul es>
<nanme>1000_packets_per_second</ nane>
<condi ti on>
<firewal | >
<desti nati on>webservers</desti nati on>
</firewall>
<ddos>
<rate-limt>
<packet -rat e-t hreshol d>1000</ packet -rat e-t hr eshol d>
</rate-limt>
</ ddos>
</ condi ti on>
<action>
<primary-action>
<acti on>drop</acti on>
</ primary-action>
</ acti on>
</rul es>
</i2nsf-cfi-policy>

Figure 23: An XML Exanpl e for DDoS-attack Mtigation

DDoS- condi tion Firewall

1. The policy nanme is "security policy for _ddos attacks"

2. The rule nane is "1000_packets_per_second"

3. The destination is webservers.

4. The rate limt exists to limt the incom ng anmount of packets per
second. In this case the rate limt is "1000" packets per
second. This amount depends on the packet receiving capacity of
the server devices

5. The Source is all sources which send abnormal anmpbunt of packets.
It is assuned that there is a counter per source |P address in
this DDoS-condition Firewall. The rate of "1000" packets per

second is set for each source to send packets toward the
destinati ons as webservers
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6. The action required is to "drop" when the packet reception is
nmore than "1000" packets per second for each source that sends
packets to the destinations.

8. | ANA Consi derati ons

Thi s docunent requests IANA to register the following URI in the
"| ETF XML Regi stry" [ RFC3688]:

URI: urn:ietf:parans:xn:ns:yang:ietf-i2nsf-cons-facing-interface
Regi strant Contact: The | ESG
XM.: N A the requested URI is an XML nanmespace

Thi s docunent requests IANA to register the follow ng YANG nodul e in
the "YANG Modul e Nanes" registry [ RFC7950] [ RFC8525] :

nane: ietf-i2nsf-cons-facing-interface

nanespace: urn:ietf:paranms:xm :ns:yang:ietf-i2nsf-cons-facing-interface
prefix: i2nsfcfi

ref erence: RFC XXXX

/1 RFC Ed.: replace XXXX with an actual RFC nunber and renove
/1 this note.

9. Security Considerations

The YANG nodul e specified in this docunent defines a data schema
designed to be accessed through network nanagenment protocols such as
NETCONF [ RFC6241] or RESTCONF [ RFC8040]. The | owest NETCONF | ayer is
the secure transport |ayer, and the required secure transport is
Secure Shell (SSH) [RFC6242]. The |owest RESTCONF | ayer is HITPS,
and the required secure transport is TLS [ RFC8446].

The Network Configuration Access Control Mdel (NACM [RFC8341]

provi des a nmeans of restricting access to specific NETCONF or
RESTCONF users to a preconfigured subset of all avail abl e NETCONF or
RESTCONF protocol operations and contents. Thus, NACM SHOULD be used
to restrict the NSF registration from unauthorized users.

There are a nunber of data nodes defined in this YANG nodule that are
witable, creatable, and deletable (i.e., config true, which is the
default). These data nodes may be considered sensitive or vul nerable
in some network environnents. Wite operations to these data nodes
could have a negative effect on network and security operations.
These data nodes have the follow ng sensitivity/vulnerability:
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* list i2nsf-cfi-policy: Witing to al nost any elenment of this YANG
modul e woul d directly inpact the configuration of NSFs
i mpl ementing the security policy, e.g., conpletely turning off
security nonitoring and mitigation capabilities; altering the
scope of this nonitoring and mitigation; creating an overwhel m ng
| oggi ng vol ume to overwhel m downstream anal ytics or storage
capacity; creating |ogging patterns which are confusing; or
reduci ng the efficacy of statistics or artificial mnpodels built on
hi stori cal data.

* contai ner endpoint-groups: Witing to any elenent in this
container can alter the configuration of the security services and
may cause vulnerabilities in the network, e.g., changing
regi stered malicious endpoints can renove the defense agai nst
known hostile clients. The information given may al so be
considered private, hence it is strongly encouraged to inform
af fected users/custoners of this fact and of the potential
privacy-rel ated consequences and trade-offs.

* container threat-prevention: Witing to any elenent in this
container can alter the configuration of the security services and
may cause vulnerabilities in the network, e.g., changing
regi stered signature can let nalicious content to get across the
secured network w t hout detection.

Sone of the readable data nodes in this YANG nodul e may be consi dered
sensitive or vulnerable in some network environments. It is thus
inmportant to control read access (e.g., via get, get-config, or
notification) to these data nodes. These are the subtrees and data
nodes with their sensitivity/vulnerability:

* list i2nsf-cfi-policy: The | eak of this node to an attacker could
reveal the specific configuration of security controls to an
attacker. An attacker can craft an attack path that avoids
observation or mtigations; one may reveal topology information to
i nform additional targets or enable | ateral novenent; one enabl es
the construction of an attack path that avoi ds observation or
mtigations; one provides an indication that the operator has
di scovered the attack

* contai ner endpoint-groups: This node holds a |ist of endpoint data
that may be considered private to the users. Disclosure of this
i nformati on may expose sensitive details which can be used to
define the identity and geographical |ocation of a user.
Mal i ci ous actors can leverage this information to threaten the
user with cyber threat, e.g., voice phishing, or physical threat.
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* container threat-prevention: The leak of this node to an attacker
could reveal the specific detection systemto an attacker. An
attacker can use this information to design new unknown attack
strategies to circunvent the existing detection or prevention
system
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