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Abst ract
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Security Functions (I2NSF) to network-based security services in
Net wor k Functions Virtualization (NFV) environments, such as
firewal |, deep packet inspection, or attack mitigation engines.
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1. Introduction

Interface to Network Security Functions (I2NSF) defines a framework
and interfaces for interacting with Network Security Functions
(NSFs). Note that an NSF is defined as software that provides a set
of security-related services, such as (i) detecting unwanted
activity, (ii) blocking or mtigating the effect of such unwanted
activity in order to fulfill service requirenents, and (iii)
supporting comunication streamintegrity and confidentiality

[ RFC8329] .

The 1 2NSF framewor k al | ows het er ogeneous NSFs devel oped by different
security solution vendors to be used in the Network Functions
Virtualization (NFV) environnment [ETSI-NFV] by utilizing the
capabilities of such NSFs through | 2NSF interfaces such as Custoner-
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Faci ng Interface [consuner-facing-inf-dn] and NSF-Facing Interface
[nsf-facing-inf-dm. |In the |I2NSF framework, each NSF initially
registers the profile of its own capabilities with the Security
Controller (i.e., network operator managenent system [ RFC8329]) of
the 1 2NSF systemvia the Registration Interface
[registration-inf-dnj. This registration enables an | 2NSF User
(i.e., network security admnistrator) to select and use the NSF to
enforce a given security policy. Note that Devel oper’s Manhagenent
System (DVB) i s managenent software that provides a vendor’s security
service software as a Virtual Network Function (VNF) in an NFV
environment (or mddl ebox in the | egacy network) as an NSF, and
registers the capabilities of an NSF into Security Controller via
Regi stration Interface for a security service [RFC8329].

Security Controller maintains the mappi ng between a capability and an
NSF, so it can performto translate a high-level security policy
received fromI|2NSF User to a | ow1level security policy configured
and enforced in an NSF [SPT]. Security Controller can nonitor the
states and security attacks in NSFs through NSF nonitoring
[nsf-nonitoring-dm.

This docunent illustrates the applicability of the |I2NSF franmework
with five different scenarios:

1. The enforcenent of time-dependent web access control

2. The support of intent-based security services through |2NSF and
Security Policy Translator [SPT].

3. The application of 12NSF to a Service Function Chai ning (SFC)
envi ronment [ RFC7665] .

4. The integration of the |I2NSF framework wi th Software- Defi ned
Net wor ki ng (SDN) [RFC7149] to provide different security
functionality such as firewalls [opsawg-firewal|s], Deep Packet
Inspection (DPl), and Distributed Denial of Service (DDoS) attack
mtigation.

5. The use of Network Functions Virtualization (NFV) [ETSI-NFV] as a
supporting technol ogy.

The inplementation of 12NSF in these scenarios has allowed us to

verify the applicability and effectiveness of the |2NSF framework for
a variety of use cases.
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Ter mi nol ogy

Thi s docunent uses the term nol ogy described in [ RFC/665], [RFC7149],
[ITUT.Y.3300], [ONF-SDN- Architecture], [ITUT. X 800],

[ NFV- Ter m nol ogy], [RFC8329], and [RFC8329]. |In addition, the
followi ng terns are defined bel ow

* Centralized DDoS-attack Mtigation System A centralized mtigator
that can establish and distribute access control policy rules into
network resources for efficient DDoS-attack mtigation

* Centralized Firewall System A centralized firewall that can
establish and distribute policy rules into network resources for
efficient firewall nmanagenent.

* Centralized VolP Security System A centralized security system
that handl es the security functions required for VolP and VoLTE

services

* Firewall: A service function at the junction of two network
segnents that inspects some suspicious packets that attenpt to
cross the boundary. It also rejects any packet that does not

satisfy certain criteria for, for exanple, disallowed port nunbers
or | P addresses.

*  Network Function: A functional block within a network
infrastructure that has well-defined external interfaces and well -
defi ned functional behavior

*  Network Functions Virtualization (NFV): A principle of separating
network functions (or network security functions) fromthe
hardware they run on by using virtual hardware abstraction

* Network Security Function (NSF): Software that provides a set of
security-rel ated services. Exanples include detecting unwanted
activity and blocking or nitigating the effect of such unwanted
activity in order to fulfill service requirenments. The NSF can
al so hel p in supporting comunication streamintegrity and
confidentiality.

* Security Policy Translator (SPT): Software that translates a high-
| evel security policy for the Consuner-Facing Interface into a
| ow| evel security policy for the NSF-Facing Interface [SPT]. The
SPT is a core part of the Security Controller in the |2NSF system

* Service Function Chaining (SFC): The execution of an ordered set
of abstract service functions (i.e., network functions) according
to ordering constraints that nust be applied to packets, franes,
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and flows selected as a result of classification. The inplied
order may not be a linear progression as the architecture allows
for SFCs that copy to nore than one branch, and also allows for
cases where there is flexibility in the order in which service
functions need to be applied [ RFC7665].

*  Sof t war e- Defi ned Networking (SDN): A set of techniques that
enables to directly program orchestrate, control, and manage
networ k resources, which facilitates the design, delivery and
operation of network services in a dynanmic and scal abl e manner
[1TUT.Y.3300].

| Consuner-Facing Interface

v
o - + Regi strati on R e +
| Security Controller|<-------------------- >| Devel oper’ s Mgnt Syst en]
A LR + Interface Fom e +
N
| NSF-Facing Interface
v
. Fode oo e +
| NSF- 1 | -] NSF- 2 [ ... NSF- n |
| (Firewall) | | (Wb Filter) | | (DDoS- Attack Mtigator)|
S ST PSR + o e e e e e e oo +

Figure 1: |2NSF Franework
3. | 2NSF Franewor k

This section sunmmari zes the |12NSF franework as defined in [ RFC8329].
As shown in Figure 1, an | 2NSF User can use security functions by
delivering high-level security policies, which specify security
requirenents that the | 2NSF user wants to enforce, to the Security
Controller via the Consuner-Facing Interface (CFl)

[ consumer - f aci ng-i nf-dm .
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The Security Controller receives and anal yzes the high-level security
policies froman | 2NSF User, and identifies what types of security
capabilities are required to neet these high-level security policies.
The Security Controller then identifies NSFs that have the required
security capabilities, and generates |low |l evel security policies for
each of the NSFs so that the high-level security policies are
eventually enforced by those NSFs [SPT]. Finally, the Security
Controll er sends the generated | owlevel security policies to the
NSFs via the NSF-Facing Interface (NFl) [nsf-facing-inf-dnj.

As shown in Figure 1, with a Devel oper’s Managenent System (call ed
DVS), devel opers (or vendors) informthe Security Controller of the
capabilities of the NSFs through the Registration Interface (R)
[registration-inf-dm for registering (or deregistering) the
corresponding NSFs. Note that the |lifecycle managenent of NSF code
fromDVS (e.g., downl oading of NSF nodul es and testing of NSF code)
is out of scope for |2NSF.

The Consuner-Facing Interface can be inplenented with the Consurmer-
Faci ng I nterface YANG data mnpodel [consuner-facing-inf-dn] using
RESTCONF [ RFC8040] which befits a web-based user interface for an

| 2NSF User to send a Security Controller a high-level security
policy. Data nodels specified by YANG [ RFC6020] descri be high-1eve
security policies to be specified by an | 2NSF User. The data nodel
defined in [consuner-facing-inf-dn] can be used for the |2NSF
Consuner - Facing Interface. Note that an inside attacker at the |2NSF
User can misuse the | 2NSF system so that the network system under the
| 2NSF systemis vulnerable to security attacks. To handle this type
of threat, the Security Controller needs to nonitor the activities of
all the I2NSF Users as well as the NSFs through the | 2NSF NSF
monitoring functionality [nsf-nonitoring-dni. Note that the

moni toring of the |12NSF Users is out of scope for |2NSF.

The NSF-Facing Interface can be inplenented with the NSF-Faci ng
Interface YANG data nodel [nsf-facing-inf-dm using NETCONF [ RFC6241]
whi ch befits a command-1ine-based renote-procedure call for a
Security Controller to configure an NSF with a | owlevel security
policy. Data nodels specified by YANG [ RFC6020] describe | owleve
security policies for the sake of NSFs, which are translated fromthe
hi gh-1 evel security policies by the Security Controller. The data
nmodel defined in [nsf-facing-inf-dni can be used for the |2NSF NSF-
Faci ng Interface.

The Registration Interface can be inplenmented with the Registration
Interface YANG data nodel [registration-inf-dn] using NETCONF

[ RFC6241] which befits a command-1i ne-based renpte-procedure call for
a DVB to send a Security Controller an NSF' s capability infornation.
Dat a nodel s specified by YANG [ RFC6020] describe the registration of

Jeong, et al. Expires 4 Cctober 2025 [ Page 6]



I nternet-Draft | 2NSF Applicability April 2025

an NSF' s capabilities to enforce security services at the NSF. The
data nodel defined in [registration-inf-dn] can be used for the |2NSF
Regi stration Interface.

The 1 2NSF framework can chain nultiple NSFs to inplenent |owleve
security policies with the SFC architecture [ RFC7665].

The foll owi ng sections describe different security service scenarios
illustrating the applicability of the |I2NSF framework.

<i 2nsf-cfi-policy
xm ns="urn:ietf:parans: xm :ns:yang:ietf-i2nsf-cons-facing-interface">
<nane>sns_access</ hame>
<rul es>
<name>bl ock_sns_access_duri ng_operation_ti me</name>
<condi ti on>
<firewall >
<sour ce>enpl oyees</ sour ce>
</firewall>
<url - cat egory>
<url - nane>sns-websi t es</ url - nane>
</ url -cat egory>
<cont ext >
<time>
<start-date-time>2025-03-11T09: 00: 00. 00Z</start-date-ti me>
<end- dat e-ti ne>2025-12-31T18: 00: 00. 00Z</ end- date-ti me>
<peri od>
<start-tinme>09: 00: 00Z</start-tine>
<end-ti ne>18: 00: 00Z</ end-ti ne>
<day>nonday</ day>
<day>t uesday</ day>
<day>wednesday</ day>
<day>t hur sday</ day>
<day>fri day</ day>
</ peri od>
<f requency>weekl y</ frequency>
</tinme>
</ cont ext >
</ conditi on>
<action>
<primary-action>
<acti on>drop</acti on>
</ primary-action>
</ action>
</rul es>
</i2nsf-cfi-policy>
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Figure 2: A High-level Security Policy XM. Docunent of a Tine-
based Wb Filter

<i 2nsf-security-policy
xm ns="urn:ietf:parans: xm :ns:yang:ietf-i2nsf-nsf-facing-interface">
<nane>sns_access</ hame>
<rul es>
<name>bl ock_sns_access_duri ng_operation_ti me</name>
<condi ti on>
<i pv6>
<sour ce-i pv6- net wor k>2001: db8: 1: : / 60</ sour ce-i pv6- net wor k>
</ipv6>
<cont ext >
<tine>
<start-date-time>2025-03-11T09: 00: 00. 00Z</start-date-ti me>
<end- dat e-ti me>2025-12- 31T18: 00: 00. 00Z</ end-dat e-ti ne>
<peri od>
<start-tinme>09:00: 00Z</start-tine>
<end-ti ne>18: 00: 00Z</ end-ti me>
<day>nonday</ day>
<day>t uesday</ day>
<day>wednesday</ day>
<day>t hur sday</ day>
<day>fri day</ day>
</ peri od>
<frequency>weekl y</frequency>
</tinme>
</ cont ext >
</ condi ti on>
<action>
<advanced- acti on>
<content-security-control >
url-filtering
</ content-security-control >
</ advanced- acti on>
</ action>
</rul es>
</i2nsf-security-policy>

Figure 3: A Lowlevel Security Policy XM. Docunent of a Firewall
NSF for a Tine-based Wb Filter
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<i 2nsf-security-policy
xm ns="urn:ietf:paranms: xm :ns:yang:ietf-i2nsf-nsf-facing-interface">
<nanme>sns_access</ name>
<rul es>
<nane>bl ock_sns_access_duri ng _operation_ti nme</nane>
<condi ti on>
<url - cat egory>
<user -defined>https://ww. exanpl e. conl </ user - def i ned>
<user-defi ned>https://ww. exanpl e. net/ </ user - defi ned>
<user - defi ned>htt ps://ww. exanpl e. or g/ </ user - def i ned>
</ url -cat egory>
</ condi ti on>
<action>
<packet - acti on>
<egr ess-acti on>drop</ egress-acti on>
</ packet - acti on>
</ action>
</rul es>
</i2nsf-security-policy>

Figure 4: A Low Il evel Security Policy XM. Docunent of a Wb
Filter NSF for Time-based Wb Filter

4. Ti me-dependent Web Access Control Service

Thi s service scenario assunmes that an enterprise network

adm nistrator wants to control the enpl oyees’ access to a particul ar
Internet service (e.g., social networking service (SNS)) during

busi ness hours. The following is an exanpl e high-1evel security
policy rule for a web filter that the adm nistrator requests: Bl ock
the enpl oyees’ access to SNS websites from9 AM(i.e., 09:00) to 6 PM
(i.e., 18:00) on weekdays (from Monday to Friday) from March 11, 2025
to Decenber 31, 2025 by dropping their packets. Figure 2 is a high-

| evel security policy XM. docunent of a tinme-based web filter that is
sent fromthe |2NSF User to the Security Controller via the Consuner-
Facing Interface [consuner-facing-inf-dnj.

The security policy nane is "security_policy_for_blocking sns" with
the tag "nane", and the security policy rule nane is

"bl ock_access to _sns_during_office hours" with the tag "nanme". The
filtering event has the tine span where the filtering start tine is
the tine "09:00:00Z" (i.e., 9:00AM with the tag "start-tine", and
the filtering end tinme is the tinme "18:00:00Z" (i.e., 6:00PM wth
the tag "end-time". The filtering condition has the source target of
"empl oyees” with the tag "source", and the destination target of
"sns-websites" with the tag "url -nane".
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A high-level security policy XM. docunent in Figure 2 is translated
into two |l owlevel security policy XM. docunments in Figure 3 and
Figure 4 by the Security Policy Translator (SPT) [SPT] in the
Security Controller. These two |lowlevel security policy XM
docunents are sent to a firewall NSF and a web filter NSF
respectively, by the Security Controller via the NSF-Facing Interface
[nsf-facing-inf-dnf. On one hand, a firewall NSF perforns |P address
and port nunber inspection, and time checking for a packet for time-
based web filtering. On the other hand, a web filter NSF perforns
URL inspection for a packet for tinme-based web filtering.

Assune that "enpl oyees" are |Pv6 hosts whose | Pv6 addresses are based
on the prefix of 2001:db8:1::/60, as shown in Figure 3. Also, assune
that "sns-websites" includes https://ww. exanpl e.com

htt ps://ww. exanpl e. net, and https://ww. exanpl e.org, as shown in

Fi gure 4.

The source target can by translated by the SPT in the Security
Controller to the I P addresses of conputers (or nobile devices) used
by the enployees. Refer to Section 5 for the detail ed description of
the SPT. The destination target can also be translated by the SPT to
the actual websites corresponding to the synbolic website nanme "sns-
websites", and then either each website’s URL or the corresponding IP
address(es) can be used by both a firewall and a web filter. The
action is to "drop" the packets satisfying the above condition with
the tag "action".

After receiving the high-level security policy, the Security

Controller identifies required security capabilities, e.g., IP
address and port nunber inspection capabilities and URL inspection
capability. |In this scenario, it is assunmed that the I P address and

port nunber inspection capabilities are required to check whether a
recei ved packet is an HITP-session packet from an enpl oyee, which is
part of an HTTP session generated by the enployee. The URL

i nspection capability is required to check whether the target URL of
a received packet is one of the target websites (i.e.,

www. exanpl e. com www. exanpl e. net, and www. exanpl e. org) or not.

The Security Controller maintains the security capabilities of each
active NSF in the | 2NSF system which have been reported by the

Devel oper’ s Managenent Systemvia the Registration interface. Based
on this information, the Security Controller identifies NSFs that can
performthe | P address and port number inspection and URL inspection
through the security policy translation in Section 5. In this
scenario, it is assuned that a firewall NSF has the |IP address and
port nunber inspection capabilities and a web filter NSF has URL

i nspection capability.
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The Security Controller may interoperate with an access contro

server in the enterprise network in order to retrieve the information
(e.g., IP address in use, conpany identifier (ID), and role) of each
enpl oyee that is currently using the network. Based on the retrieved
information, the Security Controller generates a | owlevel security
policy to check whether the source |IP address of a received packet
mat ches any one bei ng used by an enpl oyee.

In addition, a lowlevel security policy s rule (shortly, |owlevel
security rule) for a firewall NSF should be able to deternmine that a
recei ved packet uses either the HTTP protocol w thout Transport Layer
Security (TLS) [ RFC8446] or the HTTP protocol with TLS as HTTPS. A

| ow| evel security policy’'s rule for a web filter checks that the
target URL field of a received packet is equal to one of the target
SNS websites (i.e., ww. exanple.com ww.exanple.net, and

www. exanpl e.org), or that the destination |IP address of a received
packet is an | P address corresponding to one of the SNS websites.
Note that if HTTPS is used for an HTTP-session packet, the HTTP
protocol header is encrypted, so the URL information may not be seen
fromthe packet for the web filtering. Thus, the |IP address(es)
corresponding to the target URL needs to be obtained fromthe
certificate in TLS versions prior to 1.3 [RFC8446] or the Server Nane
Indication (SNI) in a TCP-session packet in TLS versions wi thout the
encrypted SNI [tls-esni]. Also, to obtain |IP address(es)
corresponding to a target URL, the DNS name resol ution process can be
observed through a packet capturing tool because the DNS nane
resolution will translate the target URL into | P address(es). The IP
addr esses obtained through either TLS or DNS can be used by both a
firewall and a web filter for whitelisting or blacklisting the TCP
five-tuples of HITP sessions.

Finally, the Security Controller sends the | owlevel security policy
of the I P address and port nunmber inspection to the firewall NSF and
the |l owlevel security policy for URL inspection to the web filter
NSF.

The foll owi ng descri bes how the tine-dependent web access contro
service is enforced by the NSFs of firewall and web filter.

1. An enployee tries to access one of the target SNS websites (i.e.,
www. exanpl e. com www. exanpl e. net, and www. exanpl e. org) during
busi ness hours, e.g., 10 AM

2. The packet is forwarded fromthe enpl oyee’s device to the
firewall, and the firewall checks the source |IP address and port
nunber. Now the firewall identifies the received packet is an
HTTP- sessi on packet fromthe enpl oyee.
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Jeong,

The firewall triggers the web filter to further inspect the
packet, and the packet is forwarded fromthe firewall to the web
filter. The SFC architecture [RFC7665] can be utilized to
support such packet forwarding in the |I2NSF franmework

The web filter checks the received packet’'s target URL field or
its destination |IP address corresponding to the target URL, and
detects that the packet is being sent to a server with the target
URL (e.g., www exanple.com)j. The web filter then checks that the
current tine is within business hours. |If so, the web filter
drops the packet, and consequently the enployee’s access to one
of the SNS websites (i.e., ww. exanpl e.com ww.exanple.net, and
www. exanpl e. org) during business hours is bl ocked.
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Figure 5: Security Policy Translation and Enforcenment in | 2NSF System
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5

I ntent-based Security Services

I 2NSF ai ns at providing intent-based security services to configure
specific security policies into NSFs with custoner-friendly secuirty
policies at a high level. For exanple, when an | 2NSF User subnits a
hi gh-1evel security policy (e.g., web filtering as shown in Figure 2)
to the Security Controller, the Security Policy Tranlator (SPT) [ SPT]
in the Security Controller will translate it into the correspondong
two | ow | evel security policies, as shown in Figure 3 and Figure 4.

A security adm nistrator using the |2NSF User can describe a security
policy without the know edge of the detailed information about

subj ects (e.g., source and destination) and objects (e.g., web
traffic) of the security policy’s rule(s).

Figure 5 shows the security policy translation and enforcement in the
| 2NSF system [ SPT]. As shown in Figure 5, an |2NSF User delivers a
hi gh-1 evel security policy to the Security Controller using the
Consuner - Facing I nterface (denoted as CFl). The high-level security
policy is translated by the SPT in the Security Controller into the
correspondi ng | ow1evel security policy (or policies) which is
under st andabl e by target NSF(s). The Security Controller delivers
the |l ow |l evel security policy (or policies) to the appropriate NSF(s)
to enforce the policy's rule(s).

The SPT consists of four nodules for security policy translations
such as Data Mddel Mapper, Data Extractor, Data Converter, and Policy
Generator, as shown in Figure 5. The Data Mddel Mapper creates a
mappi ng nodel for mapping the el enents between the YANG data nodel of
Consuner - Facing I nterface [consuner-facing-inf-dm and the YANG data
nmodel of NSF-Facing Interface [nsf-facing-inf-dn] for the autonation
of security policy translation. It stores the mapping nodel into the
NSF Dat abase (denoted as NSF DB)

The Data Extractor extracts data froma high-level security policy
delivered by the |1 2NSF User. The data correspond to the |eaf nodes

in the YANG data nodel for the Consuner-Facing Interface. In the
hi gh-1evel policy in Figure 2, the data are the tag values of a
policy's "nane", a rule's "name", "start-time", "end-time", a
source’s "source", a destination’s "url-nanme", and "action". That

is, the tag values are "security policy_for_ bl ocking sns",
"bl ock_access_to_sns_during_office_hours", "09:00:00z", "18:00:002Z",
"enpl oyees", "sns-websites", and "drop."

The Data Converter converts the extracted high-1level policy data
received fromthe Data Extractor into the corresponding | ow| eve
policy data. The lowlevel policy data have the capability
informati on of NSFs to be selected as target NSFs for the required
security service enforcenent specified by the high-level security

Jeong, et al. Expires 4 Cctober 2025 [ Page 14]



I nternet-Draft | 2NSF Applicability April 2025

policy. The tag values in the extracted high-level policy data are
replaced with the tag values in the lowlevel policy data, which are
the | eaf nodes of the YANG data nodel for the NSF-Facing Interface
(denoted as NFl). The value of each leaf node in CFl is translated
into the value of the corresponding |eaf node in NFlI. For exanple,
"security policy for_blocking sns" of a policy's nane in CFl (in
Figure 2) is translated into "sns_access" of a policy’ s name in NFI
(in Figure 3). The tag values of nane, start-time, end-time, and
action in CFl are mapped into the same val ues of nane, start-tine,
end-tine, and content-security-control (under advanced-action) in
NFl, as shown in Figure 3. However, the tag val ues of a source’s
source and a destination’s url-name in CFl are translated into IP
addresses (in Figure 3) and URLs (in Figure 4), respectively, for the
sake of NFlI. That is, "enployees" of CFl is translated into the |IPv6
prefix "2001:db8:1::/60" for the sake of NFlI. Also, "sns-websites”
of CFl is translated into three URLs such as "ww. exanpl e. cont',

"www. exanpl e. net”, and "ww. exanpl e.org" for the sake of NFI. In
addition to the data conversion, the Data Converter searches for
appropriate NSFs having capabilities corresponding to the | eaf nodes
of the YANG data nodel for NFl. For the data conversion and NSF
search, an NSF DB can be consulted, as shown in Figure 5, because the
NSF DB has the capability information of NSFs that the DVS(s)
registered with the Security Controller using the Registration
Interface.

The Policy CGenerator generates a | owlevel security policy
corresponding to the |lowlevel policy data nade by the Data Converter
per a target NSF(s). That is, the Policy Generator can build such

| ow | evel security policy XM. docunments like Figure 3 and Figure 4
with the NSF DB because the NSF DB has the mapping information
between the CFl YANG data npodel and the NFI YANG data nodel

Therefore, by allow ng the | 2NSF User to express its security policy
wi t hout knowi ng the detailed information of entities for security
policies, the | 2NSF can efficiently support the intent-based security
services with the help of the security policy translator along with
the NSF DB
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Figure 6: An | 2NSF Franmework with SFC
6. |2NSF Framework with SFC

In the I 2NSF architecture, an NSF can trigger an advanced security
action (e.g., DPl or DDoS attack mtigation) on a packet based on the
result of its own security inspection of the packet. For exanple, a
firewall triggers further inspection of a suspicious packet with DPI.
For this advanced security action to be fulfilled, the suspicious
packet should be forwarded fromthe current NSF to the successor NSF.
SFC [ RFC7665] is a technol ogy that enables this advanced security
action by steering a packet with multiple service functions (e.g.,
NSFs), and this technology can be utilized by the |I2NSF architecture
to support the advanced security action

Figure 6 shows an | 2NSF framework with the support of SFC. As shown

in the figure, SFC generally requires classifiers and service
function forwarders (SFFs); classifiers are responsible for
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det ermi ni ng which service function path (SFP) (i.e., an ordered
sequence of service functions) a given packet should pass through,
according to pre-configured classification rules, and SFFs perform
forwardi ng the given packet to the next service function (e.g., NSF)
on the SFP of the packet by referring to their forwarding tables. In
the 12NSF architecture with SFC, the Security Controller can take
responsibilities of generating classification rules for classifiers
and forwarding tables for SFFs. By analyzing high-level security
policies fromI|2NSF users, the Security Controller can construct SFPs
that are required to neet the high-level security policies, generates
classification rules of the SFPs, and then configures classifiers
with the classification rules over NSF-Facing Interface so that
relevant traffic packets can follow the SFPs. Al so, based on the

gl obal view of NSF instances available in the system the Security
Control l er constructs forwardi ng tables, which are required for SFFs
to forward a given packet to the next NSF over the SFP, and
configures SFFs with those forwardi ng tabl es over NSF-Facing
Interface.

To trigger an advanced security action in the |I12NSF architecture, the
current NSF appends netadata describing the security capability
required to the suspicious packet via a network service header (NSH)

[ RFC8300]. It then sends the packet to the classifier. Based on the
met adata information, the classifier searches an SFP which incl udes
an NSF with the required security capability, changes the SFP-rel ated
information (e.g., service path identifier and service index

[ RFC8300]) of the packet with the new SFP that has been found, and
then forwards the packet to the SFF. Wen receiving the packet, the
SFF checks the SFP-related information such as the service path
identifier and service index contained in the packet and forwards the
packet to the next NSF on the SFP of the packet, according to its
forwardi ng table.
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Figure 7: An | 2NSF Franmework with SDN Network
7. 12NSF Framework with SDN

This section describes an | 2NSF franmework with SDN for | 2NSF
applicability and use cases, such as firewall, deep packet

i nspection, and DDoS-attack nmitigation functions. SDN enables sone
packet filtering rules to be enforced in network forwardi ng el enents
(e.g., switch) by controlling their packet forwarding rules. By
taki ng advantage of this capability of SDN, it is possible to
optinize the process of security service enforcenent in the |2NSF
system For exanple, for efficient firewall services, sinple packet
filtering can be performed by SDN forwardi ng el enents (e.g.,

swi tches), and conplicated packet filtering based on packet payl oads
can be performed by a firewall NSF. This optim zed firewall using
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both SDN forwarding elenents and a firewall NSF is nore efficient
than a firewall where SDN forwarding el enments forward all the packets
to a firewall NSF for packet filtering. This is because packets to
be filtered out can be early dropped by SDN forwardi ng el enents

wi t hout consum ng further network bandw dth due to the forwardi ng of
the packets to the firewall NSF.

Figure 7 shows an | 2NSF framework [ RFC8329] with SDN networks to
support network-based security services. |In this system the
enforcement of security policy rules is divided into the SDN
forwarding el ements (e.g., a switch running as either a hardware

m ddl e box or a software virtual switch) and NSFs (e.g., a firewall
running in a formof a VNF [ETSI-NFV]). Note that NSFs are created
or renoved by the NFV Managenment and Orchestration ( MANO)

[ ETSI - NFV- MANC|, performng the |ifecycl e management of NSFs as VNFs.
Refer to Section 8 for the detail ed discussion of the NSF |ifecycle
managenent in the NFV MANO for |2NSF. For security policy
enforcement (e.g., packet filtering), the Security Controller
instructs the SDN Controller via NSF-Facing Interface so that SDN
forwarding el ements can performthe required security services with
flow tabl es under the supervision of the SDN Controller

As an example, let us consider two different types of security rules:
Rule Ais a sinple packet filtering rule that checks only the IP
address and port nunber of a given packet, whereas rule Bis a time-
consum ng packet inspection rule for analyzing whether an attached
file being transmtted over a flow of packets contains malware. Rule
A can be translated into packet forwarding rules of SDN forwarding

el ements and thus be enforced by these elenents. In contrast, rule B
cannot be enforced by forwarding elenents, but it has to be enforced
by NSFs with anti-nmalware capability. Specifically, a flow of
packets is forwarded to and reassenbled by an NSF to reconstruct the
attached file stored in the flow of packets. The NSF then anal yzes
the file to check the existence of malware. |If the file contains

mal war e, the NSF drops the packets.

In an | 2NSF franmework with SDN, the Security Controller can analyze
gi ven security policy rules and automatically determ ne which of the
gi ven security policy rules should be enforced by SDN forwarding

el ements and whi ch should be enforced by NSFs. |If sone of the given
rules requires security capabilities that can be provided by SDN
forwardi ng el ements, then the Security Controller instructs the SDN
Control ler via NSF-Facing Interface so that SDN forwarding el ements
can enforce those security policy rules with flow tables under the
supervi sion of the SDN Controller. O if some rules require security
capabilities that cannot be provided by SDN forwardi ng el enents but
by NSFs, then the Security Controller instructs relevant NSFs to
enforce those rules.
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The distinction between software-based SDN forwardi ng el ements and
NSFs, which can both run as VNFs, may be necessary for sone
managenment purposes in this system Note that an SDN forwardi ng
element (i.e., switch) is a specific type of VNF rather than an NSF
because an NSF is for security services rather than for packet
forwarding. For this distinction, we can take advantage of the NFV
MANO where there is a subsystemthat maintains the descriptions of
the capabilities each VNF can offer [ETSI-NFV-MANCQl. This subsystem
can determ ne whether a given software elenent (VNF instance) is an
NSF or a virtualized SDN switch. For exanple, if a VNF instance has
anti-nmalware capability according to the description of the VNF, it
coul d be considered as an NSF. A VNF onboardi ng system

[ VNF- ONBOARDI NG can be used as such a subsystemthat maintains the
descriptions of each VNF to tell whether a VNF instance is for an NSF
or for a virtualized SDN swi tch

For the support of SFC in the |2NSF franework with SDN, as shown in
Figure 7, network forwarding elenments (e.g., switch) can play the
role of either SFC O assifier or SFF, which are explained in
Section 6. Cassifier and SFF have an NSF-Facing Interface with
Security Controller. This interface is used to update security
service function chaining information for traffic flows. For
exanpl e, when it needs to update an SFP for a traffic flowin an SDN
network, as shown in Figure 7, SFF (denoted as Switch-3) asks
Security Controller to update the SFP for the traffic flow (needing
anot her security service as an NSF) via NSF-Facing Interface. This
update lets Security Controller ask Classifier (denoted as Sw tch-2)
to update the mappi ng between the traffic flow and SFP in C assifier
vi a NSF- Facing Interface.

The foll owi ng subsections introduce three use cases from [ RFC8192]
for cloud-based security services: (i) firewall system (ii) deep
packet inspection system and (iii) attack mtigation system

7.1. Firewall: Centralized Firewall System

A centralized network firewall can nmanage each network resource and
apply comon rules to individual network elements (e.g., switch).
The centralized network firewall controls each forwarding el enent,
and firewall rules can be added or del eted dynam cally.

A tinme-based firewall can be enforced with packet filtering rules and
a tine span (e.g., work hours). Wth this tine-based firewall, a

ti me-based security policy can be enforced, as explained in

Section 4. For exanple, enployees at a company are allowed to access
soci al networking service websites during lunch tinme or after work
hour s.
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7.2. Deep Packet Inspection: Centralized Vol P/VOLTE Security System

A centralized Vol P/ VOLTE security system can nonitor each Vol P/ VOLTE
fl ow and manage Vol P/ VOLTE security rules, according to the
configuration of a Vol P/VOLTE security service called VolP Intrusion
Prevention System (IPS). This centralized Vol P/ VOLTE security system
controls each switch for the Vol P/VOLTE call flow managenent by
mani pul ating the rules that can be added, deleted or nodified
dynam cal | y.

The centralized Vol P/ VOLTE security system can cooperate with a
network firewall to realize Vol P/VOLTE security service

Specifically, a network firewall performnms the basic security check of
an unknown fl ow s packet observed by a switch. |If the network
firewal | detects that the packet is an unknown Vol P call flow s
packet that exhibits some suspicious patterns, then it triggers the
Vol P/ VOLTE security systemfor nore specialized security anal ysis of
t he suspicious Vol P call packet.

7.3. Attack Mtigation: Centralized DDoS-attack Mtigation System

A centralized DDoS-attack mitigation can nanage each network resource
and configure rules to each switch for DDoS-attack nmitigation (called
DDoS-attack Mtigator) on a common server. The centralized DDoS-
attack mitigation system defends servers agai nst DDoS attacks outside
the private network, that is, from public networks

[ RFC8612] [ RFC8811] .

Servers are categorized into statel ess servers (e.g., DNS servers)
and stateful servers (e.g., web servers). For DDoS-attack
mitigation, the forwarding of traffic flows in switches can be
dynani cal |y configured such that malicious traffic flows are handl ed
by the paths separated fromnormal traffic flows in order to mnimze
the inpact of those malicious traffic on the servers. This flow path
separation can be done by a flow forwardi ng path managenent schene

[ RFC8811] [ AVANT- GUARD] . Thi s managenent shoul d consi der the |oad

bal ance anong the switches for the defense agai nst DDoS attacks.

So far this section has described the three use cases for network-
based security services using the |2NSF framework with SDN networks
To support these use cases in the proposed data-driven security
servi ce framework, YANG data nodel s described in

[ consuner-facing-inf-dnm, [nsf-facing-inf-dnj, and
[registration-inf-dn can be used as Consuner-Facing |Interface, NSF-
Facing Interface, and Registration Interface, respectively, along
with RESTCONF [ RFC8040] and NETCONF [ RFC6241] .
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Figure 8: |I2NSF Framework | nplenentation with respect to the NFV
Ref erence Architectural Franework

8. | 2NSF Franmework wi th NFV

Thi s section discusses the inplenentation of the |I2NSF franmework
usi ng Network Functions Virtualization (NFV).
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NFV is a prom sing technol ogy for inproving the elasticity and
efficiency of network resource utilization. In NFV environnents,
NSFs can be deployed in the forns of software-based virtual instances
rat her than physical appliances. Virtualizing NSFs nmakes it possible
to rapidly and flexibly respond to the anpbunt of service requests by
dynani cal |y increasing or decreasing the nunber of NSF instances.
Moreover, NFV technology facilitates flexibly including or excluding
NSFs fromnultiple security solution vendors according to the changes
on security requirenents. In order to take advantages of the NFV
technol ogy, the I2NSF framework can be inplenented on top of an NFV
infrastructure as show in Figure 8.

Figure 8 shows an | 2NSF framework inpl enentati on based on the NFV
reference architecture that the European Tel ecomruni cati ons Standards
Institute (ETSI) defines [ETSI-NFV]. The NSFs are depl oyed as VNFs
in Figure 8. The Devel oper’s Managenent System (DMS) in the | 2NSF
framework is responsible for registering capability information of
NSFs into the Security Controller. However, those NSFs are created
or renoved by a virtual network function manager (VNFM in the NFV
MANO t hat performs the |ifecycle managenent of VNFs. Note that the
I'ifecycle management of VNFs is out of scope for |2NSF. The Security
Controller controls and nonitors the configurations (e.g., function
paraneters and security policy rules) of VNFs via the NSF-Facing
Interface along with the NSF nonitoring capability
[nsf-facing-inf-dnj[nsf-nonitoring-dni. Both the DM5 and Security
Controller can be inplenented as the El emrent Managenents (EMs) in the
NFV architecture. Finally, the |I2NSF User can be inpl enented as OSS/
BSS (Operational Support Systens/Business Support Systens) in the NFV
architecture that provides interfaces for users in the NFV system

The operation procedure in the | 2NSF franework based on the NFV
architecture is as foll ows:

1. The VNFM has a set of virtual nachine (VM inmages of NSFs, and
each VM inage can be used to create an NSF instance that provides
a set of security capabilities. The DVS initially registers a
mappi ng table of the ID of each VMinage and the set of
capabilities that can be provided by an NSF instance created from
the VMinmage into the Security Controller

2. If the Security Controller does not have any instantiated NSF
that has the set of capabilities required to neet the security
requi renents fromusers, it searches the mapping table
(registered by the DM5) for the VMinage ID corresponding to the
required set of capabilities.

3. The Security Controller requests the DVM5 to instantiate an NSF
with the VMinmage ID via VNFM
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4. Wien receiving the instantiation request, the VNFMfirst asks the
NFV orchestrator for the perm ssion required to create the NSF
i nstance, requests the VIMto allocate resources for the NSF
instance, and finally creates the NSF instance based on the
al | ocat ed resources.

5. Once the NSF instance has been created by the VNFM the DVB
performs the initial configurations of the NSF instance and then
notifies the Security Controller of the NSF instance.

6. After being notified of the created NSF instance, the Security
Controller delivers |owlevel security policy rules to the NSF
instance for policy enforcenent.

We can conclude that the |12NSF framework can be inpl enented based on
the NFV architecture franework. Note that the registration of the
capabilities of NSFs is perforned through the Registration Interface
and the lifecycl e managenent for NSFs (VNFs) is perfornmed through the
Ve-Vnfminterface between the DM5 and VNFM as shown in Figure 8

9. Security Considerations

The sane security considerations for the |2NSF franmework [RFC8329]
are applicable to this docunent.

Thi s docunent shares all the security issues of SDN that are
specified in the "Security Considerations” section of [ITUT.Y.3300].

The role of the DMS is to provide an | 2NSF systemwith the software
packages or images for NSF execution. The DVMS nmust not access NSFs
in activated status. An inside attacker or a supply chain attacker
at the DM5S can seriously weaken the | 2NSF systenis security. A
malicious DM5 is relevant to an insider attack, and a conprom sed DVS
is relevant to a supply chain attack. A nalicious (or conprom sed)
DVS coul d register an NSF of its choice in response to a capability
request by the Security Controller. As a result, a malicious DM5 can
attack the | 2NSF system by providing malicious NSFs with arbitrary
capabilities to include potentially controlling those NSFs in rea
time. An unwitting DVMS could be conprom sed and the infrastructure
of the DVMS could be coerced into distributing nodified NSFs as wel |

To deal with these types of threats, an | 2NSF system shoul d not use
NSFs from an untrusted DVMS or without prior testing. The practices
by whi ch these packages are downl oaded and | oaded into the system are
out of scope for |2NSF.
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10.

11.

11.

| 2NSF system operators should audit and nmonitor interactions with
DMSs. Additionally, the operators should nonitor the runni ng NSFs
through the 12NSF NSF Monitoring Interface [nsf-nonitoring-dm as
part of the |I2NSF NSF-Facing Interface. Note that the nechanics for
monitoring the DMSs are out of scope for |2NSF.

I ANA Consi derations

Thi s docunent does not require any | ANA acti ons.
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