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Abst ract

HTTP internediari es sonmetines need to termnate long-1ived request
streans in order to facilitate | oad bal ancing or inpose data limts.
However, Web browsers commonly cannot retry failed proxied requests
when they cannot ascertain whether an in-progress request was acted
on. To avoid user-visible failures, it is best for the internediary
to informthe client of upcomng request streamterminations in
advance of the actual ternination so that the client can wap up

exi sting operations related to that stream and start sendi ng new work
to a different streamor connection. This docunent specifies a new
"WRAP_UP" capsule that allows a proxy to instruct a client that it
shoul d not start new requests on a tunnel ed connection, while stil
allowing it to finish existing requests.

About Thi s Docunent
This note is to be renoved before publishing as an RFC
The latest revision of this draft can be found at https://httpwg. org/
htt p-extensions/draft-ietf-httpbis-wap-up.htm. Status information
for this docunent may be found at https://datatracker.ietf.org/doc/
draft-ietf-httpbis-wap-up/.
Di scussion of this docunent takes place on the HTTP Wirki ng G oup
mailing list (neilto:ietf-http-wg@a3.0rg), which is archived at
https://lists.w3.org/Archives/Public/ietf-http-wy/. Wrking Goup
i nformati on can be found at https://httpwg. org/.

Source for this draft and an issue tracker can be found at
https://github. com htt pwg/ http-extensi ons/| abel s/ wrap- up.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79
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1.

1.

I nt roducti on

[HTTP/ 1. 1], [HTTP/2] and [HITP/ 3] all have the notion of persistent
connections, where a single connection can carry nultiple request and
response nessages. Wiile it is expected that the connection
persists, there are situations where a client or server may wish to
ternmi nate the connection gracefully.

An HTTP/ 1.1 connection can be term nated by using a Connection header
field with the close option; see Section 9.6 of [HITP/1.1]. Wen a
connection has short-lived requests/responses, this nmechanismall ows
tinmely and non-disruptive connection term nation. However, when
requests/responses are longer lived, the opportunity to use headers
happens less frequently (or not at all). There is no way for client
or server to signal a future intent to termnate the connection

I nstead, an abrupt termination, realized via a transport-|ayer close
or reset, is required, which is potentially disruptive and can | ead
to truncated content.

HTTP/ 2 and HTTP/ 3 support request nultipl exing, maki ng header-based
connection lifecycle control inpractical. Connection headers are
prohibited entirely. Instead, a shutdown process using the GOAVAY
frane is defined (see Section 6.8 of [HITP/2] and Section 5.2 of
[HTTP/3]). GOAWAY signals a future intent to terminate the
connection, supporting cases such as schedul ed mai nt enance. Active
requests/responses can continue to run, while new requests need to be
sent on a new HTTP connection. Endpoints that use GOAVAY typically
have a grace period in which requests/responses can run naturally to
completion. |f they run longer than the grace period, they are
abruptly term nated when the transport layer is closed or reset,
which is potentially disruptive and can |lead to truncated content.

1. The Need for a Request Termination Intent Signa

Internediaries (see Section 3.7 of [HTTP]) can provide a variety of
benefits to HTTP systenms, such as |oad bal anci ng, caching, and
privacy inprovenents. Deploynents of internediaries also need to be
mai nt ai ned, which can sonetines require taking internediaries
tenporarily offline. For exanple, if a gateway has a client HITP/ 2
connection and needs to go down for mmintenance, it can send a GOAVAY
to stop the client issuing requests that would be forwarded to the
origin.
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Figure 1: Gateway Sends GOAVAY

The connection close details described above apply to an

intermedi ary’s upstream and downstream connections. Since a proxy
can do request aggregation or fan out, there is no guarantee of a 1:1
rati o of upstreanmidownstream As such, the lifetinmes of these
connections are not coupled tightly. For exanple, a gateway can
termnate a client HITP/2 connections and map individual requests to
an origin HITP/1.1 connection pool. [If any single origin connection
indicates an intent to close, it doesn’'t nake sense for the gateway
to issue a GOAWAY to the client, or to respond to a client GOAVWAY by
cl osing connections in the pool

Long-lived requests pose a problem for naintenance, especially for
HTTP/ 2 and HTTP/ 3, and even nore so for intermediaries. Sonetines
they need to termnate individual request streans in order to
facilitate | oad bal ancing or inpose data limts, while | eaving the
connection still active. GOAWAY is not suitable for this task.

Sone applications using HITP have their own control plane running
over HITP, that could be used for a graceful termnation. For
exanpl e, WebSockets has separate control and data franes. The O ose
franme (Section 5.5.1 of [WEBSOCKET]) is used for the WbSocket cl ose
sequence. However, in the maintenance scenario, an internediary that
is not WebSocket aware cannot use the formal sequence. Nor is there
any standard for it to signal to the endpoints to initiate that
sequence. Sone internediaries are WbSocket aware, and in theory
could send Cl ose frames. However, there can be other considerations
that prevent this working effectively in real deploynents, since the
intermediary is a generic proxy that may invalidate endpoint
expect ati ons.

Many | ong-lived HITP request types do not have control nessages that
could signal an intent to termnate the request. For exanple, see
CONNECT (Section 9.3.6 of [HTTP]) or connect-udp ({?CONNECT-
UDP=RFC9298}}). In these nodels, the client requests that a proxy
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create a tunnel to a target origin. On success, the newy
established tunnel is used as the underlying transport to then
establish a second HTTP connection directly to the origin. In that
situation, the proxy cannot inspect the contents of the tunnel, nor
inject any data into it; the proxy only sees a single |long-lived
request. The proxy is responsible for managing the lifetinme of the
tunnel, but can only terminate it abortively. Such abrupt

term nation can |lead to truncated content, which the client cannot
safely request again. This is especially disruptive if the tunnelled
HTTP connection has many active requests. Wb browsers, for exanple,
commonly cannot retry failed proxied requests when they cannot
ascertain whether an in-progress request was acted on.

To avoid user-visible failures, it is best for the proxy to inform
the client of upcom ng request streamtermnations in advance of the
actual termination. This allows the client to wap up existing
operations related to that stream and start sending new work to a

di fferent stream or connection

1.2. The WRAP_UP Capsul e
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Figure 2: Proxy Sends WRAP_UP

Thi s docunent specifies a new "WRAP_UP" capsul e (see Section 3 of
[ HTTP-DGRAM ), which a server can send on an HITP Data Stream to
informa client that it intends to close the stream

An HTTP proxy can send a WRAP_UP capsule to instruct a client that it

shoul d not start new requests on a tunnel ed connection, while stil
allowing it to finish existing requests.
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1.3. Conventions and Definitions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here.

Thi s docunment uses the terns "connection”, "client”, and "server"
fromSection 3.3 of [HITP] and the terns "internediary", "proxy", and
"gateway" from Section 3.7 of [HITP].

2. Mechani sm

Thi s docunent defines the "WRAP_UP" capsul e (see Section 4 for the

value). The WRAP_UP capsule allows a proxy to indicate to a client
that it wishes to close the request streamthat the capsul e was sent
on. The WRAP_UP capsul e has no Capsul e Val ue.

2.1. Proxy Behavior

Proxi es often know in advance that they will close a request stream
This can be due to mai ntenance of the proxy itself, |oad bal ancing,
or applying data usage limits on a particular stream \Wen a proxy
has advance notice that it will soon close a request stream it MAY
send a WRAP_UP capsule to share that information with the client.
This can al so be used when the proxy wi shes to rel ease resources
associated with a request stream such as HTTP Datagrans (see
Section 2 of [HTTP-DGRAM ) or WebTransport streans (see

[ WVEBTRANSPORT] ) .

2.2. dient Handling

When a client receives a WRAP_UP capsul e on a request stream it
SHOULD try to wap up its use of that stream For exanple, if the
stream carried a connect-udp request and is used as the underlying
transport for an HTTP/3 connection, then after receiving a WRAP_UP
capsul e the client SHOULD NOT send any new requests on the proxied
HTTP/ 3 connection - but existing in-progress proxied requests are not
af fected by the WRAP_UP capsul e.
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3. Mnutiae

Clients MJUST NOT send the WRAP_UP capsule. |If a server receives a
WRAP_UP capsule, it MJST abort the correspondi ng request stream
Endpoi nts MUST NOT send the WRAP_UP capsule with a non-zero Capsul e
Length. If an endpoint receives a WRAP_UP capsule with a non-zero
Capsul e Length, it MJST abort the correspondi ng request stream
Proxi es MUST NOT send nore than one WRAP_UP capsul e on a given
stream If a client receives a second WRAP_UP capsul e on a given
request stream it MJUST abort the stream Endpoints that abort the
request stream due to an unexpected or mal fornmed WRAP_UP capsul e MJST
follow the error-handling procedure defined in Section 3.3 of

[ HTTP- DGRAM .

Security Considerations

Wiile it mght be tenpting for clients to inplenent the WRAP_UP
capsule by treating it as if they had received a GOAVWAY inside the
encryption of the end-to-end connection, doing so has security

i mplications. GOAWAY carries semantics around which requests have
been acted on, and those can have security inplications. Since
WRAP_UP is sent by a proxy outside of the end-to-end encryption, it
cannot be trusted to ascertain whether any requests were handl ed by
the origin. Because of this, client inplenentations can only use
recei pt of WRAP_UP as a hint and MJUST NOT use it to make

determ nati ons on whether any requests were handl ed by the origin or
not .

| ANA Consi der ati ons

Thi s docunent (if approved) will request 1ANA to add the follow ng
entry to the "HTTP Capsul e Types" regi stry nmaintai ned at
<https://ww. i ana. or g/ assi gnnent s/ masque>

Val ue: 0x272DDA5E (will be changed to a |ower value if this docunent
i s approved)

Capsul e Type: WRAP_UP

Status: provisional (will be permanent if this docunent is approved)

Ref erence: This docunent

Change Controller: |ETF

Contact: ietf-http-wg@a.org

Not es: None
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