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Abst ract

The Repr-Digest and Content-Digest integrity fields are subject to
HTTP content codi ng considerations. There are sone use cases that
benefit fromthe unanbi guous exchange of integrity digests of
unencoded representation. The Unencoded- D gest and Want - Unencoded-
Di gest fields conplenent existing integrity fields for this purpose.

Thi s docunent updates the terms "Integrity fields" and "Integrity
preference fields" defined in RFC 9530.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

Status information for this document may be found at
https://datatracker.ietf.org/doc/draft-ietf-httpbis-unencoded-
di gest/.

Di scussion of this docunent takes place on the HTTP Wirki ng G oup
mailing list (mailto:ietf-http-wg@3.0rg), which is archived at
https://lists.w3.org/Archives/Public/ietf-http-wy/. Wrking Goup
i nformati on can be found at https://httpwg. org/.

Source for this draft and an issue tracker can be found at
https://github. com htt pwg/ htt p-extensi ons/| abel s/ unecoded- di gest.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 15 June 2026
Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

The Repr-Di gest and Content-Digest integrity fields defined in

[ DI GEST- FI ELDS] are suitable for a range of use cases. However,
because the fields are subject to HTTP content codi ng consi derati ons,
it is difficult to support use cases that could benefit fromthe
exchange of integrity digests of the unencoded representation
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As a sinple exanple, an application using HTTP m ght be presented
with request or response representation data that has been
transparently decoded. Attenpting to verify the integrity of the
data against the Repr-Digest would first require re-encodi ng that
data using the sane coding indicated by the Content-Encodi ng header
field (Section 8.4 of [HTTP]), which is not always possible (see
Section 6.5 of [Dl GEST-FIELDS]).

Al t hough receivers could feasibly re-encode data in order to carry
out Repr-Digest validation, it mght be inpractical for certain kinds
of environnments. For instance, browsers tend to provide built-in
support for transparent decoding but little support for encoding;
while this could be done via the use of additional libraries it would
create work in JavaScript that could contend with other activities.
Even on the server side, the re-encoding of received data m ght not
be acceptable; sone coding algorithnms are optim zed towards efficient
decodi ng at the cost of conplex encoding. A Content-Encoding field
val ue that indicates a series of encodings adds further complexity.

A nore conpl ex exanpl e involves HITP Range Requests (Section 14 of
[HTTP]), where a client issues nultiple requests to obtain parti al
representations and "stitches" them back into a whol e.

Unfortunately, if the responses have different content codings, the
Repr-Digest field will vary by the server’s selected encoding (i.e.

t he Content-Encodi ng header field, Section 8.4 of [HITP]). This
provides a challenge for a client - in order to verify the integrity
of the pieced-together whole it would need to renove the encodi ng of
each part, conbine them and then encode the result in order to
conpare agai nst one or nore Repr-Digests.

The Accept - Encodi ng header field (Section 12.5.3 of [HITP]) provides
the means to indicate preferences for content codings. It is
possi bl e for an endpoint to indicate a preference for no encoding,
for exanple by sending the "identity" token. However, codings often
provi de data conpression that is advantageous. Disabling content
coding in order to sinplify integrity checking is possibly an
unaccept abl e trade-of f.

For a variety of reasons, decoding and re-encoding content in order
to benefit fromHITP integrity fields is not preferable. This

speci fication defines the Unencoded-D gest and Want - Unencoded- Di gest
fields to support a sinpler validation workflow in sone scenarios
where content coding is applied. These fields conplenent the other
integrity fields defined in [ DI GEST-FI ELDS] .
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Thi s docunent updates the term"Integrity fields" defined in

[ DI GEST- FI ELDS] to al so include the Unencoded-Di gest field, and the
term"Integrity preference fields" defined in [D GEST-FIELDS] to al so
i ncl ude the Want - Unencoded- Di gest fi el d.

2. Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here.

Thi s docunent uses the Augnmented BNF defined in [ RFC5234] and updat ed
by [RFC7405]. This includes the rules: LF (line feed)

Thi s docunent uses the follow ng termninology from Section 3 of
[ STRUCTURED- FI ELDS] to specify syntax and parsing: Byte Sequence,
Dictionary, and Integer.

The definitions "representation”, "selected representation”,
"representation data", "representation netadata", and "content" in
this docunment are to be interpreted as described in [HITP].

Thi s docunent uses the line folding strategies described in
[ FOLDI NG .

The term"digest” is to be interpreted as described in
[ DI GEST- FI ELDS] .

3. The Unencoded-Di gest Field

The Unencoded- Di gest HTTP field can be used in requests and responses
to comuni cate digests that are cal cul ated using a hashing al gorithm
applied to the entire selected representation data with no content
codi ngs applied (Section 8.4.1 of [HITP]).

Apart fromthe content codi ng concerns, Unencoded-Di gest behaves
simlarly to Repr-Digest (Section 3 of [DI GEST-FIELDS]). 1In the
absence of content codings, Unencoded-Digest is identical to Repr-
Di gest.

Unencoded-Di gest is a Dictionary (see Section 3.2 of
[ STRUCTURED- FI ELDS] ) where each:

* key conveys the hashing al gorithm (see Section 5 of
[ DI GEST- FI ELDS] ) used to conpute the digest;
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* value is a Byte Sequence (Section 3.3.5 of [STRUCTURED- FI ELDS]),
that conveys an encoded version of the byte output produced by the
di gest cal cul ati on.

Each Dictionary val ue can have zero or nore Paraneters

(Section 3.1.2 of [STRUCTURED- FI ELDS]). This specification does
not define any Paraneters; future extensions may do so. Unknown
Par amret ers MJST be i gnored.

For exanpl e:
NOTE: "\’ line wapping per RFC 8792

Unencoded- Di gest: \
sha-512=: YMAanb1Jz/j OATT6/ zvHr LVgQOYTGFy1d6GJi OCHTohg4yP+pgk4vf 2aCs\
yRZOt w8M kKM7i w7y Z/ WkppmVA4T3qg==:

The Dictionary type can be used, for exanple, to attach nultiple

di gests cal culated using different hashing algorithns in order to
support a popul ati on of endpoints with different or evolving
capabilities. Such an approach could support transitions away from
weaker algorithms (see Section 6.6 of [DI GEST-FIELDS]).

NOTE: "\’ line wapping per RFC 8792

Unencoded- Di gest: \
sha- 256=: d435Qo+nKZ+gLcUHN7GQX Q72hi BVAggqoLsZnZPi TGPk=: , \
sha-512=: YMAanb1Jz/j OATT6/ zvHr LVgOYTGFy1d6GJi OHTohg4yP+pgk4vf 2aCs\
yRZOQt wBM kM7i wryZ/ WkppmVd4T3qg==:

A recipient MAY ignore any or all digests. Application-specific
behavi or or |ocal policy MAY set additional constraints on the
processing and validation practices of the conveyed di gests.
Security considerations related to ignoring digests or validating
mul tiple digests are presented in Sections 6.6 and 6.7 of

[ DI GEST- FI ELDS] respectively.

A sender MAY send a digest w thout know ng whether the recipient
supports a given hashing algorithm A sender MAY send a digest if it
knows the recipient will ignore it.

Unencoded- Di gest can be sent in a trailer section. In this case,

Unencoded- Di gest MAY be nerged into the header section; see
Section 6.5.1 of [HITP].
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4.

The Want - Unencoded- Di gest Field

Want - Unencoded-Digest is an integrity preference field; see Section 4
of [DIGEST-FIELDS]. It indicates that the sender would like to
receive (via the Unencoded-Digest field) a representation digest on
messages associated with the request URI and representati on netadata
where no content coding is applied.

I f Vant - Unencoded-Di gest is used in a response, it indicates that the
server would like the client to provide the Unencoded-Di gest field on
future requests.

Want - Unencoded-Digest is only a hint. The receiver of the field can
ignore it and send an Unencoded-Di gest field using any al gorithm or
omt the field entirely. It is not a protocol error if preferences
are ignored. Applications that use Unencoded-D gest and Want -
Unencoded- Di gest can define expectations or constraints that operate
in addition to this specification. Ignored preferences are an

appl i cation-specific concern.

Want - Unencoded- Di gest is of type Dictionary where each:
* Kkey conveys the hashing al gorithm

* wvalue is an Integer (Section 3.3.1 of [STRUCTURED- FI ELDS]) t hat
conveys an ascending, relative, weighted preference. It nust be
in the range 0 to 10 inclusive. 1 is the |east preferred, 10 is
the nost preferred, and a value of 0 neans "not acceptable".

Each Dictionary value can have zero or nore Paraneters

(Section 3.1.2 of [STRUCTURED- FI ELDS]). This specification does
not define any Paraneters; future extensions may do so. Unknown
Par amet ers MJST be i gnored.

Exanpl es:

Want - Unencoded- Di gest: sha- 256=1
Want - Unencoded- Di gest: sha-512=3, sha-256=10, uni xsum=0

Messages contai ni ng both Unencoded- Di gest and Cont ent - Encodi ng

Di gests delivered through Unencoded-Di gest apply to the unencoded
representation. |If a nessage is received with content codings, a
reci pi ent needs to decode the nessage in order to calculate the
di gest that can subsequently be used for validation. |If multiple
content codings are applied, the recipient needs to decode all
encodi ngs in order before validation.
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Since the digest is calculated on unencoded representation bytes,
validation of a nessage with content codings (as descri bed above) can
only succeed where the decoded output produces the sane byte sequence
as the input. Wile Section 8.4.1 of [HTTP] describes content
codings to operate "without | oss of information", that doesn't
necessarily nean a byte-for-byte equival ence. A content coding could
perform semanti cal | y-meani ngl ess transfornmati ons that neverthel ess
result in a decoded byte sequence that does not exactly match the
ori gi nal unencoded representation. |In order to avoid unintended
validation failures, care is advised when sel ecting content codings
for use with Unencoded-Di gest; that said, npbst registered content

codi ngs do provide byte-for-byte equival ence and are appropriate.

6. Integrity Fields are Conpl enentary

Integrity fields can be used in conbination to address different and
conpl enentary needs, particularly the cases described in Section 1.

In the foll owi ng exanples, the selected representation data with no
content codings applied is: "An unexceptional string" follow ng by an
LF. For presentation purposes, the response content is displayed as
a sequence of hex-encoded bytes because it contains non-printable
characters.

The first exanpl e denonstrates a request that uses content
negoti ati on.

GET /boringstring HITP/ 1.1
Host: exanpl e.org
Accept - Encodi ng: gzip

Figure 1: GET request with content negotiation

The server responds with the full GZI P-encoded representation. The
Repr - Di gest and Unencoded- Di gest therefore differ
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NOTE: "\’ line wapping per RFC 8792

HTTP/ 1.1 200 K
Content - Type: text/plain
Cont ent - Encodi ng: gzip
Repr-Di gest: \
sha- 256=: Xyj VEuFb1P5r qc2l e3vQnvMI6DwZhvmOongHLU2xVpY4=
Unencoded- Di gest: \
sha- 256=: 5Bv3N x05BPnh0j Moh6v1RI5Qrkl 9LKM Qxnmvc9+Z7Y=

1f 8b 08 00 79 1f 08 64 00 ff
73 cc 53 28 cd 4b ad 48 4e 2d
28 ¢9 cc cf 4b cc 51 28 2e 29
ca cc 4b e7 02 00 7e af 07 44
18 00 00 00

Figure 2: GET response with GZI P content coding

The second exanpl e denonstrates a range request with content
negoti ati on.

GET /boringstring HITP/ 1.1
Host: exanpl e.org
Accept - Encodi ng: gzip
Range: bytes=0-9

Figure 3: Range request with content negotiation

The server responds with a 206 (Partial Content) response using &ZIP
content coding, it has three different Integrity fields. The
Content-Digest relates to the response content that can be used to
validate the integrity of the received part. Repr-Di gest and
Unencoded- Di gest can be used | ater once the entire object is
reconstructed. The choice of which to use is left to the application
that woul d consider a range of factors outside the scope of this
docunent .
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NOTE: "\’ line wapping per RFC 8792

HTTP/ 1.1 206 Partial Content
Content - Type: text/plain
Cont ent - Encodi ng: gzip
Cont ent - Range: bytes 0-9/44
Content-Di gest: \
sha- 256=: Sot B7Pa5A7i HSBdh9nglEv/ kt Azr xU4Z8l dcCl Uyf | 4=
Repr-Di gest: \
sha- 256=: Xyj VEUFb1P5r qc2l e3vQnv MB6DwZhvmOongHLu2xVpY4=
Unencoded- Di gest: \
sha- 256=: 5Bv3NI x05BPnh0j Mph6v1RI5Q7kl OLKM Qxmvc9+Z7Y=

1f 8b 08 00 79 1f 08 64 00 ff
Figure 4: Partial response with GZI P content coding
7. Security Considerations
Al'l the same considerations docunented in [ DI GEST-FI ELDS] apply.

This docunent introduces a further consideration related to the
process of validation when an HTTP nessage contains both Content-
Encodi ng and Unencoded- Di gest (Section 5). In order to validate the
Unencoded- Di gest, encoded content needs to be decoded. This provides
an opportunity for an attacker to direct malicious data into a
decoder. One possible mtigation would be to al so provide a Content-
Di gest or Repr-Digest in the message, allowing for validation of the
recei ved bytes before further processing. An attacker that can
substitute various parts of an HTTP nessage presents several risks;
Sections 6.1, 6.2 and 6.3 of [DI GEST-FI ELDS] descri be rel evant

consi derations and mtigations.

A content coding nmay provide encryption capabilities, for exanple
"aes128gcni ([ RFC8188]). Using Unencoded-Di gest with such content
codi ngs can leak information about the original data because header
fields are visible to anyone who can read the HTTP nmessage. This
coul d be used as a side channel

8. | ANA Consi derati ons

I ANA i s asked to update the "Hypertext Transfer Protocol (HTTP) Field
Nane Registry" [HTTP] as shown in the table bel ow
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F oo oo ooy oo oo sl s o}
| Field Nane | Status | Structured | Reference |
| | | Type | |
B S el el el ety
| Unencoded- Di gest | permanent | Dictionary | Section 3 of |
| I | | this document |
I T R R I I I I T +

| Want - Unencoded- Di gest | permanent | Dictionary | Section 4 of |
| | | | this document |

Table 1. Hypertext Transfer Protocol (HTTP) Field Name
Regi stry Updat e
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