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Abst ract

Thi s docunent defines the HTTP Cooki e and Set-Cooki e header fields.
These header fields can be used by HITP servers to store state
(cal l ed cookies) at HTTP user agents, letting the servers naintain a
stateful session over the nostly stateless HITP protocol. Although
cooki es have many historical infelicities that degrade their security
and privacy, the Cookie and Set-Cookie header fields are wi dely used
on the Internet. This docunent obsol etes RFC 6265
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This note is to be renoved before publishing as an RFC
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https://datatracker.ietf.org/doc/draft-ietf-httpbis-rfc6265bis/.
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mailing list (mailto:ietf-http-wg@3.0rg), which is archived at
https://lists.w3.org/Archives/Public/ietf-http-wy/. Wrking Goup
i nformati on can be found at https://httpwg. org/.

Source for this draft and an issue tracker can be found at
https://github. com htt pwg/ http-extensi ons/| abel s/ 6265bi s.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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1. Introduction

Thi s docunent defines the HITP Cooki e and Set-Cooki e header fields.
Usi ng the Set-Cookie header field, an HTTP server can pass nane/val ue
pai rs and associated netadata (call ed cookies) to a user agent. Wen
the user agent makes subsequent requests to the server, the user
agent uses the metadata and other information to determ ne whether to
return the name/value pairs in the Cookie header field.

Al t hough sinple on their surface, cookies have a nunber of
conplexities. For exanple, the server indicates a scope for each
cooki e when sending it to the user agent. The scope indicates the
maxi mum amount of tine in which the user agent should return the
cooki e, the servers to which the user agent should return the cookie,
and the connection types for which the cookie is applicable.

For historical reasons, cookies contain a nunber of security and
privacy infelicities. For exanple, a server can indicate that a

gi ven cookie is intended for "secure" connections, but the Secure
attribute does not provide integrity in the presence of an active
network attacker. Simlarly, cookies for a given host are shared
across all the ports on that host, even though the usual "same-origin
policy" used by web browsers isolates content retrieved via different
ports.

Thi s specification applies to devel opers of both cookie-produci ng

servers and cooki e-consum ng user agents. Section 3.2 helps to
clarify the intended target audi ence for each inplenentation type.
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To maxim ze interoperability with user agents, servers SHOULD linit
thenselves to the well-behaved profile defined in Section 4 when
generati ng cooki es.

User agents MJST inplenent the nore |iberal processing rules defined
in Section 5, in order to maxim ze interoperability with existing
servers that do not conformto the well-behaved profile defined in
Section 4.

Thi s docunent specifies the syntax and semantics of these header
fields as they are actually used on the Internet. |In particular,
thi s docunent does not create new syntax or semantics beyond those in
use today. The recomrendations for cookie generation provided in
Section 4 represent a preferred subset of current server behavior,
and even the nore |iberal cookie processing algorithmprovided in
Section 5 does not reconmend all of the syntactic and semantic
variations in use today. Where sone existing software differs from
the recomrended protocol in significant ways, the docunent contains a
not e expl ai ning the difference.

Thi s docunent obsol etes [ RFC6265].
Conventi ons
1. Conformance Criteria

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [RFCB174] when, and only when, they appear in al
capital s, as shown here

Requi rements phrased in the inperative as part of algorithms (such as
"strip any | eading space characters" or "return fal se and abort these
steps") are to be interpreted with the neaning of the key word
("MJST", "SHOULD', "MAY", etc.) used in introducing the algorithm

Conf or mance requirenments phrased as algorithnms or specific steps can
be inplemented in any manner, so long as the end result is
equivalent. In particular, the algorithns defined in this
specification are intended to be easy to understand and are not

i ntended to be performant.

2. Syntax Notation

Thi s specification uses the Augnented Backus- Naur Form ( ABNF)
not ati on of [ RFC5234].
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The followi ng core rules are included by reference, as defined in

[ RFC5234], Appendix B.1: ALPHA (letters), CR (carriage return), CRLF
(CR LF), CITLs (controls), DIG@T (decinmal 0-9), DQUOTE (doubl e quote),
HEXDI G (hexadeci mal 0-9/A-F/a-f), LF (line feed), NUL (null octet),
OCTET (any 8-bit sequence of data except NUL), SP (space), HTAB
(horizontal tab), CHAR (any [USASCII] character), VCHAR (any visible
[USASCI I] character), and WSP (whitespace).

The OAS5 (optional whitespace) and BW5S (bad whitespace) rules are
defined in Section 5.6.3 of [HITP].

2.3. Term nol ogy

The terms "user agent", "client", "server", "proxy", and "origin
server"” have the sane neaning as in the HITP/ 1.1 specification
([HTTP], Section 3).

The request-host is the nane of the host, as known by the user agent,
to which the user agent is sending an HTTP request or fromwhich it
is receiving an HTTP response (i.e., the name of the host to which it
sent the correspondi ng HTTP request).

The termrequest-uri refers to "target URI" as defined in Section 7.1
of [HITP].

Two sequences of octets are said to case-insensitively match each
other if and only if they are equival ent under the i;ascii-casemap
collation defined in [ RFC4790] .

The term string nmeans a sequence of non-NUL octets.

The terms "active browsing context", "active document", "ancestor
navi gabl es", "contai ner docunent”, "content navigable", "dedicated
wor ker", "Document”, "inclusive ancestor navigabl es", "navigable",
"opaque origin", "sandboxed origin browsing context flag", "shared
wor ker", "the worker’s Docunents", "top-level traversable", and
"Wor ker G obal Scope" are defined in [ HTM].

"Service Wrkers" are defined in the Service Wrkers specification
[ SERVI CE- WORKERS] .

The term"origin", the mechanismof deriving an origin froma URl
and the "the same" matching algorithmfor origins are defined in
[ RFC6454] .

"Saf e" HTTP net hods include GET, HEAD, OPTIONS, and TRACE, as defined
in Section 9.2.1 of [HITP].
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A domain’s "public suffix" is the portion of a domain that is
controlled by a public registry, such as "conm, "co.uk", and
"pvt.kl2. wy.us". A domain’s "registrable domain" is the domain' s
public suffix plus the label to its left. That is, for

https://ww. site.exanple, the public suffix is exanple, and the
registrable domain is site.exanple. Wenever possible, user agents
SHOULD use an up-to-date public suffix list, such as the one

mai ntai ned by the Mozilla project at [PSL].

The term"request”, as well as a request’s "client", "current url",
"met hod", "target browsing context", and "url list", are defined in
[ FETCH] .

The term "non-HTTP APIs" refers to non-HTTP mechani sms used to set
and retrieve cookies, such as a web browser APl that exposes cookies
to scripts.

The term "top-level navigation" refers to a navigation of a top-Ieve
traversabl e.

3. Overview

This section outlines a way for an origin server to send state
information to a user agent and for the user agent to return the
state information to the origin server

To store state, the origin server includes a Set-Cookie header field
in an HTTP response. |n subsequent requests, the user agent returns
a Cooki e request header field to the origin server. The Cookie
header field contains cookies the user agent received in previous
Set - Cooki e header fields. The origin server is free to ignore the
Cooki e header field or use its contents for an application-defined
pur pose.

Oigin servers MAY send a Set-Cooki e response header field with any
response. An origin server can include multiple Set-Cookie header
fields in a single response. The presence of a Cookie or a Set-
Cooki e header field does not preclude HTTP caches from storing and
reusi ng a response.

Oigin servers and internedi ari es MJST NOT conbine nultiple Set-
Cooki e header fields into a single header field. The usual mechani sm
for conbining HITP headers fields (i.e., as defined in Section 5.3 of
[HTTP]) night change the semantics of the Set-Cookie header field
because the %2C (",") character is used by Set-Cookie in a way that
conflicts with such conbining.

For exanpl e,
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Set - Cooki e: a=b; path=/c, d=e

is anbiguous. It could be intended as two cookies, a=b and d=e, or a
single cookie with a path of /c, d=e.

User agents MAY ignore Set-Cookie header fields based on response
status codes or the user agent’s cookie policy (see Section 5.3).

3.1. Exanples

Usi ng the Set-Cookie header field, a server can send the user agent a
short string in an HTTP response that the user agent will return in
future HTTP requests that are within the scope of the cookie. For
exanpl e, the server can send the user agent a "session identifier"
naned SID with the val ue 31d4d96e407aad42. The user agent then
returns the session identifier in subsequent requests.

== Server -> User Agent ==

Set - Cooki e: Sl D=31d4d96e407aad42

== User Agent -> Server ==

Cooki e: Sl D=31d4d96e407aad42

The server can alter the default scope of the cookie using the Path
and Domain attributes. For exanple, the server can instruct the user
agent to return the cookie to every path and every subdonai n of
site.exanple.

== Server -> User Agent ==

Set - Cooki e: Sl D=31d4d96e407aad42; Pat h=/; Domai n=site.exanple

== User Agent -> Server ==

Cooki e: Sl D=31d4d96e407aad42

As shown in the next exanple, the server can store multiple cookies
at the user agent. For exanple, the server can store a session
identifier as well as the user’'s preferred | anguage by returning two
Set - Cooki e header fields. Notice that the server uses the Secure and

HtpOnly attributes to provide additional security protections for
the nmore sensitive session identifier (see Section 4.1.2).
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== Server -> User Agent ==

Set - Cooki e: Sl D=31d4d96e407aad42; Path=/; Secure; HtpOnly
Set - Cooki e: | ang=en-US; Path=/; Dommi n=site.exanple

== User Agent -> Server ==
Cooki e: Sl D=31d4d96e407aad42; | ang=en-US

Noti ce that the Cookie header field above contains two cookies, one
naned SI D and one naned | ang.

Cooki e nanes are case-sensitive, neaning that if a server sends the
user agent two Set- Cookie header fields that differ only in their
nane’ s case the user agent will store and return both of those
cooki es in subsequent requests.

== Server -> User Agent ==

Set - Cooki e: SI D=31d4d96e407aad42
Set - Cooki e: si d=31d4d96e407aad42

== User Agent -> Server ==
Cooki e: Sl D=31d4d96e407aad42; si d=31d4d96e407aad42

If the server wishes the user agent to persist the cookie over
multiple "sessions" (e.g., user agent restarts), the server can
specify an expiration date in the Expires attribute. Note that the
user agent mght delete the cookie before the expiration date if the
user agent’'s cookie store exceeds its quota or if the user nanually
del etes the server’s cookie.

== Server -> User Agent ==

Set - Cooki e: | ang=en-US; Expires=Wed, 09 Jun 2021 10:18:14 GMI

== User Agent -> Server ==

Cooki e: SI D=31d4d96e407aad42; | ang=en-US

Finally, to renove a cookie, the server returns a Set-Cookie header
field with an expiration date in the past. The server will be
successful in removing the cookie only if the Path and the Donain

attribute in the Set-Cookie header field match the val ues used when
t he cooki e was creat ed.
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== Server -> User Agent ==
Set - Cooki e: | ang=; Expires=Sun, 06 Nov 1994 08:49:37 GMI
== User Agent -> Server ==
Cooki e: Sl D=31d4d96e407aad42
3.2. VWich Requirenents to Inplenent

The upcoming two sections, Section 4 and Section 5, discuss the set
of requirenments for two distinct types of inplenentations. This
section is neant to help guide inplenmenters in determ ning which set
of requirements best fits their goals. Choosing the wong set of
requirenents could result in a lack of conpatibility with other
cooki e i npl enent ati ons.

It’s inmportant to note that being conpatible nmeans different things
depending on the inplenenter’s goals. These differences have built
up over tinme due to both intentional and unintentional spec changes,
spec interpretations, and historical inplenmentation differences.

Thi s section roughly divides inplenmenters of the cookie spec into two
types, producers and consuners. These are not official ternms and are
only used here to help readers develop an intuitive understandi ng of
the use cases.

3.2.1. Cookie Producing Inplenentations

An inpl ementer shoul d choose Section 4 whenever cookies are created
and will be sent to a user agent, such as a web browser. These

i mpl ementations are frequently referred to as servers by the spec but
that termincludes anything which primarily produces cookies. Sone
potential exanpl es:

* Server applications hosting a website or API
*  Programm ng | anguages or software frameworks that support cookies

* Integrated third-party web applications, such as a business
managenment suite

Al'l these benefit fromnot only supporting as many user agents as
possi bl e but al so supporting other servers. This is useful if a
cookie is produced by a software framework and is |later sent back to
a server application which needs to read it. Section 4 advises best
practices that help naxinize this sense of conpatibility.
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See Section 3.2.2.1 for nmore details on progranm ng | anguages and
sof tware frameworks

3.2.2. Cookie Consum ng | npl enentations

An i npl enenter shoul d choose Section 5 whenever cookies are prinarily
recei ved from another source. These inplenentations are referred to
as user agents. Some exanpl es:

* Wb browsers
* Tools that support stateful HTTP
*  Programm ng | anguages or software frameworks that support cookies

Because user agents don’t know which servers a user will access, and
whet her or not that server is follow ng best practices, users agents
are advised to inplenment a nore |enient set of requirenments and to
accept sone things that servers are warned agai nst producing.
Section 5 advi ses best practices that hel p nmaxim ze this sense of
compatibility.

See Section 3.2.2.1 for nore details on progranmm ng | anguages and
sof tware frameworks

3.2.2.1. Programi ng Languages & Software Frameworks

A programm ng | anguage or software framework with support for cookies
coul d reasonably be used to create an application that acts as a
cooki e producer, cookie consuner, or both. Because a devel oper may
want to maximize their conpatibility as either a producer or
consuner, these | anguages or franmeworks should strongly consider
supporting both sets of requirenments, Section 4 and Section 5, behind
a conpatibility node toggle. This toggle should default to

Section 4’'s requirenents.

Doing so will reduce the chances that a devel oper’s application can
i nadvertently create cookies that cannot be read by other servers.

4. Server Requirenents

Thi s section describes the syntax and senmantics of a well-behaved
profile of the Cookie and Set- Cooki e header fields.

4.1. Set-Cookie

The Set - Cooki e HTTP response header field is used to send cookies
fromthe server to the user agent.
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4.1.1. Syntax

Informal Iy, the Set-Cookie response header field contains a cookie,
whi ch begins with a name-val ue-pair, followed by zero or nore
attribute-value pairs. Servers conformng to this profile MJST NOT
send Set- Cooki e header fields that deviate fromthe follow ng

gr amar :

set - cooki e

set - cooki e-string
cooki e-pair
cooki e- name

cooki e-val ue
cooki e- oct et

set - cooki e-string
BWS cookie-pair *( BWs ";" OA5 cookie-av )
cooki e-name BWS "=" BWS cooki e-val ue
t oken
*cooki e-octet / ( DQUOTE *cooki e-octet DQUOTE )
%21 /| 9%&23-2B / %2D-3A / 9%&3C-5B / 95D 7E
; US-ASCI| characters excluding CTLs,
; whitespace, DQUOTE, comma, senicolon
; and backsl ash
t oken = <token, defined in [HITP], Section 5.6.2>

cooki e- av expires-av / max-age-av / domain-av /
pat h-av / secure-av / httponly-av /
sanesite-av / extension-av
expires-av "Expires" BW5 "=" BWS5 sane-cooki e-date
sane- cooki e-dat e

<I M~ fixdate, defined in [HITP], Section 5.6.7>

(I =R | |

max- age- av "Max- Age" BWS5 "=" BW5 non-zero-digit *DIAT
non-zero-digit %% 31- 39

; digits 1 through 9
domai n- av "Domai n* BWS "=" BWS domai n-val ue

<subdomai n>
; see details bel ow

domai n-val ue

pat h- av = "Path" BWS "=" BWS pat h-val ue

pat h-val ue = *av-octet

secure-av = "Secure"

htt ponl y- av = "HtpOly"

sanesite-av = "SaneSite" BWS "=" BWS samesite-val ue
sanesi t e-val ue = "Strict" / "Lax" / "None"

ext ensi on- av = *av-octet

%x20-3A /| W3C-7E
; any CHAR except CTLs or ";"

av-oct et

Note that sonme of the grammatical terns above reference docunents
that use different grammatical notations than this docunment (which
uses ABNF from [ RFC5234]).

Per the grammar above, servers MJST NOT produce nanel ess cookies

(i.e.: an enpty cooki e-nane) as such cookies may be unpredictably
serialized by UAs when sent back to the server
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The senmantics of the cookie-value are not defined by this docunent.

To maxim ze conpatibility with user agents, servers that wish to
store arbitrary data in a cookie-val ue SHOULD encode that data, for
exanpl e, using Base64 [ RFC4648].

Per the grammar above, the cookie-val ue MAY be w apped i n DQUOTE
characters. Note that in this case, the initial and trailing DQUOTE
characters are not stripped. They are part of the cookie-value, and
will be included in Cookie header fields sent to the server

The donai n-val ue is a subdonmain as defined by [ RFC1034], Section 3.5,
and as enhanced by [RFC1123], Section 2.1. Thus, domain-value is a
string of [USASCII] characters, such as an "A-label" as defined in
Section 2.3.2.1 of [RFC5890].

The portions of the set-cookie-string produced by the cookie-av term
are known as attributes. To maximze conpatibility with user agents,
servers MJST NOT produce two attributes with the sane nane in the
same set-cookie-string. (See Section 5.7 for how user agents handl e
this case.)

NOTE: The nanme of an attribute-value pair is not case-sensitive. So
while they are presented here in Camel Case, such as "HtpOnly" or
"SameSite", any case is accepted. E. x.: "httponly", "Httponly",
"hTTPoNLY", etc.

Servers MJST NOT include nore than one Set-Cookie header field in the
sanme response with the same cooki e-nane. (See Section 5.6 for how
user agents handle this case.)

If a server sends nultiple responses containing Set-Cookie header
fields concurrently to the user agent (e.g., when comunicating with
the user agent over nultiple sockets), these responses create a "race
condition" that can | ead to unpredictabl e behavior

NOTE: Sone existing user agents differ in their interpretation of
two-digit years. To avoid conpatibility issues, servers SHOULD use
the rfcll123-date format, which requires a four-digit year

NOTE: Sone user agents store and process dates in cookies as 32-bit
UNI X time_t values. Inplenmentation bugs in the libraries supporting
time_t processing on some systenms m ght cause such user agents to
process dates after the year 2038 incorrectly.
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4.1.2. Semantics (Non-Normative)

This section describes sinplified semantics of the Set-Cookie header
field. These semantics are detailed enough to be useful for
under st andi ng the nobst common uses of cookies by servers. The ful
semantics are described in Section 5.

When the user agent receives a Set-Cookie header field, the user
agent stores the cookie together with its attributes. Subsequently,
when the user agent nakes an HTTP request, the user agent includes
the applicabl e, non-expired cookies in the Cookie header field.

If the user agent receives a new cookie with the sane cooki e-nane,
domai n-val ue, and path-value as a cookie that it has already stored,
the existing cookie is evicted and replaced with the new cooki e.
Noti ce that servers can del ete cooki es by sending the user agent a
new cookie with an Expires attribute with a value in the past.

Unl ess the cookie' s attributes indicate otherwi se, the cookie is
returned only to the origin server (and not, for exanple, to any
subdomai ns), and it expires at the end of the current session (as
defined by the user agent). User agents ignore unrecogni zed cookie
attributes (but not the entire cookie).

4.1.2.1. The Expires Attribute

The Expires attribute indicates the maxinumlifetime of the cookie,
represented as the date and tine at which the cookie expires. The
user agent nmay adjust the specified date and is not required to
retain the cookie until that date has passed. |In fact, user agents
often evict cookies due to nenory pressure or privacy concerns.

4.1.2.2. The Max-Age Attribute

The Max-Age attribute indicates the maxinumlifetime of the cookie,
represented as the nunber of seconds until the cookie expires. The
user agent may adjust the specified duration and is not required to
retain the cookie for that duration. |In fact, user agents often
evict cookies due to nmenory pressure or privacy concerns.

NOTE: Sone existing user agents do not support the Max-Age attribute.

User agents that do not support the Max-Age attribute ignore the
attribute.
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If a cookie has both the Max- Age and the Expires attribute, the Max-
Age attribute has precedence and controls the expiration date of the
cookie. If a cookie has neither the Max-Age nor the Expires
attribute, the user agent will retain the cookie until "the current
session is over" (as defined by the user agent).

4.1.2.3. The Donmin Attribute

The Domain attribute specifies those hosts to which the cookie will
be sent. For exanple, if the value of the Donain attribute is
"site.exanple", the user agent will include the cookie in the Cookie
header field when naking HTTP requests to site.exanple,

wwv. site. exanpl e, and www. corp.site.exanple. (Note that a |eading
W2E ("."), if present, is ignored even though that character is not
permtted.) |If the server omits the Domain attribute, the user agent
will return the cookie only to the origin server

WARNI NG: Sone existing user agents treat an absent Donain attribute
as if the Domain attribute were present and contai ned the current
host nanme. For example, if site.exanple returns a Set-Cooki e header
field without a Domain attribute, these user agents will erroneously
send the cookie to ww. site. exanple as well.

The user agent will reject cookies unless the Domain attribute
specifies a scope for the cookie that would include the origin
server. For exanple, the user agent will accept a cookie with a
Domain attribute of "site.exanple" or of "foo.site.exanple" from
foo.site.exanple, but the user agent will not accept a cookie with a
Domain attribute of "bar.site.exanple" or of "baz.foo.site.exanple".

NOTE: For security reasons, many user agents are configured to reject
Domain attributes that correspond to "public suffixes". For exanple,
some user agents will reject Domain attributes of "coni or "co.uk".
(See Section 5.7 for nore information.)

4.1.2.4. The Path Attribute

The scope of each cookie is linmted to a set of paths, controlled by
the Path attribute. |If the server omts the Path attribute, the user
agent will use the "directory" of the request-uri’s path conponent as
the default value. (See Section 5.1.4 for nore details.)

The user agent will include the cookie in an HTTP request only if the
path portion of the request-uri matches (or is a subdirectory of) the
cookie’s Path attribute, where the %2F ("/") character is
interpreted as a directory separator
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Al t hough seemingly useful for isolating cookies between different
paths within a given host, the Path attribute cannot be relied upon
for security (see Section 8)

4.1.2.5. The Secure Attribute

The Secure attribute limts the scope of the cookie to "secure"
channel s (where "secure" is defined by the user agent). Wen a
cooki e has the Secure attribute, the user agent will include the
cookie in an HTTP request only if the request is transmtted over a
secure channel (typically HTTP over Transport Layer Security (TLS
[TLS13]) [HTTP]).

4.1.2.6. The HtpOnly Attribute

The HttpOnly attribute linmts the scope of the cookie to HITP
requests. |In particular, the attribute instructs the user agent to
omt the cookie when providing access to cookies via non-HTTP APIs.

Note that the HtpOnly attribute is independent of the Secure
attribute: a cookie can have both the HtpOnly and the Secure
attribute.

4.1.2.7. The SaneSite Attribute

The "SameSite" attribute Ilimts the scope of the cookie such that it
will only be attached to requests if those requests are sane-site, as
defined by the algorithmin Section 5.2. For exanple, requests for
https://site.exanpl e/ sekrit-inmage will attach sanme-site cookies if
and only if initiated froma context whose "site for cookies" is an
origin with a scheme and regi stered domain of "https" and
"site.exanpl e" respectively.

If the "SaneSite" attribute’'s value is "Strict", the cookie will only
be sent along with "sane-site" requests. |f the value is "Lax", the
cookie will be sent with sane-site requests, and with "cross-site"

top-1evel navigations, as described in Section 5.6.7.1. |f the value
is "None", the cookie will be sent with same-site and cross-site
requests. If the "SameSite" attribute’s value is sonething other

than these three known keywords, the attribute’'s value will be
subject to a default enforcenment node that is equivalent to "Lax".
If a user agent uses "Lax-all ow ng-unsafe" enforcenment (See

Section 5.6.7.2) then this default enforcenment node will instead be
equi val ent to "Lax-all ow ng-unsafe"
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The "SameSite" attribute affects cookie creation as well as delivery.
Cooki es which assert "SaneSite=Lax" or "SanmeSite=Strict" cannot be
set in responses to cross-site subresource requests, or cross-site
nested navigations. They can be set along with any top-I|eve

navi gation, cross-site or otherw se.

4.1.3. Cookie Nanme Prefixes

Section 8.5 and Section 8.6 of this docunment spell out sone of the

dr awbacks of cookies’ historical inplementation. |In particular, it
is inpossible for a server to have confidence that a given cooki e was
set with a particular set of attributes. In order to provide such
confidence in a backwards-conpatible way, two conmon sets of
requirenents can be inferred fromthe first few characters of the
cooki e’ s nane.

The user agent requirenents for the prefixes described bel ow are
detailed in Section 5. 4.

To maxim ze conpatibility with user agents servers SHOULD use
prefi xes as descri bed bel ow.

4.1.3.1. The "__Secure-" Prefix
If a cookie’s nane begins with a case-sensitive match for the string
__Secure-, then the cookie will have been set with a Secure

attribute.

For exanple, the follow ng Set-Cookie header field would be rejected
by a conformant user agent, as it does not have a Secure attribute.

Set - Cooki e: __Secure-SI D=12345; Domai n=site. exanpl e
Whereas the follow ng Set-Cookie header field would be accepted if
set froma secure origin (e.g. "https://site.exanple/"), and rejected
ot herw se:
Set - Cooki e: __Secure-SI D=12345; Domai n=site. exanpl e; Secure

4.1.3.2. The "__Host-" Prefix
If a cookie’s nane begins with a case-sensitive match for the string
__Host-, then the cookie will have been set with a Secure attribute,
a Path attribute with a value of /, and no Donmain attribute.
Thi s conbination yields a cookie that hews as closely as a cooki e can

to treating the origin as a security boundary. The |lack of a Domain
attribute ensures that the cookie’'s host-only-flag is true, |ocking
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the cookie to a particular host, rather than allowing it to span
subdomai ns. Setting the Path to / neans that the cookie is effective
for the entire host, and won't be overridden for specific paths. The
Secure attribute ensures that the cookie is unaltered by non-secure
origins, and won’t span protocols.

Ports are the only piece of the origin nodel that _ Host- cookies
continue to ignore.

For exanple, the follow ng cookies would al ways be reject ed:

Set - Cooki e: _ Host-SI D=12345
Set - Cooki e: __Host-SI D=12345; Secure
Set - Cooki e: __Host-SI D=12345; Domai n=site. exanpl e

Set - Cooki e: __Host-SI D=12345; Donai n=site. exanpl e; Pat h=/
Set - Cooki e: __ Host-SI D=12345; Secure; Domai n=site.exanple; Path=/

Wi le the following would be accepted if set froma secure origin
(e.g. "https://site.exanple/"), and rejected otherw se:

Set - Cooki e: _ Host-SI D=12345; Secure; Path=/

4.2. Cookie

4.2.1. Syntax
The user agent sends stored cookies to the origin server in the
Cooki e header field. |If the server conforns to the requirenents in
Section 4.1 (and the user agent conforns to the requirenents in
Section 5), the user agent will send a Cooki e header field that
conforns to the foll owi ng grammar:

cooki e
cooki e-string

cooki e-string
cookie-pair *( ";

SP cooki e-pair )

Wi le Section 5.4 of [HTTP] does not define a length linit for header
fields it is likely that the web server’s inplenentation does inpose
a limt; many popul ar inplenentations have default limts of 8K
Servers SHOULD avoid setting a | arge nunber of |arge cookies such
that the final cookie-string would exceed their header field imt.
Not doing so could result in requests to the server failing.
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Servers MJST be tolerant of multiple cookie headers. For exanple, an
HTTP/ 2 [ RFC9113] or HTTP/ 3 [RFC9114] client or internediary night
split a cookie header to inprove conpression. Servers are free to
determne what formthis tol erance takes. For exanple, the server
coul d process each cooki e header individually or the server could
concatenate all the cookie headers into one and then process that
final, single, header. The server should be mindful of any header
field limts when deci di ng which approach to take.

Note: Since internediaries can nodify cookie headers they should al so
be m ndful of comon server header field lints in order to avoid
sendi ng servers headers that they cannot process. For exanple,
concatenating nultiple cookie headers into a single header m ght
exceed a server’'s size limt.

4.2.2. Semantics

Each cookie-pair represents a cookie stored by the user agent. The
cooki e-pair contains the cooki e-nane and cooki e-val ue the user agent
received in the Set-Cookie header field.

Notice that the cookie attributes are not returned. |In particular,
the server cannot determne fromthe Cookie field al one when a cooki e
will expire, for which hosts the cookie is valid, for which paths the
cookie is valid, or whether the cookie was set with the Secure or
HtpOnly attributes.

The semantics of individual cookies in the Cookie header field are
not defined by this docunent. Servers are expected to inbue these
cookies with application-specific semantics.

Al t hough cookies are serialized linearly in the Cookie header field,
servers SHOULD NOT rely upon the serialization order. |In particular,
if the Cookie header field contains two cookies with the sane name
(e.g., that were set with different Path or Donmain attributes),
servers SHOULD NOT rely upon the order in which these cooki es appear
in the header field.

5. User Agent Requirenents
Thi s section specifies the Cooki e and Set- Cookie header fields in
sufficient detail that a user agent inplenmenting these requirenments

precisely can interoperate with existing servers (even those that do
not conformto the well-behaved profile described in Section 4).
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A user agent could enforce nore restrictions than those specified
herein (e.g., restrictions specified by its cookie policy, described

in Section 7.2).

However, such additional restrictions may reduce

the likelihood that a user agent will be able to interoperate with

exi sting servers.

5.1. Subconponent Al gorithns

This section defines some al gorithnms used by user agents to process
speci fic subconponents of the Cookie and Set- Cooki e header fields.

5.1.1. Dat es

The user agent MJST use an al gorithm equivalent to the foll ow ng
algorithmto parse a cookie-date. Note that the various bool ean
flags defined as a part of the algorithm (i.e., found-tinme, found-
day-of -nont h, found-nonth, found-year) are initially "not set".

1. Using the grammar bel ow, divide the cookie-date into date-tokens.

cooki e-dat e
dat e-t oken-1|i st
dat e-t oken

delimter
non-delimter

non-di gi t

day- of - nont h
nmont h

year

tinme
hne-ti ne
tinme-field

*delimter date-token-list *delimter
date-token *( 1*delimter date-token )
1*non-delimter

09 / U20-2F / %3B-40 / %5B-60 / 9% 7B-7E
%00-08 / ™OA-1F / DIGT / ":" | ALPHA

| U&T7F- FF

9% 00-2F /| 9%3A-FF

1*2DIGA T [ non-digit *OCTET ]
( Ilj ar1II / Ilf ebll / n rTBr n / n apr n /
n I,T.ayll / llj Un" / llj UI n / n angll /
"sep" / "oct"™ / "nov" / "dec" ) *OCTET

2*4DIGA T [ non-digit *OCTET ]

hns-time [ non-digit *OCTET ]

time-field ":" tinme-field ":" tinme-field
1*2DIGA T

2. Process each date-token sequentially in the order the date-tokens
appear in the cooki e-date:

1. If the found-time flag is not set and the token nmatches the
time production, set the found-tine flag and set the hour-
val ue, mnute-value, and second-value to the nunbers denoted
by the digits in the date-token, respectively. Skip the
remai ni ng sub-steps and continue to the next date-token
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If the found-day-of-nonth flag is not set and the date-token
mat ches the day-of -nmonth production, set the found-day- of -
month flag and set the day-of-nonth-value to the nunber
denoted by the date-token. Skip the renmining sub-steps and
continue to the next date-token

If the found-nonth flag is not set and the date-token matches
the month production, set the found-nmonth flag and set the
mont h-val ue to the nonth denoted by the date-token. Skip the
remai ni ng sub-steps and continue to the next date-token

If the found-year flag is not set and the date-token matches
the year production, set the found-year flag and set the
year-val ue to the nunber denoted by the date-token. Skip the
remai ni ng sub-steps and continue to the next date-token

3. If the year-value is greater than or equal to 70 and | ess than or
equal to 99, increnment the year-val ue by 1900.

4. |If the year-value is greater than or equal to O and | ess than or
equal to 69, increment the year-val ue by 2000.

1.

NOTE: Sone existing user agents interpret two-digit years
differently.

5. Abort these steps and fail to parse the cookie-date if:

*

at | east one of the found-day-of-nonth, found-nonth, found-
year, or found-tine flags is not set,

the day-of-nonth-value is less than 1 or greater than 31,
the year-value is |l ess than 1601,

the hour-value is greater than 23,

the minute-value is greater than 59, or

the second-value is greater than 59

(Note that | eap seconds cannot be represented in this syntax.)

6. Let the parsed-cookie-date be the date whose day-of-nonth, nonth
year, hour, mnute, and second (in UTC) are the day-of - nonth-
val ue, the nonth-val ue, the year-val ue, the hour-value, the
m nut e-val ue, and the second-val ue, respectively. If no such
date exists, abort these steps and fail to parse the cooki e-date.
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7. Return the parsed-cookie-date as the result of this algorithm
5.1.2. Canonicalized Host Nanes

A canoni cal i zed host nanme is the string generated by the follow ng

al gorithm

1. Convert the host nane to a sequence of individual domain nane
| abel s.

2. Convert each label that is not a Non-Reserved LDH (NR-LDH) | abel,
to an A-label (see Section 2.3.2.1 of [RFC5890] for the fornmer
and latter).

3. Concatenate the resulting | abels, separated by a %2E (".")
character.

5.1.3. Donmain Matching

A string domai n-matches a given domain string if at |east one of the
foll owi ng conditions hold:

*

*

5.1.4.

The domain string and the string are identical. (Note that both
the domain string and the string will have been canonicalized to
| ower case at this point.)

Al of the follow ng conditions hol d:

- The donain string is a suffix of the string.

- The last character of the string that is not included in the
domain string is a %2E (".") character.

- The string is a host nane (i.e., not an |IP address).

Pat hs and Pat h- Mat ch

The user agent MJST use an al gorithm equivalent to the foll ow ng
algorithmto compute the default-path of a cookie:

1.

Let uri-path be the path portion of the request-uri if such a
portion exists (and enpty otherw se).

If the uri-path is enpty or if the first character of the uri-
path is not a W2F ("/") character, output %2F ("/") and skip
the renmaini ng steps.
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5.

2

3. If the uri-path contains no nore than one %2F ("/") character,
out put %2F ("/") and skip the remaining step

4. CQutput the characters of the uri-path fromthe first character up
to, but not including, the right-nost %2F ("/").

A request-path path-matches a given cookie-path if at |east one of
the follow ng conditions holds:

* The cooki e-path and the request-path are identical

Note that this differs fromthe rules in [RFC3986] for equival ence
of the path conponent, and hence two equival ent paths can have
di fferent cookies.

* The cookie-path is a prefix of the request-path, and the |ast
character of the cookie-path is %W2F ("/").

* The cookie-path is a prefix of the request-path, and the first
character of the request-path that is not included in the cookie-
path is a %2F ("/") character.

"Sanme-site" and "cross-site" Requests

Two origins are sanme-site if they satisfy the "sanme site" criteria
defined in [ SAMESI TE]. A request is "sane-site" if the follow ng
Criteria are true:

1. The request is not the result of a reload navigation triggered
through a user interface elenent (as defined by the user agent;
e.g., a request triggered by the user clicking a refresh button
on a tool bar).

2. The request’s current url’s origin is sane-site with the
request’s client’s "site for cookies" (whichis an origin), or if
the request has no client or the request’s client is null.

Requests which are the result of a reload navigation triggered
through a user interface elenent are sane-site if the rel oaded
docunent was originally navigated to via a sane-site request. A
request that is not "sane-site" is instead "cross-site".

The request’s client’s "site for cookies" is cal cul ated dependi ng
upon its client’s type, as described in the foll owi ng subsections:
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5.2.1. Docunent-based requests

The URI displayed in a user agent’s address bar is the only security
context directly exposed to users, and therefore the only signa
users can reasonably rely upon to determ ne whether or not they trust
a particular website. The origin of that URI represents the context
in which a user nost likely believes thenselves to be interacting.
We' |l define this origin, the top-level traversable s active
docunent’s origin, as the "top-level origin".

For a docunent displayed in a top-level traversable, we can stop
here: the docunment’s "site for cookies" is the top-level origin.

For contai ner docunents, we need to audit the origins of each of a
docunent’ s ancestor navi gabl es’ active docunents in order to account
for the "multiple-nested scenarios" described in Section 4 of

[ RFC7034]. A docunent’s "site for cookies" is the top-level origin
if and only if the top-level origin is same-site with the docunment’s
origin, and with each of the docunent’s ancestor docunents’ origins.
O herwise its "site for cookies" is an origin set to an opaque
origin.

G ven a Docunent (docunent), the following algorithmreturns its
"site for cookies":

1. Let top-docunment be the active docunent in document’s navigable's
top-1evel traversable.

2. Let top-origin be the origin of top-docunment’s URI if top-
docunent’ s sandboxed origin browsing context flag is set, and
top-docunent’s origin otherw se.

3. Let docunents be a list consisting of the active documents of
docunent’s inclusive ancestor navi gabl es.

4. For each itemin docunents:
1. Let origin be the origin of items URl if item s sandboxed
origin browsing context flag is set, and itemis origin
ot herwi se.

2. If originis not sane-site with top-origin, return an origin
set to an opaque origin.

5. Return top-origin.

Note: This algorithmonly applies when the entire chain of docunents
fromtop-docunent to docunent are all active
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5.2.2. \Worker-based requests

Wor ker-driven requests aren’t as clear-cut as docunent-driven
requests, as there isn't a clear |ink between a top-level traversable
and a worker. This is especially true for Service Wrkers

[ SERVI CE- WORKERS], whi ch may execute code in the background, w thout
any docurent visible at all.

Not e: The descriptions bel ow assunme that workers nust be same-origin
with the docunents that instantiate them |If this invariant changes,
we'll need to take the worker’s script’s URI into account when
determining their status

5.2.2. 1. Dedi cat ed and Shared Wrkers

Dedi cated workers are sinple, as each dedicated worker is bound to
one and only one docunment. Requests generated from a dedi cated
worker (via inportScripts, XM.HtpRequest, fetch(), etc) define their
"site for cookies" as that docunment’s "site for cookies"

Shared workers may be bound to nultiple docunents at once. As it is
qui te possible for those docunents to have distinct "site for

cooki es" values, the worker’'s "site for cookies" will be an origin
set to an opaque origin in cases where the values are not all sane-
site with the worker’s origin, and the worker’s origin in cases where
the val ues agree.

G ven a Worker d obal Scope (worker), the follow ng algorithmreturns
its "site for cookies":

1. Let site be worker’s origin.
2. For each document in worker’s Documents:

1. Let docunent-site be docunent’s "site for cookies" (as
defined in Section 5.2.1).

2. If docunment-site is not same-site with site, return an origin
set to an opaque origin.

3. Return site.
5.2.2.2. Service Wrkers
Service Workers are nore conplicated, as they act as a conpletely

separate execution context with only tangential relationship to the
Docurent whi ch regi stered them
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How user agents handl e Service Wrkers nmay differ, but user agents
SHOULD mat ch the [ SERVI CE- WORKERS] specification

5.3. lgnoring Set-Cookie Header Fields

User agents MAY ignore Set-Cookie header fields contained in
responses with 100-1evel status codes or based on its cookie policy
(see Section 7.2).

Al'l ot her Set-Cookie header fields SHOULD be processed according to
Section 5.6. That is, Set-Cookie header fields contained in
responses with non-100-1evel status codes (including those in
responses with 400- and 500-1evel status codes) SHOULD be processed
unl ess ignored according to the user agent’s cookie policy.

5.4. Cookie Name Prefixes

User agents’ requirenents for cookie nane prefixes differ slightly
fromservers' (Section 4.1.3) in that UAs MUST nmatch the prefix
string case-insensitively.

The normative requirenments for the prefixes are detailed in the
storage nodel al gorithmdefined in Section 5.7.

This is because sonme servers will process cookies case-insensitively,
resulting in themunintentionally mscapitalizing and accepting
m scapitalized prefixes.

For exanple, if a server sends the follow ng Set-Cookie header field
Set - Cooki e: __SECURE- SI D=12345

to a UA which checks prefixes case-sensitively it will accept this
cooki e and the server would incorrectly believe the cookie is subject
the sane guarantees as one spelled __ Secure-.

Additionally the server is vulnerable to an attacker that
purposeful ly m scapitalizes a cookie in order to inpersonate a
prefixed cookie. For exanple, a site already has a cookie __ Secure-
SI D=12345 and by sone neans an attacker sends the follow ng Set-
Cooki e header field for the site to a UA which checks prefixes case-
sensitively.

Set - Cooki e: _ SeCuRe- S| D=evi

The next time a user visits the site the UA will send both cookies:

Cooki e: __Secure-SI D=12345; __ SeCuRe- Sl D=evi
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The server, being case-insensitive, won't be able to tell the
di fference between the two cookies allow ng the attacker to
conmprom se the site.

To prevent these issues, UAs MJUST match cooki e name prefixes case-
i nsensitive.

Not e: Cookies with different nanes are still considered separate by
UAs. So both __ Secure-foo=bar and __ secure-foo=baz can exist as

di stinct cookies sinmultaneously and both woul d have the requirenents
of the _ Secure- prefix applied.

The foll owing are exanpl es of Set-Cookie header fields that woul d be
rejected by a confornmant user agent.

Set - Cooki e: __Secure-SI D=12345; Dommi n=site. exanpl e

Set - Cooki e: __secure-SI D=12345; Dommi n=site. exanpl e

Set - Cooki e: _ SECURE- SI D=12345; Dommi n=site. exanpl e

Set - Cooki e: __Host - SI D=12345

Set - Cooki e: __host-SI D=12345; Secure

Set - Cooki e: __host-SI D=12345; Donai n=site. exanpl e

Set - Cooki e: __ HOST- SI D=12345; Donmi n=sit e. exanpl e; Pat h=/

Set - Cooki e: __ Host-SI D=12345; Secure; Dommi n=site.exanple; Path=/
Set - Cooki e: __host-SI D=12345; Secure; Domai n=site.exanple; Path=/
Set - Cooki e: __ HOST- SI D=12345; Secure; Domai n=site.exanple; Path=/

Whereas the foll ow ng Set-Cookie header fields would be accepted if
set froma secure origin.

Set - Cooki e: __Secure-SI D=12345; Dommi n=site. exanple; Secure
Set - Cooki e: __secure-SI D=12345; Dommi n=site. exanple; Secure
Set - Cooki e: __ SECURE- SI D=12345; Domai n=site. exanpl e; Secure
Set - Cooki e: _ Host-SI D=12345; Secure; Path=/
Set - Cooki e: __host-SI D=12345; Secure; Path=/
Set - Cooki e: __ HOST- SI D=12345; Secure; Path=/

5.5. Cookie Lifetime Limts

VWhen processing cookies with a specified lifetine, either with the
Expires or with the Max-Age attribute, the user agent MJST linit the
maxi mum age of the cookie. The limt SHOULD NOT be greater than 400
days (34560000 seconds) in the future. The RECOVWWENDED |imt is 400
days in the future, but the user agent MAY adjust the linit (see
Section 7.2). Expires or Max-Age attributes that specify a lifetinme
Il onger than the limt MJST be reduced to the limt.
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5.6. The Set-Cooki e Header Field

VWhen a user agent receives a Set-Cookie header field in an HTTP
response, the user agent MAY ignore the Set-Cookie header field in
its entirety (see Section 5. 3).

If the user agent does not ignore the Set-Cookie header field inits
entirety, the user agent MJST parse the field-value of the Set-Cookie
header field as a set-cookie-string (defined bel ow).

NOTE: The al gorithm below is nore perm ssive than the granmar in
Section 4.1. For exanmple, the algorithmallows cookie-nane to be
conmpri sed of cookie-octets instead of being a token as specified in
Section 4.1 and the al gorithm accommpdat es some characters that are
not cookie-octets according to the grammar in Section 4.1. In
addition, the algorithmbelow also strips leading and trailing
whi t espace fromthe cookie nane and val ue (but maintains interna
whi t espace), whereas the grammar in Section 4.1 forbids whitespace in
these positions. User agents use this algorithmso as to
interoperate with servers that do not follow the recomendati ons in
Section 4.

NOTE: As set-cookie-string may originate froma non-HTTP API, it is
not guaranteed to be free of CTL characters, so this algorithm
handl es themexplicitly. Horizontal tab (%09) is excluded fromthe
CTL characters that lead to set-cookie-string rejection, as it is
consi dered whitespace, which is handl ed separately.

NOTE: The set-cookie-string may contain octet sequences that appear
percent -encoded as per Section 2.1 of [RFC3986]. However, a user
agent MUST NOT decode these sequences and instead parse the

i ndi vidual octets as specified in this algorithm

A user agent MUST use an algorithmequivalent to the foll ow ng
algorithmto parse a set-cookie-string

1. If the set-cookie-string contains a %00-08 / 9%O0A-1F / 9%7F
character (CTL characters excluding HTAB): Abort these steps and
ignore the set-cookie-string entirely.

2. |If the set-cookie-string contains a %3B (";") character
1. The nane-val ue-pair string consists of the characters up to,

but not including, the first %3B (";"), and the unparsed-
attributes consist of the remainder of the set-cookie-string
(including the %3B (";") in question).

O herw se:
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1. The nane-val ue-pair string consists of all the characters
contained in the set-cookie-string, and the unparsed-
attributes is the enpty string.

If the nanme-value-pair string lacks a %3D ("=") character, then
the nane string is enpty, and the value string is the val ue of
nane- val ue-pair.

O herwi se, the (possibly enpty) name string consists of the
characters up to, but not including, the first %3D ("=")
character, and the (possibly enpty) value string consists of the
characters after the first 9%3D ("=") character

Renove any | eading or trailing WSP characters fromthe nane
string and the val ue string.

If the sumof the |engths of the nane string and the value string
is nore than 4096 octets, abort these steps and ignore the set-
cookie-string entirely.

The cooki e-nane is the name string, and the cookie-value is the
val ue string.

The user agent MJST use an al gorithm equivalent to the follow ng
algorithmto parse the unparsed-attributes

1.

If the unparsed-attributes string is enpty, skip the rest of
t hese steps.

Discard the first character of the unparsed-attributes (which
will be a %3B (";") character).

If the remai ning unparsed-attributes contains a %3B (";")
character:

1. Consune the characters of the unparsed-attributes up to, but
not including, the first %3B (";") character

O herw se:
1. Consune the renmai nder of the unparsed-attributes.
Let the cookie-av string be the characters consuned in this step

If the cookie-av string contains a %3D ("=") character
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1. The (possibly enpty) attribute-name string consists of the
characters up to, but not including, the first %3D ("="
character, and the (possibly enpty) attribute-value string
consists of the characters after the first %3D ("=")
character.

O herw se:

1. The attribute-name string consists of the entire cookie-av
string, and the attribute-value string is enpty.

5. Renove any leading or trailing WSP characters fromthe attri bute-
name string and the attribute-val ue string.

6. If the attribute-value is |onger than 1024 octets, ignore the
cookie-av string and return to Step 1 of this algorithm

7. Process the attribute-nane and attribute-value according to the
requirenents in the foll owi ng subsections. (Notice that
attributes with unrecogni zed attribute-nanmes are ignored.)

8. Return to Step 1 of this algorithm
When the user agent finishes parsing the set-cookie-string, the user
agent is said to "receive a cookie" fromthe request-uri with nane
cooki e-nane, val ue cooki e-val ue, and attributes cookie-attribute-
list. (See Section 5.7 for additional requirenents triggered by
receiving a cookie.)

5.6.1. The Expires Attribute

If the attribute-name case-insensitively matches the string
"Expires", the user agent MJST process the cookie-av as foll ows.

1. Let the expiry-tine be the result of parsing the attribute-val ue
as cookie-date (see Section 5.1.1).

2. If the attribute-value failed to parse as a cookie date, ignore
t he cooki e-av.

3. Let cookie-age-limt be the maxi num age of the cookie (which
SHOULD be 400 days in the future or sooner, see Section 5.5).

4. If the expiry-time is nore than cookie-age-limt, the user agent
MJST set the expiry time to cookie-age-limt in seconds.
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5. 6.

2.

If the expiry-tine is earlier than the earliest date the user
agent can represent, the user agent MAY replace the expiry-tine
with the earliest representabl e date.

Append an attribute to the cookie-attribute-list with an
attribute-nanme of Expires and an attribute-value of expiry-tine.

The Max-Age Attribute

If the attribute-nane case-insensitively matches the string "Max-
Age", the user agent MUST process the cookie-av as follows.

1.

2.

5. 6.

3.

If the attribute-value is enpty, ignore the cookie-av.

If the first character of the attribute-value is neither a DIAT,
nor a "-" character followed by a DIA@ T, ignore the cookie-av.

If the remmi nder of attribute-value contains a non-DIGT
character, ignore the cookie-av.

Let delta-seconds be the attribute-value converted to a base 10
i nteger.

Let cookie-age-linmt be the nmaxi num age of the cookie (which
SHOULD be 400 days or |ess, see Section 5.5).

Set delta-seconds to the smaller of its present value and cooki e-
age-limt.

If delta-seconds is less than or equal to zero (0), let expiry-
time be the earliest representable date and time. Qherwi se, let
the expiry-tine be the current date and tine plus delta-seconds
seconds.

Append an attribute to the cookie-attribute-list with an
attribute-nanme of Max-Age and an attribute-val ue of expiry-tine.

The Domain Attribute

If the attribute-nanme case-insensitively matches the string "Domain",
the user agent MJST process the cookie-av as foll ows.

1.

2.

Let cooki e-domain be the attribute-val ue.

If cookie-domain starts with %2E ("."), |et cookie-domain be
cooki e-domain without its |eading %2E (".").

Convert the cookie-domain to | ower case.
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4. Append an attribute to the cookie-attribute-list with an
attribute-nane of Donmmin and an attri bute-val ue of cooki e-donain.
5.6.4. The Path Attribute

If the attribute-nanme case-insensitively matches the string "Path",
the user agent MJST process the cookie-av as foll ows.

1. If the attribute-value is enpty or if the first character of the
attribute-value is not %W2F ("/"):

1. Let cookie-path be the default-path.
O herwi se:
1. Let cookie-path be the attribute-val ue.

2. Append an attribute to the cookie-attribute-list with an
attribute-nanme of Path and an attribute-val ue of cookie-path.

5.6.5. The Secure Attribute
If the attribute-nanme case-insensitively matches the string "Secure",
the user agent MJST append an attribute to the cookie-attribute-list
with an attribute-name of Secure and an enpty attribute-val ue.

5.6.6. The HtpOnly Attribute
If the attribute-nanme case-insensitively matches the string
"HtpOnly", the user agent MUST append an attribute to the cookie-
attribute-list with an attribute-nane of HtpOnly and an enpty
attri but e-val ue.

5.6.7. The SaneSite Attribute

If the attribute-name case-insensitively matches the string
"SameSite", the user agent MJUST process the cookie-av as follows:

1. Let enforcenent be "Defaul t".

2. |If cookie-av's attribute-value is a case-insensitive match for
"None", set enforcenent to "None".

3. If cookie-av's attribute-value is a case-insensitive match for
"Strict", set enforcenent to "Strict".

4. |f cookie-av's attribute-value is a case-insensitive match for
"Lax", set enforcenent to "Lax".
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5. Append an attribute to the cookie-attribute-list with an
attri bute-nane of "SaneSite" and an attri bute-val ue of
enf or cement.

5.6.7.1. "Strict" and "Lax" enforcenment

Sanme-site cookies in "Strict" enforcenment node will not be sent al ong
with top-level navigations which are triggered froma cross-site
docunent context. As discussed in Section 8.8.2, this mght or night
not be conpatible with existing session managenent systens. In the
interests of providing a drop-in nechanismthat mitigates the risk of
CSRF attacks, developers nmay set the SaneSite attribute in a "Lax"
enforcenment node that carves out an exception which sends sane-site
cookies along with cross-site requests if and only if they are top-

| evel navigations which use a "safe" (in the [HITP] sense) HITP

met hod. (Note that a request’s nethod may be changed from POST to
GET for sonme redirects (see Sections 15.4.2 and 15.4.3 of [HTTP]); in
these cases, a request’'s "safe"ness is determ ned based on the nethod
of the current redirect hop.)

Lax enforcement provides reasonabl e defense in depth agai nst CSRF
attacks that rely on unsafe HTTP nethods (like POST), but does not
of fer a robust defense against CSRF as a general category of attack

1. Attackers can still pop up new wi ndows or trigger top-I|eve
navi gations in order to create a "sane-site" request (as
described in Section 5.2.1), which is only a speedbunp al ong the
road to exploitation.

2. Features like <link rel =" prerender’> [prerendering] can be
exploited to create "same-site" requests without the risk of user
det ecti on.

Devel opers can nore conpletely mtigate CSRF through a session
managenent nechani sm such as that described in Section 8.8. 2.

5.6.7.2. "Lax-All ow ng-Unsafe" enforcenent

As discussed in Section 8.8.6, conmpatibility concerns may necessitate
the use of a "Lax-allow ng-unsafe" enforcenent node that allows
cookies to be sent with a cross-site HITP request if and only if it
is a top-level request, regardl ess of request nethod. That is, the
"Lax-al | owi ng-unsaf e" enforcenment node wai ves the requirenment for the
HTTP request’s nethod to be "safe" in the SaneSite enforcement step
of the retrieval algorithmin Section 5.8.3. (Al cookies,

regardl ess of SaneSite enforcenent node, nay be set for top-Ileve

navi gati ons, regardl ess of HTTP request nethod, as specified in
Section 5.7.)
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5

7

"Lax-al | owi ng-unsafe" is not a distinct value of the SameSite
attribute. Rather, user agents MAY apply "Lax-all owi ng-unsafe"
enforcement only to cookies that did not explicitly specify a
SaneSite attribute (i.e., those whose sane-site-flag was set to
"Default" by default). To limt the scope of this conpatibility
nmode, user agents which apply "Lax-all ow ng-unsafe" enforcenent
SHOULD restrict the enforcenent to cookies which were created
recently. Deploynent experience has shown a cookie age of 2 mnutes
or less to be a reasonable limt.

If the user agent uses "Lax-all ow ng-unsafe" enforcenent, it MJST
apply the followi ng nodification to the retrieval algorithm defined
in Section 5.8.3:

Repl ace the condition in the penultimate bullet point of step 1 of
the retrieval algorithmreading

* The HTTP request associated with the retrieval uses a "safe"
met hod.

with
* At least one of the following is true:

1. The HTTP request associated with the retrieval uses a "safe"
met hod.

2. The cookie's sanme-site-flag is "Default” and the anpunt of
tinme el apsed since the cookie's creation-tinme is at nost a
duration of the user agent’s choosing.

St orage Model

The user agent stores the follow ng fields about each cookie: nane,
val ue, expiry-tine, dommin, path, creation-tine, |ast-access-tine,

persistent-flag, host-only-flag, secure-only-flag, http-only-flag,

and sane-site-fl ag.

When the user agent "receives a cookie" froma request-uri wth nane
cooki e-nanme, val ue cooki e-value, and attributes cookie-attribute-
list, the user agent MJST process the cookie as foll ows:

1. A user agent MAY ignore a received cookie in its entirety. See
Section 5. 3.
2. If cookie-nanme is enpty and cookie-value is enpty, abort these

steps and ignore the cookie entirely.
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Bi ngl er,

I f the cookie-nane or the cookie-val ue contains a %00-08 /
% 0A-1F /| % 7F character (CTL characters excludi ng HTAB), abort
these steps and ignore the cookie entirely.

If the sumof the | engths of cookie-nanme and cookie-value is
nmore than 4096 octets, abort these steps and ignore the cookie
entirely.

Create a new cookie with name cooki e-nane, val ue cooki e-val ue.
Set the creation-tine and the | ast-access-tinme to the current
date and tine.

If the cookie-attribute-list contains an attribute with an
attribute-name of "Max-Age":

1. Set the cookie's persistent-flag to true.

2. Set the cookie's expiry-tine to attribute-value of the |ast
attribute in the cookie-attribute-list with an attribute-
nane of "Max-Age".

O herwise, if the cookie-attribute-list contains an attribute
with an attribute-nane of "Expires" (and does not contain an
attribute with an attribute-nane of "Mux-Age"):

1. Set the cookie's persistent-flag to true.

2. Set the cookie's expiry-tinme to attribute-value of the |ast
attribute in the cookie-attribute-list with an attribute-
nane of "Expires".

O herwi se:
1. Set the cookie's persistent-flag to fal se.

2. Set the cookie's expiry-time to the |latest representable
dat e.

If the cookie-attribute-list contains an attribute with an
attri bute-nane of "Domain":

1. Let the domain-attribute be the attribute-value of the |ast
attribute in the cookie-attribute-list with both an
attri bute-name of "Donmin" and an attri bute-val ue whose
length is no nore than 1024 octets. (Note that a |eading
W%2E ("."), if present, is ignored even though that
character is not permtted.)
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10.

Bi ngl er,

QO herw se:

1. Let the dommin-attribute be the enpty string.

If the domain-attribute contains a character that is not in the
range of [USASCI|] characters, abort these steps and ignore the
cookie entirely.

If the user agent is configured to reject "public suffixes" and
the domain-attribute is a public suffix:

1. |If the domain-attribute is identical to the canonicalized
request - host :

1. Let the dommin-attribute be the enpty string.

O herw se:

1. Abort these steps and ignore the cookie entirely.
NOTE: This step prevents attacker.exanmple fromdisrupting the
integrity of site.exanple by setting a cookie with a Donain
attribute of "exanple".

If the domain-attribute is non-enpty:

1. If the canonicalized request-host does not domai n-match the
domai n-attri bute:

1. Abort these steps and ignhore the cookie entirely.
O herw se:
1. Set the cookie’'s host-only-flag to fal se.
2. Set the cookie’'s domain to the domain-attribute.
O herw se:
1. Set the cookie’'s host-only-flag to true.

2. Set the cookie's donain to the canonicalized request-host.
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11.

12.

13.

14.

15.

16.

Bi ngl er,

If the cookie-attribute-list contains an attribute with an
attribute-nanme of "Path", set the cookie’'s path to attribute-
value of the last attribute in the cookie-attribute-list with
both an attribute-nane of "Path" and an attri bute-val ue whose
length is no nore than 1024 octets. Oherw se, set the cookie’'s
path to the default-path of the request-uri

If the cookie-attribute-list contains an attribute with an
attribute-name of "Secure", set the cookie s secure-only-flag to
true. Oherw se, set the cookie's secure-only-flag to false.

If the request-uri does not denote a "secure" connection (as
defined by the user agent), and the cookie' s secure-only-flag is
true, then abort these steps and ignore the cookie entirely.

If the cookie-attribute-list contains an attribute with an
attribute-name of "HitpOnly", set the cookie's http-only-flag to
true. Oherw se, set the cookie's http-only-flag to fal se.

If the cookie was received froma "non-HTTP' APl and the
cookie’'s http-only-flag is true, abort these steps and ignore
the cookie entirely.

If the cookie's secure-only-flag is false, and the request-uri
does not denote a "secure" connection, then abort these steps
and ignore the cookie entirely if the cookie store contains one
or nore cookies that nmeet all of the following criteria:

1. Their nanme matches the nanme of the new y-created cookie.
2. Their secure-only-flag is true.

3. Their domain domai n-matches the domain of the new y-created
cooki e, or vice-versa

4. The path of the newl y-created cookie path-matches the path
of the existing cookie.

Not e: The path conparison is not symmetric, ensuring only that a
new y-creat ed, non-secure cooki e does not overlay an existing
secure cookie, providing sone nitigation against cookie-fixing
attacks. That is, given an existing secure cookie naned 'a’
with a path of "/login', a non-secure cookie nanmed 'a' could be
set for a path of '/’ or '/foo', but not for a path of ’/login
or '/login/en .
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21.

Bi ngl er,
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If the cookie-attribute-list contains an attribute with an
attri bute-nanme of "SaneSite", and an attri bute-val ue of

"Strict", "Lax", or "None", set the cookie' s same-site-flag to
the attribute-value of the |ast attribute in the cookie-
attribute-list with an attribute-nane of "SaneSite". O herw se,

set the cookie's same-site-flag to "Default".
If the cookie's sane-site-flag is not "None"

1. If the cookie was received froma "non-HTTP" API, and the
APl was called froma navigabl e’ s active docunent whose
"site for cookies" is not sanme-site with the top-Ieve
origin, then abort these steps and ignore the newy created
cookie entirely.

2. If the cookie was received froma "sane-site" request (as
defined in Section 5.2), skip the renmining substeps and
conti nue processing the cookie.

3. If the cookie was received froma request which is
navigating a top-level traversable [HTM.] (e.g. if the
request’s "reserved client"” is either null or an environnent
whose "target browsing context"'s navigable is a top-Ileve
traversabl e), skip the remaining substeps and continue
processi ng the cookie.

Not e: Top-level navigations can create a cookie with any
SaneSite value, even if the new cookie woul dn’t have been
sent along with the request had it already existed prior to
t he navi gati on.

4. Abort these steps and ignore the newWwy created cookie
entirely.

If the cookie's "same-site-flag" is "None", abort these steps
and ignore the cookie entirely unless the cookie’'s secure-only-
flag is true.

If the cookie-nanme begins with a case-insensitive match for the
string "__Secure-", abort these steps and ignore the cookie
entirely unless the cookie' s secure-only-flag is true.

If the cooki e-nane begins with a case-insensitive match for the
string "__Host-", abort these steps and ignore the cookie
entirely unless the cookie neets all the following criteria:

1. The cookie' s secure-only-flag is true.
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2. The cookie’'s host-only-flag is true.

3. The cookie-attribute-list contains an attribute with an
attribute-nane of "Path", and the cookie's path is /.

22. If the cookie-nanme is enpty and either of the follow ng
conditions are true, abort these steps and ignore the cookie
entirely:

* the cookie-value begins with a case-insensitive match for the
string "__Secure-"

* the cookie-value begins with a case-insensitive match for the
string "__ _Host-"

23. If the cookie store contains a cookie with the sane nane,
domai n, host-only-flag, and path as the new y-created cooki e:

1. Let old-cookie be the existing cookie with the same nane,
domai n, host-only-flag, and path as the new y-created
cookie. (Notice that this algorithmmaintains the invariant
that there is at npbst one such cookie.)

2. If the newy-created cookie was received froma "non-HTTP"
APl and the ol d-cookie's http-only-flag is true, abort these
steps and ignore the newWy created cookie entirely.

3. Update the creation-tine of the newl y-created cookie to
mat ch the creation-tinme of the ol d-cookie.

4. Renove the ol d-cookie fromthe cookie store.
24. Insert the new y-created cookie into the cookie store.
A cookie is "expired" if the cookie has an expiry date in the past.

The user agent MJUST evict all expired cookies fromthe cookie store
if, at any time, an expired cookie exists in the cookie store.

At any time, the user agent MAY "renpbve excess cookies" fromthe
cookie store if the nunber of cookies sharing a domain field exceeds
sone i npl ement ati on-defi ned upper bound (such as 50 cooki es).

At any time, the user agent MAY "rempve excess cookies" fromthe

cookie store if the cookie store exceeds sone predeterm ned upper
bound (such as 3000 cooki es).
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When the user agent renpbves excess cookies fromthe cookie store, the
user agent MJST evict cookies in the followng priority order:

1. Expired cooki es.

2. Cooki es whose secure-only-flag is false, and which share a donmain
field with nore than a predeterm ned nunmber of other cookies.

3. Cookies that share a domain field with nore than a predeterm ned
nunmber of other cookies.

4. Al cookies.

If two cookies have the sane renoval priority, the user agent MJST
evict the cookie with the earliest |ast-access-time first.

When "the current session is over" (as defined by the user agent),
the user agent MJST renpve fromthe cookie store all cookies with the
persistent-flag set to fal se.

5.8. Retri eval Mbdel

This section defines how cookies are retrieved froma cookie store in
the formof a cookie-string. A "retrieval" is any event which
requires generating a cookie-string. For exanple, a retrieval my
occur in order to build a Cookie header field for an HTTP request, or
may be required in order to return a cookie-string froma call to a
"non- HTTP" APl that provides access to cookies. A retrieval has an
associated URI, sane-site status, and type, which are defined bel ow
depending on the type of retrieval

5.8.1. The Cookie Header Field

The user agent includes stored cookies in the Cookie HITTP request
header field.

A user agent MAY onit the Cookie header field in its entirety. For
exanpl e, the user agent mght wi sh to bl ock sendi ng cookies during
"third-party" requests fromsetting cookies (see Section 7.1).

If the user agent does attach a Cookie header field to an HTTP
request, the user agent MJST generate a single cookie-string and the
user agent MJST conpute the cookie-string followi ng the algorithm
defined in Section 5.8.3, where the retrieval’s URl is the request-
uri, the retrieval’s sane-site status is conputed for the HTTP
request as defined in Section 5.2, and the retrieval’s type is
"HTTP".
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Not e: Previous versions of this specification required that only one
Cooki e header field be sent in requests. This is no |longer a
requirenent. VWhile this specification requires that a single cookie-
string be produced, sone user agents may split that string across

mul tiple cookie header fields. For exanples, see Section 8.2.3 of

[ RFC9113] and Section 4.2.1 of [RFC9114].

8.2. Non-HITP APIs

The user agent MAY inplenent "non-HTTP" APlIs that can be used to
access stored cooki es.

A user agent MAY return an enpty cookie-string in certain contexts,
such as when a retrieval occurs within a third-party context (see
Section 7.1).

If a user agent does return cookies for a given call to a "non-HITP"
APl with an associ ated Docunent, then the user agent MJST conpute the
cookie-string followi ng the algorithmdefined in Section 5.8.3, where
the retrieval’s URI is defined by the caller (see

[ DOV DOCUMENT- COOKI E] ), the retrieval’s sanme-site status is "same-
site" if the Docunent’s "site for cookies" is sane-site with the top-
|l evel origin as defined in Section 5.2.1 (otherwise it is "cross-
site"), and the retrieval’s type is "non-HTTP".

8.3. Retrieval Algorithm

G ven a cookie store and a retrieval, the follow ng algorithmreturns
a cookie-string froma given cookie store.

1. Let cookie-list be the set of cookies fromthe cookie store that
meets all of the follow ng requirements

*  Either:

- The cookie's host-only-flag is true and the canonicalized
host of the retrieval’s URl is identical to the cookie's
domai n.

- The cookie’s host-only-flag is false and the canonicalized
host of the retrieval’s URl domain-natches the cookie’'s
domai n.

NOTE: (For user agents configured to reject "public suffixes")
It's possible that the public suffix Iist was changed since a
cookie was created. |If this change results in a cookie's
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domai n becomi ng a public suffix then that cookie is considered
invalid as it would have been rejected during creation (See
Section 5.7 step 9). User agents should be careful to avoid
retrieving these invalid cookies even if they domain-match the
host of the retrieval’s URl.

The retrieval’s URI’'s path path-matches the cookie’ s path.

If the cookie's secure-only-flag is true, then the retrieval’s
URI mnmust denote a "secure" connection (as defined by the user
agent).

NOTE: The notion of a "secure" connection is not defined by
this document. Typically, user agents consider a connection
secure if the connection makes use of transport-|ayer
security, such as SSL or TLS [TLS13], or if the host is
trusted. For exanple, nost user agents consider "https" to be
a schene that denotes a secure protocol and "l ocal host" to be
trusted host.

If the cookie's http-only-flag is true, then exclude the
cookie if the retrieval’'s type is "non-HTTP".

If the cookie's sane-site-flag is not "None" and the
retrieval’s same-site status is "cross-site", then exclude the
cookie unless all of the followi ng conditions are net:

- The retrieval’s type is "HITP".

- The sane-site-flag is "Lax" or "Default".

- The HITP request associated with the retrieval uses a
"safe" met hod

- The target browsing context of the HTTP request associ ated
with the retrieval is the active browsing context or a top-
| evel traversable.

2. The user agent SHOULD sort the cookie-list in the follow ng
order:

*

Bi ngl er,

Cookies with | onger paths are |listed before cookies with
shorter paths.

Among cooki es that have equal -1ength path fields, cookies with

earlier creation-tinmes are |listed before cookies with | ater
creation-tines.
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NOTE: Not all user agents sort the cookie-list in this order, but
this order reflects comon practice when this docunent was
witten, and, historically, there have been servers that
(erroneously) depended on this order

3. Update the | ast-access-time of each cookie in the cookie-list to
the current date and tine.

4. Serialize the cookie-list into a cookie-string by processing each
cookie in the cookie-list in order

1. If the cookies’ nane is not enpty, output the cookie s nane
foll owed by the %3D ("=") character

2. If the cookies’ value is not enpty, output the cookie’s
val ue.
3. If there is an unprocessed cookie in the cookie-list, output

the characters 9%3B and %20 ("; ").
6. I nplenentation Considerations
6.1. Limts

Practical user agent inplenentations have Iimts on the nunmber and
size of cookies that they can store. General-use user agents SHOULD
provi de each of the followi ng mni mum capabilities

* At | east 50 cookies per donain.
* At | east 3000 cookies total

User agents MAY |imt the nmaxi mum nunber of cookies they store, and
may evict any cookie at any tine (whether at the request of the user
or due to inplenmentation limtations).

Note that a limt on the maxi mum nunber of cookies also limts the
total size of the stored cookies, due to the length limts which MJST
be enforced in Section 5.6.

Servers SHOULD use as few and as smal| cookies as possible to avoid
reaching these inplenentation limts, mninize network bandw dth due
to the Cookie header field being included in every request, and to
avoi d reachi ng server header field limts (See Section 4.2.1).

Servers SHOULD gracefully degrade if the user agent fails to return

one or nore cookies in the Cookie header field because the user agent
m ght evict any cookie at any tine.
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6.2. Application Programing Interfaces

One reason the Cookie and Set- Cooki e header fields use such esoteric
syntax is that many platforns (both in servers and user agents)
provide a string-based application progranmng interface (APl) to
cooki es, requiring application-layer programrers to generate and
parse the syntax used by the Cookie and Set-Cooki e header fields,

whi ch many programrers have done incorrectly, resulting in
interoperability problens.

I nstead of providing string-based APIs to cookies, platfornms would be
wel | -served by providing nore semantic APIs. It is beyond the scope
of this docunent to recomend specific APl designs, but there are
clear benefits to accepting an abstract "Date" object instead of a
serialized date string.

7. Privacy Considerations

Cookies’ primary privacy risk is their ability to correlate user
activity. This can happen on a single site, but is nost problemtic
when activity is tracked across different, seem ngly unconnected Wb
sites to build a user profile.

Over tine, this capability (warned against explicitly in [ RFC2109]
and all of its successors) has becone wi dely used for varied reasons
i ncl udi ng:

* authenticating users across sites,

* assenbling information on users,

* protecting against fraud and other fornms of undesirable traffic,

* targeting advertisenents at specific users or at users with
specified attributes,

* measuring how often ads are shown to users, and
* recogni zing when an ad resulted in a change in user behavior

Wil e not every use of cookies is necessarily problemtic for
privacy, their potential for abuse has becone a w despread concern in
the Internet comunity and broader society. 1In response to these
concerns, user agents have actively constrained cookie functionality
in various ways (as allowed and encouraged by previous
specifications), while avoiding disruption to features they judge
desirable for the health of the Wb.
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It is too early to declare consensus on which specific nechanisn(s)
shoul d be used to mitigate cookies’ privacy inpact; user agents
ongoi ng changes to how they are handl ed are best characterised as
experinments that can provide input into that eventual consensus.

I nstead, this docunent describes linmted, general nitigations against
the privacy risks associated with cookies that enjoy w de depl oynent
at the tine of witing. It is expected that inplenmentations wll
continue to experinment and inmpose stricter, nore well-defined
limtations on cookies over time. Future versions of this docunent
m ght codi fy those nmechani sms based upon depl oynent experience. |If
functions that currently rely on cookies can be supported by
separate, targeted nechanisns, they m ght be docunmented in separate
specifications and stricter linitations on cookies night becone

f easi bl e.

Not e that cookies are not the only nechanismthat can be used to
track users across sites, so while these nitigations are necessary to
i mprove Web privacy, they are not sufficient on their own.

7.1. Third-Party Cookies

A "third-party" or cross-site cookie is one that is associated with
enbedded content (such as scripts, inmages, stylesheets, frames) that
is obtained froma different server than the one that hosts the
primary resource (usually, the Wb page that the user is view ng).
Third-party cookies are often used to correlate users’ activity on
different sites.

Because of their inherent privacy issues, nbst user agents now limt
third-party cookies in a variety of ways. Sone conpletely bl ock
third-party cookies by refusing to process third-party Set-Cookie
header fields and refusing to send third-party Cooki e header fields.
Sone partition cookies based upon the first-party context, so that

di fferent cookies are sent depending on the site being browsed. Sone
bl ock cooki es based upon user agent cookie policy and/or user
controls.

VWil e this docunent does not endorse or require a specific approach,
it is RECOWENDED t hat user agents adopt a policy for third-party
cookies that is as restrictive as conpatibility constraints permt.
Consequently, resources cannot rely upon third-party cookies being
treated consistently by user agents for the foreseeable future.

7.2. Cookie Policy

User agents MAY enforce a cookie policy consisting of restrictions on
how cooki es may be used or ignored (see Section 5.3).
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3.

4.

A cooki e policy may govern which domains or parties, as in first and
third parties (see Section 7.1), for which the user agent will allow
cooki e access. The policy can also define limts on cookie size,
cookie expiry (see Section 5.5), and the nunber of cookies per donain
or in total.

The recommended cookie expiry upper linmt is 400 days. User agents
may set a lower limt to enforce shorter data retention tinelines, or
set the limt higher to support |onger retention when appropriate
(e.g., server-to-server comruni cati on over HTTPS)

The goal of a restrictive cookie policy is often to inprove security
or privacy. User agents often allow users to change the cookie
policy (see Section 7.3).

User Controls

User agents SHOULD provide users with a nechani smfor managi ng the
cookies stored in the cookie store. For exanple, a user agent m ght

| et users delete all cookies received during a specified tine period
or all the cookies related to a particular domain. |In addition, many
user agents include a user interface elenent that |lets users exam ne
the cookies stored in their cookie store.

User agents SHOULD provide users with a mechani sm for disabling
cooki es. Wen cooki es are disabled, the user agent MJST NOT incl ude
a Cooki e header field in outbound HTTP requests and the user agent
MUST NOT process Set-Cookie header fields in inbound HTTP responses.

User agents MAY offer a way to change the cookie policy (see
Section 7.2).

User agents MAY provide users the option of preventing persistent
storage of cookies across sessions. Wen configured thusly, user
agents MJST treat all received cookies as if the persistent-flag were
set to false. Sone popul ar user agents expose this functionality via
"private browsing" node [ Aggarwal 2010] .

Expi rati on Dates

Al t hough servers can set the expiration date for cookies to the

di stant future, nost user agents do not actually retain cookies for
mul tiple decades. Rather than choosing gratuitously long expiration
peri ods, servers SHOULD pronote user privacy by selecting reasonable
cooki e expiration periods based on the purpose of the cookie. For
exanple, a typical session identifier mght reasonably be set to
expire in tw weeks.
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8. Security Considerations
8.1. Overview

Cooki es have a nunber of security pitfalls. This section overviews a
few of the nore salient issues.

In particul ar, cookies encourage devel opers to rely on ambient
authority for authentication, often becom ng vul nerable to attacks
such as cross-site request forgery [CSRF]. Al so, when storing
session identifiers in cookies, devel opers often create session
fixation vulnerabilities.

Transport-1layer encryption, such as that enployed in HITPS, is
insufficient to prevent a network attacker from obtaining or altering
a victims cookies because the cookie protocol itself has various

vul nerabilities (see "Wak Confidentiality" and "Wak Integrity",
below). In addition, by default, cookies do not provide
confidentiality or integrity fromnetwork attackers, even when used
in conjunction with HTTPS

8.2. Anbient Authority

A server that uses cookies to authenticate users can suffer security
vul nerabilities because sone user agents let renote parties issue
HTTP requests fromthe user agent (e.g., via HITP redirects or HTM
fornms). Wen issuing those requests, user agents attach cookies even
if the renpte party does not know the contents of the cookies,
potentially letting the renpte party exercise authority at an unwary
server.

Al t hough this security concern goes by a number of names (e.g.
cross-site request forgery, confused deputy), the issue stens from
cookies being a formof anbient authority. Cookies encourage server
operators to separate designation (in the formof URLs) from

aut horization (in the formof cookies). Consequently, the user agent
m ght supply the authorization for a resource designated by the
attacker, possibly causing the server or its clients to undertake
actions designated by the attacker as though they were authorized by
t he user.

I nstead of using cookies for authorization, server operators m ght

wi sh to consider entangling designation and authorization by treating
URLs as capabilities. Instead of storing secrets in cookies, this
approach stores secrets in URLs, requiring the renote entity to
supply the secret itself. Although this approach is not a panacea,
judi cious application of these principles can |lead to nore robust
security.
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8.3. (Cear Text

Unl ess sent over a secure channel (such as TLS [TLS13]), the
information in the Cooki e and Set-Cooki e header fields is transmtted
in the clear.

1. Al sensitive information conveyed in these header fields is
exposed to an eavesdropper.

2. Amlicious internediary could alter the header fields as they
travel in either direction, with unpredictable results.

3. Anmalicious client could alter the Cookie header fields before
transm ssion, with unpredictable results.

Servers SHOULD encrypt and sign the contents of cookies (using

what ever format the server desires) when transnmitting themto the
user agent (even when sending the cookies over a secure channel).
However, encrypting and signing cookie contents does not prevent an
attacker fromtransplanting a cookie fromone user agent to another
or fromreplaying the cookie at a later tine.

In addition to encrypting and signing the contents of every cookie,
servers that require a higher level of security SHOULD use the Cookie
and Set - Cooki e header fields only over a secure channel. Wen using
cooki es over a secure channel, servers SHOULD set the Secure
attribute (see Section 4.1.2.5) for every cookie. |If a server does
not set the Secure attribute, the protection provided by the secure
channel will be largely noot.

For exanple, consider a webmail server that stores a session
identifier in a cookie and is typically accessed over HITPS. If the
server does not set the Secure attribute on its cookies, an active
networ k attacker can intercept any outbound HTTP request fromthe
user agent and redirect that request to the webmail server over HITP
Even if the webmail server is not listening for HTTP connections, the

user agent will still include cookies in the request. The active
networ k attacker can intercept these cookies, replay them against the
server, and learn the contents of the user’s email. |[If, instead, the

server had set the Secure attribute on its cookies, the user agent
woul d not have included the cookies in the clear-text request.
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8.4. Session ldentifiers

I nstead of storing session information directly in a cookie (where it
m ght be exposed to or replayed by an attacker), servers comonly
store a nonce (or "session identifier") in a cookie. Wen the server
receives an HTTP request with a nonce, the server can |ook up state

i nformati on associated with the cookie using the nonce as a key.

Usi ng session identifier cookies limts the damage an attacker can
cause if the attacker learns the contents of a cookie because the
nonce is useful only for interacting with the server (unlike non-
nonce cookie content, which night itself be sensitive). Furthernore,
usi ng a single nonce prevents an attacker from "splicing" together
cookie content fromtwo interactions with the server, which could
cause the server to behave unexpectedly.

Using session identifiers is not without risk. For exanple, the
server SHOULD take care to avoid "session fixation" vulnerabilities.
A session fixation attack proceeds in three steps. First, the
attacker transplants a session identifier fromhis or her user agent
to the victims user agent. Second, the victimuses that session
identifier to interact with the server, possibly inbuing the session
identifier with the user’s credentials or confidential information.
Third, the attacker uses the session identifier to interact with
server directly, possibly obtaining the user’s authority or
confidential information.

8.5. Weak Confidentiality

Cooki es do not provide isolation by port. |[If a cookie is readable by
a service running on one port, the cookie is also readable by a
service running on another port of the same server. |If a cookie is

witable by a service on one port, the cookie is also witable by a
service running on another port of the same server. For this reason,
servers SHOULD NOT both run mutually distrusting services on
different ports of the sane host and use cookies to store security-
sensitive information.

Cooki es do not provide isolation by scheme. Although nbst comonly
used with the http and https schenes, the cookies for a given host

m ght al so be avail able to other schenes, such as ftp and gopher
Al'though this lack of isolation by scheme is nbst apparent in non-
HTTP APl s that permt access to cookies (e.g., HIM.' s docunent.cookie
APl ), the lack of isolation by schene is actually present in
requirenents for processing cookies thenselves (e.g., consider
retrieving a URl with the gopher schene via HITP).
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Cooki es do not always provide isolation by path. Although the

net wor k-1 evel protocol does not send cookies stored for one path to
anot her, sone user agents expose cookies via non-HITP APls, such as
HTM.' s docunent.cookie API. Because sone of these user agents (e.g.,
web browsers) do not isolate resources received fromdifferent paths,
a resource retrieved fromone path night be able to access cookies
stored for another path.

8.6. Weak Integrity

Cooki es do not provide integrity guarantees for sibling domains (and
their subdonains). For exanple, consider foo.site.exanple and
bar.site.exanple. The foo.site.exanple server can set a cookie with
a Domain attribute of "site.exanple" (possibly overwiting an

exi sting "site.exanple"” cookie set by bar.site.exanple), and the user
agent will include that cookie in HTTP requests to bar.site.exanple
In the worst case, bar.site.exanple will be unable to distinguish
this cookie froma cookie it set itself. The foo.site.exanple server
m ght be able to |l everage this ability to nount an attack agai nst
bar. site. exanpl e.

Even though the Set-Cookie header field supports the Path attribute,
the Path attribute does not provide any integrity protection because
the user agent will accept an arbitrary Path attribute in a Set-
Cooki e header field. For exanple, an HTTP response to a request for
http://site. exanpl e/foo/bar can set a cookie with a Path attribute of
"/qux". Consequently, servers SHOULD NOT both run nutually
distrusting services on different paths of the sanme host and use
cookies to store security-sensitive information.

An active network attacker can also inject cookies into the Cookie
header field sent to https://site.exanple/ by inpersonating a
response fromhttp://site.exanple/ and injecting a Set-Cookie header
field. The HTTPS server at site.exanple will be unable to

di stinguish these cookies fromcookies that it set itself in an HTTPS
response. An active network attacker mght be able to | everage this
ability to nmount an attack against site.exanple even if site.exanple
uses HITPS excl usively.

Servers can partially mitigate these attacks by encrypting and
signing the contents of their cookies, or by naming the cookie with
the _ Secure- prefix. However, using cryptography does not mitigate
the i ssue conpletely because an attacker can replay a cookie he or
she received fromthe authentic site.exanple server in the user’s
session, with unpredictable results.
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Finally, an attacker night be able to force the user agent to delete
cookies by storing a | arge nunber of cookies. Once the user agent
reaches its storage limt, the user agent will be forced to evict
some cookies. Servers SHOULD NOT rely upon user agents retaining
cooki es.

8.7. Rel i ance on DNS

Cooki es rely upon the Dormai n Name System (DNS) for security. If the
DNS is partially or fully conprom sed, the cookie protocol mght fai
to provide the security properties required by applications.

8.8. SanmeSite Cookies
8.8.1. Defense in depth

"SanmeSite" cookies offer a robust defense agai nst CSRF attack when
depl oyed in strict node, and when supported by the client. It is,
however, prudent to ensure that this designation is not the extent of
a site’s defense agai nst CSRF, as same-site navigations and

submi ssions can certainly be executed in conjunction with other
attack vectors such as cross-site scripting or abuse of page
redirections.

Under st andi ng how and when a request is considered sanme-site is al so
important in order to properly design a site for SaneSite cooki es.

For exanple, if a cross-site top-level request is made to a sensitive
page that request will be considered cross-site and SaneSite=Strict
cookies won’t be sent; that page’'s sub-resources requests, however,
are sane-site and would receive SaneSite=Strict cookies. Sites can
avoi d inadvertently allowi ng access to these sub-resources by
returning an error for the initial page request if it doesn’t include
the appropriate cookies.

Devel opers are strongly encouraged to deploy the usual server-side
def enses (CSRF tokens, ensuring that "safe" HTTP net hods are
i denpotent, etc) to mtigate the risk nore fully.

Additionally, client-side techniques such as those described in

[app-isolation] may al so prove effective against CSRF, and are
certainly worth exploring in conbination with "SanmeSite" cookies.
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8.8.2. Top-level Navigations

Setting the SaneSite attribute in "strict” node provides robust
defense in depth agai nst CSRF attacks, but has the potential to
confuse users unless sites’ developers carefully ensure that their
cooki e- based sessi on managenent systens deal reasonably well with
top-1 evel navigations.

Consi der the scenario in which a user reads their email at MegaCorp
Inc’s webnai | provider https://site.exanple/. They m ght expect that
clicking on an emailed link to https://projects. exanpl e/ secret/

proj ect would show themthe secret project that they' re authorized to
see, but if https://projects. exanple has marked their session cookies
as SanmeSite=Strict, then this cross-site navigation won't send them
along with the request. https://projects.exanple will render a 404
error to avoid | eaking secret information, and the user will be quite
conf used.

Devel opers can avoid this confusion by adopting a sessi on nmanagenent
systemthat relies on not one, but two cookies: one conceptually
granting "read" access, another granting "wite" access. The latter
could be narked as SaneSite=Strict, and its absence would pronpt a
reaut hentication step before executing any non-idenpotent action
The former could be nmarked as SaneSite=Lax, in order to allow users
access to data via top-level navigation, or SameSite=None, to permt
access in all contexts (including cross-site enbedded contexts).

8.8.3. Mashups and Wdgets

The Lax and Strict values for the SanmeSite attribute are

i nappropriate for some inportant use-cases. |n particular, note that
content intended for enbedding in cross-site contexts (social
net wor ki ng wi dgets or commenting services, for instance) will not
have access to same-site cookies. Cookies which are required in
these situations should be marked with SaneSite=None to all ow access
in cross-site contexts.

Li kewi se, some forns of Single-Sign-On night require cookie-based
aut hentication in a cross-site context; these nechanisns will not
function as intended with sanme-site cookies and will also require
SaneSi t e=None.
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8.8.4. Server-controlled

SaneSite cookies in and of thenselves don’t do anything to address
the general privacy concerns outlined in Section 7.1 of [RFC6265].
The "SameSite" attribute is set by the server, and serves to nitigate
the risk of certain kinds of attacks that the server is worried
about. The user is not involved in this decision. Moreover, a
nurmber of side-channels exist which could allow a server to link

di stinct requests even in the absence of cookies (for exanple,
connection and/or socket pooling between sane-site and cross-site
requests).

8.8.5. Rel oad navigations

Requests issued for reloads triggered through user interface el enents
(such as a refresh button on a toolbar) are sane-site only if the

rel oaded docunment was originally navigated to via a sane-site
request. This differs fromthe handling of other rel oad navigations,
whi ch are always sane-site if top-level, since the source navigable's
active docunent is precisely the document being rel oaded.

Thi s special handling of reloads triggered through a user interface
el enment avoi ds sending SaneSite cookies on user-initiated reloads if
they were withheld on the original navigation (i.e., if the initial
navi gati on were cross-site). |If the reload navigation were instead
consi dered sane-site, and sent all the initially withheld SaneSite
cookies, the security benefits of w thhol ding the cookies in the
first place would be nullified. This is especially inportant given
that the absence of SameSite cookies withheld on a cross-site

navi gation request may lead to visible site breakage, pronpting the
user to trigger a rel oad.

For exanpl e, suppose the user clicks on a link from
https://attacker.exanple/ to https://victimexanple/. This is a
cross-site request, so SanmeSite=Strict cookies are w thheld. Suppose
this causes https://victimexanple/ to appear broken, because the
site only displays its sensitive content if a particular SameSite
cookie is present in the request. The user, frustrated by the
unexpectedly broken site, presses refresh on their browser’s tool bar
To now consi der the reload request sane-site and send the initially
wi t hhel d SaneSite cooki e woul d defeat the purpose of withholding it
inthe first place, as the rel oad navigation triggered through the
user interface may replay the original (potentially malicious)
request. Thus, the reload request should be considered cross-site,
l'ike the request that initially navigated to the page.
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Because requests issued for, non-user initiated, reloads attach all
SaneSite cookies, devel opers should be careful and thoughtful about
when to initiate a reload in order to avoid a CSRF attack. For
exanple, the page could only initiate a reload if a CSRF token is
present on the initial request.

8.8.6. Top-level requests with "unsafe" nethods

9

9

The "Lax" enforcenent node described in Section 5.6.7.1 allows a
cookie to be sent with a cross-site HITP request if and only if it is
a top-level navigation with a "safe" HITP nethod. | nplenentation
experience shows that this is difficult to apply as the default

behavi or, as sone sites may rely on cookies not explicitly specifying
a SaneSite attribute being included on top-level cross-site requests
with "unsafe" HITP nethods (as was the case prior to the introduction
of the SaneSite attribute)

For exanple, the concluding step of a login flow may involve a cross-
site top-level POST request to an endpoint; this endpoint expects a
recently created cookie containing transactional state information,
necessary to securely conplete the login. For such a cookie, "Lax"
enforcenment is not appropriate, as it would cause the cookie to be
excl uded due to the unsafe HTTP request nethod, resulting in an
unrecoverable failure of the whole login flow

The "Lax-all owi ng-unsafe" enforcement node described in
Section 5.6.7.2 retains some of the protections of "Lax" enforcenent
(as conpared to "None") while still allowing recently created cookies
to be sent cross-site with unsafe top-Ilevel requests.
As a nore perm ssive variant of "Lax" mode, "Lax-allow ng-unsafe"”
nmode necessarily provides fewer protections agai nst CSRF.

Utimately, the provision of such an enforcenent node shoul d be seen
as a tenporary, transitional nmeasure to ease adoption of "Lax"
enforcenment by default.

I ANA Consi derations
1. Cookie

The HTTP Field Nane Registry (see [HttpFi el dNaneRegi stry]) needs to
be updated with the follow ng registration

Header field nane: Cookie
Applicable protocol: http

Status: standard
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Aut hor/ Change controller: |1ETF
Speci fication docunment: this specification (Section 5.8.1)

9.2. Set-Cookie
The permanent nessage header field registry (see
[ H t pFi el dNameRegi stry]) needs to be updated with the foll ow ng
regi stration:
Header field nanme: Set-Cookie
Applicable protocol: http
Status: standard
Aut hor/ Change controller: |ETF
Speci fication docunent: this specification (Section 5.6)

9.3. "Cookie Attributes" Registry
I ANA is requested to create the "Cookie Attributes" registry,
defining the name space of attributes used to control cookies
behavior. The registry should be maintained in a new registry group
call ed "Hypertext Transfer Protocol (HTTP) Cookie Attributes" at
https://ww. i ana. or g/ assi gnment s/ cooki e-attri but e- nanes
(https://ww. i ana. org/ assi gnnent s/ cooki e-attri but e- nanes)

9.3.1. Procedure
Each registered attribute nane is associated with a description, and
a reference detailing how the attribute is to be processed and
stored.
New regi strations happen on a "RFC Required" basis (see Section 4.7
of [RFC8126]). The attribute to be registered MUST match the
ext ensi on-av syntax defined in Section 4.1.1. Note that attribute
nanes are generally defined in Canel Case, but technically accepted
case-insensitively.

9.3.2. Registration

The "Cookie Attributes" registry should be created with the
regi strations bel ow
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Appendi x A, Changes from RFC 6265

*

Adds the sane-site concept and the SaneSite attribute.
(Section 5.2 and Section 4.1.2.7)

I ntroduces cookie prefixes and prohibits namel ess cookies from
setting a value that would mmc a cookie prefix. (Section 4.1.3
and Section 5.7)

Prohi bits non-secure origins fromsetting cookies with a Secure
flag or overwiting cookies with this flag. (Section 5.7)

Limts maxi num cooki e size. (Section 5.7)

Limts maxi mum val ues for nax-age and expire. (Section 5.6.1 and
Section 5.6.2)

I ncludes the host-only-flag as part of a cookie’s uni queness
conputation. (Section 5.7)

Consi ders potentially trustworthy origins as "secure".
(Section 5.7)

| mproves cooki e synt ax

- Treats Set-Cookie: token as creating the cookie ("", "token").
(Section 5.6)

- Rejects cookies without a name nor value. (Section 5.7)

- Specifies howto serialize a nanel ess/val uel ess cooki e.
(Section 5.8.3)
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- Adjusts ABNF for cookie-pair and the Cooki e header production
to allow for spaces. (Section 4.1.1)

- Explicitly handl e control characters. (Section 5.6 and
Section 5.7)

- Specifies howto handle enpty donmain attributes. (Section 5.7)

- Requires ASCII characters for the domain attribute.
(Section 5.7)

* Refactors cookie retrieval algorithmto support non-HTTP APIs.
(Section 5.8.2)

* Specifies that the Set-Cookie |ine should not be decoded.
(Section 5.6)

* Adds an advisory section to assist inplenenters in deciding which
requi renents to inplenment. (Section 3.2)

* Advi ses agai nst sending invalid cookies due to public suffix Iist
changes. (Section 5.8.3)

* Renoves the single cookie header requirement. (Section 5.8.1)

* Address errata 3444 by updating the path-val ue andextensi on-av
grammar, errata 4148 by updating the day-of-nmonth, year, and tine
grammar, and errata 3663 by adding the requested note.

(Section 4.1 and Section 5.1.4)
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