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Abst ract

Data transfer using the Hypertext Transfer Protocol (HTTP) is often
interrupted by cancel ed requests or dropped connections. |f the

i nt ended recipient can indicate how nuch of the data was received
prior to interruption, a sender can resune data transfer at that
poi nt instead of attenpting to transfer all of the data again. HITP
range requests support this concept of resumabl e downl oads from
server to client. This document describes a nechani smthat supports
resunmabl e upl oads fromclient to server using HITP
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1.

I nt roducti on

Data transfer using the Hypertext Transfer Protocol ([HTTP]) is often
interrupted by cancel ed requests or dropped connections. |f the

i nt ended recipient can indicate how nuch of the data was received
prior to interruption, a sender can resune data transfer at that
poi nt instead of attenpting to transfer all of the data again. HITP
range requests (see Section 14 of [HTTP]) support this concept of
resumabl e data transfers for downl oads from server to client.

Thi s specification defines a mechanismfor resumabl e upl oads from
client to server in a way that is backwards-conpatible with
conventional HTTP upl oads. Wen an upload is interrupted, clients
can send subsequent requests to query the server state and use this
information to send the remining representation data.

Al ternatively, they can cancel the upload entirely. Unlike ranged
downl oads, this protocol does not support transferring an upload as
mul tiple requests in parallel

Utilizing resumabl e upl oads, applications can recover from unintended
interruptions, but also interrupt an upl oad on purpose to |ater
resune it, for exanple, when a user wants to pause an upl oad, the
device’'s network connectivity changes, or bandw dth shoul d be saved
for higher priority tasks.

The docunent introduces the concept of an upl oad resource to
facilitate resumabl e upl oads (Section 4) and defines new header
fields to communicate the state of the upload (Section 4.1), the
status code 104 (Upl oad Resunpti on Supported) to indicate the
server’'s support for resunmabl e upl oads (Section 5), and the
application/partial-upload nedia type to | abel partial representation
data when resum ng an upl oad (Section 6).

Conventions and Definitions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here

Sone exanples in this docunment contain long Iines that may be fol ded,
as described in [ RFC8792].

The terms Structured Header, Item Dictionary, String, Integer, and
Bool ean are inported from [ STRUCTURED- FI ELDS] .
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The ternms "representation", "representation data", "representation
met adata", "content", "client" and "server" are from Section 3 of
[ HTTP] .

The term"URI" is used as defined in Section 4 of [HITP].
The term "patch docunent” is taken from [ PATCH|

An _upload resource_ is a tenporary resource on the server that
facilitates the resunabl e upl oad of one representation (Section 4).

3. Overview

Resumabl e upl oads are supported in HTTP through use of a tenporary
resource, an _upload resource_ (Section 4), that is separate fromthe
resource being uploaded to and specific to that upload. By
interacting with the upload resource, a client can retrieve the
current offset of the upload (Section 4.3), append to the upload
(Section 4.4), and cancel the upload (Section 4.5).

The remai nder of this section uses exanples to illustrate different
interactions with the upload resource. HITP nessage exchanges, and
t hereby resunabl e upl oads, use representation data (see Section 8.1
of [HTTP]). This neans that resunabl e upl oads can be used w th many
forms of content, such as static files, in-nmenory buffers, data from
stream ng sources, or on-denand generated data.

3.1. Exanple 1. Conplete upload of representation data with known size

In this exanple, the client first attenpts to upload representation
data with a known size in a single HTTP request to the resource at
[ project/123/files. An interruption occurs and the client then
attenpts to resunme the upload using subsequent HTTP requests to the
upl oad resource at /upl oads/ abc.

1) The client notifies the server that it wants to begin an upl oad
(Section 4.2). The server reserves the required resources to accept
the upload fromthe client, and the client begins transferring the
entire representation data in the request content.

An interimresponse can be sent to the client, which signals the

server’'s support of resumable upload as well as the upload resource’s
URI via the Location header field (Section 10.2.2 of [HITP]).
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dient Server

I
| POST /project/123/files |
| Upl oad- Conpl ete: 2?1 |
R R ERREEEEEEEEEEREREEEE >|
I
I
I

Reserve resources
for upl oad

104 Upl oad Resunption Supported
Location: /upl oads/abc

) R Flow Interrupted-------------- X
Figure 1: Upload Creation

2) If the connection to the server is interrupted, the client night
want to resune the upload. However, before this is possible the
client needs to know the anmount of representation data that the
server received before the interruption. It does so by retrieving
the of fset (Section 4.3) fromthe upl oad resource.

Cient Server

I
| HEAD [/ upl oads/ abc |

I

| 204 No Content |
| Upl oad- O fset: X |
I
I

Figure 2: Ofset Retrieva

3) The client can resune the upl oad by sending the remaining
representation data to the upload resource (Section 4.4), appending
to the already stored representation data in the upload using the
application/partial-upload nedia type. The Upload-Ofset value is
included to ensure that the client and server agree on the offset
that the upload resumes from Once the renmaining representation data
is transferred, the server processes the entire representation and
responds with whatever the initial request to /project/123/files
woul d have produced if it had not been interrupted, e.g. a 200 (OK)
response.
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I I
| PATCH / upl oads/ abc |
| Upl oad- Conpl ete: 2?1 |
| Upload-Offset: X |
| Content-Type: application/partial-upload |
I
I
|

Fi gure 3: Upl oad Append

4) If the client is not interested in conpleting the upload, it can
instruct the upload resource to delete the upload and free al
rel ated resources (Section 4.5).

dient Server

| DELETE /upl oads/ abc |

Figure 4: Upl oad Cancel l ation
3.2. Exanple 2: Upload as a series of parts

In sone cases, clients mght prefer to upload a representation as a
series of parts sent serially across nultiple HITP nessages. One use
case is to overcone server limts on HITP nessage content size

Anot her use case is where the client does not know the final size of
the representation data, such as when the data originates froma
stream ng source

Thi s exanpl e shows how the client, with prior know edge about the
server’s resunmabl e upl oad support, can upload parts of a
representation increnentally.

1) If the client is aware that the server supports resunabl e upl oad,

it can start an upload with the Upl oad-Conplete field value set to
false and the first part of the representation
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dient Server

I
| POST /project/123/files
| Upl oad- Conpl ete: 20

I

| 201 Created
| Location: /upl oads/abc
I
I

Figure 5: Upload creation with partial representation data

2) Subsequent, internediate parts are appended (Section 4.4) with the
Upl oad- Conpl ete field value set to false, indicating that they are
not the last part of the representation data. The offset value in
the Upl oad- O fset header field is taken fromthe previous response
when creating the upload or appending to it.

dient Server

I I
| PATCH /upl oads/ abc |
| Upl oad- Conpl ete: ?0 |
| Upload-Offset: X |
| Content-Type: application/partial-upload |
|~ >

I

I

I
| 204 No Content
I
I

Figure 6: Appending partial representation data to upl oad

3) If the connection was interrupted, the client might want to resune
the upload, sinmlar to the previous exanple (Section 3.1). The
client retrieves the offset (Section 4.3) to |learn the anobunt of
representation data received by the server and then continues

appendi ng the remaining parts to the upload as in the previous step.
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dient Server

I I
| HEAD / upl oads/ abc

204 No Content
Upl oad-OfFfset: Y

I
PATCH / upl oads/ abc |
Upl oad- Conpl ete: 20 |
Upl oad-Of fset: Y |
Cont ent - Type: application/partial -upl oad |
I
I
I

Figure 7: Resuming an interrupted upl oad

4) The request to append the last part of the representati on data has
a Upl oad- Conplete field value set to true to indicate the conplete
transfer. Once the remmining representation data is transferred, the
server processes the entire representation and responds wi th whatever
the initial request to /project/123/files would have produced if it
had received the entire representation, e.g. a 200 (OK) response.

dient Server
I I
| PATCH / upl oads/ abc |
| Upload-Offset: Z |
} Upl oad- Conpl ete: 7?1 }
I
I
I

Cont ent - Type: application/partial -upl oad
R R T T >

|
|
R AL GECEE L L PR PR TR E PR EE R PE |
|

Fi gure 8: Appending renmining representation data
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4.

4.

4.

Upl oad Resource

A resumabl e upl oad is enabled through interaction with an upl oad
resource. Wen a resumabl e upl oad begins, the server is asked to
create an upload resource through a request to another resource
(Section 4.2). This upload resource is responsible for handling the
upl oad of a representation. Using the upload resource, the client
can query the upload progress (Section 4.3), append representation
data (Section 4.4), or cancel the upload (Section 4.5).

An upl oad resource is specific to the upload of one representation
For upl oading nmultiple representations, nultiple upload resources
have to be used.

The server can clean up an upl oad resource and nmake it inaccessible
imediately after the upload is conplete. However, if a client
didn't receive the | ast response acknow edgi ng the upload' s

conpl etion and the upload resource is not avail abl e anynore, the
client cannot verify the upload’'s state with the server. Therefore,
the server SHOULD keep the upload resource avail able for a reasonable
anount of time after the upload is conplete.

An upl oad resource SHOULD NOT reuse the URI froma previous upload
resource, unless reasonable tine has passed to ensure that no client
will attenpt to access the previous upload resource. QOherw se, a
client mght access the upload resource corresponding to a different
representation than it intends to transfer

1. State

The state of an upload consists of the follow ng properties that are
tracked by the upl oad resource.

1.1. O fset

The offset is the nunber of bytes fromthe representati on data that
have been received, either during the creation of the upload resource
(Section 4.2) and by appending to it (Section 4.4). The offset can
be retrieved fromthe upload resource (Section 4.3) and is required
when appendi ng representation data (Section 4.4) to synchronize the
client and resource regarding the anbunt of transferred
representation data.

Representati on data received by the upload resource cannot be renoved
again and, therefore, the offset MUST NOT decrease. |If the upload
resource | oses representation data, the server MJST consider the

upl oad resource invalid and reject further interaction with it.
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The Upl oad- O fset request and response header field conveys the
offset. Upload-Offset is an Item Structured Header Field

([ STRUCTURED- FI ELDS] ). Its value is a non-negative Integer

(Section 3.3.1 of [STRUCTURED- FI ELDS]) and indicates the current

of fset as viewed by the nessage sender. Oher val ues MJST cause the
entire header field to be ignored.

The Upl oad- O fset header field in responses serves as an

acknow edgenent of the received representation data and as a
guarantee that no retransmssion of it will be necessary. Cients
can use this guarantee to free resources associated to transferred
representation data.

4.1.2. Conpl et eness

An upload is inconplete until it is explicitly marked as conpl eted by
the client. After this point, no representation data can be appended
anynor e.

The Upl oad- Conpl et e request and response header field conveys the
compl eteness state. Upload-Conplete is an Item Structured Header
Field ([ STRUCTURED- FIELDS]). |Its value is a Boolean (Section 3.3.6
of [ STRUCTURED- FI ELDS]) and i ndi cates whether the upload is conplete
or not. Oher values MJST cause the entire header field to be

i gnor ed.

An upload is marked as conpleted if a request for creating the upl oad
resource (Section 4.2) or appending to it (Section 4.4) included the
Upl oad- Conpl ete header field with a true value and the request
content was fully received

4.1.3. Length

The length of an upload is the nunber of bytes of representation data
that the client intends to upl oad.

Even the client nmight not know the total length of the representation
data when starting the transfer, for exanple, because the
representation is taken froma streanm ng source. However, a client
SHOULD comruni cate the Iength to the upl oad resource as soon as it
becones known. There are two different ways for the client to

i ndi cate and the upl oad resource to discover the length fromrequests
for creating the upload resource (Section 4.2) or appending to it
(Section 4.4):
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* |f the request includes the Upload-Conplete field value set to
true and a valid Content-Length header field, the request content
is the remaining representation data. The length is then the sum
of the current offset (Section 4.1.1) and the Content-Length
header field val ue.

* The request can include the Upload-Length request and response
header field. Upload-Length is an Item Structured Header Field
([ STRUCTURED- FI ELDS] ). Its value is a non-negative Integer
(Section 3.3.1 of [STRUCTURED- FI ELDS]) and indicates the nunber of
bytes of the entire representation data. Qher values MJST cause
the entire header field to be ignored.

If both indicators are present in the same request, their indicated
| engths MUST match. If multiple requests include indicators, their
i ndi cated val ues MUST match. A server can use the problemtype

[ PROBLEM of "https://iana.org/assignnents/http-problem

t ypes#i nconsi st ent - upl oad-1 ength" (Section 7.3) in responses to

i ndi cate inconsistent |ength val ues.

The upl oad resource mght not know the length until the upload is
conpl et e.

Note that the length and of fset val ues do not determ ne whether an
upload is complete. Instead, the client uses the Upl oad- Conplete
(Section 4.1.2) header field to indicate that a request conpletes the
upl oad. The offset could match the I ength, but the upload can stil
be i nconpl ete.

4.1.4. Limts

An upl oad resource MAY enforce one or multiple limts, which are
communi cated to the client via the Upload-Linmt response header
field. Upload-Limt is a Dictionary Structured Header Field

([ STRUCTURED- FI ELDS] ). Its value is a Dictionary (Section 3.2 of
[ STRUCTURED- FI ELDS]). O her values MJUST cause the entire header
field to be ignored.

The foll owi ng key-val ue pairs are defined:

* The val ue under the max-size key specifies a nmaxi numsize for the
representation data, counted in bytes. The server m ght not
create an upload resource if the length (Section 4.1.3) deduced
fromthe upload creation request is |larger than the maxi mum si ze.
The upl oad resource can stop the upload if the offset
(Section 4.1.1) exceeds the nmaxi numsize. The value is an
I nt eger.
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* The val ue under the nin-size key specifies a minimmsize for the
representation data, counted in bytes. The server m ght not
create an upload resource if the length (Section 4.1.3) deduced
fromthe upload creation request is snaller than the m ni mum size
or no length can be deduced at all. The value is an Integer

* The val ue under the max-append-size key specifies a maxi mum si ze
counted in bytes for the request content in a single upload append
request (Section 4.4). The server mght reject requests exceedi ng
this limt. Aclient that is aware of this limt MJST NOT send
| arger upl oad append requests. The value is an Integer

* The val ue under the min-append-size key specifies a mninmmsize
counted in bytes for the request content in a single upload append
request (Section 4.4). The server mght reject requests bel ow
this limt. Aclient that is aware of this limt MJST NOT send
smal | er upl oad append requests. The value is an |nteger
Requests conpl eting the upload by including the Upl oad- Conpl et e:
?1 header field are exenpt fromthis linmt.

* The val ue under the max-age key specifies the remaining lifetine
of the upload resource in seconds counted fromthe generation of
the response. After the resource’'s lifetine is reached, the
server m ght nmake the upload resource inaccessible and a client
SHOULD NOT attenpt to access the upload resource as these requests
will likely fail. The lifetine MAY be extended but SHOULD NOT be
reduced unl ess the server makes the upload resource i mediately
i naccessible. The value is an Integer

Except for the nmax-age limt, the existence of alimt or its value
MUST NOT change throughout the lifetinme of the upload resource.

When parsing the Upload-Limt header field, unrecognized keys MJST be
i gnored and MUST NOT fail the parsing to facilitate the addition of
new limts in the future. Keys with values other than defined here
MUST be i gnored.

A server that supports the creation of a resumabl e upload resource
(Section 4.2) for a target URI MJST include the Upl oad-Linmt header
field with the corresponding limts in a response to an OPTI ONS
request sent to this target URI. |f a server supports the creation
of upload resources for any target URI, it SHOULD include the Upl oad-
Limt header field with the corresponding limts in a response to an
OPTIONS request with the * target unless the server is not capabl e of
handl i ng OPTIONS * requests. |If the server does not apply any
limts, it MJST use m n-size=0 instead of an enpty header val ue.
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A client can use an OPTIONS request to discover support for resumable
upl oads and potential limts before creating an upload resource. To
reduce the liklihood of failing requests, the limts announced in an
OPTI ONS response SHOULD NOT be less restrictive than the limts
applied to an upload once the upload resource has been created,

unl ess the request to create an upl oad resource included additiona
information that warrants different limts. For exanple, a server

m ght announce a general maximumsize limt of 1GB, but reduce it to
100MB when the nedia type indicates an inmage.

4.2. Upload Creation
4.2.1. dient Behavior

A client can start a resumabl e upload from any request that can carry
content by including the Upl oad- Conpl ete header field

(Section 4.1.2). As a consequence, all request nethods that allow
content are possible, such as POST, PUT, and PATCH

The Upl oad- Conpl ete header field is set to true if the request
content includes the entire representation data that the client
intends to upload. This is also a requirenment for transparently
upgrading to resunmabl e upl oads fromtraditional uploads

(Section 12.1.1).

If the client knows the representation data’ s length, it SHOULD

i nclude the Upl oad-Length header field (Section 4.1.3) in the request
to help the server allocate necessary resources for the upload and
provide early feedback if the representation violates a limt
(Section 4.1.4).

The client SHOULD respect any limts (Section 4.1.4) announced in the
Upl oad-Limt header field in interimor final responses. 1In
particular, if the allowed maxi mumsize is | ess than the anmount of
representation data the client intends to upload, the client SHOULD
stop the current request imediately and cancel the upl oad

(Section 4.5).

The request content can be enmpty. |If the Upl oad-Conpl ete header
field is then set to true, the client intends to upload an enpty
representation. An Upl oad- Conpl ete header field is set to false is
also valid. This can be used to retrieve the upload resource’s URI
before transferring any representation data. Since interimresponses
are optional, this technique provides another nechanismto |earn the
URI, at the cost of an additional round-trip before data upload can
comrence
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Representation netadata included in the initial request (see

Section 8.3 of [HITP]) can affect how servers act on the upl oaded
representation data. The Content-Type header field (Section 8.3 of
[HTTP]) indicates the nedia type of the representation. The Content-
Di sposition header field ([ CONTENT-DI SPCSI TION]) can be used to
transmt a filenane. The Content-Encoding header field (Section 8.4
of [HTTP]) nanmes the content codings applied to the representation

If the client received a final response with a

*  2xx (Successful) status code and the entire representati on data
was transferred in the request content, the upload is conplete and
the response belongs to the targeted resource processing the
representation.

* 2xXx (Successful) status code and not the entire representation
data was transferred in the request content, the Location response
header field points the client to the created upl oad resource.

The client can continue appending representation data to it
(Section 4.4).

* 4xx (Cient Error) status code, the client SHOULD NOT attenpt to
retry or resume the upload, unless the senantics of the response
all ow or recormend the client to retry the request.

* bxx (Server Error) status code or no final response at all due to
connectivity issues, the client MAY automatically attenpt upload
resunption by retrieving the current offset (Section 4.3) if it
received the URI of the upload resource in a 104 (Upl oad
Resunpti on Supported) interimresponse.

4.2.2. Server Behavi or

Upon receiving a request with the Upl oad- Conpl ete header field, the
server can choose to offer resunption support by creating an upl oad
resource. |If so, it SHOULD announce the upload resource by sending
an interimresponse with the 104 (Upl oad Resunption Supported) status
code and the Location header field pointing to the upload resource
unl ess the server is not capable of sending interimresponses. The
interimresponse MJST include the Upload-Limt header field with the
corresponding limts (Section 4.1.4) if existing. The interim
response allows the client to resunme the upload even if the nessage
exchange gets later interrupted.

The resource targeted by this initial request is responsible for
processing the representation data transferred in the resumable
upl oad according to the nethod and header fields in the initial

request, while the upl oad resource enabl es resum ng the transfer
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If the Upl oad-Conpl ete request header field is set to true, the
client intends to transfer the entire representation data in one
request. If the request content was fully received, no resumable

upl oad i s needed and the resource proceeds to process the request and
generate a response.

I f the Upl oad- Conpl ete header field is set to false, the client
intends to transfer the representation over multiple requests. |If
the request content was fully received, the server MJST announce the
upl oad resource by referencing it in the Location response header
field. Servers are RECOWENDED to use the 201 (Created) status code
The response MJUST include the Upload-Linmt header field with the
corresponding limts if existing.

The server MJST record the | ength according to Section 4.1.3 if the
necessary header fields are included in the request.

Wil e the request content is being received, the server MAY send
additional interimresponses with a 104 (Upl oad Resunption Support ed)
status code and the Upl oad- O fset header field set to the current
offset to informthe client about the upload progress. These interim
responses MJST NOT include the Location header field.

If the server does not receive the entire request content, for
exanpl e because of cancel ed requests or dropped connections, it
SHOULD append as nuch of the request content as possible to the

upl oad resource. The upload resource MJIST NOT be considered conpl ete
t hen.

4.2.3. Exanples

A) The foll ow ng exanpl e shows an upl oad creation, where the entire
100 bytes are transferred in the initial request. The server sends
multiple interi mresponses and one final response from processing the
upl oaded representation

POST /project/123/files HITP/ 1.1
Host: exanpl e. com

Upl oad- Conpl ete: 2?1
Content-Length: 100

Upl oad- Lengt h: 100

[content (100 bytes)]
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HTTP/ 1.1 104 Upl oad Resunpti on Supported
Location: https://exanpl e. com upl oad/ b530ce8f f
Upl oad-Limt: max-si ze=1000000000

HTTP/ 1.1 104 Upl oad Resunpti on Supported
Upl oad- Of fset: 50

HTTP/ 1.1 200 XK

Location: https://exanpl e. com upl oad/ b530ce8f f
Upl oad-Limt: nax-si ze=1000000000

Cont ent - Type: application/json

{"attachmentld": "b530ce8ff"}

B) The follow ng exanpl e shows an upl oad creation, where only the
first 25 bytes of a 100 bytes upload are transferred. The server
acknow edges the received representation data and that the upload is
not conplete yet. The client can continue appendi ng dat a.

POST /upload HTTP/ 1.1
Host: exanpl e. com

Upl oad- Conpl ete: 20
Content-Length: 25

Upl oad- Lengt h: 100

[partial content (25 bytes)]

HTTP/ 1.1 104 Upl oad Resunpti on Supported
Location: https://exanpl e. com upl oad/ b530ce8f f

HTTP/ 1.1 201 Created
Location: https://exanpl e. com upl oad/ b530ce8f f
Upl oad-Limt: max-si ze=1000000000

C) The followi ng exanpl e shows an upl oad creation, where the server
responds with a 5xx status code. Thanks to the interimresponse
contai ning the upload resource URI, the client can resume the upl oad.

POST /upl oad HTTP/ 1.1
Host: exanpl e. com

Upl oad- Conpl ete: 2?1
Content-Length: 100
Upl oad- Lengt h: 100

[content (100 bytes)]
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HTTP/ 1.1 104 Upl oad Resunpti on Supported
Location: https://exanpl e. com upl oad/ b530ce8f f

HTTP/ 1.1 500 Internal Server Error

D) The follow ng exanple shows an upload creation being rejected by
the server. The client cannot continue the upl oad.

POST /upl oad HTTP/ 1.1
Host: exanpl e. com

Upl oad- Conpl ete: 2?1
Content-Length: 100
Upl oad- Lengt h: 100

[content (100 bytes)]

HTTP/ 1.1 400 Bad Request
4.3. Ofset Retrieval
4.3.1. dient Behavior

If the client wants to resune the upload after an interruption, it
has to know t he anmount of representation data received by the upload
resource so far. It can fetch the offset by sending a HEAD request
to the upl oad resource. Upon a successful response, the client can
continue the upl oad by appendi ng representation data (Section 4.4)
starting at the offset indicated by the Upl oad-Offset response header
field.

The offset can be less than or equal to the nunber of bytes of
representation data that the client has already sent. The client MAY
reject an offset which is greater than the nunber of bytes it has

al ready sent during this upload. The client is expected to handle
backtracki ng of a reasonable length. |[If the offset is invalid for
this upload, or if the client cannot backtrack to the offset and
reproduce the sanme representation data it has already sent, the

upl oad MUST be considered a failure. The client SHOULD cancel the
upl oad (Section 4.5) after rejecting the offset.

The client MJUST NOT performoffset retrieval while creation
(Section 4.2) or appending (Section 4.4) is in progress as this can
cause the previous request to be terminated by the server as
described in Section 4.6.

If the client received a response with a
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*  2xx (Successful) status code, the client can continue appendi ng
representation data to it (Section 4.4) if the upload is not
compl ete yet.

* 307 (Tenporary Redirect) or 308 (Pernmanent Redirect) status code,
the client MAY retry retrieving the offset fromthe new URI.

* 4xx (Cient Error) status code, the client SHOULD NOT attenpt to
retry or resume the upload, unless the semantics of the response
all ow or recommend the client to retry the request.

* bBxx (Server Error) status code or no final response at all due to
connectivity issues, the client MAY retry retrieving the offset.

4.3.2. Server Behavi or
A successful response to a HEAD request agai nst an upl oad resource

*  MUIST include the offset in the Upl oad-Offset header field
(Section 4.1.1),

* MJST include the conpleteless state in the Upl oad- Conpl et e header
field (Section 4.1.2),

* MUIST include the length in the Upl oad-Length header field if known
(Section 4.1.3),

* MJST indicate the limts in the Upload-Limt header field
(Section 4.1.4), and

*  SHOULD include the Cache-Control header field with the val ue no-
store to prevent HITP caching ([ CACH NG ).

The resource SHOULD NOT generate a response with the 301 (Myved
Per manently) and 302 (Found) status codes because clients night
follow the redirect w thout preserving the HEAD net hod.

4.3.3. Exanple
A) The follow ng exanpl e shows an offset retrieval request. The
server indicates the current offset and that the upload is not
conplete yet. The client can continue to append representation data.

HEAD / upl oad/ b530ce8ff HITP/ 1.1
Host: exanpl e. com
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HTTP/ 1.1 204 No Content

Upl oad- O fset: 100

Upl oad- Conpl ete: 20

Upl oad- Lengt h: 500

Upl oad-Li mt: nax-age=3600
Cache-Control: no-store

B) The foll owi ng exanple shows on offset retrieval request for a
compl eted upload. The client does not need to continue the upload.

HEAD / upl oad/ b530ce8ff HTTP/ 1.1
Host: exanpl e. com

HTTP/ 1.1 204 No Content
Upl oad- O f set: 500
Upl oad- Conpl ete: 2?1
Upl oad- Lengt h: 500
Cache-Control: no-store

4. 4. Upl oad Append
4.4.1. dient Behavior

A client can continue the upload and append representati on data by
sendi ng a PATCH request with the application/partial-upload nedia
type (Section 6) to the upload resource. The request content is the
representation data to append.

The client MJUST indicate the offset of the request content inside the
representation data by including the Upl oad- O fset request header
field. To ensure that the upload resource will accept request, the
of fset SHOULD be taken from an i medi ate previ ous response for
retrieving the offset (Section 4.3) or appending representation data
(Section 4.4).

The request MJST include the Upl oad-Conpl ete header field. [Its value
is true if the end of the request content is the end of the
representation data. |If the content is then fully received by the
upl oad resource, the upload will be conplete.

The request content can be enpty. |If the Upload-Conplete field is
then set to true, the client wants to conplete the upload wi thout
appendi ng additi onal representation data.

If the client received a final response with a
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*  2xXx (Successful) status code and the remai ning representati on data
was transferred in the request content, the upload is conplete and
the correspondi ng response belongs to the resource processing the
representation according to the initial request (see Section 4.2).

*  2xx (Successful) status code and not the entire remaining
representation data was transferred in the request content, the
client can continue appendi ng representation data.

* 307 (Tenporary Redirect) or 308 (Pernmanent Redirect) status code,
the client MAY retry appending to the new UR

* 4xx (dient Error) status code, the client SHOULD NOT attenpt to
retry or resume the upload, unless the semantics of the response
all ow or recormend the client to retry the request.

* bBxx (Server Error) status code or no final response at all due to
connectivity issues, the client MAY autonmatically attenpt upload
resunption by retrieving the current offset (Section 4.3).

4.4.2. Server Behavi or

An upl oad resource applies a PATCH request with the application/
partial -upl oad nedia type (Section 6) by appendi ng the patch docunent
in the request content to the upload resource.

If the upload resource does not receive the entire patch docunent,
for exanpl e because of cancel ed requests or dropped connections, it
SHOULD append as nuch of the patch docunent as possible, starting at
its beginning and without discontinuities. Appending a continuous
section starting at the patch docunment’s begi nning constitutes a
successful PATCH as defined in Section 2 of [PATCH|

If the Upl oad-O fset request header field value does not natch the
current offset (Section 4.1.1), the upload resource MJST reject the
request with a 409 (Conflict) status code. The response MJST i ncl ude
the correct offset in the Upload-Ofset header field. The response
can use the problemtype [ PROBLEM of "https://iana.org/assignments/
ht t p- pr obl em t ypes#m smat chi ng- upl oad-of fset” (Section 7.1)

If the upload is already conplete (Section 4.1.2), the server MJST
NOT nodi fy the upload resource and MJST reject the request. The
server can use the problemtype [ PROBLEM of

"https://iana.org/assi gnnents/http-probl emtypes#conpl et ed-upl oad" in
the response (Section 7.2).
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If the Upl oad-Conpl ete request header field is set to true, the
client intends to transfer the remaining representation data in one
request. If the request content was fully received, the upload is
mar ked as conpl ete and the upl oad resource SHOULD generate the
response that matches what the resource, that was targeted by the
initial upload creation (Section 4.2), would have generated if it had
received the entire representation in the initial request. However,
the response MUST include the Upl oad- Conpl ete header field with a
true value, allowing clients to identify whether a response, in
particular error responses, is related to the resunabl e upload itself
or the processing of the upload representation

I f the Upl oad-Conpl ete request header field is set to false, the
client intends to transfer the remaining representation over nultiple

requests. |If the request content was fully received, the upload
resource acknow edges the appended data by sending a 2xx (Successful)
response.

If the request didn't conplete the upl oad, any response, successfu
or not, MJST include the Upl oad- Conpl ete header field with a fal se
val ue, indicating that this response does not belong to the
processi ng of the upl oaded representation

The upl oad resource MJST record the length according to Section 4.1.3
if the necessary header fields are included in the request. |If the

I ength is known, the upload resource MJST prevent the offset from
exceedi ng the upload |l ength by stopping to append bytes once the

of fset reaches the length, rejecting the request, marking the upl oad
resource invalid and rejecting any further interaction with it. It
is not sufficient to rely on the Content-Length header field for

enf orcement because the header field mght not be present.

Wil e the request content is being received, the server SHOULD send
interimresponses with a 104 (Upl oad Resunption Supported) status
code and the Upl oad-Ofset header field set to the current offset to
informthe client about the upload progress. These interimresponses
MUST NOT include the Location header field.

4.4.3. Exanple
A) The follow ng exanpl e shows an upl oad append request. The client
transfers the next 100 bytes at an offset of 100 and does not

indicate that the upload is then conpleted. The server generates one
interimresponse and finally acknow edges the new of fset:
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PATCH / upl oad/ b530ce8ff HTTP/ 1.1

Host: exanpl e. com

Upl oad- Conpl ete: 20

Upl oad- Of fset: 100

Content-Length: 100

Cont ent - Type: application/partial -upl oad

[content (100 bytes)]

HTTP/ 1.1 104 Upl oad Resunpti on Supported
Upl oad- Of fset: 150

HTTP/ 1.1 204 No Content
Upl oad- Conpl ete: 20

B) The next exanple shows an upl oad append, where the client
transfers the renmai ning 200 bytes and conpl etes the upload. The
server processes the upl oaded representati on and generates the
respondi ng response, in this exanple containing extracted nmeta data:

PATCH / upl oad/ b530ce8ff HTTP/ 1.1

Host: exanpl e. com

Upl oad- Conpl ete: 2?1

Upl oad- Of fset: 200

Content - Lengt h: 100

Cont ent - Type: application/parti al -upl oad

[content (100 bytes)]
HTTP/ 1.1 200 K

Upl oad- Conpl ete: 2?1
Cont ent - Type: application/json

"metadata": {

... ]

}

4.5. Upl oad Cancell ation

4.5.1. dient Behavior
If the client wants to ternminate the transfer without the ability to
resune, it can send a DELETE request to the upload resource. Doing
so is an indication that the client is no longer interested in

continuing the upload, and that the server can rel ease any resources
associated with it.
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4.5.2. Server Behavi or

Upon receiving a DELETE request, the server SHOULD deactivate the
upl oad resource.

The server SHOULD terminate any in-flight requests to the upload
resource before sending the response by abruptly ternminating their
HTTP connection(s) or stream(s) as described in Section 4.6.

The resource SHOULD NOT generate a response with the 301 (Myved
Per manently) and 302 (Found) status codes because clients night
follow the redirect w thout preserving the DELETE net hod.

4.5.3. Exanple
The foll owi ng exanpl e shows an upl oad cancel l ation

DELETE / upl oad/ b530ce8ff HTTP/ 1.1
Host: exanpl e. com

HTTP/ 1.1 204 No Content
4.6. Concurrency

Resumabl e upl oads, as defined in this docunent, do not pernit

upl oadi ng representation data in parallel to the sane upl oad
resource. The client MJST NOT performmultiple representati on data
transfers for the sane upl oad resource in parallel

Even if the client is well behaving and doesn’'t send concurrent
requests, network interruptions can occur in such a way that the
client considers a request as failed while the server is unaware of
the probl em and considers the request still ongoing. The client

m ght then try to resune the upload with the best intentions,
resulting in concurrent requests fromthe server’s perspective.
Therefore, the server MJIST take neasures to prevent race conditions,
data |l oss and corruption from concurrent requests to append
representation data (Section 4.4) and/or cancellation (Section 4.5)
to the same upload resource. |In addition, the server MJST NOT send
outdated information in responses when retrieving the of fset

(Section 4.3). This neans that the offset sent by the server MJST be
accepted in a subsequent request to append representation data if no
ot her request to append representation data or cancel was received in
the meantime. |In other words, clients have to be able to use

recei ved of fsets.
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The RECOMMENDED approach is as follows: |If an upload resource
receives a new request to retrieve the offset (Section 4.3), append
representation data (Section 4.4), or cancel the upload (Section 4.5)
while a previous request for creating the upload (Section 4.2) or
appendi ng representation data (Section 4.4) is still ongoing, the
resource SHOULD prevent race conditions, data |oss, and corruption by
term nating the previous request before processing the new request.
Due to network delay and reordering, the resource nmight still be
receiving representation data froman ongoing transfer for the same
upl oad resource, which in the client’s perspective has failed. Since
the client is not allowed to performnultiple transfers in parallel,
the upl oad resource can assune that the previous attenpt has already
failed. Therefore, the server MAY abruptly term nate the previous
HTTP connection or stream

Since inplenenting this approach is not always technically possible
or feasible, other neasures can be considered as well. A sinpler
approach is that the server only processes a new request to retrieve
the of fset (Section 4.3), append representation data (Section 4.4),
or cancellation (Section 4.5) once all previous requests have been
processed. This effectively inplements exclusive access to the

upl oad resource through an access | ock. However, since network

i nterruptions can occur in ways that cause the request to hang from
the server’s perspective, it mght take the server significant tine
to realize the interruption and time out the request. During this
period, the client will be unable to access the resource and resumne
the upload, causing friction for the end users. Therefore, the
recomended approach is to term nate previous requests to enable
qui ck resunption of upl oads.

5. Status Code 104 (Upl oad Resunption Support ed)

The 104 (Upl oad Resunpti on Supported) status code is can be used for
two purposes:

* \When responding to requests to create uploads, an interimresponse
with the 104 (Upl oad Resunption Supported) status code can be sent
to indicate the server’s support for resumabl e uploads, as well as
the URI and linmts of the correspondi ng upl oad resource in the
Location and Upl oad-Linmt header fields, respectively (see
Section 4.2). This notifies the client early about the ability to
resunme the upload in case of network interruptions.

* \Wile processing the content of a request to append representation
data or create an upload, the server can regularly send interim
responses with the 104 (Upl oad Resunption Supported) status code
to indicate the current upload progress in the Upl oad-Ofset
header field (see Section 4.2 and Section 4.4). This allows the
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7

7

client to show nore accurate progress information about the anount
of data receive by the server. |In addition, clients can use this
information to rel ease representation data that was buffered,
knowi ng that it doesn’'t have to be re-transmtted.

Medi a Type application/partial -upl oad

The application/partial -upl oad medi a type describes a contiguous

bl ock fromthe representation data that should be uploaded to a
resource. There is no mnimum bl ock size and the bl ock m ght be
enpty. The block can be a subset of the representation data, where
the start and/or end of the block don't Iine up with the start and/or
end of the representation data respectively.

Pr obl em Types
1. Msmatching Ofset

This section defines the "https://iana.org/assignments/http-problem
t ypes#ni smat chi ng- upl oad-of fset” problemtype [ PROBLEM. A server
can use this problemtype when responding to an upl oad append request
(Section 4.4) to indicate that the Upl oad-Offset header field in the
request does not match the upload resource’s offset.

Two problemtype extension nenbers are defined: the expected-offset
and provi ded-of fset menbers. A response using this problemtype
SHOULD popul ate both menbers, with the value of expected-offset taken
fromthe upload resource and the val ue of provided-offset taken from
t he upl oad append request.

The foll owi ng exanpl e shows an exanpl e response, where the resource’s
of fset was 100, but the client attenpted to append at offset 200:

# NOTE: '\’ line wapping per RFC 8792

HTTP/ 1.1 409 Conflict
Cont ent - Type: application/probl em+j son

{
"type":"https://iana.org/assignnments/http-probl emtypes#\
m smat chi ng- upl oad- of f set”
"title": "offset fromrequest does not match offset of resource”,
"expected-of fset": 100,
"provided-of fset": 200
}

Kleidl, et al. Expires 6 Decenber 2025 [ Page 26]



I nternet-Draft Resumabl e Upl oads June 2025

7.2. Conpl eted Upl oad

This section defines the "https://iana.org/assignments/http-problem
t ypes#conpl et ed- upl oad" problemtype [ PROBLEM. A server can use
this probl emtype when responding to an upl oad append request
(Section 4.4) to indicate that the upload has already been conpleted
and cannot be nodifi ed.

The foll owi ng exanpl e shows an exanpl e response:
# NOTE: '\’ line wapping per RFC 8792

HTTP/ 1.1 400 Bad Request
Cont ent - Type: application/probl em+j son

{
"type":"https://iana.org/assi gnments/http-probl emtypes#\
conpl et ed- upl oad",
"title": "upload is already conpl eted"
}
7.3. Inconsistent Length

This section defines the "https://iana.org/assignments/http-problem
t ypes#i nconsi st ent - upl oad- 1 engt h" probl emtype [ PROBLEM. A server
can use this problemtype when responding to an upl oad creation
(Section 4.2) or upload append request (Section 4.4) to indicate that
the request includes inconsistent upload |l ength values, as described
in Section 4.1.3.

The foll owi ng exanpl e shows an exanpl e response:
# NOTE: '\’ line wapping per RFC 8792

HTTP/ 1.1 400 Bad Request
Cont ent - Type: application/probl em+j son

{
"type":"https://iana.org/assi gnments/http-probl emtypes#\
i nconsi st ent -upl oad- | engt h",
"title": "inconsistent |ength values for upload"
}
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8.

10.

10.

Cont ent Codi ngs

Since the codings listed in Content-Encoding are a characteristic of
the representation (see Section 8.4 of [HITP]), both the client and
the server always conpute the values for Upl oad-Offset and optionally
Upl oad-Length on the content coded data (that is, the representation
data). Moreover, the content codings are retained throughout the
entire upload, meaning that the server is not required to decode the
representation data to support resumabl e upl oads. See Appendi x A of
[ DI GEST- FI ELDS] for nore infornmation

Transfer Codi ngs

Unl i ke Content-Encoding (see Section 8.4.1 of [HITP]), Transfer-
Encodi ng (see Section 6.1 of [HITP/1.1]) is a property of the
message, not of the representation. Moreover, transfer codings can
be applied in transit (e.g., by proxies). This neans that a client
does not have to consider the transfer codings to conpute the upl oad
of fset, while a server is responsible for transfer decoding the
message before conputing the upload offset. The sane applies to the
val ue of Upl oad-Length. Please note that the Content-Length header
field cannot be used in conjunction with the Transfer-Encodi ng header
field.

Integrity Digests

The integrity of an entire upload or individual upload requests can
be verifying using digests from|[ Dl GEST-FI ELDS] .

1. Representation Digests

Representation digests help verify the integrity of the entire
representation data that has been upl oaded so far, which mght strech
across nultiple requests.

If the client knows the integrity digest of the entire representation
data before creating an upload resource, it can include the Repr-

Di gest header field when creating an upload (Section 4.2). Once the
upl oad is conpleted, the server can conpute the integrity digest of
the received representation data and conpare it to the provided
digest. |If the digests don't natch, the server SHOULD consi der the
upl oad failed, not process the representation further, and signal the
failure to the client. This way, the integrity of the entire
representati on data can be protected.

Al ternatively, when creating an upload (Section 4.2), the client can
ask the server to conpute and return the integrity digests using a
Want - Repr-Di gest field conveying the preferred algorithnms. The
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response SHOULD include at |east one of the requested di gests, but

m ght not include it. The server SHOULD conpute the representation
digests using the preferred algorithms once the upload is conplete
and include the correspondi ng Repr-Di gest header field in the
response. Alternatively, the server can conpute the digest
continuously during the upload and include the Repr-Di gest header
field in responses to upload creation (Section 4.2) and upl oad
appendi ng requests (Section 4.4) even when the upload is not
completed yet. This allows the client to simultaneously conpute the
digest of the transmtted representation data, conpare its digest to
the server’s digest, and spot data integrity issues. |If an upload is
spread across nultiple requests, data integrity issues can be found
even before the upload is fully conpleted.

2. Content Digests

Content digests help verify the integrity of the content in an
i ndi vi dual request.

If the client knows the integrity digest of the content from an

upl oad creation (Section 4.2) or upload appending (Section 4.4)
request, it can include the Content-Digest header field in the
request. Once the content has been received, the server can conpute
the integrity digest of the received content and conpare it to the
provided digest. |If the digests don't match the server SHOULD
consider the transfer failed, not append the content to the upl oad
resource, and signal the failure to the client. This way, the
integrity of an individual request can be protected.

Responses to Upl oads

HTTP upl oads often not only transfer a representation to the server
but al so send back information to the client. For resumabl e upl oads,
this works simlar to conventional HITP uploads. The server can
include information in the response to the request, which transferred
the remai ning representation data and included the Upl oad- Conpl et e:
?1 header field. Cients can regard this response as the fina
response for the entire upload, as detailed in Section 4.2 and
Section 4. 4.

However, due to network interruptions, the upload resource m ght
receive the remaining representation data, conplete the upload, and
send a response to the client, which then does not receive the
response. The client can learn that the upload is conplete by
retrieving its state (Section 4.3), but resumabl e upl oads as defi ned
in this docunent do not offer functionality to recover the m ssed
response.
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To address this issue, the server can send the desired information in
header fields, which are included in both the final response and
responses when the client fetches the upload state via a HEAD request
(Section 4.3). This way, the client can retrieve the information
fromthe header even if it failed to receive the final response. |If
the piece of information is too |large for header fields, the server
could nake it available as a separate resource for retrieval and
point the client to its URI in an appropriate header field.

Upl oad Strategies

The definition of the upload creation request (Section 4.2) provides
the client with flexibility to choose whether the representati on data
is fully or partially transferred in the first request, or if no
representation data is included at all. Which behavior is best

| argely depends on the client’s capabilities, its intention to avoid
data re-transmi ssion, and its know edge about the server’'s support
for resunabl e upl oads.

The foll owi ng subsections describe two typical upload strategies that
are suited for conmon environnments. Note that these nodes are never
explicitly comunicated to the server and clients are not required to
stick to one strategy, but can nmix and adapt themto their needs.

1. Optimstic Upload Creation

An "optimstic upload creation"” can be used i ndependent of the
client’s know edge about the server’s support for resumabl e upl oads.
However, the client nust be capable of handling and processing
interimresponses. An upload creation request then includes the ful
representation data because the client anticipates that it will be
transferred without interruptions or resumed if an interruption
occurs.

The benefit of this method is that if the upl oad creation request
succeeded, the representation data was transferred in a single
request w thout additional round trips.
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A possi ble drawback is that the client might be unable to resume an
upload. If an upload is interrupted before the client received a 104
(Upl oad Resunption Supported) interimresponse with the upload
resource’s URI, the client cannot resune that upload due to the
mssing URI. The interimresponse mght not be received if the

i nterruption happens too early in the nmessage exchange, the server
does not support resumabl e uploads at all, the server does not

support sending the 104 (Upl oad Resunption Supported) interim
response, or an intermediary dropped the interimresponse. Wthout a
104 response, the client needs to either treat the upload as failed
or retry the entire upload creation request if this is allowed by the
appl i cation.

Aclient mght wait for alimted duration to receive a 104 (Upl oad
Resunpti on Supported) interimresponse before starting to transmt
the request content. This way, the client can | earn about the
resource’s support for resumabl e upl oads and/or the upload resource’s
URI. This is conceptually simlar to howa client nmght wait for a
100 (Continue) interimresponse (see Section 10.1.1 of [HTTP]) before
committing to work.

1.1. Upgrading To Resunabl e Upl oads

Optimstic upload creation allows clients and servers to

aut omati cal l y upgrade non-resunabl e uploads to resunable ones. 1In a
non-resumabl e upl oad, the representation is transferred in a single
request, usually POST or PUT, without any ability to resune from
interruptions. The client can offer the server to upgrade such a
request to a resunmabl e upload by addi ng the Upl oad- Conpl ete: 2?1
header field to the original request. The Upl oad-Length header field
SHOULD be added if the representation data’'s length is known upfront.
The request is not changed ot herwi se.

A server that supports resunabl e uploads at the target URI can create
an upl oad resource and send its URI in a 104 (Upl oad Resunption
Supported) interimresponse for the client to resune the upload after
interruptions. A server that does not support resumabl e upl oads or
does not want to upgrade to a resumable upload for this request

i gnores the Upl oad- Compl ete: ?1 header. The transfer then falls back
to a non-resunmabl e upl oad wi thout additional cost.
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Thi s upgrade can al so be performed transparently by a library or
programthat acts as a HITP client by sending requests on behalf of a
user. \Wen the user instructs the client to send a non-resumabl e
request, the client can performthe upgrade transparently and handl e
potential interruptions and resunptions under the hood w t hout
involving the user. The |ast response received by the client is
consi dered the response for the entire upload and shoul d be provided
to the user.

2. Careful Upload Creation

For a "careful upload creation" the client knows that the server
supports resumabl e upl oads and sends an enpty upload creation request
wi t hout including any representation data. Upon successful response
reception, the client can use the included upload resource URI to
transmit the representation data (Section 4.4) and resune the upl oad
at any stage if an interruption occurs. The client should inspect
the response for the Upl oad-Lint header field, which would indicate
limts applying to the remai ni ng upl oad procedure.

The retransm ssion of representation data or the ultimte upl oad
failure that can happen with an "optimstic upload creation" is
therefore avoided at the expense of an additional request that does
not carry representation data.

Thi s approach is best suited if the client cannot receive interim
responses, e.g. due to a limtation in the provided HITP interface,
or if large representations are transferred where the cost of the
additional request is mnuscule conpared to the effort of
transferring the representation itself.

Security Considerations

The upload resource URI is the identifier used for nodifying the
upload. Wthout further protection of this URI, an attacker may
obtain informati on about an upload, append data to it, or cancel it.
To prevent this, the server SHOULD ensure that only authorized
clients can access the upload resource. To reduce the risk of

unaut hori zed access, it is RECOWENDED to generate upl oad resource
URIs in such a way that nmakes it hard to be guessed by unauthori zed

clients. In addition, servers may enbed i nformati on about the
storage or processing |location of the uploaded representation in the
upl oad resource URI to nmake routing requests nore efficient. If so,

they MUST ensure that no internal information is |eaked in the URI
that is not intended to be exposed.
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Upl oaded representation data and its nmetadata are untrusted input.
Server operators have to be careful of where upl oaded data is witten
and subsequently accessed, especially if the operations cause the
representation to be processed or executed by the server. In

addi tion, netadata MJUST be validated and/or sanitized if the server
takes its values into consideration for processing or storing the
representation.

Sone servers or intermediaries provide scanning of content upl oaded
by clients. Any scanning nechanismthat relies on receiving a

conpl ete representation in a single request nessage can be defeated
by resunabl e upl oads because content can be split across nultiple
messages. Servers or internediaries wishing to perform content
scanni ng SHOULD consi der how resumabl e upl oads can circunvent
scanni ng and take appropriate neasures. Possible strategies include
waiting for the upload to conplete before scanning the entire
representation, or disabling resunabl e upl oads.

Resumabl e upl oads are vulnerable to Slow oris-style attacks
[SLOMORIS]. A malicious client may create upload resources and keep
themalive by regularly sending PATCH requests with no or snal

content to the upload resources. This could be abused to exhaust
server resources by creating and hol di ng open upl oads indefinitely
with mnimal work. Servers SHOULD provide nmitigations for Sloworis
attacks, such as increasing the maxi mum nunber of clients the server
will allow, limting the nunber of uploads a single client is allowed
to nmake, inmposing restrictions on the mninumtransfer speed an
upload is allowed to have, and restricting the length of tine an

upl oad resource can exi st.

| ANA Consi der ati ons
1. HTTP Fi el ds

I ANA is asked to register the following entries in the "Hypertext
Transfer Protocol (HTTP) Field Name Registry"
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| Field Nane | Status | Structured Type | Reference
[} e ——————— L ——————— Ll —————————_——_ Ll p—p—_—_———(——————r
| Upl oad- O f set | permanent | Item | Section 4.1.1 of
| | | | this docunent
R - R e
| Upl oad-Conmpl ete | pernmanent | Item | Section 4.1.2 of

| | | this docunent
o e e e oo R o e e e oo o e e e e oo oo
| Upl oad- Length | permanent | Item | Section 4.1.3 of
| | | | this docunent
R - R e
| Upl oad-Limt | pernmanent | Dictionary | Section 4.1.4 of
| | | | this docunent
o e e e oo R o e e e oo o e e e e oo oo

Table 1

14.2. HITP Status Code

I ANA is asked to register the following entry in the "HITP Status
Codes" registry:

Val ue: 104 (suggested val ue)

Description: Upload Resunption Supported

Specification: Section 5 of this docunent
14.3. Media Type

| ANA is asked to register the following entry in the "Media Types”
registry:

Type name: application

Subt ype nane: partial -upl oad

Required paraneters: NA

Optional parameters: NA

Encodi ng consi derations: binary

Security considerations: see Section 13 of this docunent

Interoperability considerations: NA
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Publ i shed specification: Section 6 of this docunent

Applications that use this nmedia type: Applications that transfer
files over unreliable networks or want pause- and resumnabl e
upl oads.

Fragrment identifier considerations: NA

Addi tional information

* Deprecated alias nanes for this type: NA

* Magic nunber(s): NA

* File extension(s): NA

* Macintosh file type code(s): NA

*  Wndows Cipboard Name: N A

Person and enmmni|l address to contact for further information: See the
Aut hors’ Addresses section of this docunent.

I ntended usage: COMVON
Restrictions on usage: NA
Aut hor: See the Authors’ Addresses section of this docunent.
Change controller: |ETF
14.4. HTTP Probl em Types

IANA is asked to register the following entry in the "HTTP Probl em
Types" registry:

Type URI: https://iana.org/assignments/http-problem
t ypes#ni smat chi ng- upl oad- of f set

Title: Msmatching Upload O f set
Recomrended HTTP status code: 409
Ref erence: Section 7.1 of this docunent

IANA is asked to register the following entry in the "HTTP Probl em
Types" registry:
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Type URI: https://iana.org/assi gnments/http-probl emtypes#conpl et ed-
upl oad

Title: Upload I's Conpl eted
Recomrended HTTP status code: 400
Ref erence: Section 7.2 of this docunent

I ANA is asked to register the following entry in the "HTTP Probl em
Types" registry:

Type URI: https://iana.org/assignments/http-problem
t ypes#i nconsi st ent - upl oad-1 engt h

Title: [Inconsistent Upload Length Val ues

Recommended HTTP status code: 400

Ref erence: Section 7.3 of this docunent
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Appendi x A.  Changes
This section is to be renoved before publishing as an RFC
Since draft-ietf-httpbis-resumabl e-upl oad-08
* (darify definitions of new header fields.

* Make handling of OPTIONS * optional.
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* Require server to announce linmts using Upload-Limt.
* Require clients to adhere to known linmts.

* Rephrase requirenents for concurrency handling, focusing on the
out cone.

* Renmove requirement for 204 status code for DELETE responses.

* |Increase the draft interop version

* Add section about 104 status code.

* Rephrase reconmmendation for sending information back to client.
Since draft-ietf-httpbis-resunmabl e-upl oad-07

* Cdarify server handling when upload |length is exceeded.

* Extend security considerations about upload resource URI'S
representation netadata, and untrusted inputs.

* Alowclients to retry for appropriate 4xx responses.
Since draft-ietf-httpbis-resumabl e-upl oad-06

* Mnor editorial inmprovenents to introduction and exanpl es.

* Define structured types for new header fields.
Since draft-ietf-httpbis-resumabl e-upl oad-05

* Increase the draft interop version

* Nunerous editorial changes.

*  Renane expires limt to max-age

* Require Upl oad- Conpl ete, but not Upload-Ofset or Upload-Limt,
for append responses.

* Add problemtype for inconsistent |ength val ues.

* Reduce use of "file" in favor of "representation".
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Since draft-ietf-httpbis-resumabl e-upl oad-04
* Carify inplications of Upload-Limt header
* Alowclient to fetch upload limts upfront via OPTI ONS
* Add gui dance on upload creation strategy.
* Add Upl oad-Length header to indicate | ength during creation
* Describe possible usage of Want-Repr-Di gest.
Since draft-ietf-httpbis-resumabl e-upl oad-03

* Add note about Content-Location for referring to subsequent
resources

* Require application/partial-upload for appending to upl oads.
* Explain handling of content and transfer codings.
* Add problemtypes for msmatching offsets and conpl et ed upl oads.
* Cdarify that conpl eted upl oads nmust not be appended to.
* Describe interaction with Di gest Fields from RFC9530
* Require that upload of fset does not decrease over tine.
* Add Upl oad-Linmt header field.
* Increase the draft interop version
Since draft-ietf-httpbis-resunmabl e-upl oad-02
* Add upload progress notifications via informational responses.
* Add security consideration regarding request filtering.

* Explain the use of enpty requests for creation uploads and
appendi ng.

* Extend security consideration to include resource exhaustion
att acks.

* Al ow 200 status codes for offset retrieval

* |Increase the draft interop version
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Since draft-ietf-httpbis-resumabl e-upl oad-01
* Repl ace Upl oad- I nconmpl ete header with Upl oad- Conpl et e.
* Replace term nol ogy about procedures with HTTP resources.
* Increase the draft interop version

Since draft-ietf-httpbis-resumabl e-upl oad-00

* Renove Upl oad- Token and instead use Server-generated upload URL
for upload identification.

* Require the Upl oad-1nconplete header field in Upl oad Creation
Procedure.

* |Increase the draft interop version

Si nce draft-tus-httpbis-resunabl e-upl oads- prot ocol - 02
None

Since draft-tus-httpbis-resunabl e-upl oads- prot ocol -01

* Carifying backtracki ng and preventing skippi ng ahead during the
O fset Receiving Procedure

* (Cients auto-retry 404 is no |onger all owed.
Si nce draft-tus-httpbis-resunabl e-upl oads- prot ocol - 00

* Split the Upload Transfer Procedure into the Upload Creation
Procedure and the Upl oad Appendi ng Procedure.

Appendix B. Draft Version Identification
This section is to be renoved before publishing as an RFC
To assist the devel opnent of inplenentations and interoperability
testing while this docunent is still a draft, an interop version is
defined. Inplementations of this draft use the interop version to
identify the iteration of the draft that they inplenent. The interop
version is bunped for breaking changes.

The current interop version is 8.
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Client inplementations of draft versions of the protocol MJST send a
header field Upload-Draft-Interop-Version with the interop version as
its value to its requests. The Upl oad-Draft-Interop-Version field
val ue is an |Integer.

Server inplementations of draft versions of the protocol MJST NOT
send a 104 (Upl oad Resunption Supported) informational response when
the interop version indicated by the Upl oad-Draft-Interop-Version
header field in the request is m ssing or nismatching.

Server inplenentations of draft versions of the protocol MJST al so
send a header field Upload-Draft-Interop-Version with the interop
version as its value to the 104 (Upl oad Resunption Support ed)

i nformati onal response.

Client inplenentations of draft versions of the protocol MJST ignore
a 104 (Upl oad Resunption Supported) informational response wth

m ssing or msmatching interop version indicated by the Upl oad-Draft-
I nt erop- Versi on header field.

The reason both the client and the server are sending and checking
the draft version is to ensure that inplenentations of the final RFC
will not accidentally interop with draft inplenentations, as they
wi Il not check the existence of the Upl oad-Draft-Interop-Version
header field.
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