HTTPBI S B. M Schwartz
I nternet-Draft Meta Platforns, |nc.
Updates: 9112, 9298 (if approved) 20 August 2025
I ntended status: Standards Track

Expires: 21 February 2026

Security Considerations for Optimstic Protocol Transitions in HITP/1.1
draft-ietf-httpbis-optimstic-upgrade-05

Abst ract

In HTTP/ 1.1, the client can request a change to a new protocol on the
exi sting connection. This document discusses the security
considerations that apply to data sent by the client before this
request is confirned, and updates RFC 9112 and RFC 9298 to avoid

rel ated security issues.

About Thi s Docunent
This note is to be renoved before publishing as an RFC
Status information for this docurment may be found at
https://datatracker.ietf.org/doc/draft-ietf-httpbis-optimstic-
upgr ade/ .

Source for this draft and an issue tracker can be found at
https://github. com htt pwg/ http-extensions.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups nmay also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi mum of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 21 February 2026.
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license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
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Tabl e of Contents

1. Conventions and Definitions .

2. Background

3 Possi bl e Securi ty I ssues

.1. Request Smuggling .

.2. Parser Exploits .

4. Operational |ssues . .
5. Inpact on HTTP Upgrade WI'[h EXI S'[I ng Upgrade Tokens .
.1 "TLsS" . . . .

. 2. "V\ébSocket "/ "websocket "

.3. "connect - udp

.4. "connect-ip" .

Gui dance for Future Upgrade Tokens
.1. Selection of Request Methods
Gui dance for HTTP CONNECT .
Security Considerations .

| ANA Consi derations .

0. References .

10.1. Normative Ref erences .

10.2. Informative References .
Acknowl edgrents .

Aut hor’ s Addr ess

w w

o1 01 01Ol

o
o

".@.00.\‘
COVOVOOOOANNNONDODUTUTAWN

e

1. Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here.
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Backgr ound

In HITP/ 1.1 and later, a single connection can be used for many
requests. |In HITP/2 and HTTP/ 3, these requests can be multipl exed,
as each request is distinguished explicitly by its streamID
However, in HTTP/ 1.1, requests are strictly sequential, and each new
request is distinguished inmplicitly by the closure of the preceding
request.

HTTP/ 1.1 is also the only version of HITP that allows the client to
change the protocol used for the renainder of the connection. There
are two mechani snms to request such a protocol transition. One
mechani smis the Upgrade request header field ([HTTP], Section 7.8),
which indicates that the client would like to use this connection for
a protocol other than HITP/1.1. The server replies with a 101
(Switching Protocols) status code if it accepts the protocol change.

The ot her nechanismis the HTTP CONNECT net hod. This net hod
indicates that the client wishes to establish a TCP connection to the
speci fied host and port. The server replies with a 2xx (Successful)
response to indicate that the request was accepted and a TCP
connection was established. After this point, the TCP connection is
acting as a TCP tunnel, not an HTTP/ 1.1 connecti on.

Bot h of these mechanisns also permit the server to reject the
request. For exanple, [HITP] says:

A server MAY ignore a received Upgrade header field if it w shes
to continue using the current protocol on that connection

and

A server MJST reject a CONNECT request that targets an enpty or
invalid port nunber, typically by responding with a 400 (Bad
Request) status code

Rej ecti ons are comon, and can happen for a variety of reasons. A
request using Upgrade mght be rejected if:

* The server does not support any of the client’s indicated upgrade
tokens (i.e., the client’s proposed new protocols), so it
continues to use HITP/ 1.1

* The server knows that an upgrade to the offered protocol wll not
provi de any inprovenent over HITP/1.1 for this request to this
resource, so it chooses to respond in HITP/ 1.1
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* The server requires the client to authenticate before upgrading
the protocol, so it replies with the status code 401
(Aut henti cati on Required) and provides a challenge in an
Aut hori zation response header field ([HTTP], Section 11.6.2).

* The resource has noved, so the server replies with a 3xx
(Redirection) status code ([HTTP], Section 3.4).

Simlarly, a CONNECT request mght be rejected if:
* The server does not support HTTP CONNECT.
* The specified destination is not allowed under server policy.

*  The destination cannot be resolved, is unreachabl e, or does not
accept the connection.

* The proxy requires the client to authenticate before proceeding.

After rejecting a request, the server will continue to interpret
subsequent bytes on that connection in accordance with HITP/1.1

[HTTP] al so states:

A client cannot begin using an upgraded protocol on the connection

until it has conpletely sent the request nessage (i.e., the client
can’t change the protocol it is sending in the mddle of a
message) .

However, because of the possibility of rejection, the converse is not
true: a client cannot necessarily begin using a new protocol nerely
because it has finished sending the correspondi ng request message.

In sone cases, the client m ght expect that the protocol transition
will succeed. |If this expectation is correct, the client nmight be
abl e to reduce delay by inmedi ately sending the first bytes of the
new protocol "optimistically", without waiting for the server’s
response. This docunent explores the security inplications of this
"optimstic" behavior.

3. Possible Security Issues

When there are only two distinct parties involved in an HTTP/ 1.1
connection (i.e., the client and the server), protocol transitions

i ntroduce no new security issues: each party nust already be prepared
for the other to send arbitrary data on the connection at any tine.
However, HTTP connections often involve nore than two parties, if the
requests or responses include third-party data. For exanple, a
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browser (party 1) might send an HTTP request to an origin (party 2)
with path, headers, or content controlled by a website froma
different origin (party 3). Post-transition protocols such as
WebSocket simlarly are often used to convey data chosen by a third

party.

If the third-party data source is untrusted, we call the data it
provi des "attacker-controlled". The combination of attacker-
controll ed data and optim stic protocol transitions results in two
significant security issues.

3.1. Request Smuggling

In a Request Srmuggling attack ([HTTP/1.1], Section 11.2) the
attacker-controlled data is chosen in such a way that it is
interpreted by the server as an additional HTTP request. These
attacks allow the attacker to speak on behalf of the client while
bypassing the client’s own rul es about what requests it will issue.
Request Srmuggling can occur if the client and server have distinct
interpretations of the data that fl ows between them

If the server accepts a protocol transition request, it interprets
the subsequent bytes in accordance with the new protocol. If it
rejects the request, it interprets those bytes as HITP/1.1. However,
the client cannot know which interpretation the server will take
until it receives the server’s response status code. |If it uses the
new protocol optimstically, this creates a risk that the server wll
interpret attacker-controlled data in the new protocol as an

addi tional HTTP request issued by the client.

As a trivial exanple, consider an HTTP CONNECT client providing
connectivity to an untrusted application. If the client is

aut henticated to the proxy server using a connection-|evel

aut henti cati on method such as TLS Cient Certificates, the attacker
could send an HTTP/ 1.1 POST request for the proxy server at the
beginning of its TCP connection. |If the client delivers this data
optinmistically, and the CONNECT request fails, the server would

m sinterpret the application’s data as a subsequent authenticated
request issued by the client.

3.2. Parser Exploits

A related category of attacks use protocol disagreement to exploit

vul nerabilities in the server’'s request parsing logic. These attacks
apply when the HTTP client is trusted by the server, but the post-
transition data source is not. |If the server software was devel oped
under the assunption that sone or all of the HTTP request data is not
attacker-controlled, optim stic transm ssion can cause this
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assunption to be viol ated, exposing vulnerabilities in the server’s
HTTP request parser.

4. Operational |ssues

If the server rejects the transition request, the connection can
continue to be used for HITP/1.1. There is no requirenent to close
the connection in response to a rejected transition, and keeping the
connecti on open has performance advantages if additional HITP
requests to this server are likely. Thus, it is normally

i nappropriate to close the connection in response to a rejected
transition.

5. Inpact on HTTP Upgrade with Existing Upgrade Tokens

This section describes the inpact of this docunment’s considerations
on sone regi stered upgrade tokens that are believed to be in use at
the time of witing.

5.1. "TLS"

The "TLS" fam |y of upgrade tokens was defined in [ RFC2817], which
correctly highlights the possibility of the server rejecting the
upgrade. If a client ignores this possibility and sends TLS data
optinmistically, the result cannot be valid HTTP/1.1: the first octet
of a TLS connection must be 22 (Content Type. handshake), but this is
not an allowed character in an HITP/1.1 nmethod. A conpliant HITP/ 1.1
server will treat this as a parsing error and cl ose the connection

wi t hout processing further requests.

5.2. "WebSocket"/"websocket"

Section 4.1 of [WEBSOCKET] says:
Once the client’s openi ng handshake has been sent, the client MJST
wait for a response fromthe server before sending any further
dat a.

Thus, optim stic use of HITP Upgrade is already forbidden in the

WebSocket protocol. Additionally, the WbSocket protocol requires

hi gh-entropy nasking of client-to-server franes (Section 5.1 of

[ WEBSOCKET] ) .

5.3. "connect - udp"

Section 5 of [ CONNECT- UDP] says:
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A client MAY optim stically start sending UDP packets in HITP
Dat agrans before receiving the response to its UDP proxying
request.

However, in HTTP/ 1.1, this "proxying request" is an HTTP Upgrade
request. This upgrade is likely to be rejected in certain

ci rcunmstances, such as when the UDP destination address (which is
attacker-controlled) is invalid. Additionally, the contents of the
"connect -udp" protocol stream can include untrusted material (i.e.,
the UDP packets, which might cone from other applications on the
client device). This creates the possibility of Request Srmuggling
attacks. To avoid these concerns, this docunent replaces that text
to exclude HITP/ 1.1 fromany optimistic sending, as foll ows:

A client MAY optim stically start sending UDP packets in HTTP
Dat agrans before receiving the response to its UDP proxying
request, but only if the HTTP version in use is HITP/2 or |ater
Clients MJST NOT send UDP packets optimstically in HTTP/ 1. x due
to the risk of request snuggling attacks.

5.4. "connect-ip"
The "connect-ip" upgrade token is defined in [ CONNECT-1P].
Section 11 of [CONNECT-1P] forbids clients from sendi ng packets
optimstically in HITP/ 1.1, avoiding this issue.

6. Quidance for Future Upgrade Tokens

There are now several good exanpl es of designs that reduce or
elimnate the security concerns discussed in this docunent and nmay be
applicable in future specifications:

* Forbid optimstic use of HITP Upgrade (Section 4.1 of [WEBSOCKET],
Section 11 of [ CONNECT-1P]).

* Enbed a fixed preanble that deliberately termnates HTTP/ 1.1
processing (Section 3.4 of [HITP/2]).

* Apply high-entropy nmasking of client-to-server data (Section 5.1
of [ WEBSOCKET] ) .

Future specifications for upgrade tokens should account for the

security issues discussed here and provide cl ear guidance on how
i mpl ement ati ons can avoid them
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6.1. Selection of Request Methods

Sone upgrade tokens, such as "TLS', are defined for use with any
ordinary HTTP nethod. The upgraded protocol continues to provide
HTTP semantics, and will convey the response to this HITP request.

The ot her upgrade tokens nentioned in Section 5 do not preserve HITP
semantics, so the nmethod is not relevant. All of these upgrade
tokens are specified only for GET requests with no content.

Future specifications for upgrade tokens should restrict their use to
CGET requests with no content if the HITTP nethod is ot herw se
irrelevant and the request does not need to carry any nessage
content. This inmproves consistency with other upgrade tokens and
simplifies server inplementation

7. @iidance for HITP CONNECT

Thi s docunment updates RFC 9112 to include the remaining text of this
section. The requirenments in this section apply only to HITP/ 1.1

Proxy clients that send CONNECT requests on behal f of untrusted TCP
clients MUST do one or both of the foll ow ng:

1. Wit for a 2xx (Successful) response before forwardi ng any TCP
payl oad dat a.

2. Send a "Connection: close" request header

Proxy clients that don't inplenent at |east one of these two
behavi ors are vulnerable to a trivial request smuggling attack
([HTTP/ 1.1], Section 11.2).

At the time of witing, sone proxy clients are believed to be

vul nerabl e as described. As a mitigation, proxy servers MJST cl ose

t he underlying connection when rejecting a CONNECT request, without
processing any further requests on that connection, unless the client
is known to wait for a 2xx (Successful) response before forwarding
TCP payl oad data. This requirenment applies whether or not the
request includes a "close" connection option

Note that this mitigation will frequently inpair the perfornmance of
correctly inmplemented clients, especially when returning a 407 (Proxy
Aut henti cati on Required) response. This perfornmance | oss can be

avoi ded by using HITP/2 or HTTP/ 3, which are not vulnerable to this
attack.
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8.

10.

10.

10.

Security Considerations

Thi s docunent describes security considerations related to optimstic
use of protocol transitions in HITP/ 1. 1.

I ANA Consi derations
Thi s docunent has no | ANA acti ons.
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