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Abst ract

Thi s specification defines an extension to HTTP Cachi ng, changi ng how
URI query paramneters inmpact caching.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at https://httpwg. org/
htt p- extensi ons/draft-ietf-httpbis-no-vary-search.htnml. Status
information for this docunent may be found at
https://datatracker.ietf.org/doc/draft-ietf-httpbis-no-vary-search/.

Di scussi on of this docunent takes place on the HTTP Wirki ng G oup
mailing list (mailto:ietf-http-wy@3.o0rg), which is archived at
https://lists.w3.org/Archives/Public/ietf-http-wy/. Wrking Goup
informati on can be found at https://httpwg. org/.

Source for this draft and an issue tracker can be found at
https://github. com htt pwg/ http-extensi ons/| abel s/ no-vary-search.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 14 Novenber 2026.
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1. Introduction

HTTP caching [HTTP- CACHING is based on reusing resources which match
across a nunber of cache keys, with the nost inportant one being the
presented target URI (Section 7.1 of [HTTP]). However, sonetines
multiple URIs can represent the same resource. This |eads to caches
not al ways being as hel pful as they could be: if the cache contains a
response under one URI, but the response is then requested under
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anot her, the cached version will be ignored.

The "No-Vary-Search” response header field defines a caching
extension, as described in Section 4 of [HITP-CACH NG, that tackles
a specific subset of this general problem for when different URIs
that only differ in certain query paranmeters identify the sane
resource. It allows resources to declare that sone or all parts of
the query conmponent do not senmantically affect the served response,
and thus can be ignored for cache matching purposes. For exanple, if
the order of the query paraneters do not affect which resource is
identified, this is indicated using

No- Vary- Sear ch: key- order

If the specific query paraneters (e.g., ones indicating something for
anal ytics) do not semantically affect the served resource, this is
i ndi cated using

No- Vary- Sear ch: params=("ut m source" "utm nmedi uni’ "utm canpai gn")

And if the resource instead wants to take an allow i st-based
approach, where only certain known query paraneters semantically
af fect the served response, they can use

No- Vary- Sear ch: except =(" product|d")

Note that "cache busting"” by sending unique query paraneters to avoid
retrieving a cached response can be nade ineffective by the No-Vary-
Search header field.

Section 3 defines the new response header field No-Vary-Search, using
the [ STRUCTURED- FI ELDS] framework. Section 4 and Section 5
illustrate the data nodel for how the field value can be represented
in specifications, and the process for parsing the raw output from
the structured field parser into that data nodel. Section 6 gives
the key algorithmfor conparing if two URLs are equival ent under the
i nfluence of the header field; notably, it |eans on the deconposition
of the query component into keys and val ues given by the application/
x-ww\ formurl encoded (https://url.spec.whatwg. or g/ #concept -

url encoded) format specified in [WHATWG- URL]. (As such, this header
field is not useful for URLs whose query conponent does not follow
that format.) Finally, Section 7 explains how to extend Section 4 of
[HTTP- CACH NG to take this new equival ence into account.
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Conventions and Definitions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here

In this docunment, the ternms "URI" and "URL" are used interchangeably,
depending on context. "URI" is used in the context of [URI], [HTTP],
and [ HTTP- CACHI NG, whereas "URL" is used in the context of the

al gorithnms specified in [ WHATWG URL] .

Thi s docunent al so adopts some conventions and notation typical in
WHATWG and WBC usage, especially as it relates to algorithns. See
[ WHATWG | NFRA], and in particul ar

* jits definition of lists, including the list literal notation * 1,
2, 3 #.

* its definition of strings, including their representation as code
units.

(Ot her concepts used are called out using inline references.)
HTTP header field definition
The No-Vary-Search HTTP header field is a structured field
[ STRUCTURED- FI ELDS] whose val ue MJST be a dictionary (Section 3.2 of
[ STRUCTURED- FI ELDS] ) .

It has the foll owi ng authoring conformance requirenents

* |f present, the key-order entry’'s value MJST be a bool ean
(Section 3.3.6 of [STRUCTURED- FI ELDS]).

* |f present, the params entry’s val ue MJST be an inner list of
strings (Section 3.1.1 of [STRUCTURED- FI ELDS]) .

* |f present, the except entry's value MJST be an inner |ist of
strings (Section 3.1.1 of [STRUCTURED- FI ELDS]) .

* The except entry MJST NOT be present if the params entry is also
present.
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The dictionary MAY contain entries whose keys are not one of key-
order, parans, and except, but their neaning is not defined by this

specification. Inplenmentations of this specification will ignore
such entries (but future docunments m ght assign neaning to such
entries).

| As always, the authoring confornmance requirenents are not
| binding on inplementations. |Inplenentations instead need to
| inplenment the processing nodel for URL variation configurations
| (configs) given by the obtain a URL variation config algorithm
| (Section 5.2).
4. Data nodel
A _URL variation config_ consists of the foll ow ng:

no-vary parans
either the special value *wildcard* or a list of strings

vary parans
either the special value *wldcard* or a list of strings

vary on key order
a bool ean

The _default URL variation config_is a URL variation config whose
no-vary parans is an enpty list, vary paranms is *w |dcard*, and vary
on key order is true.

The obtain a URL variation config algorithm (Section 5.2) ensures
that all URL variation configs obey the follow ng constraints:

* vary parans is a list if and only if the no-vary params is
*W | dcard*; and

* no-vary parans is a list if and only if the vary parans is
*wi | dcar d*.

5. Parsing
5.1. Parse a URL variation config
To _parse a URL variation config_ given _value_:
1. If _value_is null, then return the default URL variation config.

2. Let _result_ be a new URL variation config.
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3. Set _result_'s vary on key order to true.
4. |If _value_["key-order"] exists:

1. If _value ["key-order"] is not a boolean, then return the
default URL variation config.

2. Set _result_'s vary on key order to the bool ean negation of
_value_["key-order"].

5. If both value ["parans"] and _value ["except"] exist or neither
exists, then return the default URL variation config.

6. If _value_ ["parans"] exists:

1. If _value ["parans"] is not an array, then return the default
URL variation config.

2. If any itemin _value_["paranms"] is not a string, then return
the default URL variation config.

3. Set _result s no-vary parans to the result of applying parse
a key (Section 5.3) to each itemin _value ["parans"].

4. |If any itemin _result_'s no-vary parans is an error, then
return the default URL variation config.

5. Set _result_'s vary parans to *wi |l dcard*.
7. Oherwise, if _value ["except"] exists:

1. If _value_["except"] is not an array, then return the default
URL variation config.

2. If any itemin _value ["except"] is not a string, then return
the default URL variation config.

3. Set _result_'s vary paranms to the result of applying parse a
key (Section 5.3) to each itemin _value ["except"].

4. If any itemin _result 's vary parans is an error, then
return the default URL variation config.

5. Set _result_'s no-vary parans to *wi |l dcard*.

8. Return _result .
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In general, this algorithmis strict and tends to return the
default URL variation config whenever it sees sonething it
doesn’t recognize. This is because the default URL variation
config behavior will just cause fewer cache hits, which is an
acceptabl e fall back behavi or.

However, unrecogni zed keys at the top level are ignored, to
make it easier to extend this specification in the future. To
avoi d m sbehavior with existing client software, such
extensions will likely expand, rather than reduce, the set of
requests that a cached response can natch.

The input to this algorithmis generally obtained by parsing a
structured field (Section 4.2 of [ STRUCTURED- FI ELDS]) using
field_type "dictionary".

5.2. Obtain a URL variation config

To _obtain a URL variation config_ given a response
(https://fetch. spec. what wg. or g/ #concept - response) _response_:

1. Let fieldvalue_be the result of getting a structured field
val ue (https://fetch. spec. whatwg. or g/ #concept - header -1 i st - get -
structured-header) [FETCH given ‘ No-Vary-Search' and
"dictionary" from _response_'s header |ist.

2. Return the result of parsing a URL variation config (Section 5.1)
given _fieldvalue._.

5.2.1. Exanples
The following illustrates how various inputs are parsed, in terns of

their inpact on the resulting no-vary parans and vary parans:
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+::::::::::::::::::::::::::::::
| I'nput
[§ lemesfoms b bemsoe s esoe s ese s ese s es s e fes e es e
| No-Vary-Search: paranms=("a")

I

o e e e e e e e e e e e e e e e e mm - -

| No-Vary-Search: except=("x

I

o e e e e e e e e e e e e e e e e e e e e e e m =

| No-Vary- Search: paranms=()

I

o e e e e e e e e e e e e e e e e mm - -

| No-Vary-Search: except=()

I

o e e e e e e e e e e e e e e e e e e e e e e m =

Tab

The following inputs are all inval

variation config to be returned:

Sear ch May 2026
+::::::::::::::::::::::::::::::+

| Result |

[§ eemesfomsbomsemsee s esos s ese s esps s es s

| no-vary params: # "a" {8 |
| vary paranms: *wi | dcard* |

o e e e e e e e i e +

| no-vary parans:
vary parans:

*wi | dcar d* |
an j:/% |

| no-vary parans:
| vary parans:

(enpty list) |
*Wi | dcar d* |

| no-vary parans: *wildcard* |

| vary params: (enpty list) |

o e e e e e e e e e o +
le 1

idand will cause the default URL

EE S R T 3

The followi ng inputs are valid, but somewhat unconventional .
are shown al ongside their nore conventional

No- Var y- Sear ch:
No- Var y- Sear ch:
No- Var y- Sear ch:
No- Var y- Sear ch:
No- Var y- Sear ch:
No- Var y- Sear ch:
No- Var y- Sear ch:
No- Var y- Sear ch:
No- Var y- Sear ch:
No- Var y- Sear ch:
No- Var y- Sear ch:

Deni cola, et al.

key-order="not a bool ean"
parans="not an inner |ist"
par ams=(not - a- stri ng)

par ans=?0

par ans=?1

parans=?1, except=("x")
paranms=("a"), except=("x"
params=(), except=()

except="not an inner list"
except =(not-a-string)
except =?1

They
form

Expi res 14 Novenber 2026
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| I'nput | Conventional form |
[S s bl oo s o}
| No-Vary-Search: key-order=?1 | No-Vary-Search: key-order |
e +
| No- Vary- Sear ch: | No-Vary-Search: key- |
| except=("x"), key-order | order, except=("x") |
o e e e e e e e e m e e Tt +
| No-Vary- Search: paranms=() | (omt the header field) |
o e e e e e e e e e o e e e e e e e oo +
| No-Vary-Search: key-order=?0 | (omit the header field) |
o e e e e e e e i e o e e e e e e eie oo n +

Parse a key
To _parse a key_ given an ASCI| string _keyString_:

1. Let _keyBytes_ be the isonorphic encoding
(https://infra.spec. what wg. or g/ #i sonor phi c- encode) [ WHATWG- | NFRA]
of _keyString .

2. Replace any 0x2B (+) in _keyBytes with 0x20 (SP).

3. Let _keyBytesDecoded_ be the percent-decoding
(https://url.spec.whatwg. or g/ #per cent - decode) [ WHATWG URL] of
_keyBytes .

4. Let _keyStringDecoded be the UTF-8 decodi ng wit hout BOM
(https://encodi ng. spec. what wg. or g/ #ut f - 8- decode- wi t hout - bom)
[ WHATWG ENCODI NG of _keyByt esDecoded_.

5. Return _keyStringDecoded .

1. Exanples

The parse a key algorithmall ows encoding non-ASCI| key strings in
the ASCII structured header field format, simlar to how the

appl i cation/ x-wwwf or m url encoded

(https://url.spec.whatwg. or g/ #concept - url encoded) format [ VWHATWG URL]
all ows encoding an entire entry list of keys and values in a UR
(which is restricted to ASCII characters). For exanple,

No- Vary- Sear ch: parans=(" %C3%A9+%E69B0YO7" )

icola, et al. Expi res 14 Novenber 2026 [ Page 9]
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will result in a URL variation config whose vary parans are # "il %8

As explained in a later exanple, the canonicalization process
during equival ence testing neans this will treat as equivalent URlIs
such as:

o

* https://exanple.com? %=1

* https://exanpl e.com ?2+%& =2

*  https://exanpl e. com ?2UC3%AIYR0K. =3

*  https://exanpl e. com ?%UC3YAI+YE6YBOYO7=4

and so on, since they all are parsed
(https://url.spec.whatwg. or g/ #concept - url encoded- parser) [ VWHATWG URL]

to having the same key " &".

6. Conparing

Two URLs (https://url.spec.whatwg. org/#concept-url) [WHATWG URL]
_urlA_and _urlB_ are _equivalent nodul o variation config_ given a
URL variation config _variationConfig if the follow ng algorithm
returns true:

1. If the scheme, usernane, password, host, port, or path of _urlA_
and urlB_ differ, then return fal se.

2. If _variationConfig is equivalent to the default URL variation
config, then:

1. If _urlA’'s query equals _urlB_'s query, then return true.

2. Return fal se.

In this case, even URL pairs that night appear the sane after
runni ng the application/x-ww«formurl encoded parser
(https://url.spec.whatwg. or g/ #concept - ur | encoded- par ser)

[ WHATWG URL] on their queries, such as https://example.conla and
https://exanmpl e. confa?, or https://exanple.conl foo?a=b&&&c and
https://exanpl e. conl f oo?a=b&c=, will be treated as inequivalent.

3. Let _searchParansA_ and _searchParansB_ be enpty lists.
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4. If _urlA’'s query is not null, then set _searchParansA_ to the
result of running the application/x-ww-formurl encoded parser
(https://url.spec.whatwg. or g/ #concept - ur| encoded- par ser)

[ WHATWG- URL] gi ven the isonorphic encoding
(https://infra.spec. what wy. or g/ #i sonor phi c- encode)
[ WHATWG | NFRA] of _url A 's query.

5. If _urlB's query is not null, then set _searchParansB_to the
result of running the application/x-ww-formurlencoded parser
(https://url.spec.whatwg. or g/ #concept - ur | encoded- par ser)

[ WHATWG URL] gi ven the isonorphic encoding
(https://infra.spec. what wy. or g/ #i sonor phi c- encode)
[ WHATWG- | NFRA] of _urlB_'s query.

6. If _variationConfig 's no-vary parans is a list, then

1. Set _searchParansA to a list containing those itens _pair_
in searchParamsA_ where _variationConfig 's no-vary parans
does not contain _pair_[0].

2. Set _searchParansB_to a list containing those itens _pair_
in searchParansB_ where _variationConfig 's no-vary parans
does not contain _pair_[0].

7. O herwise, if _variationConfig 's vary parans is a list, then:

1. Set _searchParamsA_ to a list containing those itens _pair_
in _searchParanmsA_ where _variationConfig 's vary parans
contains _pair_[0].

2. Set _searchParansB_to a list containing those itens _pair_
in _searchParanmsB_ where _variationConfig_'s vary parans
contains _pair_[0].

8. If _variationConfig 's vary on key order is false, then

1. Let _keylLessThan_ be an algorithmtaking as inputs two pairs
(_keyA , valueA) and (_keyB , _valueB ), which returns
whet her _keyA is code unit |ess than
(https://infra.spec. whatwg. or g/ #code-uni t -1 ess-t han)

[ WHATWG | NFRA] _keyB .

2. Set _searchParanmsA_ to the result of sorting
(https://infra.spec.whatwg. org/ #list-sort-in-ascendi ng-
order) [WHATWG | NFRA] _searchParanmsA_ i n ascendi ng order
with _keylLessThan .
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3. Set _searchParansB_to the result of sorting
(https://infra.spec.whatwg. org/ #list-sort-in-ascendi ng-
order) [WHATWG | NFRA] _searchParamsB_ i n ascendi ng order
with _keylLessThan .

9. If _searchParansA 's size is not equal to _searchParansB 's
size, then return fal se.

10. Let _i_ be 0.
11. Wile _i_ < searchParansA 's size:
1. If _searchParansA [_i _][0] does not equal

_searchParamsB [ i _][0], then return fal se.

2. |If _searchParansA [ _i _][1] does not equal
_searchParanmsB [ i _][1], then return fal se.

3. Set _i_to _i_ + 1.

12. Return true.
6.1. Exanples

Due to how the application/x-ww-formurl encoded parser canonicalizes
query strings, there are sone cases where query strings which do not
appear obviously equivalent, will end up being treated as equival ent
after parsing.

So, for exanple, given any non-default value for No-Vary-Search, such

as No-Vary- Search: key-order, we will have the follow ng
equi val ences:

Deni col a, et al. Expi res 14 Novenber 2026 [ Page 12]



I nternet-Draft No- Var y- Sear ch May 2026

7

| First Query | Second Query | Expl anation |
[ e ———— L ——————————— Ll —p—_—_——————(——(—(—————
| null | ? | Anull query is parsed the
| | | same as an enpty string |
S oo s o e e e e e i eee oo n +
| ?a=x | ?9%61=%8 | Parsing perforns percent-
| | | decoding
S o e e - o e e e e e e e e a oo - +
| ?a= | ?a=%C3%A9 | Parsing perforns percent- |
| | | decoding |
S oo s o e e e e e i eee oo n +
| ?a=% 6 | ?a=%f %f%d | Both val ues are parsed as
I I | U+FFFD () I
S o e e - o e e e e e e e e a oo - +
| ?a=x&&&& | ?a=x | Parsing splits on & and |
| | | discards enpty strings |
S oo s o e e e e e i eee oo n +
| ?a= | ?a | Both parse as having an |
| | | empty string value for a |
S o e e - o e e e e e e e e a oo - +
| ?a=%20 | ?a= & | 920 is parsed as U+0020 |
| | | SPACE |
S oo s o e e e e e i eee oo n +
| ?a=+ | ?a= & | + is parsed as U+0020 |
| | | SPACE |
S o e e - o e e e e e e e e a oo - +
Table 3
Cachi ng

If a cache [HITP- CACHING i nplenents this specification, the
presented target URI requirenent in Section 4 of [HITP-CACH NG :

| the presented target URI (Section 7.1 of [HTTP]) and that of the
| stored response match, and

is replaced wth:

| the presented target URI (Section 7.1 of [HTTP]) and that of the
| stored response match or are equival ent nodul o URL vari ation
| config, and

Cache inplenmentations MAY fail to reuse a stored response whose
target URI nmatches _only_ nodulo URL variation config, if the cache
has nore recently stored a response which
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*

has a target URI which is equal to the presented target UR
excl udi ng the query, and

has a non-enpty value for the No-Vary-Search field, and

has a No-Vary-Search field value different fromthe stored
response being considered for reuse.

Caches aren’t required to reuse stored responses, generally.
However, the above expressly enpowers caches to, if it is
advant ageous for performance or other reasons, search a smaller
nunber of stored responses.

That is, because caches might store nore than one response for
a given pathnane, they need a way to efficiently | ook up the
No- Vary- Sear ch val ue w thout accessing all cached responses.
Such a cache m ght take steps like the following to identify a
stored response in a performant way, before checking the other
conditions in Section 4 of [HITP- CACH NG :

1. Let exactMatch be cache[presentedTargetURI]. If it is a
stored response that can be reused, return it.

2. Let targetPath be presentedTargetURI, with query
paraneters renoved

3. Let lastNVS be nost RecentNVS[targetPath]. [If it does
not exist, return null

4. Let sinplifiedURL be the result of sinplifying
presentedTarget URI according to | ast NVS (by renoving
query parameters which are not significant, and sorting
(https://infra.spec.whatwg. org/ #list-sort-in-ascendi ng-
order) [WHATWG | NFRA] paraneters in ascendi ng order by
key, if key order is to be ignored).

5. Let nvshMatch be cache[sinmplifiedURL]. |If it does not
exist, return null. (It is assuned that this was
witten when storing in the cache, in addition to the
exact URL.)

6. Let variationConfig be obtained (Section 5.2) from
nvsiat ch.

7. If nvsMatch’s target URI and presentedTarget URI are not
equi val ent nodul o URL variation config (Section 6) given
vari ationConfig, then return null.
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10.

| 8. If nvsMWatch is a stored response that can be reused,
| return it. Oherwi se, return null.

To aid cache inplenentation efficiency, servers SHOULD NOT send
different non-enpty values for the No-Vary-Search field in response
to requests for a given pathname over tine, unless there is a need to
updat e how they handl e the query conmponent. Doing so would cause
cache inmplenentations that use a strategy |like the above to mss some
stored responses that could otherw se have been reused.

Security Considerations

The main risk to be aware of is the inpact of nismatched URLs. In
particular, this could cause the user to see a response that was
originally fetched froma URL different fromthe one displayed when
they hovered a link, or the URL displayed in the URL bar

However, since the inpact is limted to query paraneters, this does
not cross the rel evant security boundary, which is the origin
(https://htm . spec. what wg. org/ mul ti page/ browsers. ht ml #concept - ori gi n)
[HTM.]. (O perhaps just the host
(https://url.spec.whatwg. or g/ #concept-url -host), fromthe perspective
of web browser security U (https://url.spec.whatwy.org/#url -
rendering-sinmplification). [WHATWG URL]) Indeed, we have al ready
given origins conplete control over how they present the (URL
response body) pair, including on the client side via technol ogy such
as history.replaceState() (https://htm.spec.whatwg. org/ nulti page/
nav- hi story-api s. ht m #dom hi story-repl acestate) or service workers

Privacy Considerations

This proposal is adjacent to the highly-privacy-rel evant space of
navi gati onal tracking (https://privacycg.github.io/nav-tracking-

m tigations/#termnol ogy), which often uses query paraneters to pass
al ong user identifiers. However, we believe this proposal itself
does not have privacy inpacts. It does not interfere with existing
navi gational tracking mtigations (https://privacycg.github.io/nav-
tracki ng-mtigati ons/ #depl oyed-mi tigati ons), or any known future ones
bei ng contenpl ated. |Indeed, if a page were to encode user
identifiers inits URI, the only ability this proposal gives is to
_reduce_ such user tracking by preventing server processing of such
user IDs (since the server is bypassed in favor of the cache).

[ NAV- TRACKI NG M Tl GATI ONS]

| ANA Consi der ations
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10.1. HITTP Fi el d Nanes

May 2026

I ANA is requested to enter the following into the Hypertext Transfer

Protocol (HTTP) Field Name Registry

(https://ww. iana. org/assignnents/http-fields/http-fields.xhtm
(https://ww.iana.org/assignments/http-fields/http-fields.xhtm)):

Fi el d Nane:

No- Var y- Sear ch

Status: permanent

Struct ured

Type: Dictionary

Ref erence: this docunent
Comments: (none)
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