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Abst ract

Thi s docunent specifies the "Increnmental” HTTP header field, which
instructs HITP internediaries to forward the HTTP nessage
incremental ly.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on 23 April 2026.
Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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1. Introduction

HTTP [HTTP] permts receivers to begin processing portions of HITP
messages as they arrive, rather than requiring themto wait for the
entire HITP nmessage to be received before acting.

Sone applications are specifically designed to take advantage of this
capability.

For exanple, Server-Sent Events [SSE] uses a |ong-running HTTP
response, where the server continually sends notifications as they
become avail abl e.

In the case of Chunked Oblivious HTTP Messages [ CHUNKED- CHTTP], the
client opens an HTTP request and increnentally sends application
data, while the server can start responding even before the HTTP

request is fully conplete. In this way, the HITP request-response
pair could create what is, in effect, a bi-directional conmmunication
channel

Applications that rely on increnmental delivery of data are fragile
when HTTP intermedi aries are involved. This is because HITP
intermediaries are not only permtted but are frequently depl oyed to
buffer conplete HITP nessages before forwardi ng them downstream
(Section 7.6 of [HTTP]).

If such a buffering HTTP internediary exists between the client and
the server, these applications may fail to function as intended.
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In the case of Server-Sent Events, an internediary that tries to
buffer the HTTP response conpletely before forwarding it could be
left waiting indefinitely. A client m ght never receive any portion
of the response.

In the case of requests that involve any bi-directional exchange, an
intermediary that tries to buffer entire nessages -- either request
or response -- prevents any data from being delivered.

To hel p avoid such behavior, this docunment specifies the
"I'ncrenmental " HTTP header field, which instructs HTTP intermediaries
to begin forwarding the HITP nessage downstream before receiving the
conpl et e nessage

2. Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

This docunent relies on structured field definitions of Item and
Bool ean [ STRUCTURED- FI ELDS] .

3. The Increnmental Header Field

The I ncrenental HTTP header field expresses the sender’s intent for
HTTP internediaries to start forwarding the nessage downstream before
the entire nessage is received.

The Increnmental header field is defined as a structured field

[ STRUCTURED- FI ELDS] of type Item Only Bool ean val ues (Section 3.3.6
of [ STRUCTURED- FI ELDS]) are valid; a recipient ignores the field if
it contains any other type.

I ncrenmental = sf-bool ean

A true value ("?1") indicates that the sender requests internediaries
to forward the nessage increnentally, as described bel ow.

A false value ("?0") indicates the default behavior defined in
[HTTP], where intermediaries might buffer the entire message before
forwarding it.

Upon receiving a header section that includes an Increnental header

field with a true value, HTTP intermedi ari es SHOULD NOT buffer the
entire nmessage before forwarding it. Instead, internediaries SHOULD
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transmt the header section downstream and continuously forward the
bytes of the message body as they arrive. As the Increnental header
field indicates only how the nessage content is to be forwarded,
intermediaries can still buffer the entire header and trailer
sections of the nessage before forwardi ng them downstream

The request to use increnental forwarding also applies to HTTP

i npl ement ati ons. Though nost HTTP APlIs provide the ability to
incremental ly transfer nessage content, those that do not for any
reason, SHOULD use the presence of the Increnental header field to
reduce or disable buffering.

The Increnental HTTP header field applies to each HTTP nessage.
Therefore, if both the HTTP request and response need to be forwarded
incrementally, the Increnmental HITP header field MJST be set for both
the HTTP request and the response.

The Increnental field is advisory. Internmediaries that are unaware
of the field or that do not support the field night buffer nessages,
even when explicitly requested otherwise. Cdients and servers
therefore cannot expect all intermediaries to understand and respect
a request to deliver nessages increnentally. Clients can rely on
prior know edge or probe for support on individual resources.

The Incremental header field facilitates the establishnent of a

bi directional byte channel over HTTP, as its presence in both
requests and responses instructs internediaries to forward early
responses (Section 7.5 of [HTTP]) and to transmt nessage contents
incrementally in both directions. However, when devel opi ng

bi directional protocols over HTTP, Extended CONNECT

[ RFC8441] [ RFC9220] is generally more consistent with HITP s
architecture

Thi s docunent does not define any paraneters for the Increnental
header field value, but future docunents m ght define paraneters
Recei vers MUST ignore unknown paraneters

4. Security Considerations
When receiving an increnental request, internediaries mght reject
the request due to security concerns. The follow ng subsections

expl ore typical scenarios under which the intermediaries mght reject
requests.
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4.1. Permanent Rejection

Sone internedi aries inspect the payload of HITP nessages and forward
themonly if their content is deened safe. Any feature that depends
on seeing the entirety of the nessage in this way is inconpatible
with increnmental delivery, so these internedi aries need to reject
requests unless the entire nmessage i s received.

VWhen an internediary rejects an increnental nmessage -- either a
request or a response -- due to security concerns with regard to the
payl oad that the nessage m ght convey, the internediary SHOULD
respond with a 501 (Not |nplenmented) error with an

i ncremental _refused Proxy-Status response header field (Section 5).

4.2. Tenporary Rejection

To conserve resources required to handl e HTTP requests or
connections, it is comon for internediaries to inpose limts on the
maxi mum nunmber of concurrent HTTP requests that they forward, while
buffering requests that exceed this limt.

Such internmediaries could apply a nore restrictive concurrency limt
to requests nmarked as increnental to ensure that capacity remains
avai l abl e for non-increnmental requests, even when the nmaxi mum nunber
of incremental requests is reached. This approach hel ps bal ance the
processing of different types of requests and nai ntains service
availability across all requests.

When rejecting increnental requests due to reaching the concurrency
limt, internediaries SHOULD respond with a 429 Too Many Requests
error (Section 4 of [EXTRA-STATUS]), acconpanied by a
connection_limt_reached Proxy-Status response header field
(Section 2.3.12 of [ PROXY-STATUS]).

4.3. Handling of Small Packets

For performance and efficiency reasons, a small anount of buffering
m ght be used by internediaries, even for incremental nessages.

I medi ate forwarding might be exploited to cause an internediary to
waste effort on many small packets. Enabling increnmental delivery

m ght instead set Iimts on the nunber bytes that are buffered or the
time that buffers are held before forwarding. Any buffering could
adversely affect application latency, even if it inproves efficiency.
In all cases, intermediaries cannot hold data in buffers
indefinitely, so data needs to be forwarded when either the tine
limt or the byte Iimt is reached.
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5.

6.

6.

| ANA Consi der ati ons

An HTTP field naned Incremental is registered in the Hypertext
Transfer Protocol (HTTP) Field Name Registry, follow ng the
procedures in Section 18.4 of [HTTP]. The follow ng values are
regi stered:

Fi el d Nane: I ncr ement al
Status: permanent
Structured Type: Item
Reference: This docunent
Comments: None

An HTTP Proxy Error Type is registered in the HITP Proxy Error Types
registry as shown bel ow

Nane: increnmental refused

Description: The HITP nessage contained the Incremental HTTP header
field, but the intermediary refused to forward the nmessage
incremental ly.

Extra Paraneters: none

Recommended HTTP Status Code: 501

Response Only Generated By Intermediaries: true

Reference: This docunent
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