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Abst r act

TCP proxying using HTTP CONNECT has | ong been part of the core HTTP
specification. However, this proxying functionality has severa

i mportant deficiencies in nodern HTTP environments. This
specification defines an alternative HITP proxy service configuration
for TCP connections. This configuration is described by a UR

Tenpl ate, simlar to the CONNECT- UDP and CONNECT-1P protocols.

Status of This Meno
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time. It is inappropriate to use Internet-Drafts as reference
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Copyright (c) 2026 | ETF Trust and the persons identified as the
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1. Introduction

1.1. History
HTTP has used the CONNECT net hod for proxying TCP connections since
HTTP/ 1. 1. When using CONNECT, the request target specifies a host
and port nunber, and the proxy forwards TCP payl oads between the
client and this destination ([RFC9110], Section 9.3.6). To date,
this is the only mechani sm defined for proxying TCP over HTTP. In
this specification, this is referred to as a "classic HITP CONNECT
proxy".
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HTTP/ 3 uses a UDP transport, so it cannot be forwarded using the pre-
exi sting CONNECT nechanism To enabl e forward proxying of HITP/ 3,
the MASQUE effort has defined proxy mechani snms that are capabl e of
proxyi ng UDP dat agrans [ CONNECT- UDP], and nore generally | P datagrans
[ CONNECT-1P]. The destination host and port nunber (if applicable)
are encoded into the HTTP resource path, and end-to-end datagrans are
wr apped into HTTP Dat agranms [ RFC9297] on the client-proxy path.

1.2. Pr obl ens

HTTP clients can be configured to use proxies by selecting a proxy

host name, a port, and whether to use a security protocol. However,
Cl assi ¢ HTTP CONNECT requests using the proxy do not carry this
configuration information. Instead, they only indicate the hostnane

and port of the target. This prevents any HITP server from hosting
mul tiple distinct proxy services, as the server cannot distinguish
them by path (as with distinct resources) or by origin (as in
"virtual hosting").

The absence of an explicit origin for the proxy also rules out the
usual defenses agai nst server port msdirection attacks (see
Section 7.4 of [RFC9110]) and creates anbiguity about the use of
ori gi n-scoped response header fields (e.g., "At-Svc" [RFC7838],
"Strict-Transport-Security" [RFC6797]).

Cl assic HTTP CONNECT requests cannot carry in-stream nmetadata. For
exanpl e, the WRAP_UP capsul e [I-D. schi nazi - httpbis-w ap-up] cannot be
used with C assic HTTP CONNECT.

1.3. Overview

Thi s specification describes an alternative mechani smfor proxying
TCP in HTTP. Like [ CONNECT-UDP] and [ CONNECT-1P], the proxy service
is identified by a URI Tenplate. Proxy interactions reuse standard
HTTP conponents and senmantics, avoiding changes to the core HITP

pr ot ocol

2. Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here
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3.

.1

Speci fication

A templ ate-driven TCP transport proxy for HITP is identified by a URI
Tenpl ate [ RFC6570] containing variabl es named "target _host" and
"target _port". This URI Tenplate and its variable val ues MIST neet
all the sane requirenments as for UDP proxying ([RFC9298], Section 2),
and are subject to the sane validation rules. The client MJST
substitute the destination host and port nunber into this tenplate to
produce the request URI. The derived URI serves as the destination
of a Capsul e Protocol connection using the Upgrade Token "connect -
tcp" (see registration in Section 8.1).

When using "connect-tcp", TCP payload data is sent in the payl oad of
new Capsul e Types naned DATA and FI NAL_DATA (see registrations in
Section 8.3). The ordered concatenation of these capsul e payl oads
represents the TCP payl oad data. A FINAL_DATA capsul e additionally
i ndi cates that the sender has closed this stream semantically

equi valent to TCP FIN. After sending a FI NAL_DATA capsul e, an
endpoi nt MJUST NOT send any nore DATA or FI NAL_DATA capsules on this
data stream (See Section 3.4 for related requirenments.)

An internediary MAY nerge and split successive DATA and Fl NAL_DATA
capsul es, subject to the foll owi ng requirenents:

* There are no intervening capsul es of other types.

* The order of payload content is preserved.

* The final emtted capsul e uses the sane capsul e type (DATA or
FI NAL_DATA) as the final input capsule, and all others use the
DATA capsul e type

In HTTP/ 1.1

In HTTP/ 1.1, the client uses the proxy by issuing a request as
fol | ows:

*  The nmethod SHALL be " CET".

* The request’s target SHALL correspond to the URI derived from
expansi on of the proxy’'s UR Tenpl ate.

* The request SHALL include a single "Host" header field containing
the origin of the proxy.

* The request SHALL include a "Connection" header field with the
val ue "Upgrade". (Note that this requirenent is case-insensitive
as per Section 7.6.1 of [RFC9110].)
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* The request SHALL include an "Upgrade" header field with the val ue
"connect-tcp".

* The request SHOULD include a "Capsul e-Protocol: ?1" header (as
recomended in [ RFC9297], Section 3.4).

If the request is well-forned and pernissible, the proxy MJST attenpt
to establish the TCP connection before sending any response status
code other than "100 (Continue)"” (see Section 4.2). |If the TCP
connection is successful, the response SHALL be as foll ows:

*  The HTTP status code SHALL be "101 (Switching Protocols)".

* The response SHALL include a "Connection" header field with the
val ue "Upgrade".

* The response SHALL include a single "Upgrade" header field with
the val ue "connect-tcp".

* The response SHOULD i nclude a "Capsul e-Protocol: ?1" header (as
above) .

If the request is nalformed or inpermssible, the proxy MJST return a
4AXX error code. If a TCP connection was not established, the proxy
MUST NOT switch protocols to "connect-tcp", and the client MAY reuse
this connection for additional HTTP requests.

Cient Pr oxy

GET /proxy?target host=192.0. 2. 1& arget _port=443 HITP/ 1.1
Host: exanpl e. com

Connecti on: Upgrade

Upgr ade: connect-tcp

Capsul e-Protocol : ?1

** Proxy establishes a TCP connection to 192.0.2.1:443 **
HTTP/ 1.1 101 Switching Protocols
Connecti on: Upgrade
Upgr ade: connect-tcp
Capsul e-Protocol: ?1

Figure 1: Tenplated TCP proxy exanple in HITP/ 1.1
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3. 2.

In HTTP/ 2 and HTTP/ 3

In HTTP/ 2 and HTTP/ 3, the proxy MJST incl ude

SETTI NGS_ENABLE_CONNECT_PROTOCCL in its SETTINGS frame

[ RFC8441] [ RFC9220]. The client uses the proxy by issuing an
"ext ended CONNECT" request as foll ows:

*

The : met hod pseudo- header field SHALL be " CONNECT".
The : protocol pseudo-header field SHALL be "connect-tcp"

The :authority pseudo-header field SHALL contain the authority of
t he proxy.

The :path and :schene pseudo-header fields SHALL contain the path
and schene of the request URI derived fromthe proxy s UR
Tenpl at e.

A tenpl ated TCP proxying request that does not conformto all of
these requirenents represents a client error (see [ RFC9110],
Section 15.5) and may be nmal forned (see Section 8.1.1 of [RFC9113]
and Section 4.1.2 of [RFC9114]).

Additionally the "capsul e-protocol” header field SHOULD be present
with a value of "?1" (as recomrended in [RFC9297], Section 3.4).

HEADERS
:met hod = CONNECT
:schene = https

;authority = request-proxy.exanpl e

:path = /proxy?target host =2001%38Adb8YBAYBA1&t ar get _port =443
:protocol = connect-tcp

capsul e-protocol = ?1

3. 3.

3. 3.

Figure 2. Tenplated TCP proxy exanple in HITP/ 2
Use of Other Rel evant Headers

Ori gi n-scoped Headers

Ordinary HTTP headers apply only to the single resource identified in
the request or response. An origin-scoped HTTP header is a special
response header that is intended to change the client’s behavior for
subsequent requests to any resource on this origin.
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Unli ke classic HTTP CONNECT proxies, a tenplated TCP proxy has an
unanbi guous origin of its own. Oigin-scoped headers apply to this
origin when they are associated with a tenmplated TCP proxy response.
Here are some origin-scoped headers that could potentially be sent by
a tenplated TCP proxy:

* "At-Svc" [RFC7838]
* "Strict-Transport-Security" [RFC6797]
*  "Public-Key-Pins" [ RFC7469]
*  "Accept-CH' [ RFC8942]
* "Set- Cookie" [RFC6265], which has configurabl e scope.
* "Clear-Site-Data" [ CLEAR- SI TE- DATA]

3.3.2. Authentication Headers
Aut hentication to a tenplated TCP proxy normal ly uses ordinary HITP
aut hentication via the "401 (Unaut horized)" response code, the "WWW
Aut henti cate" response header field, and the "Authorization" request
header field ([RFC9110], Section 11.6). A tenplated TCP proxy does
not use the "407 (Proxy Authentication Required)" response code and
rel ated header fields ([RFC9110], Section 11.7) because they do not
traverse HITP gateways (see Section 7).
Clients SHOULD assune that all proxy resources generated by a single
tenpl ate share a protection space (i.e., a realm ([RFC9110],
Section 11.5). For nany authentication schemes, this will allow the
client to avoid waiting for a "401 (Unauthorized)" response before
each new connection through the proxy.

3.4. dosing Connections
Connection termination is essentially symmetrical for proxies and
their clients. In this section, we use the term"endpoint" to
describe an inplenentation of this specification in either role.

When cl osi ng connections, endpoints are subject to the follow ng
requirenents:

* \When an endpoint receives a valid TCP FIN, it MJST send a
FI NAL_DATA capsul e.

* \When an endpoint receives a valid FINAL_DATA capsule, it MJST send
a TCP FIN.
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* When a TCP connection reaches the TIME-WAIT or CLOSED state, the
associ ated endpoi nt MJST close its send stream

- |If the connection closed gracefully, the endpoint MJUST cl ose
the send stream gracefully.

- Oherw se, the endpoint SHOULD cl ose the send stream abruptly,
usi ng a mechani sm appropriate to the HITP version:

0 HTTP/3: reset the streamw th H3_CONNECT_ERROR;, see
[ RFC9000], Section 19.4 and [ RFC9114], Section 8.1

0 HITP/2: reset the streamw th CONNECT_ERROR, see [RFC9113],
Sections 6.4 and 7

0o HITP/ 1.1 over TLS: TCP shutdown without a TLS closure alert;
see [ RFC8446], Section 6. 1.

0o HITP/1.1 without TLS: TCP RST

* \When the receive streamis closed abruptly or w thout a FI NAL_DATA
capsul e received, the endpoint SHOULD send a TCP RST if the TCP
subsystem permits it.

The mandat ory behavi ors above enabl e endpoints to detect any
truncation of incomng TCP data. The recomrended behavi ors propagate
any TCP errors through the proxy connecti on.

S S + S + S + S S +
| TCP A | | Endpoint A | | Endpoint B | | TCP B |
oo + e ISR + T +-+ Hommm- +-+
+---"abc"--->+------- DATA{"abc"}------- >+---"abc"--->|
+----FIN-- o>+ - - - - - FI NAL_DATA{""}----- >t+----FIN---->|
| <---FIN-----4<----- FI NAL_DATA{""}------ +<---FIN-----+
| | <----QUIC. STREAM FIN}----- + |
+- - - FI NACK- - >+- - - - - QUI C. STREAM FI N} - - - - 3| |

I I I I
Figure 3: Sinple graceful term nation exanple (HITP/ 3)

+----RST-- - ->+- - - RST_STREAM CON_ERR} - - - >#- - - - RST- - - - >|
| | | |

Figure 4: Sinple TCP RST term nation exanple (HTTP/ 2)

Schwart z Expi res 21 Septenber 2026 [ Page 8]



I nternet-Draft Tenpl at ed CONNECT- TCP March 2026

Fommma - + S + S + Fommma - +

| TCP A | | Endpoint A | | Endpoint B | | TCP B |

+o - - - - - + Fotom e e - - - + S +- + +--- - - +- +
+---"abc"--->+------- DATA{ "abc"}------- >+---"abc"--->|

| | (... tineout @A ...) | |
| +--FIN (no close_notify)-->+----RST----3>|

I I I I
Figure 5: Tinmeout exanple (HTTP/1.1)

S S + S + S + S S +
| TCP A | | Endpoint A | | Endpoint B | | TCP B |
oo + e ISR + T +-+ Hommm- +-+

+o---- FIN-->+------- FI NAL_DATA{""}---->+----- FIN-->|

I I I I

I (FIN | I (FIN |

| <---"abc"---+<----FI NAL_DATA{"abc"}----+<---"abc"---+

| | <----QUIC STREAM FIN} - - - - - + |

A RST--->+----- H3_CONNECT_ERROR- - - - >+- - - - - RST- - - >|

I I I I
Figure 6: RST after FIN exanple (HTTP/ 3)

4. Additional Connection Setup Behaviors

Thi s section discusses sone behaviors that are permitted or
recomrended in order to enhance the performance or functionality of
connecti on set up.

4.1. Latency optim zations

When using this specification in HITP/2 or HITP/3, clients MAY start
sendi ng TCP stream content optim stically, subject to flow control
limts (Section 5.2 of [RFC9113] or Section 4.1 of [RFC9000]).

Proxi es MUST buffer this "optimstic" content until the TCP stream
becomes witable, and discard it if the TCP connection fails.
(dients MJUST NOT use "optimstic" behavior in HITP/ 1.1, as this
would interfere with reuse of the connection after an error response
such as "401 (Unauthorized)".)

Servers that host a proxy under this specification MAY of fer support
for TLS early data in accordance with [RFC8470]. dients MAY send
"connect-tcp" requests in early data, and MAY include "optinistic"
TCP content in early data (in HITP/2 and HTTP/3). At the TLS | ayer,
proxi es MAY ignore, reject, or accept the early_data extension

([ RFC8446], Section 4.2.10). At the HITP | ayer, proxies MAY process
the request immediately, return a "425 (Too Early)" response

([ RFC8470], Section 5.2), or delay sone or all processing of the
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4.

5.

5

5

request until the handshake conpletes. For exanple, a proxy wth
limted anti-replay defenses m ght choose to perform DNS resol ution
of the target_host when a request arrives in early data, but delay
the TCP connection until the TLS handshake conpl et es.

2. Conveyi ng net adata

Thi s specification supports the "Expect: 100-continue" request header
([ RFC9110], Section 10.1.1) in any HTTP version. The "100
(Continue)" status code confirns recei pt of a request at the proxy

wi thout waiting for the proxy-destinati on TCP handshake to succeed or
fail. This might be particularly hel pful when the destination host

i s not responding, as TCP handshakes can hang for several minutes
before failing. dients MAY send "Expect: 100-continue", and proxies
MJST respect it by returning "100 (Continue)" if the request is not

i medi ately rejected.

Proxies inplenenting this specification SHOULD include a "Proxy-
Status" response header field [ RFC9209] in any success or failure
response (i.e., status codes 101, 2XX, 4XX, or 5XX) to support
advanced client behaviors and diagnostics. Cients and proxi es MJST
NOT send trailer fields on "connect-tcp" streans.

Applicability
1. Servers

For server operators, tenplate-driven TCP proxies are particularly
val uable in situations where virtual -hosting is needed, or where

mul tiple proxies nust share an origin. For exanple, the proxy might
benefit from sharing an HTTP gateway that provi des DDoS def ense,
performs request sanitization, or enforces user authorization

The URI tenplate can also be structured to generate high-entropy
Capability URLs [CAPABILITY], so that only authorized users can
di scover the proxy service.

2. dients

Clients that support both classic HTTP CONNECT proxies and tenplate-
driven TCP proxi es MAY accept both types via a single configuration
string. |If the configuration string can be parsed as a URl Tenpl ate
containing the required variables, it is a tenplate-driven TCP proxy.
O herwise, it is presuned to represent a classic HITP CONNECT proxy.
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In sone cases, it is valuable to allow "connect-tcp" clients to reach
"connect-tcp"-only proxi es when using a | egacy configuration nethod
that cannot convey a URI Tenplate. To support this arrangenent,
clients SHOULD treat certain errors during classic HITP CONNECT as

i ndi cations that the proxy might only support "connect-tcp"

* In HITP/1.1: the response status code is "426 (Upgrade Required)",
with an "Upgrade: connect-tcp" response header.

* |In any HTTP version: the response status code is "501 (Not
| mpl enent ed) .

- Requires SETTI NGS_ENABLE CONNECT_PROTOCCL to have been
negotiated in HTTP/ 2 or HITP/ 3

If the client infers that classic HITP CONNECT is not supported, it
SHOULD retry the request using the registered default tenplate for
"connect-tcp":

ht t ps: // $PROXY_HOST: $PROXY_PORT/ . wel | - known/ masque
/[tcp/{target _host}/{target_port}/

Figure 7: Registered default tenplate

If this request succeeds, the client SHOULD record a preference for
"connect-tcp" to avoid further retry del ays.

6. Security Considerations

Tenpl ate-driven TCP proxying is largely subject to the sanme security
ri sks as classic HITP CONNECT. For exanple, any restrictions on

aut hori zed use of the proxy (see [RFC9110], Section 9.3.6) apply
equal ly to both.

A small additional risk is posed by the use of a URI Tenpl ate parser
on the client side. The tenplate input string could be crafted to
exploit any vulnerabilities in the parser inplenmentation. dient

i mpl ementers should apply their usual precautions for code that
processes untrusted inputs.

6.1. Resource Exhaustion attacks
A malicious client can achi eve cause highly asymetric resource usage
at the proxy by colluding with a destination server and violating the

ordinary rules of TCP or HITP. Sonme exanple attacks, and mitigations
that proxies can apply:
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7

7.1

*Connection Pileup*: A malicious client can attenpt to open a

| arge number of connections to exhaust the proxy’ s nenory, port,
or file descriptor limts. Wen using HTTP/2 or HITP/ 3, each
incremental TCP connection inposes a much higher cost on the proxy
than on the attacker.

- Mtigation: Limt the nunmber of concurrent connections per
client.

*W ndow Bl oat*: An attacker can grow the receive wi ndow size by
simulating a "long, fat network" [RFC7323], then fill the w ndow
(fromthe sender) and stop acknow edging it (at the receiver).
This | eaves the proxy buffering up to 1 G B of TCP data until sone
timeout, while the attacker does not have to retain a |l arge
buffer.

- Mtigation: Linmt the nmaxi mumrecei ve wi ndow for TCP and HTTP
connections, and the size of userspace buffers used for
proxying. Alternatively, nonitor the connections’ send queues
and limt the total buffered data per client.

*WAI T Abuse*: An attacker can force the proxy into a TIME-WAIT,
CLOSE-VWAIT, or FINNWAIT state until the tinmer expires, tying up a
proxy-to-destination 4-tuple for up to four mnutes after the
client’s connection is closed.

- Mtigation: Limt the nunber of connections for each client to
each destination, even if those connections are in a waiting
state and the correspondi ng CONNECT streamis cl osed.
Alternatively, allocate a |large range of |IP addresses for TCP
connections (especially in |Pv6).

Oper ational Considerations

Avoi ding HTTP/ 1.1

Wiile this specification is fully functional under HITP/ 1.1,
performance-sensitive depl oynents SHOULD use HTTP/ 2 or HITP/ 3
instead. Wen using HITP/ 1.1

*

Each CONNECT request requires a new TCP and TLS connecti on,
i mposi ng a higher cost in setup |atency, congestion contro
convergence, CPU tine, and data transfer.

The graceful and abrupt closure signals (Section 3.4) are nore
likely to be m ssing or corrupted:
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- Some inplenmentations may be unable to emit the recommended
abrupt closure signals, due to limtations in their TCP and TLS
subsyst ens.

- Faulty inplenmentations may fail to send a TLS closure alert
during graceful shutdown, or fail to report an error when the
expected closure alert is not received. These mi sbehaviors are
not conpliant with [ RFC8446], but they are comon nonet hel ess
anong HTTP/ 1.1 inpl ementations today.

* The nunber of active connections through each client nmay be
limted by the nunber of available TCP client ports, especially
if:

- The client only has one I P address that can be used to reach
t he proxy.

- The client is shared between many parties, such as when acting
as a gateway or concentrator.

- The proxied connections are often closed by the destination
This causes the client to initiate closure of the client-to-
proxy connection, leaving the client in a TIME-WAIT state for
up to four mnutes.
7.2. CGateway Conpatibility
Tenpl ated TCP proxi es can nake use of standard HTTP gat eways and
path-routing to ease inplenmentation and all ow use of shared
infrastructure. However, current gateways m ght need nodifications
to support TCP proxy services. To be conpatible, a gateway nust:

* support Extended CONNECT (if acting as an HITP/2 or HTTP/3
server).

* support HTTP/ 1.1 Upgrade to "connect-tcp" (if acting as an
HTTP/ 1.1 server)

- only after forwarding the upgrade request to the origin and
observing a success response.

* forward the "connect-tcp" protocol to the origin.

* convert "connect-tcp" requests between all supported HITP server
and client versions.

* allow any "Proxy-Status" headers to traverse the gateway.
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8. | ANA Consi derati ons
8.1. New Upgrade Token

I F APPROVED, | ANA is requested to add the following entry to the HITP
Upgr ade Token Regi stry:

B s B el 1}
| Val ue | Description | Reference |
B sy e sl s
| "connect-tcp" | Proxying of TCP payloads | (This docunent) |
oo Fom oo Fom e +

Table 1

For interoperability testing of this draft version, inplenentations
SHALL use the value "connect-tcp-07".

8.2. New MASQUE Default Tenplate

I F APPROVED, | ANA is requested to add the following entry to the
"MASQUE URI Suffixes" registry:

E e e sl oo o1
| Path Segnent | Description | Reference |
[ ool s sl el
| tcp | TCP Proxying | (This document) |
F-- - - - - - F-- - - - - - I i T +

Table 2

8.3. New Capsul e Type

I F APPROVED, | ANA is requested to add the following entry to the
"HTTP Capsul e Types" registry:
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[ bl oo ooy e s e s oo
| Val ue| Capsul e | Status | Reference | Change | Contact |
| | Type | | | Controller | |
[ gt S o ey o puu s puefupet oo fu g, oo pu g ppty epjfupj——j—_—
| (TBD)| DATA | permanent | (This | ITETF | HTTPBIS |
I I I | document), | I I
| | | | Section 3 | | |
Fomm - - Fomm e oo - N Fomm e oo - Fomm e oo - B +
| (TBD)| FI NAL_DATA | permanent | (This | TETF | HTTPBIS |

I | document), | I I
| | | | Section 3 | | |
S S Iy IR S Iy S Iy S I +

Table 3
For this draft version of the protocol, the Capsul e Type val ues

0x2028d7f 0

and 0x2028d7f1 shall be used provisionally for testing,

under the nanes "DATA-08" and "FI NAL_ DATA- 08".
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