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Abst ract

Thi s docunent specifies a mechanismfor dictionary-based conpression
in the Hypertext Transfer Protocol (HTTP). By utilizing this

techni que, clients and servers can reduce the size of transmtted
data, leading to inproved performance and reduced bandw dth
consunption. This docunent extends existing HTTP conpressi on net hods
and provides guidelines for the delivery and use of conpression
dictionaries within the HTTP protocol.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

Status information for this docurment may be found at
https://datatracker.ietf.org/doc/draft-ietf-httpbis-conpression-
di ctionary/.

Di scussion of this docunent takes place on the HITP Wirki ng G oup
mailing list (mailto:ietf-http-wg@3.0rg), which is archived at
https://lists.w3.org/Archives/Public/ietf-http-wy/. Wrking Goup
i nformati on can be found at https://httpwg. org/.

Source for this draft and an issue tracker can be found at
https://github. com htt pwg/ htt p-extensi ons/| abel s/ conpr essi on-
dictionary.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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1. Introduction

Thi s specification defines a mechani smfor using designated [HTTP]
responses as an external dictionary for future HITP responses for
conpressi on schenmes that support using external dictionaries (e.qg.,
Brotli [RFC7932] and Zstandard [ RFC8878]).

Thi s docunent describes the HTTP headers used for negotiating
di ctionary usage and regi sters content encodi ng val ues for
conmpressing with Brotli and Zstandard using a negotiated dictionary.

The negotiation of dictionary usage | everages HITP' s content
negoti ati on (see Section 12 of [HTTP]) and is usable with al
versi ons of HTTP.

1.1. Use Cases
Any HTTP response can be specified to be used as a conpression
dictionary for future HTTP requests which provides a | ot of

flexibility. There are two common use cases that are seen
frequently:

1.1.1. Version Upgrade
Using a previous version of a resource as a dictionary for a newer
versi on enabl es delivery of a delta-conpressed version of the
changes, usually resulting in significantly smaller responses than
can be achi eved by conpression al one.

For exanpl e:
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dient Server
| GET /app.vl.js
200 &K

|
| Use- As-Di cti onary: match="/app*js"

| <full app.vl.js resource - 100KB conpressed>
I

I

Sone tine |ater
dient Server
Avai | abl e-Di ctionary: :pZGrA. .. 2a2f FG4=:

Accept - Encodi ng: gzip, br, zstd, dcb, dcz
I e R >

I
I GET /app.v2.js |
I

I
| 200 &K

| Cont ent - Encodi ng: dcb

| <del t a- conpressed app.v2.js resource - 1KB>
I
I

Figure 1: Version Upgrade Exampl e
1.1.2. Conmon Content
If several resources share conmon patterns in their responses then it
can be useful to reference an external dictionary that contains those
common patterns, effectively conpressing themout of the responses.
Sone exanples of this are conmmon tenplate HTML for simlar pages
across a site and common keys and values in APl calls.

For exanpl e:
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1.

2.

dient Server

I I
| GET /index.htn

|
| oo >
I I
| 200 K I
| Link: <.../dict>; rel="conpression-dictionary" |
| <full index.htm resource - 100KB conpressed> |
| |
| , |
| GET /dict I
|- >
I I
| 200 XK |
| Use- As-Dictionary: match="/*htm " |
R RRRREREEE |
I I
Sonme tine |ater
dient Server
I I
| GET /page2. htm |
| Availabl e-Dictionary: :pZGrlA. .. 2a2f FA=:
| Accept-Encodi ng: gzip, br, zstd, dcb, dcz
I i >

|
| 200 K

| Cont ent - Encodi ng: dcb

| <del t a- conpressed page2. htm resource - 10KB>
I
I

Figure 2: Common Content Exanple
Not ati onal Conventi ons

The key words "MJST", "MJST NOT", "REQU RED', "SHALL",

August 2024

"SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOI' RECOVMENDED',

"MAY", and

"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all

capitals, as shown here.

Thi s docunent uses the follow ng term nology from Section 3 of
[ STRUCTURED- FI ELDS] to specify syntax and parsing: Dictionary,

String, lInner List, Token, and Byte Sequence.

Meenan & Wi ss Expires 1 March 2025
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Thi s docunent uses the line folding strategies described in
[ FOLDI NG .

Thi s docunent al so uses term nology from[HTTP] and [ HTTP- CACH NG .
2. Dictionary Negotiation
2.1. Use-As-Dictionary

When responding to a HTTP Request, a server can advertise that the
response can be used as a dictionary for future requests for URLs
that match the rules specified in the Use-As-Dictionary response
header .

The Use-As-Dictionary response header is a Structured Field
[ STRUCTURED- FI ELDS] Dictionary with values for "match", "match-dest",
"id", and "type".

2.1.1. match

The "mat ch"” value of the Use-As-Dictionary header is a String val ue
that provides the URL Pattern to use for request matching (see
[ URLPATTERN] ) .

The URL Pattern used for matching does not support using regular
expr essi ons.

The following algorithmis used to validate that a given String val ue
is avalid URL Pattern that does not use regular expressions and is
for the same Origin (Section 4.3.1 of [HTTP]) as the dictionary. It
will return TRUE for a valid match pattern and FALSE for an invalid
pattern that MJST NOT be used:

1. Let MATCH be the value of "match" for the given dictionary.

2. Let URL be the URL of the dictionary request.

3. Let PATTERN be a URL pattern created by running the steps to
create a URL pattern by setting input=MATCH, and baseURL=URL (see
Part create of [URLPATTERN]).

4. 1f the result of running the "has regexp groups" steps for
PATTERN returns TRUE then return FALSE (see Part has regexp
groups of [URLPATTERN]).

5. Ret urn TRUE.

Meenan & Wi ss Expires 1 March 2025 [ Page 6]
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The "match" value is required and MJST be included in the Use-As-
Dictionary response header for the dictionary to be considered valid.

Qperating at the HTTP-level, the specified match patterns wll
operate on the percent-encoded version of the URL path (see Section 2
of [URL]).

For exanple the URL "http://wwmv. exanpl e. coml difissel dorf" woul d be
encoded as "http://ww. exanpl e. conl d%C3%BCssel dorf" and a rel evant
mat ch pattern woul d be:

Use- As-Di ctionary: match="/d%3%BCssel dorf"
2.1.2. match-dest

The "match-dest"” value of the Use-As-Dictionary header is an Inner
Li st of String values that provides a list of Fetch request
destinations for the dictionary to natch (see Part RequestDesti nation

of [FETCH]).
An empty list for "match-dest” MJST match all destinations

For clients that do not support request destinations, the client MJST
treat it as an enpty list and match all destinations.

The "mat ch-dest" value is optional and defaults to an enpty list.
2.1.3. id

The "id" value of the Use-As-Dictionary header is a String value that
specifies a server identifier for the dictionary. |If an "id" value
is present and has a string length | onger than zero then it MJST be
sent to the server in a "Dictionary-1D" request header when the
client sends an "Avail abl e-Di ctionary" request header for the sane
dictionary (see Section 2.2).

The server identifier MIUST be treated as an opaque string by the
client.

The server identifier MIUST NOT be relied upon by the server to
guarantee the contents of the dictionary. The dictionary hash MJST
be val i dated before use.

The "id" value string length (after any decodi ng) supports up to 1024
characters.

The "id" value is optional and defaults to the enpty string.
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2.1.4. type

The "type" value of the Use-As-Dictionary header is a Token val ue
that describes the file format of the supplied dictionary.

"raw' is defined as a dictionary format which represents an
unformatted bl ob of bytes suitable for any conpression schene to use.

If aclient receives a dictionary with a type that it does not
understand, it MJUST NOT use the dictionary.

The "type" value is optional and defaults to "raw'.
2.1.5. Exanples
2.1.5.1. Path Prefix

A response that contained a response header:

NOTE: '\’ line wapping per RFC 8792

Use-As-Dictionary: \
mat ch="/product/*", match-dest=("docunent")

Woul d speci fy matching any docunment request for a URL with a path
prefix of /product/ on the same Origin (Section 4.3.1 of [HITTP]) as
the original request.

2.1.5.2. Versioned Directories
A response that contained a response header:

Use- As-Di ctionary: match="/app/*/ min.js"

Woul d match any path that starts with "/app/" and ends with
"/main.js".

2.2. Avail able-Dictionary
When a HTTP client nakes a request for a resource for which it has an
appropriate dictionary, it can add a "Avail abl e-Di ctionary" request

header to the request to indicate to the server that it has a
dictionary available to use for conpression.

The "Avail abl e-Di ctionary" request header is a Structured Field

[ STRUCTURED- FI ELDS] Byte Sequence containing the [ SHA-256] hash of
the contents of a single available dictionary.
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The client MJUST only send a single "Avail abl e-Dictionary" request
header with a single hash value for the best available match that it
has avail abl e.
For exanpl e:
Avail abl e-Di ctionary: :pZGrmiAvOl EBKARczz7exkNYsZb8LzaM V7J32a2f FA=:
2.2.1. Dictionary freshness requirenent
To be considered as a match, the dictionary resource MJIST be either
fresh [HTTP-CACH NG or allowed to be served stale (see eg
[ RFC5861] ).
2.2.2. Dictionary URL matching
When a dictionary is stored as a result of a "Use-As-Dictionary"
directive, it includes a "match" string and optional "match-dest"
string that are used to match an outgoing request froma client to
the avail abl e dictionaries.
To see if an outbound request nmatches a given dictionary, the
following algorithmw Il return TRUE for a successful match and FALSE
for no-nmatch:

1. If the current client supports request destinations and a "match-
dest" string was provided with the dictionary:

* Let DEST be the value of "match-dest" for the given
dictionary.

* Let REQUEST DEST be the value of the destination for the
current request.

* |f DEST is not an enpty list and if REQUEST DEST is not in the
DEST |ist of destinations, return FALSE

2. Let BASEURL be the URL of the dictionary request.
3. Let URL represent the URL of the outbound request being checked.

4. |If the Oigin of BASEURL and the Origin of URL are not the sane,
return FALSE (see Section 4.3.1 of [HITPF]).

5. Let MATCH be the value of "match" for the given dictionary.
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6. Let PATTERN be a URL pattern created by running the steps to
create a URL pattern by setting input=MATCH, and baseURL=URL (see
Part create of [URLPATTERN]).

7. Return the result of running the "match" steps on PATTERN with
i nput =URL which will check for a match between the request URL
and the supplied "match" string (see Part match of [ URLPATTERN]).
2.2.3. Miltiple matching dictionaries

When there are multiple dictionaries that match a gi ven request URL,
the client MJUST pick a single dictionary using the follow ng rules:

1. For clients that support request destinations, a dictionary that
specifies and matches a "match-dest"” takes precedence over a
mat ch that does not use a destination.

2. G ven equival ent destination precedence, the dictionary with the
| ongest "match" takes precedence.

3. Gven equivalent destination and match | ength precedence, the
nost recently fetched dictionary takes precedence.

2.3. Dictionary-1D
When a HTTP client nmakes a request for a resource for which it has an
appropriate dictionary and the dictionary was stored with a server-
provided "id" in the Use-As-Dictionary response then the client MJST
echo the stored "id" in a "Dictionary-1D" request header.
The "Dictionary-1D' request header is a Structured Field
[ STRUCTURED- FI ELDS] String of up to 1024 characters (after any
decodi ng) and MJST be identical to the server-provided "id".
For exanple, given a HITP response that set a dictionary ID:
Use-As-Dictionary: match="/app/*/min.js", id="dictionary-12345"

A future request that matches the given dictionary will include both
the hash and the ID:

Avai |l abl e-Di ctionary: :pZGrmiAvOl EBKARczz7exkNYsZb8LzaM V7J32a2f FA=:
Di ctionary-ID: "dictionary-12345"
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3.

The ' conpression-dictionary’ Link Relation Type

Thi s specification defines the 'conpression-dictionary’ link relation
type [ VEEB-LI NKING that provides a mechanismfor a HTTP response to
provide a URL for a conpression dictionary that is related to, but
not directly used by the current HITP response.

The ’'compression-dictionary’ link relation type indicates that
fetching and caching the specified resource is likely to be
beneficial for future requests. The response to sone of those future
requests are likely to be able to use the indicated resource as a
conpression dictionary.

Clients can fetch the provided resource at a time that they determ ne
woul d be appropri ate.

The response to the fetch for the conpression dictionary needs to
include a "Use-As-Dictionary" and caching response headers for it to
be usable as a conpression dictionary. The link relation only

provi des the mechanismfor triggering the fetch of the dictionary.

The foll owi ng exanple shows a link to a resource at
https://example.org/dict.dat that is expected to produce a
conpression dictionary:

Li nk: <https://exanple.org/dict.dat>; rel="conpression-dictionary"
Di ctionary- Conpressed Brotl

The "dcb" content encoding identifies a resource that is a
"Di ctionary-Conpressed Brotli" stream

A "Dictionary-Conpressed Brotli" streamhas a fixed header that is
followed by a Shared Brotli [SHARED-BROTLI] stream The header
consists of a fixed 4-byte sequence and a 32-byte hash of the
external dictionary that was used. The Shared Brotli streamis
created using the referenced external dictionary and a conpression
wi ndow that is at nost 16 MB in size.

The dictionary used for the "dch" content encoding is a "raw'
dictionary type as defined in Section 2.1.4 and is treated as a
prefix dictionary as defined in section 9.2 of the Shared Brotl
Conpressed Data Format draft. [ SHARED- BROTLI ]

The 36-byte fixed header is as follows:

Magi ¢c_Nunber: 4 fixed bytes: Oxff, 0x44, 0x43, 0x42
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SHA 256_Hash: 32 bytes. SHA-256 hash digest of the dictionary
[ SHA- 256] .

Clients that announce support for dcb content encoding MJST be able
to deconpress resources that were conpressed with a wi ndow size of up
to 16 MB

Wth Brotli conpression, the full dictionary is available during
compressi on and deconpressi on i ndependent of the conpression w ndow,
all owing for delta-conpression of resources |larger than the
conpressi on wi ndow.

5. Dictionary-Conpressed Zstandard

The "dcz" content encoding identifies a resource that is a
"Di ctionary-Conpressed Zstandard" stream

A "Dictionary-Conpressed Zstandard" streamis a binary streamthat
starts with a 40-byte fixed header and is followed by a Zstandard
[ RFC8878] stream of the response that has been conpressed with an
external dictionary.

The dictionary used for the "dcz" content encoding is a "raw'
dictionary type as defined in Section 2.1.4 and is treated as a raw
dictionary as per section 5 of RFC 8878.

The 40-byte header consists of a fixed 8-byte sequence foll owed by
the 32-byte SHA-256 hash of the external dictionary that was used to
conpress the resource:

Magi c_Nunber: 8 fixed bytes: Ox5e, 0x2a, 0x4d, 0x18, 0x20, 0xO00,
0x00, 0x00.

SHA 256 Hash: 32 bytes. SHA-256 hash digest of the dictionary
[ SHA- 256] .

The 40-byte header is a Zstandard skippable frame (little-endian
0x184D2A5E) with a 32-byte length (little-endi an 0x00000020) that is
compatible with existing Zstandard decoders.

Clients that announce support for dcz content encoding MJST be able
to deconpress resources that were conpressed with a wi ndow size of at
least 8 MB or 1.25 tines the size of the dictionary, which ever is
greater, up to a maxi mum of 128 MB.
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The wi ndow si ze used will be encoded in the content (currently, this
can be expressed in powers of two only) and it MJST be | ower than
this limt. An inplenentation MAY treat a wi ndow size that exceeds
the limt as a decoding error

Wth Zstandard conpression, the full dictionary is available during
conpressi on and deconpression until the size of the input exceeds the
compressi on wi ndow. Beyond that point the dictionary becones

unavail able. Using a conpression windowthat is 1.25 tines the size
of the dictionary allow for full delta conpression of resources that

have grown by 25% bet ween rel eases while still giving the client
control over the nmemory it will need to allocate for a given
response.

6. Negotiating the content encoding

When a conpression dictionary is available for use conpressing the
response to a given request, the encoding to be used is negotiated
through the regul ar nmechani smfor negotiating content encoding in
HTTP t hrough the "Accept-Encodi ng" request header and "Content-
Encodi ng" response header

The dictionary to use is negotiated separately and advertised in the
"Avai |l abl e-Di cti onary" request header

6.1. Accept-Encoding

When a dictionary is available for use on a given request, and the
client chooses to nake dictionary-based content-encodi ng avail abl e,
the client adds the dictionary-aware content encodings that it
supports to the "Accept-Encodi ng" request header. e.g.

Accept - Encodi ng: gzip, deflate, br, zstd, dcb, dcz

When a client does not have a stored dictionary that matches the
request, or chooses not to use one for the request, the client MJST
NOT send its dictionary-aware content-encodings in the "Accept-
Encodi ng" request header.

6.2. Content-Encodi ng
If a server supports one of the dictionary encodi ngs advertised by
the client and chooses to conpress the content of the response using
the dictionary that the client has advertised then it sets the
" Cont ent - Encodi ng" response header to the appropriate value for the
al gorithm selected. e.qg.:

Cont ent - Encodi ng: dcb
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7

7

7

If the response is cacheable, it MJST include a "Vary" header to
prevent caches serving dictionary-conpressed resources to clients
that don’t support them or serving the response conpressed with the
wrong dictionary:
Vary: accept-encodi ng, avail abl e-dictionary
I ANA Consi derati ons
1. Content Encoding
I ANA i s asked to enter the following into the "HTTP Content Coding
Regi stry" registry maintai ned at <https://ww. iana. org/assi gnment s/
ht t p- par anmet er s/ htt p- par amet er s. xht m >:
*  Nane: dcb
* Description: "Dictionary-Conpressed Brotli" data fornat.
* Reference: This docunent
* Notes: Section 4
I ANA i s asked to enter the following into the "HTTP Content Coding
Regi stry" registry nmaintai ned at <https://ww. iana. org/assi gnment s/
ht t p- par anmet er s/ htt p- par anmet er s. xht m >:
* Nane: dcz
* Description: "Dictionary-Conpressed Zstandard" data fornat.
* Reference: This docunent
* Notes: Section 5
2. Header Field Registration
I ANA i s asked to update the "Hypertext Transfer Protocol (HTTP) Field
Nanme Regi stry" registry maintained at

<https://ww. i ana. org/ assi gnnents/ http-fields/http-fields.xhtm >
according to the tabl e bel ow
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| Field Nane | Status | Reference |
[} e ——————————— Ll —p—p——_—————_ Ll —_————————————
| Use-As-Dictionary | permanent | Section 2.1 of this docunent

R S . +
| Available-Dictionary | permanent | Section 2.2 of this document |
domemmemeeemeaeeaaaas S I Fom e meemeeieeeeeceieemeaacaaas +
| Dictionary-ID | permanent | Section 2.3 of this docunment |
T R o e e e e e e e e e o +

Table 1

7.3. Link Relation Registration

I ANA is asked to update the "Link Relation Types" registry maintained
at <https://ww.iana.org/assignnents/link-relations/link-
relations. xhtm >:

* Relation Nane: conpression-dictionary

* Description: Refers to a conpression dictionary used for content
encodi ng.

* Reference: This docunent, Section 3
8. Conpatibility Considerations

It is not unusual for there to be devices on the network path that

i ntercept, inspect and process HITP requests (web proxies, firewalls,
intrusion detection systens, etc). To mnimze the risk of these
devices incorrectly processing dictionary-conpressed responses,
conmpression dictionary transport MJST only be used in secure contexts
(HTTPS) .

9. Security Considerations
The security considerations for Brotli [RFC7932], Shared Brotl
[ SHARED- BROTLI] and Zstandard [ RFC8878] apply to the dictionary-based
versions of the respective algorithns.
9.1. Changing content
The dictionary must be treated with the same security precautions as

the content, because a change to the dictionary can result in a
change to the deconpressed content.
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9

9

9

9

2

3.

3.

3.

The dictionary is validated using a SHA-256 hash of the content to
make sure that the client and server are both using the same
dictionary. The strength of the SHA-256 hash algorithmisn’t
explicitly needed to counter attacks since the dictionary is being
served fromthe sane origin as the content. That said, if a weakness
is discovered in SHA-256 and it is determned that the dictionary
negoti ati on should use a different hash algorithm the "Use-As-

Di ctionary" response header can be extended to specify a different

al gorithm and the server would just ignore any "Avail abl e-Di ctionary”
requests that do not use the updated hash

Readi ng cont ent

The conpression attacks in Section 2.6 of [RFC7457] show that it’'s a
bad idea to conpress data fromm xed (e.g. public and private)

sources -- the data sources include not only the conpressed data but
also the dictionaries. For exanple, if you conpress secret cookies
using a public-data-only dictionary, you still leak information about

t he cooki es.

Not only can the dictionary reveal information about the conpressed
data, but vice versa, data conpressed with the dictionary can revea
the contents of the dictionary when an adversary can control parts of
data to conpress and see the conpressed size. On the other hand, if
the adversary can control the dictionary, the adversary can | earn

i nformati on about the conpressed dat a.

Security Mtigations

If any of the mitigations do not pass, the client MJST drop the
response and return an error.

1. Cross-origin protection

To make sure that a dictionary can only inpact content fromthe sane
origin where the dictionary was served, the URL Pattern used for

mat ching a dictionary to requests (Section 2.1.1) is guaranteed to be
for the same origin that the dictionary is served from

2. Response readability

For clients, like web browsers, that provide additional protection
agai nst the readability of the payload of a response and agai nst user
tracking, additional protections MJST be taken to nake sure that the
use of dictionary-based conpressi on does not reveal information that
woul d not ot herw se be avail abl e.
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In these cases, dictionary conpressi on MJUST only be used when both
the dictionary and the conpressed response are fully readable by the
client.

In browser terns, that neans that both are either sane-origin to the
context they are being fetched fromor that the response is cross-
origin and passes the CORS check (see Part CORS check of [FETCH).

9.3.3. Server Responsibility

As with any usage of conpressed content in a secure context, a
potential timng attack exists if the attacker can control any part
of the dictionary, or if it can read the dictionary and control any
part of the content being conpressed, while performng multiple
requests that vary the dictionary or injected content. Under such an
attack, the changing size or processing tinme of the response reveals
i nformati on about the content, which mght be sufficient to read the
supposedl y secure response.

In general, a server can mitigate such attacks by preventing

vari ations per request, as in preventing active use of multiple
dictionaries for the sanme content, disabling conpression when any
portion of the content cones from uncontrolled sources, and securing
access and control over the dictionary content in the same way as the
response content. In addition, the follow ng requirenments on a
server are intended to disable dictionary-aware conpression when the
client provides CORS request header fields that indicate a cross-
origin request context.

The following algorithmw ||l return FALSE for cross-origin requests
wher e precautions such as not using dictionary-based conpression
shoul d be consi der ed:

1. If there is no "Sec-Fetch-Site" request header then return TRUE

2. if the value of the "Sec-Fetch-Site" request header is "sane-
origin" then return TRUE

3. If there is no "Sec-Fetch-Mde" request header then return TRUE

4. 1f the value of the "Sec-Fetch-Mde" request header is "navigate"
or "sane-origin" then return TRUE

5. If the value of the "Sec-Fetch-Mde" request header is "cors"

* |f the response does not include an "Access-Control - Al |l ow
Oigin" response header then return FALSE
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request does not include an "Origin" request header

then return FALSE.

* |f the value of the "Access-Control -Allow Origin" response

header

is "*" then return TRUE.

* |f the value of the "Access-Control-AllowOigin" response

header
return

mat ches the value of the "Origin" request header then
TRUE.

6. return FALSE.

10. Privacy Considerations

Since dictionaries are advertised in future requests using the hash
of the content of the dictionary, it is possible to abuse the
dictionary to turn it into a tracking cookie.

To mitigate any additional tracking concerns, clients MJST treat
dictionaries in the sane way that they treat cookies [ RFC6265]. This
includes partitioning the storage as cookies are partitioned as well
as clearing the dictionaries whenever cookies are cleared.
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