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Abst ract

Redi recting HTTP requests to HITPS is a comon pattern for human-
facing web resources. When done for authenticated HITP APl traffic,
client credentials are exposed to the network. This docunent

di scusses the pitfalls of the redirect approach and nmakes depl oynent
recommendati ons for authenticated HTTP APIs. It does not specify a
pr ot ocol .

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at https://ietf-wgy-
httpapi.github.io/draft-ietf-httpapi-privacy/draft-ietf-httpapi-
privacy.htm . Status information for this document may be found at
https://datatracker.ietf.org/doc/draft-ietf-httpapi-privacy/.

Di scussion of this document takes place on the Building Blocks for
HTTP APIs Working Group mailing list (mailto:httpapi @etf.org), which
is archived at https://mailarchive.ietf.org/arch/browse/httpapi/.
Subscribe at https://ww.ietf.org/mailman/listinfo/httpapi/.

Source for this draft and an issue tracker can be found at
https://github. comietf-wg-httpapi/httpapi-privacy.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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1.

I nt roducti on

It is a conmon pattern for HITP servers to prefer serving resources

over HTTPS. Because HTTPS uses TLS, clients receive authentication

of the server and confidentiality of the resource bodies supplied by
the server.

In order to inplenment this preference, HITP servers often listen for
unencrypted requests and respond with a 3XX status code directing the
client to the equival ent resource over an encrypted connection. For
unaut henti cated web browsing, this is a reasonabl e user experience
bridge. Users often type bare hostnanes (not URIS) into a user
agent; if the user agent defaults to an unencrypted connection, the
server can correct this default and require the use of encryption
This pattern is so well established that many HTTP server and
intermedi ary inplementations have a prom nently displayed option to
enable it automatically.

When client authentication is used, nore care mnmust be taken. The
client’s initial request may include a Bearer token or other
credential (such as a Cookie); once the request has been sent on the
networ k, any passive attacker who can see the traffic can acquire
this credential and use it.

If the server perforns a redirect in this situation, it does not
mtigate exposure of the credential. Further, because the request
will ultimately succeed if the client follows the redirect, an
application devel oper or user who accidentally configures an
unencrypted APl endpoint will not necessarily notice the

m sconfi gurati on.

Thi s docunment descri bes actions APl servers and clients shoul d take
in order to safeguard credentials. These reconmendati ons are not
directed at resources where no authentication is used. However,

[ PERPASS] establishes broader reasons to use HTTPS regardl ess of
whet her credentials are transmtted.

It has been established guidance not to send credentials in the clear
for decades. Nonethel ess, a spot-check in May 2024 ([BLOF) found
over two dozen websites that were vulnerable to the issues |isted

her e.
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Conventions and Definitions

Al t hough this docunent is not an | ETF Standards Track publication, it
adopts the conventions for normative | anguage to provide clarity of
instructions to the inplenenter. The key words "MJST", "MJST NOT",
"REQUI RED", "SHALL", "SHALL NOT", "SHOULD', "SHOULD NOT",
"RECOMMENDED', "NOT RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in BCP 14 [ RFC2119]

[ RFC8174] when, and only when, they appear in all capitals, as shown
her e.

Server Recomendati ons
Pre- Connection Redirects

To informclients that unencrypted requests to a server are never
appropriate, there are various nechani sns avail abl e, incl uding:

* HITP Strict Transport Security (HSTS) [RFC6797] infornms clients
who nake a successful connection over HTTPS that secure
connections are a requirenent in the future.

* HTTPS DNS records [RFC9460] informclients at connection tinme to
use only secure connections to the indicated server

Nei t her nechanismis fool proof. An attacker with control of the
network or the DNS server could block resolution of HITPS records on
a client connecting to a new server, while HSTS requires a successful
prior connection to the server and relies on the client to inplenent
persi stent storage of the HSTS directive.

Used together, however, both approaches make clients less likely to
send any requests over an insecure channel. HITP APl servers with
aut henti cated endpoi nts SHOULD enpl oy both nechani sns.

Connecti on Bl ocki ng

If an APl request succeeds despite having an unencrypted endpoint
configured, the devel oper or user is less likely to notice the

m sconfiguration. Were possible, it is advantageous for such a

m sconfiguration to fail inmrediately so that the error can be noticed
and correct ed.
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HTTP APl servers MAY induce such an early failure by not accepting
unencrypted connections, e.g. on port 80. This nmakes it inpossible
for a client to send a credential over an insecure channel to the

aut hentic server, as no such channel can be opened. HITP APl servers
MAY alternatively restrict connections on port 80 to network sources
which are nore trusted, such as a VPN or virtual network interface.

However, this mitigation is limted against active network attackers,
who can inpersonate the HITP APl server and accept the client’s
i nsecure connection attenpt.

2.3. Credential Restriction

Whenever possible, credentials should include an indicator to clients
that the credential is restricted to secure contexts. For exanple,
Cooki e- based aut henti cati on SHOULD include the Secure attribute
described in Section 4.1.2.5 of [ RFC6265]. Bearer tokens MAY use the
format described in [RFC8959] to indicate the expected usage to the
client.

2.4. Disclosure Response

Sone depl oynents might not find it feasible to conpletely bl ock
unencrypted connections, whether because the hostnane is shared with
unaut henti cated endpoints or for infrastructure reasons. Therefore,
HTTP APl servers need a response for when a credential has been
recei ved over an insecure channel

HTTP status code 403 (Forbidden) indicates that "the server
under st ood the request but refuses to fulfill it" [RFC9110]. While
this is generally understood to nean that "the server considers [the
credentials] insufficient to grant access,” it also states that "a
request mght be forbidden for reasons unrelated to the credentials.”
HTTP APl servers SHOULD return status code 403 to all requests

recei ved over an insecure channel if they included any ki nd of
credential, regardless of the their validity.

Because a difference in behavior would enable attackers to guess and
check possible credentials, an HITP APl server MJST NOT return a
different client response between a valid or invalid credential
presented over an insecure connection. Differences in behavior MJST
only be visible on subsequent use of the credential over a secure
channel
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2.4.1. Credential Revocation

VWhen a request is received over an unencrypted channel, the presented
credential is potentially conprom sed. HITP APl servers SHOULD
revoke such credentials immediately. Wen the credential is next
used over a secure channel, the server MAY return an error that

i ndi cates why the credential was revoked.

Credentials in a request can take on different fornms. APl keys and
tokens are sinple nodes for authentication, but can be abused by
attackers to forge requests and hence should be revoked if

conprom sed. Requests can al so be authenticated using derived

val ues, where they only include digital signatures or nessage

aut henti cati on codes (MACs) derived fromcredentials but not the
credentials thenmsel ves. Since an attacker cannot abuse the derived
val ues to forge requests, the server MAY choose to not revoke the
credentials in this case.

3. dient Recommendati ons

The foll owi ng recommendati ons increase the success rate of the server
recomrendat i ons above.

3.1. Inplement Rel evant Protocols

Clients SHOULD support and query for HTTPS records [ RFC9460] when
establishing a connection. This gives HITP APl servers an
opportunity to provide nore conplete information about capabilities,
sonme of which are security-rel evant.

Clients SHOULD respect HSTS header fields [RFC6797] received froma
server. This includes inplenmenting persistent storage of HSTS
i ndi cations received fromthe server

Clients that do not follow either, or both, of these reconmendations
m ght not understand the requirenents of the server and coul d have
their traffic deni ed upon receipt, perhaps after having exposed
authentication material in cleartext on the Internet.

3.2. Respect Credential Restrictions

[ RFC6265] prohibits sending a Cookie with the Secure attribute over
an insecure channel

Clients MJUST NOT send any header field that contains a secret token
over an insecure channel. Such header fields include Authorization
and Proxy-Authorization and are described in Sections 11.6.2 and
11.7.2 of [RFC9110], respectively.
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3.3. Disallow Insecure by Default

6

6

VWhen aut hentication is used, clients SHOULD require an explicit

i ndication, which is distinct fromthe provided URI, fromthe user or
caller that an insecure context is expected. Depending on the
interface, this might be a U preference or an APl fl ag.

Absent such an indication, clients of HITP APIs MJST i npl enent and
use HTTPS excl usively.

Security Considerations

Thi s docunent describes howto nmitigate exposting client credentials
to the network through plaintext HTTP requests.

The behavi or reconmended in Section 2.4.1 creates the potential for a
deni al of service attack where an attacker guesses nany possible
credentials over an unencrypted connection in hopes of discovering
and revoking a valid one.

HTTP APl servers inplementing this mtigation MIST al so guard agai nst
such attacks, such as by Iimting the nunber of requests before
closing the connection and rate-limting the establishnment of

i nsecure connecti ons.

This can al so occur when a legitimte client m sbehaves and routinely
sends credentials over HITP. HITP APl servers may wi sh to consider
alternatives such as notification or grace period before revocation
I ANA Consi derations
Thi s docunent has no | ANA acti ons.
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