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Abst r act

This menmo specifies "HTTP Link Hints", a mechani smfor annotating Wb
links to HTTP(S) resources with information that otherw se m ght be
di scovered by interacting with them

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at https://ietf-wg-
httpapi .github.io/link-hint/draft-ietf-httpapi-link-hint.htm.
Status information for this docurment may be found at
https://datatracker.ietf.org/doc/draft-ietf-httpapi-Ilink-hint/.

Di scussion of this document takes place on the Building Blocks for
HTTP APls Working Group mailing list (rmailto:httpapi @etf.org), which
is archived at https://mailarchive.ietf.org/arch/browse/httpapi/.
Subscribe at https://ww.ietf.org/mailman/listinfo/httpapi/.

Source for this draft and an issue tracker can be found at
https://github. comietf-wg-httpapi/link-lint.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 11 February 2026.

Not t i ngham Expires 11 February 2026 [ Page 1]



I nternet-Draft HTTP Link Hints August 2025

Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.
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1. Introduction

HTTP [HTTP] clients can discover a variety of information about a
resource by interacting with it. For exanple, the nethods supported
by a resource can be | earned by exam ning the All ow header field in
responses fromit, and the need for authentication is conveyed with a
401 (Authentication Required) status code.
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Oten, it can be beneficial to know this information before
interacting with the resource; not only can such know edge save tine
(through reduced round trips), but it can also influence the choices
made by the code or user driving the interaction. For exanple, a
user interface that presents the data froman HITP-based APl m ght
need to know which resources the user has wite access to, so that it
can present the appropriate interface.

Thi s specification defines a vocabulary of HITP link hints that allow
such nmetadata about HTTP resources to be attached to Wb |inks

[ VEB- LI NKI NG, thereby nmaking it available before the link is
followed. It also establishes a registry for future hints.

Hi nts are just that -- they are not a contract, and are to only be
taken as advisory. The runtine behaviour of the resource always
overrides hinted information. For exanple, a client mght receive a
hint that the PUT nethod is allowed on all "w dget" resources. This
means that generally, the client can send a PUT to them but a
specific resource might reject a PUT based upon access control or

ot her considerati ons.

More fine-grained information mght also be gathered by interacting
with the resource (e.g., via a CGET), or by another resource
containing it (such as a widgets collection) or describing it (e.g.,
one linked to it with a "describedby" Iink relation).

There is not a single way to convey hints with a link; rather, it is
expected that this will be done by individual |ink serialisations
(see Section 3.4.1 of [VEB-LINKING).

Finally, these hints are not universally applicable to all links.
Section 2.2 of [WEB-LINKING specifies that the name space of target
attributes for a given link is defined by both the link relation in
use, and by the serialisation in use. Therefore, to be used in a
given link, these hints need to be explicitly specified by either the
link relation type or the serialisation (e.g., by referencing this
speci fication).

1.1. Not ati onal Conventi ons

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capital s, as shown here
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2.

3.

3.

.1

2.

HTTP Link Hi nts

A HTTP link hint is a (key, value) tuple that describes the target
resource of a Web Iink [VEB-LINKING, or describes the link itself.
The value’s canonical formis expressed in subset of the data types
defined by HTTP Structured Fields [ STRUCTURED- FI ELDS] .

Typically, link hints are serialised in links as target attributes
(Section 3.4.1 of [WEB-LINKING ). |In the Link HITP Header, this can
be done by serialising those attributes as strings. In other link

formats, this requires a mapping fromthe canonical data nodel into
the constraints of that format.

The information in a link hint SHOULD NOT be considered valid for
| onger than the freshness lifetime (Section 4.2 of [HITP-CACH NG ) of
the representation that the link occurred within, and in sone cases,
it might be valid for a considerably shorter period.
Li kewi se, the information in a link hint is specific to the link it
is attached to. This means that if a representation is specific to a
particul ar user, the hints on links in that representation are also
specific to that user.
Pre-Defined HTTP Link H nts
al | ow
*  Hint Nane: allow
* Description: Hints the HTTP nethods that can be used to interact
with the target resource; equivalent to the Al ow HTTP response
header .
* Content Mdel: Inner List of Strings
* Specification: [this docunent]

Content MJST be an Inner List of Strings, containing HTTP met hods
(Section 9 of [HITP]).

formats

* Hnt Name: fornats

* Description: Hnts the representation type(s) that the target

resource can produce and consune, using the GET and PUT (if
al | oned) net hods respectively.
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* Content Model: Inner List of Strings
* Specification: [this docunent]

Content MJST be an Inner List of Strings, containing nedia types
(Section 8.3.1 of [HITPF]).

3.3. accept-post
* Hint Name: accept - post

* Description: Hints the POST request format(s) that the target
resource can consune.

* Content Mddel: Inner List of Strings
* Specification: [this docunent]

Content MJST be an Inner List of Strings, with the same constraints
as for "formats".

When this hint is present, "POST" SHOULD be listed in the "all ow'
hi nt when present.

3.4. accept-patch

* H nt Name: accept-patch

* Description: Hints the PATCH [ PATCH request fornmat(s) that the
target resource can consume; equivalent to the Accept-Patch HTTP
response header.

* Content Mddel: Inner List of Strings

* Specification: [this docunent]

Content MJST be an Inner List of Strings, containing nedia types

(Section 8.3.1 of [HITP]) that identify the acceptable patch formats

(see [PATCH]).

When this hint is present, "PATCH' SHOULD be listed in the "all ow'
hint, when it is present.

3.5. accept-query

* Hint name: accept-query
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3.

3.

6

7

* Description: Hints the QUERY [ QJERY] request format(s) that the
target resource can consume; equivalent to the Accept-Query HITP
response header.

* Content Mdel: Inner List (of Strings)

* Specification: [this docunent]

Content MJST be an Inner List of Strings, containing nedia types
(Section 8.3.1 of [HITP]) that identify the acceptable query formats
(see [ QUERY]).

When this hint is present, "QUERY' SHOLD be listed in the "all ow'
hint, when it is present.

accept - ranges

* Hint Name: accept-ranges

* Description: Hnts the range-specifier(s) available for the target
resource; equivalent to the Accept-Ranges HITP response header
[HTTP] .

* Content Moddel: Inner List of Strings

* Specification: [this docunent]

Content MJST be an Inner List of Strings, containing HTTP ranges-
specifiers (Section 14.1.1 of [HITP]).

accept - prefer
* Hint Name: accept-prefer

* Description: Hints the preference(s) [RFC7240] that the target
resour ce understands (and m ght act upon) in requests.

* Content Mddel: Inner List of Strings
* Specification: [this docunent]
Content MJST be an Inner List of Strings, containing preferences

(Section 2 of [RFC7240]). Note that, by its nature, a preference can
be ignored by the server.
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3.

3.

8. precondition-req

* H nt Name: precondition-req

* Description: Hints that the target resource requires state-
changi ng requests (e.g., PUT, PATCH) to include a precondition, as
per Section 13.1 of [HITP], to avoid conflicts due to concurrent
updat es.

* Content Mdel: Inner List of Strings

* Specification: [this docunent]

Content MJST be an Inner List of Strings, with possible values "etag"
and "last-nodified" indicating type of precondition expected.

See al so the 428 Precondition Required status code ([ RFC6585]).

9. auth-schenes

* H nt Nanme: auth-schenes

* Description: Hints that the target resource requires
aut henti cation using the HITP Authentication framework Section 11
of [HITP].

* Content Mddel: Inner List of Strings

* Specification: [this docunent]

Content MJST be an Inner List of Strings, each corresponding to a
HTTP aut henticati on scheme (Section 11.1 of [HITP]).

.10. auth-real ns

* Hint Nane: auth-real ns

* Description: Hnts the authentication realn(s) available for those
schenes that support themin the HITP Authentication franmework
Section 11 of [HITP].

* Content Mdel: Inner List (of Strings)

* Specification: [this document]

Content MJST be an Inner List of Strings, each indicating a
protection space that the resource is a nenber of.
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3.

5

5

1

1.

1. status

* H nt Nanme: status

* Description: Hints the status of the target resource.
* Content Mbdel: Token

* Specification: [this docunent]

Content MJST be a Token; possible val ues are:

* deprecated - indicates that use of the resource is not
recormmended, but it is still available.
* gone - indicates that the resource is no | onger avail able

it will return a 410 (Gone) HITP status code if accessed.

Security Considerations
Clients need to exercise care when using hints. For exanple
client mght send credentials to a server that uses the auth
hint, w thout checking to see if those credentials are appro
for that server.
I ANA Consi derati ons

HTTP Li nk Hint Registry

Thi s specification defines the HTTP Link Hint Registry. See
Section 2 for a general description of the function of |ink

Link hints are generic; that is, they are potentially applic
any HITP resource, not specific to one application of HITP,

one particular format. GCenerally, they ought to be infornmat
woul d ot herwi se be di scoverable by interacting with the reso

H nt names MJST be conposed of the |owercase letters (a-z),

ci.e.,

, a haive
-req
priate

hi nt s.

able to
nor to
ion that
urce.

digits

(0-9), underscores ("_") and hyphens ("-"), and MJST begin with a

| owercase letter.

Hi nt content MJST be described using valid conbinations of t
follow ng types defined by HITP Structured Fields

([ STRUCTURED- FI ELDS] ) :

* |Inner List (Section 3.1.2 of [STRUCTURED- FI ELDS])

* |tem (Section 3.3 of [ STRUCTURED- FI ELDS])
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6.

6.

H nt semantics SHOULD be described in terns of the framework defined
in [ VWEB-LINKING .

New hints are registered using the | ETF Revi ew process described in
[ RFC8126]. Registration of new resource hints are to use the
follow ng tenpl ate:

* Hnt Name: [hint name]

* Description: [a short description of the hint's semantics]
* Content Mddel: [allowed Structured Fields types]

* Specification: [reference to specification docunent]

Initial registrations are enunerated in Section 3. Additionally, the
"rel", "rev", "hreflang", "nedia", "title", and "type" hint nanes are
reserved, so as to avoid potential clashes with link serialisations.

Ref er ences
1. Normative References

[ HTTP] Fielding, R, Ed., Nottingham M, Ed., and J. Reschke,
Ed., "HTTP Semantics", STD 97, RFC 9110,
DO 10.17487/ RFC9110, June 2022,
<https://www. rfc-editor.org/rfc/rfc9110>.

[ HTTP- CACHI NG
Fielding, R, Ed., Nottingham M, Ed., and J. Reschke,
Ed., "HTTP Caching", STD 98, RFC 9111,
DO 10.17487/ RFC9111, June 2022,
<https://www. rfc-editor.org/rfc/rfc9111>.

[ ISON| Bray, T., Ed., "The JavaScript Object Notation (JSON) Data
I nterchange Format", STD 90, RFC 8259,
DO 10.17487/ RFC8259, Decenber 2017,
<https://www. rfc-editor.org/rfc/rfc8259>.

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi renment Level s", BCP 14, RFC 2119,
DA 10.17487/ RFC2119, March 1997,
<https://ww. rfc-editor.org/rfc/rfc2119>.

[ RFC6585] Nottingham M and R Fielding, "Additional HITP Status
Codes", RFC 6585, DO 10.17487/ RFC6585, April 2012,
<https://www. rfc-editor.org/rfc/rfc6585>.

Not t i ngham Expires 11 February 2026 [ Page 9]



I nternet-Draft HTTP Link Hints August 2025

[ RFC7240] Snell, J., "Prefer Header for HTTP', RFC 7240,
DO 10.17487/ RFC7240, June 2014,
<https://www. rfc-editor.org/rfc/rfc7240>.

[ RFC8174] Leiba, B., "Anbiguity of Uppercase vs Lowercase in RFC
2119 Key Wirds", BCP 14, RFC 8174, DA 10.17487/ RFC8174,
May 2017, <https://ww.rfc-editor.org/rfc/rfc8174>.

[ STRUCTURED- FI ELDS]
Nottingham M and P. Kanp, "Structured Field Values for
HTTP', RFC 9651, DO 10.17487/ RFC9651, Septenber 2024,
<https://www. rfc-editor.org/rfc/rfc9651>.

[ URI'] Berners-Lee, T., Fielding, R, and L. Masinter, "Uniform
Resource ldentifier (URI): Generic Syntax", STD 66,
RFC 3986, DO 10.17487/ RFC3986, January 2005,
<https://www. rfc-editor.org/rfc/rfc3986>.

[ VEB- LI NKI NG
Notti ngham M, "Web Linking", RFC 8288,
DA 10.17487/ RFC8288, Cctober 2017,
<https://www. rfc-editor.org/rfc/rfc8288>.

6.2. Informative References

[ PATCH| Dusseault, L. and J. Snell, "PATCH Method for HTTP",
RFC 5789, DO 10.17487/ RFC5789, March 2010,
<https://www. rfc-editor.org/rfc/rfc5789>.

[ QUERY] Reschke, J., Snell, J. M, and M Bishop, "The HTTP QUERY
Met hod", Work in Progress, Internet-Draft, draft-ietf-
ht t pbi s- saf e- net hod- w body-11, 19 May 2025,
<https://datatracker.ietf.org/doc/htm/draft-ietf-httpbis-
saf e- net hod- w body- 11>.

[ RFC8126] Cotton, M, Leiba, B., and T. Narten, "QGuidelines for
Witing an | ANA Consi derations Section in RFCs", BCP 26,
RFC 8126, DO 10.17487/ RFC8126, June 2017,
<https://www. rfc-editor.org/rfc/rfc8126>.

Appendi x A, Acknow edgenent s

Thanks to Jan Al germissen, M ke Amundsen, Bill Burke, G aham Klyne,

Lei f Hedstrom Jeni Tennison, Erik WIlde and Jorge WIllians for their

suggesti ons and feedback.

Aut hor’ s Addr ess

Not t i ngham Expires 11 February 2026 [ Page 10]



I nternet-Draft HTTP Link Hints August 2025

Mar k Not ti ngham
Emai | : mmot @mot . net
URI : https://ww. rmot . net/

Not t i ngham Expires 11 February 2026 [ Page 11]



