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Abst r act
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non-i denpotent HTTP met hods such as POST or PATCH fault-tol erant.
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I nt roducti on

In mat hemati cs and conputer science, an idenpotent operation is one
that can be applied multiple tinmes wthout changing the result beyond
the initial application. It does not matter if the operation is
called only once or tens of tines over

I denmpotency is inportant in building fault-tol erant HITP APIs. An
HTTP request nethod is considered idenpotent if the intended effect
on the server of nultiple identical requests with that method is the
same as the effect for a single such request. Per [RFC9110], the
met hods OPTI ONS, HEAD, GET, PUT and DELETE are idenpotent while

met hods POST and PATCH are not.

Let’s say a client of an HTTP APl wants to create (or update) a
resource using a POST nethod. Repeating the request multiple tines
can result in duplication or incorrect updates. Consider a scenario
where the client sent a POST request to the server, but the request
timed out. The client is left uncertain about the status of the
resource. It doesn't know if the resource was created or updated, or
if the server even compl eted processing the request. Furthernore,
the client does not know if it can safely retry the request.

1. Notational Conventions

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here

Thi s specification uses the Augnented Backus- Naur Form ( ABNF)
notati on of [ RFC5234] and includes, by reference, the | M-fixdate
rule as defined in Section 7.1.1.1 of [RFC7231].

The term"resource" is to be interpreted as defined in Section 2 of
[ RFC7231], that is identified by an URI.

The | denpot ency-Key HTTP Request Header Field
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An idenpotency key is a unique value generated by the client which
the resource uses to recogni ze subsequent retries of the sane
request. The |denpotency-Key HTTP request header field carries this
val ue.

Synt ax

| denpot ency-Key is an Item Structured Header [RFC8941]. |Its value
MUST be a String (Section 3.3.3 of [RFC8941]).

Uni queness of | denpotency Key

The i denpotency key MJST be uni que and MJUST NOT be reused with
anot her request with a different request payl oad.

Uni queness of the key MJST be defined by the resource owner and MJST
be inplemented by the clients of the resource. It is RECOMVENDED
that a UU D [RFC4122] or a simlar randomidentifier be used as an

i denpot ency key.

The foll owi ng exanpl e shows an idenpotency key whose value is a UUID
[ RFC4122] :

| denmpot ency- Key: "8e03978e-40d5-43e8-bc93-6894a57f 9324"
| dempotency Key Validity and Expiry
The resource MAY require tine based i denpotency keys to be able to
purge or delete a key upon its expiry. The resource SHOULD defi ne
such expiration policy and publish it in the docunmentation
| denpot ency Fi ngerprint
An idempotency fingerprint MAY be used in conjunction with an
i denpot ency key to determi ne the uni queness of a request. Such a
fingerprint is generated fromrequest payl oad data by the resource.
An idenpotency fingerprint generation algorithm MAY use one of the
following or simlar approaches to create a fingerprint.
* Checksum of the entire request payl oad.
* Checksum of selected elenent(s) in the request payl oad.
* Field value match for each field in the request payl oad.
* Field value match for selected elenent(s) in the request payl oad.
* Request digest/signature.

Responsibilities
1. dient
Clients of HTTP APl requiring idenpotency SHOULD understand the
i denpotency rel ated requirenents as published by the server and use
appropriate algorithmto generate idenpotency keys.
Clients MAY choose to send an |denpotency-Key field with any valid
value to indicate the user’s intent is to only performthis action
once. Wthout a priori know edge, a general client cannot assune the
server will respect this request.

For each request, a client SHOULD:

* Send a unique idenpotency key in the HITP | demnpot ency- Key request
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header fi el d.
2. Resource
Resources MUST publish a idenpotency related specification. This
speci fication MIST include expiration related policy if applicable.
A resource is responsible for managing the lifecycle of the
i denpot ency key.
For each request, a server SHOULD:

* ldentify idenpotency key fromthe HITP | denpot ency-Key request
header field.

* Cenerate idenpotency fingerprint if required.
* Enforce idenpotency (see bel ow)
| denmpot ency Enf or cenent

* First tine request (idenpotency key and fingerprint has not been
seen)

The resource SHOULD process the request nornmally and respond with
an appropriate response and status code.

* Duplicate request (idenpotency key and fingerprint has been seen)
Retry

The request was retried after the original request conpleted. The
resource SHOULD respond with the result of the previously
conpl et ed operation, success or an error. See Error Scenarios for
details on errors.

Concurrent Request

The request was retried before the original request conpl eted.
The resource SHOULD respond with a resource conflict error. See
Error Scenarios for details.

Error Handl i ng

If the |denpotency-Key request header is mssing for a docunented

i denpotent operation requiring this header, the resource SHOULD reply
with an HTTP 400 status code with body containing a link pointing to
rel evant documentation. Followi ng exanpl es shows an error response
descri bi ng the probl em using [ RFC7807].

HTTP/ 1.1 400 Bad Request
Cont ent - Type: application/probl em+j son
Cont ent - Language: en

{
"type": "https://devel oper. exanpl e. com i denpot ency”,
"title": "ldenpotency-Key is mssing”,
"detail": "This operation is idenpotent and it requires correct
usage of |denpotency Key.",
}

Alternately, using the HTTP header Link, the client can be informnmed
about the error as shown bel ow.

HTTP/ 1.1 400 Bad Request
Li nk: <https://devel oper. exanpl e. conii denpot ency>;
rel ="descri bedby"; type="text/htm"
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If there is an attenpt to reuse an idenpotency key with a different
request payl oad, the resource SHOULD reply with a HTTP 422 status
code with body containing a link pointing to relevant docunentation
The status code 422 is defined in Section 15.5.21 of [RFC9110].

HTTP/ 1.1 422 Unprocessabl e Cont ent
Cont ent - Type: application/probl em+j son
Cont ent - Language: en

{
"type": "https://devel oper. exanpl e. com i denpot ency",
"title": "ldenpotency-Key is already used",
"detail": "This operation is idenpotent and it requires

correct usage of |denpotency Key. |denpotency Key MJIST not be
reused across different payloads of this operation."”,

}

The server can also informthe client by using the HTTP header Link
as shown bel ow.

HTTP/ 1.1 422 Unprocessabl e Content
Li nk: <https://devel oper. exanpl e. conti denpot ency>;
rel ="descri bedby"; type="text/htm"

If the request is retried, while the original request is still being
processed, the resource SHOULD reply with an HTTP 409 status code
wi th body containing probl emdescription.

HTTP/ 1.1 409 Conflict
Cont ent - Type: application/probl em+j son
Cont ent - Language: en

{
"type": "https://devel oper. exanpl e. com i denpot ency",
"title": "Arequest is outstanding for this |denpotency-Key",
"detail": "A request with the sane | denpotency-Key for the
same operation is being processed or is outstanding.",

}

O, alternately using the HITP header Link pointing to the rel evant
docunent ati on

HTTP/ 1.1 409 Conflict
Li nk: <https://devel oper. exanpl e. conl i denmpot ency>;
rel ="descri bedby"; type="text/htm"

Error scenarios above describe the status of fail ed idenpotent
requests after the resource prcocesses them Cients MJST correct
the requests (with the exception of 409 where no correction is
required) before performng a retry operation, or the resource MJST
fail the request and return one of the above errors.

For other 4xx/5xx errors, such as 401, 403, 500, 502, 503, 504, 429,
or any other HTTP error code that is not listed here, the client
SHOULD act appropriately by follow ng the resource’ s docunentation

I ANA Consi derati ons
1. The Idenpotency-Key HTTP Request Header Field

The | denpot ency-Key field name shoul d be added to the "Hypertext
Transfer Protocol (HTTP) Field Nane Registry".

Fi el d Nane: |denpotency-Key
Status: permanent

Speci fication docunment: This specification, Section 2
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I mpl enent ati on Status
Note to RFC Editor: Please renmove this section before publication.
This section records the status of known inplementations of the
protocol defined by this specification at the time of posting of this
Internet-Draft, and is based on a proposal described in [ RFC7942].
The description of inplenentations in this section is intended to
assist the |ETF in its decision processes in progressing drafts to
RFCs. Please note that the listing of any individual inplenmentation
here does not inply endorsement by the | ETF. Furthermore, no effort
has been spent to verify the information presented here that was
supplied by IETF contributors. This is not intended as, and nust not
be construed to be, a catalog of available inplenentations or their
features. Readers are advised to note that other inplenentations may
exi st.
According to RFC 7942, "this will allow revi ewers and worki ng groups
to assign due consideration to docunents that have the benefit of
runni ng code, which nmay serve as evi dence of val uabl e experinentation
and feedback that have nmade the inplenented protocols nore nmature
It is up to the individual working groups to use this information as
they see fit".
Organi zation: Stripe
* Description: Stripe uses custom HTTP header naned | denpot ency- Key
* Reference: https://stripe.com docs/idenpotency
Organi zation: Adyen
* Description: Adyen uses custom HTTP header nanmed | denpot ency- Key

* Reference: https://docs. adyen. conf devel opnent - resour ces/ api -
i denpot ency/

Organi zation: Dwoll a

* Description: Dwlla uses custom HITP header naned | denpot ency- Key
* Reference: https://docs. dwol | a. conf

Organi zation: Interledger

* Description: Interledger uses custom HTTP header naned
| denpot ency- Key

* Reference: https://github.confinterl edger/
Organi zation: Worl dPay

* Description: WorldPay uses custom HTTP header named | denpot ency-
Key

* Reference: https://devel oper.worl dpay. coni docs/ wpg/ i denpot ency
Organi zati on: Yandex
* Description: Yandex uses custom HITP header named | denpot ency- Key

* Reference: https://cloud. yandex. com docs/ api - desi gn-
gui de/ concept s/ i denpot ency

Organi zation: http4s.org



* Description: Htpd4s is a mnimal, idiomatic Scala interface for
HTTP servi ces

* Reference: https://github.com http4s/http4s
Organi zation: Finastra

* Description: Finastra uses custom HTTP header naned | denpotency-
Key

* Reference: https://devel oper.fusionfabric.cloud/

Organi zation: Datatrans

* Description: Datatrans focuses on the technical processing of
paynments, including hosting smart paynment fornms and correctly
routing paynment information

* Reference: https://docs. datatrans. ch/ docs/ api -endpoints

| mpl enenting the Concept

This is a list of inplementations that inplenment the general concept,
but do so using different mechani sns:

Organi zation: Django

* Description: Django uses custom HTTP header naned
HTTP_| DEMPOTENCY_KEY

* Reference: https://pypi.org/project/django-idenpotency-key
Organi zati on: Chargebee

* Description: Chargebee uses custom HTTP header named char gebee-
i denpot ency- key

* Reference: https://apidocs. chargebee. com docs/ api /i denpot ency
Organi zation: Twilio

* Description: Twilio uses custom HITP header named |-Twi li o-
| denpot ency- Token i n webhooks

* Reference: https://ww.twlio.con docs/usage/ webhooks/ webhooks-
connecti on-overrides

Organi zati on: PayPa

* Description: PayPal uses custom HTTP header naned PayPal - Request -
Id

* Reference: https://devel oper. paypal . com docs/ busi ness/ devel op/
i denmpot ency

Organi zati on: Razor Pay

* Description: RazorPay uses custom HTTP header named X-Payout -
| denmpot ency

* Reference: https://razorpay.coni docs/razorpayx/ api/idenpotency/
Organi zati on: OpenBanki ng

* Description: OpenBanking uses custom HTTP header called x-



i denpot ency- key

* Reference: https://openbanki nguk. github.io/read-wite-api-
site3/v3.1.6/profiles/read-wite-data-api-profile.htm#request -
header s

Organi zati on: Square

* Description: To nake an idenpotent APl call, Square reconmends
addi ng a property named i denpotency _key with a uni que value in the
request body.

* Reference: https://devel oper. squareup. conf docs/ buil d- basi cs/ usi ng-
rest - api

Organi zation: Googl e Standard Paynents

* Description: Google Standard Paynments APl uses a property naned
requestld in request body in order to provider idenpotency in
various use cases.

* Reference: https://devel opers. googl e. com st andar d- paynent s/
payment - processor - servi ce-api/rest/vl/ TopLevel / capture

Organi zati on: BBVA

* Description: BBVA Open Pl atform uses custom HTTP header called X-
Uni que- Transaction-1D

* Reference
htt ps:// bbvaopenpl at f orm conl api Ref er ence/ API basi cs/ cont ent / x-
uni que-transaction-id

Organi zati on: \WbEngage

* Description: WbEngage uses custom HTTP header called x-request-id
to identify webhook POST requests uniquely to achieve events
i denpot ency.

* Reference: https://docs. webengage. com docs/ webhooks
Security Consi derations

This section is meant to inform devel opers, information providers,
and users of known security concerns specific to the idenpotency
keys.

Resources that do not inplement strong idenpotency keys, such as

UUI Ds, or have appropriate controls to validate the idenpotency keys,
could be victimto various forns of security attacks from malicious
clients:

* |njection attacks - Wen the resources does not validate the
i denmpotency key in the client request and perfornms a idenpotent
cache | ookup, there can be security attacks (primarily in the form
of injection), conprom sing the server

* Data | eaks-Wen an idenpotency inplenentation allows | ow entropy
keys, attackers MAY determ ne ot her keys and use themto fetch
exi sting idenpotent cache entries, belonging to other clients.

To prevent such situations, the specification recomends the
foll owi ng best practices for idenpotency key inplenentation in the
resource.

* Establish a fixed format for the idenpotency key and publish the



key’ s specification.

* Always validate the key as per its published specification before
processing any request.

* On the resource, inplement a unique conposite key as the
i dempot ent cache | ookup key. For exanple, a composite key MAY be
i mpl ement ed by conbi ning the idenpotency key sent by the client
with other client specific attributes known only to the resource.

6. Exanples

The first exanpl e shows an idenpotency-key header field with key
val ue using UUI D version 4 schene:

| denpot ency- Key: "8e03978e-40d5-43e8-bc93-6894a57f 9324"

Second exanpl e shows an idenpotency-key header field with key val ue
using a random string generator:

| denpot ency- Key: "cl kyoesnbgybuci f usbbt dsboht yuuwz"
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Appendi x A.  Changes from Draft-05

This revision has made the foll owi ng changes: * Added change | og
starting fromprevious draft * Correction in introduction * Added an
i mpl ement er
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