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Abst ract

Thi s docunent specifies HITP problemtypes that servers can use in
responses to problens encountered while dealing with a request
carrying integrity fields and integrity preference fields. Using an
HTTP problemtype, the server can provi de nachi ne-readabl e error
details to aid debugging or error reporting.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at https://ietf-wgy-
htt papi . gi thub. i o/ di gest-fiel ds-problemtypes/draft-ietf-httpapi-
digest-fields-problemtypes.html. Status information for this
docunent nay be found at https://datatracker.ietf.org/doc/draft-ietf-
ht t papi - di gest-fi el ds- probl emtypes/.

Di scussion of this document takes place on the Building Blocks for
HTTP APls Working Group mailing list (rmailto:httpapi @etf.org), which
is archived at https://mailarchive.ietf.org/arch/browse/httpapi/.
Subscribe at https://ww.ietf.org/mailman/listinfo/httpapi/.

Source for this draft and an issue tracker can be found at
https://github. comietf-wy-httpapi/digest-fields-problemtypes.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working documents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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1. Introduction

[ DI GEST] and [ UNENC- DI GEST] define HTTP fields for exchanging
integrity digests and preferences, but do not specify, require, or
recomrend any specific behavior for error handling relating to
integrity by design. The responsibility is instead del egated to
applications. This docunent defines a set of HITP problemtypes

([ PROBLEM ) that can be used by server applications to indicate that
a problem was encountered while dealing with a request carrying
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integrity fields and integrity preference fields.

For exanple, a request nessage may include content al ongside Content-
Di gest and Repr-Digest fields that use a digest algorithmthe server
does not support. An application could decide to reject this request
because it cannot validate the integrity. Using an HTTP probl em
type, the server can provi de nachi ne-readable error details to aid
debugging or error reporting, as shown in the foll owi ng exanpl e.

# NOTE: '\’ line wapping per RFC 8792
HTTP/ 1.1 400 Bad Request

Cont ent - Type: application/probl em+j son
Want - Cont ent - Di gest: sha-512=3, sha-256=10

{
"type": "https://iana.org/assignnents/http-problemtypes#\
di gest -unsupport ed-al gorithns",
"title": "Unsupported hashing al gorithns",
"unsupported_al gorithms": [
"al gorithni: "foo",
"header": "Want - Content-Di gest"
}
]
}

2. Conventions and Definitions

Sone exanples in this docunment contain long Iines that may be fol ded,
as described in [ RFC8792].

The terms "integrity fields" and "integrity preference fields" in
this docunment are to be interpreted as described in [D GEST] and
updat ed i n [ UNENC- DI GEST] .

The term "problemtype" in this docunent is to be interpreted as
described in [ PROBLEM .

The terns "request"”, "response", "internediary", "sender", "client",
and "server" are from[HTTP].

The problemtypes in this docunent are defined using JSON [ JSQV .

They can be serialized into an equivalent XM. format as outlined in
Appendi x B of [ PROBLEM .
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3.  Problem Types

The foll owi ng section defines three problemtypes to express conmon
probl enms that occur when handling integrity or integrity preference
fields on the server. These problemtypes use the digest- prefix in
their type URI. Oher problemtypes that are defined outside this
docunent, yet specific to digest related problens, nay reuse this
prefi x.

Requests can include nultiple integrity or integrity preference
fields. For exanple, they may use the Content-Di gest and Repr-Di gest
fields simultaneously or express preferences for content and
representation digests at the same time. Therefore, simlar problens
can appear nmultiple tines for one request. The problemtypes defined
in this docunent allow expressing multiple appearances, while each
time identifying the correspondi ng header that contained the

probl emati c val ue.

3.1. Unsupported Hashing Al gorithns

This section defines the "https://iana.org/assignments/http-problem
t ypes#di gest - unsupported-al gorithns" problemtype. A server can use
this problemtype to communicate to the client that one or nore of
the hashing algorithnms referenced in the integrity or integrity
preference fields present in the request are not supported.

For this problemtype, the unsupported_al gorithns extension nmenber is
defined, whose value is a JSON [JSON] array of entries identifying
each unsupported algorithm Each entry in the array is a JSON obj ect
with the foll owi ng nenbers:

* The al gorithm menber is a JSON string containing the al gorithm key
of the unsupported al gorithm

* The header nenber is a JSON string containing the nanme of the
integrity or integrity preference field that referenced the
unsupported al gorithm

The response can include the corresponding integrity preference field
to indicate the server’'s algorithm support and preference

This problemtype is a hint to the client about al gorithm support,
which the client could use to retry the request with different,
supported al gorithms.

The foll owi ng exanpl e shows a request with the content {"title": "New

Title"} (plus LF). The digest fields use the MD5 algorithm which is
not supported by the server as the algorithmis deprecated.
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POST /books HTTP/ 1.1

Host: foo. exanpl e

Cont ent - Type: application/json

Accept: application/json

Repr - Di gest: nd5=: Umg9xB4MIt DTknVOSEE1WA==:

Cont ent - Di gest: nd5=: Uwng9xB4MIt DTknVOSEE1WA==:
Unencoded- Di gest: nd5=: Umg9xB4MIt DTknVOSEE1WA==:

{"title": "New Title"}

Figure 1: A request with nmd5 integrity fields, which are not
supported by the server

# NOTE: '\’ line wapping per RFC 8792

HTTP/ 1.1 400 Bad Request

Cont ent - Type: application/probl em+j son
Want - Repr- Di gest: sha-512=10, nd5=0

Want - Cont ent - Di gest: sha-512=10, nmd5=0
Want - Unencoded- Di gest: sha-512=10, nd5=0

{
"type": "https://iana.org/assignnents/http-problemtypes#\
di gest -unsupport ed-al gorithns",
"title": "Unsupported hashing al gorithns",
"unsupported_al gorithms": [
"al gorithni: "nd5",
"header": "Repr-Digest"
H
{
"al gorithni: "nd5",
"header": "Content-Digest"
H
{
"algorithnm: "nd5",
"header": "Unencoded-Di gest"”
}
]
}

Fi gure 2: Response indicating the problem and advertising the
supported al gorithmns

This problemtype can al so be used when a request contains an

integrity preference field with an unsupported al gorithm For
exanpl e:
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GET /items/ 123 HTTP/ 1.1
Host: foo. exanpl e
Want - Repr - Di gest: nd5=10

Figure 3: Arequest with a nd5 integrity preference field, which
is not supported by the server

# NOTE: '\’ line wapping per RFC 8792

HTTP/ 1.1 400 Bad Request
Cont ent - Type: application/probl em+j son

{
"type": "https://iana.org/assignnments/http-problemtypes#\
di gest - unsupport ed-al gorithns",
"title": "Unsupported hashing al gorithns",
"unsupported_al gorithms": |
"al gorithnt: "nd5",
"header": "Want-Repr-Di gest”
}
]
}

Fi gure 4: Response indicating the problem
3.2. Invalid D gest Values

This section defines the "https://iana.org/assignments/http-problem
t ypes#di gest -i nval i d-val ues" problemtype. A server can use this
probl em type when responding to a request, whose integrity fields

i nclude a digest value that cannot be generated by the corresponding
hashing algorithm For exanple, if the digest value of the sha-512
hashing algorithmis not 64 bytes long, it cannot be a valid SHA-512
di gest value and the server can skip conputing the di gest val ue.
This problemtype cannot be used if the server is not able to parse
the integrity fields and obtain a value according to Section 4.5 of
[ STRUCTURED- FI ELDS], for exanple because of a syntax error

For this problemtype, the invalid_digests extension nenber is
defined, whose value is a JSON [JSON] array of entries identifying
each invalid digest. Each entry in the array is a JSON object with
the foll owi ng nenbers

* The algorithm menber is a JSON string containing the algorithm
key.
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* The header nmenber is a JSON string containing the nane of the
integrity field that contained the invalid digest val ue.

* The reason nenber is a JSON string containing a human-readabl e
description why the value is considered invalid.

This problemtype indicates a fault in the sender’s calculation or
encodi ng of the digest value. A retry of the sane request w thout
modi fication will likely not yield a successful response.

The foll owi ng exanpl e shows a request with the content {"hello":
"world"} (plus LF), but the digest has been truncated. The
subsequent response indicates the invalid SHA-512 digest.

PUT /itens/ 123 HTTP/ 1.1

Host: foo. exanple

Cont ent - Type: application/json

Repr - Di gest: sha-512=: YMAanblJz/j OATT6/ zvHr LVgOYTGFy 1d6GJi OHTohq4:

{"hello": "world"}

Figure 5: A request with a sha-512 integrity field, whose digest
has been truncated to 32 bytes

# NOTE: '\’ line wapping per RFC 8792

HTTP/ 1.1 400 Bad Request
Cont ent - Type: application/probl em+j son

{
"type": "https://iana.org/assignnents/http-problemtypes#\
di gest -i nval i d-val ues",
"title": "lInvalid digest val ues”,
"invalid digests": |

"al gorithni: "sha-512",
"header": "Repr-Digest",
"reason": "digest value is not 64 bytes |ong"

}
]

Figure 6: Response indicating that the provided digest is too short
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3.3. Msnmatched D gest Val ues

This section defines the "https://iana.org/assignments/http-problem
t ypes#di gest - m smat ched- val ues” problemtype. A server can use this
probl em type when responding to a request, whose integrity fields

i nclude a digest value that does not match the digest value that the
server calculated for the request content or representation

For this problemtype, the m smatched_di gests extension nenber is
defined, whose value is a JSON [JSON] array of entries identifying
each mi smatched digest. Each entry in the array is a JSON obj ect
with the foll owi ng nenbers:

* The algorithm menber is a JSON string containing the al gorithm key
of the hashing al gorithm

* The provided digest nenber is a JSON string containing the digest
val ue taken fromthe request’s integrity fields. The digest value
is serialized as a byte sequence as described in Section 4.1.8 of
[ STRUCTURED- FI ELDS] .

* The header nenber is a JSON string containing the nanme of the
integrity field that contai ned the m snmatched di gest val ue.

The problemtype intentionally does not include the digest value
cal culated by the server to avoid attackers abusing this information
for oracle attacks.

If the sender receives this problemtype, the request m ght be

nmodi fied unintentionally by an intermediary. The sender coul d use
this information to retry the request w thout nodification to address
tenmporary transm ssion issues.

The foll owi ng exanpl e shows a request with the content {"hello":
"woXYZ"} (plus LF), but the representation digest for {"hello":
"world"} (plus LF). The subsequent response indicates the m snmatched
SHA- 256 di gest val ue.

PUT /itens/ 123 HTTP/ 1.1

Host: foo. exanple

Cont ent - Type: application/json

Repr-Di gest: sha-256=: RK/ 0qy18M BSVnWjj wz6! ZEW P/ | F5HF9bvEF8FabDg=:
{"hello": "woXYZ"}

Figure 7: A request with a sha-256 integrity field, which does
not belong to the representation
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# NOTE: '\’ line wapping per RFC 8792

HTTP/ 1.1 400 Bad Request
Cont ent - Type: application/probl em+j son

{
"type": "https://iana.org/assignnents/http-problemtypes#\
di gest - m smat ched- val ues”,
"title": "M smatched digest val ues”,
"m smat ched_di gests": |
"algorithm': "sha-256",
"provi ded_digest": \
": RK/ 0qy18M BSVnWjj wz6l ZEW P/ | F5HFObvEF8FabDg=: ",
"header": "Repr-Digest"
}
]
}

Fi gure 8: Response indicating the m smatched di gests
4. Security Considerations

Al'l security considerations from Section 5 of [PROBLEM, Section 6 of
[ DI GEST], and Section 7 of [UNENC- DI GEST] apply as well.

Di sclosing error details could | eak informati on such as the presence
of internmediaries or the server’'s inplenentation details. Mreover,
they can be used to fingerprint the server

To mitigate these risks, server operators could assess the risk of
disclosing error details and prefer a general problemtype over a
nmore specific one.

There is no nmethod defined for the server to comunicate a di gest
value that it calculated for the purpose of validation. Such
i nformati on can be abused for oracle attacks.

5. | ANA Consi derations
I ANA is asked to register the following entries in the "HTTP Probl em
Types" registry at https://ww.iana.org/assignnents/http-problem
types (https://ww.iana. org/assi gnnents/http-problemtypes).

5.1. Registration of "digest-unsupported-algorithms" Problem Type

Type URI: https://iana.org/assignments/http-probl emtypes#di gest -
unsupport ed-al gorithns
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Title: Unsupported Hashing Al gorithns
Reconmended HTTP status code: 400
Reference: Section 3.1 of this document
5.2. Registration of "digest-invalid-values" Problem Type

Type URI: https://iana.org/assignments/http-probl emtypes#di gest -
i nval i d-val ues

Title: Invalid Digest Val ues
Recommended HTTP status code: 400
Reference: Section 3.2 of this document
5.3. Registration of "digest-m smatched-val ues" Probl em Type

Type URI: https://iana.org/assi gnments/http-probl emtypes#di gest -
m smat ched- val ues

Title: Msmatched Di gest Val ues

Recomended HTTP status code: 400

Ref erence: Section 3.3 of this docunent
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