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Abst ract

Many communi cation protocols operating over the nodern Internet use
host nanes. These often resolve to multiple |IP addresses, each of

whi ch may have different performance and connectivity
characteristics. Since specific addresses or address fanilies (IPv4d
or 1 Pv6) may be bl ocked, broken, or sub-optimal on a network, clients
that attenpt nultiple connections in parallel have a chance of

establi shing a connection nore quickly.

Thi s docunent specifies

requirenents for algorithns that

reduce this user-visible delay and

provi des an exanpl e al gorithm

referred to as "Happy Eyeballs". This

docunent updates the algorithmdescription in RFC 8305.
About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at https://ietf-wgy-
happy/ draft - happy-eyebal | s-v3/draft-ietf-happy-happyeyebal | s-v3. htmni.
Status information for this document may be found at
https://datatracker.ietf.org/doc/draft-ietf-happy-happyeyeballs-v3/.

Di scussion of this docunent takes place on the HAPPY Working G oup
mailing list (mailto: happy@etf.org), which is archived at
https://mail archive.ietf.org/arch/browse/ happy/. Subscribe at
https://ww.ietf.org/ mail man/listinfol/happy/.

Source for this draft and an issue tracker can be found at
https://github. comietf-wg-happy/draft-happy-eyebal | s-v3.

Status of This Meno

This Internet-Draft is submtted in full conformance with the

provi sions of BCP 78 and BCP 79

Pauly, et al. Expires 23 April 2026 [ Page 1]



I nternet-Draft Happy Eyeballs v3 Cct ober 2025

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
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time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”
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Copyri ght Notice
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license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD Li cense text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.

Tabl e of Contents

1. Introduction . 3
2. Conventions and Defl ni t| ons . 4
3. Overview . . 4
4. Host name Resol ut| on . . . 5
4.1. Sendi ng DNS Queries . . . 5
4.2. Handling DNS Answers Asynchronousl y . 6
4.2.1. Resolving SVCB/ HTTPS Al i ases and Targets 7
4.2. 2. Exarrpl es . e . . . 7
4.3. Handling New Answers . 7
4.4. Handling Multiple DNS Server Addr esses 8
5. G ouping and Sorting Addresses . 8
5.1. Gouping By Application Protocol s and Securr ty
Requi renents . . . e 9
5.1.1. \When to Apply Appl i cat| on Pr ef er ences .. . . . . . . 10
5.2. Gouping By Service Priority . . .. . . . . . 10
5.3. Sorting Destination Addresses Wt h| n Groups I |
6. Connection Atterrpt s . . P V2
6.1. Determning successf uI connectr on est abI i shrrent . .13
6.2. Handling Application Layer Protocol Negotiation (ALPN) . 15
6.3. Dropping or Pending Connection Attenpts . . . . . 15

Pauly, et al. Expires 23 April 2026 [ Page 2]



I nternet-Draft Happy Eyeballs v3 Cct ober 2025

7. DNS Answer Changes During Happy Eyeballs Connection Setup .. 16
8. Supporting |IPv6-Mstly and | Pv6-Only Networks . . . . .o 17
8.1. [IPv4 Address Literals . . . 4
8.2. Discovering and Utilizing PREF64 . e e . . . . . . . . . 18
8.3. Supporting DNS64 . . T
8.4. Hostnames with Broken AAAA Records e R
8.5. Virtual Private Networks . . . . . . . . . . . . . . . . 19
9. Summary of Configurable Values . . . . . . . . . . . . . . . 20
10. Limtations . . . . . . . . . .20
10.1. Path NBX|nun1Transn1SS|on Lh|t D scovery e e e s 21
10.2. Application Layer . . . e
10.3. Hiding Operational Issues e
11. Security Considerations . . . . . . . . . . . . . . . . ... 21
12. 1 ANA Considerations . . . . . . . . . . . . . . . . . . ... 22
13. References . . . e e e e e e 22
13.1. Normative References 4
13.2. Informative References . . . . . . . . . . . . . . . . . 24
Acknowl edgments . . . . . . . . . . . . . . . . . . . . . . ... 26
Authors’ Addresses . . . . . . . . . . . . . . . . . . . . ... 26
1. Introduction

Many comuni cation protocols operating over the nodern Internet use
host names. These often resolve to multiple | P addresses, each of

whi ch may have different performance and connectivity
characteristics. Since specific addresses or address famlies (IPv4
or I Pv6) may be bl ocked, broken, or sub-optimal on a network, clients
that attenpt nultiple connections in parallel have a chance of
establishing a connection nore quickly. This docunment specifies
requirenents for algorithns that reduce this user-visible delay and
provi des an exanpl e al gorithm

Thi s docunent defines the algorithmfor "Happy Eyeballs", a technique
for reducing user-visible delays on dual -stack hosts. This
definition updates the description in [HEV2], which itself obsol eted
[ RFC6555] .

The Happy Eyeballs al gorithm of racing connections to resol ved
addresses has several stages to avoid delays to the user whenever
possi ble, while respecting client priorities, such as preferring the
use of IPv6 or the availability of protocols like HITP/3 [HTTP3] and
TLS Encrypted Cient Hello [ECH . This docunent discusses how to
initiate DNS queries when starting a connection, howto sort the |ist
of destination addresses received from DNS answers, and how to race
the connection attenpts.
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The maj or difference between the algorithmdefined in this docunment
and [HEV2] is the addition of support for SVCB / HITPS resource
records [SVCB]. SVCB records provide alternative endpoints and

i nformati on about application protocol support, Encrypted dient
Hell o [ECH] keys, address hints, and other rel evant details about the
servi ces being accessed. Discovering protocol support during

resol ution, such as for HTTP/3 over QUIC [HTTP3], allows upgrading
bet ween protocols on the current connection attenpts, instead of

wai ting for subsequent attenpts to use information from ot her

di scovery nechani sns such as HTTP Alternative Services [AltSvc].
These records can be queried along with A and AAAA records, and the
updat ed al gorithm defines how to handl e SVCB responses to inprove
connection establishment.

2. Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

3. Overview
Thi s docunment defines a nethod of connection establishnent, naned the
"Happy Eyeballs Connection Setup". This approach has severa
di stinct phases:

1. Asynchronous resolution of a hostnane into destination addresses
(Section 4)

2. Sorting of the resolved destination addresses (Section 5)
3. Initiation of asynchronous connection attenpts (Section 6)

4. Successful establishnment of one connection and cancel | ati on of
other attenpts (Section 6)

Note that this document assunes that the preference policy for the
host destination address favors |IPv6 over |IPv4. [|Pv6 has many
desirabl e properties designed to be inprovenents over |Pv4 [|PV6].

Thi s docunent al so assumes that the preference policy favors QU C
over TCP. QUIC only requires one packet to establish a secure
connection, making it quicker conpared to TCP [QUI C].

If the host is configured to have different preferences, the
recommendations in this docunent can be easily adapted.
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4.

4.

Host nane Resol ution

VWen a client is trying to establish a connection to a nanmed host, it
needs to determine which destination |P addresses it can use to reach
the host. The client resolves the hostnane into | P addresses by
sendi ng DNS queries and collecting the answers. This section
describes how a client initiates DNS queries and asynchronously
handl es t he answers.

1. Sending DNS Queries

Clients first need to determ ne which DNS resource records they wll
include in queries for a naned host.

This decision is based on if client has "connectivity" using |Pv4d and
IPv6. In this case, "connectivity" for an address famly is defined
as having at |east one |ocal address of the famly fromwhich to send
packets, and at |east one non-link local route for the address
famly.

When a client has both IPv4 and | Pv6 connectivity, it needs to send
out queries for both AAAA and A records. On a network with only |IPv4
connectivity, it will send a query for A records. On a network with
only IPv6 connectivity, the client will either send out queries for
bot h AAAA and A records, or only a query for AAAA records, depending
on the network configuration. See Section 8 for nore di scussion of
handl i ng | Pv6-nostly and | Pv6-only networKks.

In addition to requesting AAAA and A records, dependi ng on which
application is establishing the connection, clients can request
either SVCB or HITTPS records [SVCB]. For applications using HTTP or
HTTPS (i ncl udi ng applications using WebSockets), the client SHOULD
send a query for HITPS records.

Al'l of the DNS queries SHOULD be nade as soon after one another as
possi ble. The order in which the queries are sent SHOULD be as
follows (omitting any query that doesn’'t apply based on the logic
descri bed above):

1. SVCB or HTTPS query

2.  AAAA query

3. A query
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4.2. Handling DNS Answers Asynchronously

Once the client receives sufficient answers to its DNS queries, it
can nove onto the phases of sorting addresses (Section 5) and
est abl i shing connections (Section 6).

I mpl ement ati ons SHOULD NOT wait for all answers to return before
starting the next steps of connection establishnment. |f one query
fails or takes significantly longer to return, waiting for those
answers can significantly delay connection establishnment that could
ot herwi se proceed with already received answers.

Therefore, the client SHOULD treat DNS resol ution as asynchronous,
processing different record types independently. Note that if the

pl atf orm does not offer an asynchronous DNS API, this behavior can be
simul at ed by maki ng separate synchronous queries for each record type
in parallel

The client noves onto sorting addresses and establishing connections
once one of the follow ng condition sets is net:

Ei t her:
* Some positive (non-enpty) address answers have been recei ved AND

* A postive (non-enpty) or negative (enpty) answer has been received
for the preferred address fanmly that was queried AND

*  SVCB/ HTTPS service information has been received (or has received
a negative response)

* Sonme positive (non-enpty) address answers have been recei ved AND

* Aresolution tinme delay has passed after which other answers have
not been received

Positive answers can be addresses received either from AAAA or A
records, or address hints received directly in SVCB/ HTTPS records.

Negative answers are exclusively responses to AAAA or A records that
contain no addresses (with or without an error |ike NXDOVAIN). |f
all answers cone back with negative answers, the connection
establishnent will fail or need to wait until other answers are
recei ved.
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On networ ks that have both default routes for IPv6 and I Pv4, IPv6 is
assuned to be the preferred address fanmily. |If only one of |Pv6 or

I Pv4 has a default route, that address fam |y shoul d be consi dered
the preferred address fanmily for progressing the algorithm

The resolution tine delay is a short tinme that provides a chance to
receive preferred addresses (via AAAA records) along with service
i nformation (via SVCB/HTTPS records). This accounts for the case
where the AAAA or SVCB/ HTTPS records follow the A records by a few
mlliseconds. This delay is referred to as the "Resol ution Del ay".

The RECOMMENDED val ue for the Resolution Delay is 50 milliseconds.
4.2.1. Resolving SVCB/ HTTPS Aliases and Targets

SVCB and HTTPS records describe information for network services.

I ndi vidual records are either AliasMde or ServiceMde records, where
Al i asMbde requires another SVCB/HTTPS query for the alias nane.

Servi ceMbde records either are associated with the original nane

bei ng queried, in which case their TargetName is ".", or are
associ ated with another service nane (see Section 2.5 of [SVCH]).

The algorithmin this docunent does not consider service information
to be received until ServiceMde records are avail abl e.

Servi ceMbde records can contain address hints via ipv6hint and

i pvdhi nt parameters. \When these are received, they SHOULD be
considered as positive non-enpty answers for the purpose of the

al gorithm when A and AAAA records corresponding to the Target Nane are
not available yet. Note that clients are still required to issue A
and AAAA queries for those TargetNanes if they haven't yet received
those records. Wen those records are received, they replace the
hints and update the avail abl e set of responses as new answers (see
Section 4.3).

4.2.2. Exanples

TODO. Provi de exanpl es of various scenarios (sinple dual stack, SVCB
del ayed AAAA, del ayed SVCB, SVCB hints providing early answers)

4.3. Handling New Answers

If new records arrive while connection attenpts are in progress, but
bef ore any connecti on has been established, then any newy received
addresses are incorporated into the list of avail able candi date
addresses (see Section 7) and the process of connection attenpts wll
continue with the new addresses added, until one connection is

est abl i shed.
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4.4. Handling Multiple DNS Server Addresses

If multiple DNS server addresses are configured for the current
network, the client nay have the option of sending its DNS queries
over |Pvd or IPv6. 1In keeping with the Happy Eyeballs approach,
queries SHOULD be sent over IPv6 first (note that this is not
referring to the sending of AAAA or A queries, but rather the address
of the DNS server itself and IP version used to transport DNS
messages). |If DNS queries sent to the I Pv6 address do not receive
responses, that address may be marked as penalized and queries can be
sent to other DNS server addresses.

As native | Pv6 depl oynents becone nore preval ent and | Pv4 addresses
are exhausted, it is expected that |1Pv6 connectivity will have
preferential treatment within networks. |If a DNS server is
configured to be accessible over IPv6, | Pv6 should be assuned to be
the preferred address fanily.

Client systens SHOULD NOT have an explicit limt to the nunmber of DNS
servers that can be configured, either manually or by the network.

If such alimt is required by hardware limtations, the client
SHOULD use at | east one address from each address famly fromthe
avail able Iist.

5. Gouping and Sorting Addresses

Before attenpting to connect to any of the resol ved destination
addresses, the client defines the order in which to start the
attenpts. Once the order has been defined, the client can use a
sinmple algorithmfor racing each option after a short delay (see
Section 6). It is inportant that the ordered list involve all
addresses fromboth fanmilies and all protocols that have been
received by this point, as this allows the client to get the racing
ef fect of Happy Eyeballs for the entire list, not just the first |Pv4
and first | Pv6 addresses.

The client perforns three |levels of grouping and sorting of addresses
based on the DNS answers received. Each subsequent |evel of sorting
only changes orders and preferences within the previously defined
groups.

1. Gouping and sorting by application protocol and security
requi renents (Section 5.1)

2. Gouping and sorting by service priorities (Section 5.2)

3. Sorting by destination address preferences (Section 5.3)
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5.1. G ouping By Application Protocols and Security Requirenents

Clients first group based on which application protocols the
destination endpoints support and which security features those
endpoints offer. These are based on information from SVCB/ HTTPS
records about application-layer protocols ("alpn" val ues) and other
paraneters like TLS Encrypted Cient Hello configuration ("ech"

val ues, see [SVCB-ECH]).

For cases where the answers do not include any SVCB/ HTTPS
information, or if all of the answers are associated with the same
SVCB/ HTTPS record, this step is trivial: all answers belong to one
group, and the client assunmes they support the same protocols and
security properties.

However, the client is aware of different sets of destination
endpoints that advertise different capabilities when it receives

mul tiple distinct SVCB/HTTPS records. The client SHOULD separate
these addresses into different groups, such that all addresses in a
group share the sanme application protocols and rel evant security
properties. The specific paraneters that are relevant to the client
depend on the client inplenentation and application

Not e that some destination addresses might need to be added to
multiple groups at this stage. For exanple, consider the foll ow ng
HTTPS records

exanpl e.com 60 IN HTTPS 1 svcl. exanple.com (
al pn="h3, h2" i pv6hi nt =2001: db8::2 )

exanpl e.com 60 IN HTTPS 1 svc2. exanpl e.com (
al pn="h2" i pv6hi nt =2001: db8::4 )

In this case, 2001:db8::2 can be used with HTTP/3 and HTTP/ 2, but
2001: db8::4 can only be used with HTTP/2. If the client creates a
groupi ng for HTTP/ 3-capabl e addresses and HTTP/ 2- capabl e addr esses,
2001: db8::2 woul d exist in both groups (assuming that all other
security properties are the sane).

Connection racing as described in Section 6 applies to different
destination address options within one of these groups. The logic
for prioritizing and falling back between groups of addresses with
different security properties and protocol properties is

i mpl enent at i on- def i ned.
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5.1.1. Wen to Apply Application Preferences

VWhet her or not specific application protocols or security features
are grouped separately is a client application decision. dients
SHOULD avoi d groupi ng and sorting separately in cases where their use
of an application protocol or feature is non-critical

For exanple, an HITP client |oading a sinmple webpage may not see a
| arge difference between using HITP/3 or HITP/ 2, and thus can group
the ALPNs together to respect service-determned priorities where
HTTP/ 3 might be prioritized behind HTTP/2. However, another client
m ght see significant perfornmance inprovenents by using HTTP/ 3's
ability to send unreliable franes for its application use-case and
will group HTTP/ 3 before HITP/ 2

Simlarly, a particular application mght require or strongly prefer
the use of TLS ECH for privacy-sensitive traffic, while others night
support ECH opportunistically.

Section 8 of [SVCB-ECH reconmends agai nst SVCB record sets that
contain some answers that include ECH configuration and sone that
don’t, but notes that such cases are possible. It is possible that
services only include ECH configurati ons on SVCB answers that are
prioritized behind others that don’t include ECH configurations; for
exanple, this mght be used as an experinenation or roll-out
strategy. Due to such cases, clients ought to not arbitrarily group
ECH- cont ai ni ng answers and sort themfirst if they won’t use the ECH
information, or if the connection would not benefit fromthe use of
ECH. However, for cases where there is a reason for an application
preference for ECH, the client MAY group and prioritize those answers
separately. Even though this night conflict with the published
service record priorities, any answers published by the service are
eligible to be used by clients, and clients can choose to use them

5.2. Gouping By Service Priority

The next step of grouping and sorting is to group across different
services (as defined by SVCB/HTTPS records), and sort these groups by
priority.

This step all ows server-published priorities to be reflected in the
client connection establishment algorithm

SVCB [ SVCB] records indicate a priority for each Servi ceMdde
response. This priority applies to any IPv4 or IPv6 address hints in
the record itself, as well as any addresses received on A or AAAA
queries for the nane in the ServiceMdde record. The priority in a
SVCB Servi ceMbde record is always greater than O.
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SVCB answers with the | owest nunerical value (such as 1) are sorted
first, and answers with hi gher nunerical values are sorted |later.

Note that a SVCB record with the TargetNane "." applies to the owner
nane in the record, and the priority of that SVCB record applies to
any A or AAAA records for the same owner name. These answers are
sorted according to that SVCB record’ s priority.

Al'l addresses received froma particular SVCB service (within a group
as defined in Section 5.1), either by an associ ated AAAA or A record
or address hints, SHOULD be separated into a group by the client.
These servi ce-based groups SHOULD then be sorted using the service
priority.

For cases where the answers do not include any SVCB/ HTTPS
information, or if all of the answers are associated with the same
SVCB/ HTTPS record, this step is trivial: all answers belong to one
group that has the sane priority.

When there are multiple services, and thus multiple groups, with the
same priority, the client SHOULD shuffle these groups randony.

If there are some SVCB/ HTTPS services received, but there are AAAA or
A records that do not have an associated service (for exanple, if no
SVCB/ HTTPS record is received for the original name using the "."

Tar get Nane), the unassoci ated addresses SHOULD be put in a group that
is prioritized at the end of the list.

5.3. Sorting Destination Addresses Wthin G oups

Wthin each group of addresses, after grouping based on the logic in
Section 5.1 and Section 5.2, the client sorts the addresses based on
preference and historical data.

First, the client MJUST sort the addresses using Destination Address
Sel ection ([ RFC6724], Section 6).

If the client is stateful and has a history of expected round-trip
times (RTTs) for the routes to access each address, it SHOULD add a
Destination Address Selection rule between rules 8 and 9 that prefers
addresses with lower RTTs. |If the client keeps track of which
addresses it used in the past, it SHOULD add anot her Desti nation
Address Selection rule between the RTT rule and rule 9, which prefers
used addresses over unused ones. This hel ps servers that use the
client’s I P address during authentication, as is the case for TCP
Fast Open [ RFC7413] and sone Hypertext Transport Protocol (HTTP)
cookies. This historical data MJST be partitioned using the sane
boundari es used for privacy-sensitive information specific to that
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endpoi nt, and MUST NOT be used across different network interfaces.
The data SHOULD be flushed whenever a device changes the network to
which it is attached. dients that use historical data MJST ensure
that clients with different historical data will eventually converge
toward the sane behaviors. For exanple, clients can periodically
ignore historical data to ensure that fresh addresses are attenpted.

Next, the client SHOULD nmodify the ordered list to interl eave address
famlies. \Wichever address family is first in the list should be
foll owed by an endpoint of the other address famly. For exanple, if
the first address in the sorted list is an | Pv6 address, then the
first 1 Pv4 address should be noved up in the list to be second in the
list. An inplenentation MAY choose to favor one address fanmily nore
by allowing nultiple addresses of that fanmily to be attenpted before
trying the next. The nunber of contiguous addresses of the first
address famly of properties will be referred to as the "Preferred
Address Family Count" and can be a configurable value. This avoids
waiting through a long list of addresses froma given address fanmly
if connectivity over that address fanmily is inpaired.

Note that the address selection described in this section only
applies to destination addresses; Source Address Sel ection
([ RFC6724- UPDATE], Section 3.2) is perforned once per destination
address and is out of scope of this docunent.

6. Connection Attenpts

Once the list of addresses received up to this point has been

constructed, the client will attenpt to nake connections. |In order
to avoi d unreasonabl e network | oad, connection attenpts SHOULD NOT be
made sinultaneously. Instead, one connection attenpt to a single

address is started first, followed by the others, one at a tine.
Starting a new connection attenpt does not affect previous attenpts,
as nmultiple connection attenpts may occur in parallel. Once one of
the connection attenpts succeeds (Section 6.1), all other connections
attenpts that have not yet succeeded SHOULD be cancel ed. Any address
that was not yet attenpted as a connecti on SHOULD be ignored. At
that time, any asynchronous DNS queries MAY be cancel ed as new
addresses will not be used for this connection. However, the DNS
client resolver SHOULD still process DNS replies fromthe network for
a short period of time (recomended to be 1 second), as they will
popul ate the DNS cache and can be used for subsequent connections.

I f grouping addresses by application or security requirements
(Section 5.1) produced nultiple groups, the application SHOULD start
with connection attenpts to the nost preferred option. The policy
for attenpting any addresses outside of the nost preferred group is
up to the client inplenentation and out of scope for this docunent.
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I f grouping addresses by service (Section 5.2) produced multiple
groups, all of the addresses of the first group SHOULD be started
before starting attenpts using the next group. Attenpts across
service groups SHOULD be allowed to continue in parallel; in effect,
the groups are flattened into a single list.

A sinple inplementation can have a fixed delay for how long to wait
before starting the next connection attenpt. This delay is referred
to as the "Connection Attenpt Delay". One recomended value for a
default delay is 250 mlliseconds. A nore nuanced inplenentation's
del ay shoul d correspond to the tinme when the previous attenpt is
retrying its handshake (such as sending a second TCP SYN or a second
QU C Initial), based on the retransm ssion timer ([RFC6298],

[ RFC9002]). If the client has historical RTT data gathered from

ot her connections to the sane host or prefix, it can use this
information to influence its delay. Note that this al gorithm should
only try to approximate the tine of the first handshake packet
retransm ssion, and not any further retransm ssions that may be

i nfluenced by exponential tiner back off.

The Connection Attenpt Delay MJST have a | ower bound, especially if
it is conputed using historical data. More specifically, a
subsequent connection MJUST NOT be started within 10 mlliseconds of
the previous attenpt. The recomrended mi ni mum val ue is 100
ml1liseconds, which is referred to as the "M ni mum Connection Attenpt
Delay". This mininumvalue is required to avoid congestion coll apse
in the presence of high packet-loss rates. The Connection Attenpt
Del ay SHOULD have an upper bound, referred to as the "Maxi mum
Connection Attenpt Delay". The current recomrended value is 2
seconds.

The Connection Attenpt Delay is used to set a tiner, referred to as
the "Next Connection Attenpt Tinmer". \Wenever this tinmer fires and a
connecti on has not been successfully established, the next connection
attenpt starts, and the tinmer either is reset to a new del ay val ue
or, in the case of the end of the list being reached, is cancelled.
Note that the delay value can be different for each connection
attenpt (depending on the protocol being used and the estimted RTT).

6.1. Determning successful connection establishnent

The determination of when a connection attenmpt has successfully

compl eted (and other attenpts can be cancelled) ultinmately depends on
the client application’s interpretation of the connection state being
ready to use. This will generally include at |east the transport-

| evel handshake with the renpte endpoint (such as the TCP or QU C
handshake), but can invol ve other higher-|evel handshakes or state
checks as well.
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Client connections that use TCP only (without TLS or another protoco
on top, such as for unencrypted HTTP connections) will determne
successful establishment based on conpleting the TCP handshake only.
When TLS is used on top of of TCP (such as for encrypted HTTP
connections), clients MAY choose to wait for the TLS handshake to
successfully conmpl ete before cancelling other connection attenpts.
This is particularly useful for networks in which a TCP-term nating
proxy m ght be causing TCP handshakes to succeed quickly, even though
end-to-end connectivity with the TLS-term nating server will fail.
QUI C connections inherently include a secure handshake in their main
handshakes, and thus usually only need to wait for a single handshake
to conplete.

Beyond TCP, TLS, and/or QUI C handshakes, clients may also wait for
other requirenments to be met before determ ning that the connection
establ i shnent was successful. For exanmple, clients generally
validate that the server’s certificate provided via TLS is trusted,
and that operation can be asynchronous.

In cases where the connection establishnent determ nation goes beyond
the initial transport handshake, the Next Connection Attenpt Tiner
ought to be adjusted after the initial transport handshake is

conpl eted. When the connection establishnment nmakes progress, but has
not conpleted, the timer SHOULD be extended to a new val ue that
represents an estimated time for the full connection establishnent to
compl ete

For exanple, consider a case where connection establishnent involves
both a TCP handshake and a TLS handshake. [If the timer is initially
set to be roughly at the tine when a TCP SYN packet woul d be
retransmtted, and the TCP handshake conpl etes before the tinmer
fires, the tinmer should be adjusted to allow for the tine in which
the TLS handshake coul d conpl ete.

Wil e transport | ayer handshakes generally do not have restrictions
on attenpts to establish a connection, sone cryptographi c handshakes
may be dependent on SVCB Servi ceMbde records and coul d i npose
limtations on establishing a connection. For instance, ECH capable
clients may beconme SVCB-reliant clients (Section 3 of [SVCB]) when
SVCB records contain the "ech" SvcParanKey [SVCB-ECH . |If the client
is either an SVCB-reliant client or a SVCB-optional client that m ght
switch to SVCB-reliant connection establishnent during the process,
the client MUST wait for SVCB records before proceeding with the
crypt ogr aphi ¢ handshake.
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6.2. Handling Application Layer Protocol Negotiation (ALPN)

The al pn and no-defaul t-al pn SvcParamnmKeys in SVCB records indicate
the "SVCB ALPN set," which specifies the underlying transport
protocol s supported by the associated service endpoint. Wen the
client requests SVCB records, it SHOULD performthe procedure
specified in Section 7.1.2 of [SVCB] to deternine the underlying
transport protocols that both the client and the service endpoint
support. The client SHOULD NOT attenpt to make a connection to a
servi ce endpoi nt whose SVCB ALPN set does not contain any protocols
that the client supports. For exanple, suppose the client is an HTTP
client that only supports TCP-based versions such as HTTP/ 1.1 and
HTTP/ 2, and it receives the followi ng HTTPS record:

exanpl e.com 60 IN HTTPS 1 svcl. exanpl e.com (
al pn="h3" no-default-al pn i pv6hi nt =2001: db8::2 )

In this case, attenpting a connection to 2001:db8::2 or any other
address resolved for svcl. exanpl e.com woul d be incorrect because the
record indicates that svcl.exanple.comonly supports HTTP/ 3, based on
the ALPN val ue of "h3".

If the client is an HTTP client that supports both Alt-Svc [AltSvc]
and SVCB (HTTPS) records, the client SHOULD ensure that connection
attenpts are consistent with both the Alt-Svc paraneters and the SVCB
ALPN set, as specified in Section 9.3 of [SVCB]

6.3. Dropping or Pending Connection Attenpts

Sone situations related to handling SVCB responses can require
connection attenpts to be dropped, or pended until SVCB responses
return.

Section 3.1 of [SVCB] describes client behavior for handling
resolution failures when responses are "cryptographically protected"
usi ng DNSSEC [ DNSSEC] or encrypted DNS ([DOr], [DOH , or [DOQ, for
example). |If SVCB resolution fails when using cryptographic
protection, clients SHOULD abandon connection attenpts altogether to
avoi d downgrade attacks.

Use of cryptographic protection in DNS can influence other parts of
Happy Eyeballs connection establishnment, as well.

Situations in which DNS is not protected allow for any records to be
bl ocked or nodified, so security properties derived from SVCB records
are opportunistic only. However, when DNS is cryptographically
protected, clients can be stricter about relying on the properties
from SVCB records
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Section 5.1 of [SVCB] explains that clients "MJST NOT transnit any
informati on that could be altered by the SVCB response until it
arrives", and specifically nentions properties that affect the TLS
ClientHello. This restriction specifically applies when a client’s
behavior will be altered by the SVCB response, which depends both on
the client inplenentation’s ability to support a particular feature,
as well as the client inplementation’s willingness to rely on the
SVCB response to enable a particular feature

Based on this, clients in sone scenari os MJST pend starting a TLS
handshake (either after TCP or as part of QU C) until SVCB responses
have been received, even after the "Resolution Delay" defined in
Section 4 has been reached. Specifically, clients MJIST pend starting
handshakes if _all_ of the follow ng are true:

1. DNS responses are cryptographically protected with DNSSEC or
encrypted DNS. Note that, if unencrypted and unsigned DNS is
used, SVCB information is opportunistic; clients MAY wait for
SVCB responses but do not need to.

2. The client inplenentation supports parsing and using a particul ar
security-related SVCB paraneter, such as the "ech" SvcParanKey
[SVCB-ECH]. (In contrast, inplenmentations that do not support
actively using ECH do not need to wait for SVCB resolution if
that is the only reason to do so).

3. The client relies on the presence of the particular SVCB-rel ated
paraneter to enable the relevant protocol feature. For exanple,
if a connection attenpt would nornally be using cleartext HTTP
unl ess an HTTPS DNS record woul d cause the client to upgrade, the
client needs to wait for the record; however, if the client
al ready woul d be using HTTP over TLS, then it is not relying on
that signal from SVCB. As another example, some SVCB properties
can affect the TLS CientHello in ways that optim ze performance
(like tls-supported-groups [I-D.ietf-tls-key-share-prediction])
but only aimto save round trips. The other TLS groups can be
di scovered through the TLS handshake itself, instead of SVCB, and
thus do not require waiting for SVCB responses.

7. DNS Answer Changes During Happy Eyeballs Connection Setup

If, during the course of connection establishment, the DNS answers
change by either adding resol ved addresses (for exanple due to DNS
push notifications [RFC8765]) or renoving previously resol ved
addresses (for exanple, due to expiry of the TTL on that DNS record),
the client should react based on its current progress. Additionally,
once A and AAAA records are received, addresses received via SVCB
hints that are not included in the A and AAAA records for the
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correspondi ng address famly SHOULD be renoved fromthe list, as
specified in Section 7.3 of [SVCB]

If an address is renoved fromthe list that already had a connection
attenpt started, the connection attenpt SHOULD NOT be cancel ed, but
rather be allowed to continue. |f the renpved address had not yet
had a connection attenpt started, it SHOULD be renoved fromthe |ist
of addresses to try.

If an address is added to the list, it should be sorted into the |ist
of addresses not yet attenpted according to the rul es above (see
Section b5).

8. Supporting | Pv6-Mstly and | Pv6-Only Networ ks

While many |1 Pv6 transition protocols have been standardi zed and

depl oyed, nost are transparent to client devices. Supporting

| Pv6-only networks often requires specific client-side changes,
especially when interacting with I Pv4-only services. Two primary
mechani sms for this are the conbi ned use of NAT64 [ RFC6146] with
DNS64 [ RFC6147], or leveragi ng NAT64 with a di scovered PREF64 prefix
[ RFC8781] .

One possible way to handl e these networks is for the client device
networ ki ng stack to inplenment 464XLAT [ RFC6877]. 464XLAT has the
advant age of not requiring changes to user space software; however
it requires per-packet translation if the application is using |Pv4d
literals and does not encourage client application software to
support native IPv6. On platforns that do not support 464XLAT, the
Happy Eyeballs engi ne SHOULD foll ow the reconmendations in this
section to properly support |Pv6-nmostly ([V6-MOSTLY]) and | Pv6-only
net wor ks.

The features described in this section SHOULD only be enabl ed when
the host detects an | Pv6-npbstly or IPv6-only network. A sinple
heuristic to detect one of these networks is to check if the network
offers routable | Pv6 addressi ng, does not offer routable |Pv4
addressing, and offers a DNS resol ver address.

8.1. |1Pv4 Address Literals
If client applications or users wish to connect to |Pv4 address
literals, the Happy Eyeballs engine will need to perform NAT64

address synthesis for them The solutionis simlar to "Bunp-in-the-
Host" [RFC6535] but is inplenented inside the Happy Eyeballs client.
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Note that some | Pv4 prefixes are scoped to a given host or network,
such as 0.0.0.0/8, 127.0.0.0/8, 169.254.0.0/16, and

255. 255. 255. 255/ 32, and therefore do not require NAT64 address

synt hesi s.

8.2. Discovering and Utilizing PREF64

When an | Pv4 address is passed into the Happy Eyeballs inplenentation
instead of a hostnane, it SHOULD use PREF64s received from Router
Advertisenments [ RFC8781].

Wth PREF64 avail abl e, networks ni ght choose to not depl oy DNS64, as
the latter has a nunber of disadvantages (see [V6-MOSTLY],

Section 4.3.4). To ensure compatibility with such networks, if
PREF64 is available, clients SHOULD send an A query in addition to an
AAAA query for a given hostnane. This allows the client to receive
any existing |Pv4 A records and perform | ocal NAT64 address
synthesis, elimnating the network’s need to run DNS64.

If the network does not provide PREF64s, the inplenentation SHOULD
query the network for the NAT64 prefix using "Discovery of the |IPv6
Prefix Used for |IPv6 Address Synthesis" [RFC7050]. It then

synt hesi zes an appropriate | Pv6 address (or several) using the
encodi ng described in "I Pv6 Addressing of |Pv4/ |IPv6 Translators"

[ RFC6052]. The synthesized addresses are then inserted into the |ist
of addresses as if they were results from DNS A queries; connection
attenpts follow the al gorithm descri bed above (see Section 6).

Such translation also applies to any | Pv4 addresses received in A
records and | Pv4 address hints received in SVCB records.

8.3. Supporting DNS64

If PREF64 is not available and the NAT64 prefix cannot be di scovered,
clients SHOULD assune the network is relying on DNS64 for |Pv4-to-

| Pv6 address synthesis. In this scenario, clients will typically
only receive AAAA records from DNS queries, as DNS64 servers synthese
these records for |Pv4-only domains.

8.4. Hostnanmes with Broken AAAA Records
At the time of witing, there exist a small but non-negligible nunber
of hostnames that resolve to valid A records and broken AAAA records,
whi ch we define as AAAA records that contain seemngly valid |IPv6
addresses but those addresses never reply when contacted on the usua
ports. These can be, for exanple, caused by:

* Mstyping of the IPv6 address in the DNS zone configuration
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* Routing black holes
* Service outages

Wil e an algorithmconplying with the other sections of this docunent
woul d correctly handl e such hostnames on a dual -stack network, they
wi Il not necessarily function correctly on |IPv6-only networks with
NAT64 and DNS64. Since DNS64 recursive resolvers rely on the
authoritative name servers sending negative (no error, no data)
responses for AAAA records in order to synthesize, they will not

synt hesi ze records for these particul ar hostnanes and will instead
pass through the broken AAAA record.

In order to support these scenarios, the client device needs to query
the DNS for the A record and then perform |l ocal synthesis. Since
these types of hostnanes are rare and, in order to mnimze |oad on
DNS servers, this A query should only be perforned when the client
has given up on the AAAA records it initially received. This can be
achi eved by using a longer timeout, referred to as the "Last Resort
Local Synthesis Delay"; the delay is recomended to be 2 seconds.

The tiner is started when the last connection attenpt is fired. |If
no connection attenpt has succeeded when this tinmer fires, the device
queries the DNS for the | Pv4 address and, on reception of a valid A
record, treats it as if it were provided by the application (see
Section 8.1).

8.5. Virtual Private Networks

Sone Virtual Private Networks (VPNs) may be configured to handl e DNS
queries fromthe device. The configuration could enconpass al
queries or a subset such as "*.internal.exanple.com. These VPNs can
al so be configured to only route part of the |IPv4 address space, such
as 192.0.2.0/24. However, if an internal hostnane resolves to an
external |Pv4 address, these can cause issues if the underlying
network is | Pv6-only. As an exanple, let’s assune that

"www. i nt ernal . exanpl e. com' has exactly one A record, 198.51.100. 42,
and no AAAA records. The client will send the DNS query to the
company’s recursive resolver and that resolver will reply with these
records. The device now only has an | Pv4 address to connect to and
no route to that address. Since the conpany’s resol ver does not know
the NAT64 prefix of the underlying network, it cannot synthesize the
address. Sinilarly, the underlying network’s DNS64 recursive

resol ver does not know t he conpany’s internal addresses, so it cannot
resol ve the hostnanme. Because of this, the client device needs to
resolve the A record using the conpany’s resolver and then locally
synt hesi ze an | Pv6 address, as if the resolved | Pv4 address were
provi ded by the application (Section 8.1).
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9

10.

Sunmary of Configurabl e Val ues

The val ues that may be configured as defaults on a client for use in
Happy Eyeballs are as foll ows:

* Resolution Delay (Section 4): The time to wait for a AAAA record
after receiving an A record. Recomended to be 50 nilliseconds.

* Preferred Address Fam |y Count (Section 5): The nunber of
addresses belonging to the preferred address fanmly (such as |Pv6)
that should be attenpted before attenpting the next address
famly. Recomended to be 1; 2 may be used to nore aggressively
favor a particul ar conbination of address famly and protocol

* Connection Attenpt Delay (Section 6): The time to wait between
connection attenpts in the absence of RTT data. Recommended to be
250 m | li seconds.

* M ni mum Connection Attenpt Delay (Section 6): The minimumtine to
wait between connection attenpts. Recommended to be 100
mlliseconds. MJST NOT be less than 10 milli seconds.

*  ©Maxi mum Connection Attenpt Delay (Section 6): The maximumtine to
wait between connection attenpts. Recomended to be 2 seconds.

* Last Resort Local Synthesis Delay (Section 8.4): The tinme to wait
after starting the last IPv6 attenpt and before sending the A
query. Recommended to be 2 seconds.

The del ay val ues described in this section were determ ned
enpirically by measuring the timng of connections on a very w de set
of production devices. They were picked to reduce wait tines noticed
by users while mnimzing |oad on the network. As time passes, it is
expected that the properties of networks will evolve. For that
reason, it is expected that these values will change over tine.

I mpl ementors should feel welconme to use different val ues w thout
changing this specification. Since |Pv6 issues are expected to be

| ess conmon, the delays SHOULD be increased with tinme as client
software is updated.

Li m tations

Happy Eyeballs will handle initial connection failures at the
transport layer (such as TCP or QU C); however, other failures or
performance i ssues may still affect the chosen connection
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10.

10.

10.

11.

1. Path Maxi num Transm ssion Unit Di scovery

For TCP connections, since Happy Eyeballs is only active during the
initial handshake and TCP does not pass the initial handshake, issues
related to MU can be masked and go unnoticed during Happy Eyeballs.
For QUI C connections, a mninmm MU of at [east 1200 bytes [ RFC9000],
Section 8.1-5 is guaranteed, but there is a chance that |arger val ues
may not be available. Solving this issue is out of scope of this
docunent. One solution is to use "Packetization Layer Path MIU

Di scovery" [RFC4821].

2. Application Layer

If the DNS returns multiple addresses for different application
servers, the application itself may not be operational and functiona
on all of them Comon exanpl es include Transport Layer Security
(TLS) and HTTP

3. Hiding Operational |ssues

It has been observed in practice that Happy Eyeballs can hide issues
in networks. For exanple, if a msconfiguration causes IPv6 to
consistently fail on a given network while IPv4 is still functional,
Happy Eyeballs may inpair the operator’s ability to notice the issue.
It is recomrended that network operators depl oy external neans of
monitoring to ensure functionality of all address famlies.

Security Considerations

Not e that applications should not rely upon a stabl e hostnane-to-
address mapping to ensure any security properties, since DNS results
may change between queries. Happy Eyeballs may make it nore likely
that subsequent connections to a single hostnanme use different IP
addr esses.

When using HTTP, HTTPS resource records indicate that clients should
require HTTPS when connecting to an origin (see Section 9.5 of

[ RFC9460]), so an active attacker can attenpt a downgrade attack by
interfering with the successful delivery of HITPS resource records.
When clients use insecure DNS nmechani sns, any on-path attacker can
sinmply drop HTTPS resource records, so clients cannot tell the

di fference between an attack and a resolver that fails to respond to
HTTPS queri es.
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12.

13.

13.

However, when using cryptographically protected DNS nechani sns, as
described in Section 3.1 of [RFC9460], both SVCB-reliant and SVCB-
optional clients MIUST NOT send any unencrypted data after the TCP
handshake conpl etes unl ess they have received a valid HTTPS response.
Those clients need to conplete a TLS handshake before proceeding if
that response i s non-negative.

I ANA Consi derati ons

Thi s docunent does not require any | ANA acti ons.
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