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Abst r act

Thi s docunment defines a YANG data nodel for the structured
specification of BGP comunities. The nodel provides operators with
a way to publish their locally defined BGP communities in a

st andardi zed fornmat.

Two YANG npdul es are defined in this docunment. The first is designed
for stand-al one usage. The second is used to augnent the "ietf-bgp"
YANG nmodul e[| -D.ietf-idr-bgp-nmodel] with BGP community annotations.

Additionally, this docunment provides an optional discovery mechani sm
based on publishing of community definition |ocations through the
Resource Public Key Infrastructure (RPKI).
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Internet-Drafts are draft docunments valid for a maxi num of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
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Provisions Relating to | ETF Documents (https://trustee.ietf.org/
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Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

| SPs use BGP communities to add information to their prefix
announcenents or to | et customers influence routing behavi our inside
the network of the |ISP. Each ISP defines for itself which BGP
communities to support and how the structure of these communities
shoul d be interpreted. This docunment provides a YANE RFC7950] nodul e
for describing the structure and meani ng of BGP conmuniti es[ RFC1997],
Ext ended BGP communi ti es[ RFC4360] and Large BGP conmuniti es[ RFC3092] .
| SPs can use this standardized format to publish their conmunity
definitions. Section 3 elaborates on further advantages of using
such a standardi zed format.

Section 4 and Section 5 describe the base nodule. Section 6
descri bes a nodul e which augnments the "ietf-bgp" YANG
nmodul e[ I -D.ietf-idr-bgp-nodel] with BGP community annotati ons.

Section 8 describes an optional discovery nmechani sm based on
publ i shing of community definition locations through the Resource
Public Key Infrastructure (RPKlI) [RFC6480].

2. Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

The neaning of the synbols in tree diagranms are defined in [ RFC8340].
3. Rationale

| SPs may define various BGP comunities that have | ocal significance
within their network. These communities could be used to add

m scel | aneous information to a prefix announcenent. For exanmple, a
community "64501: 1: 528" may signify that the AS with ASN 64501 is
originating a prefix froma point of presence in The Netherlands (I SO
3166-1 code 528). Comunities could be used to allow custonmers of an
ISP to control the routing behavior of their prefixes inside the ISP
For exanple, a comunity "64501: 4: 64498" attached to a prefix
advertised to AS64501 by a custoner may be interpreted by AS64501 to
mean that this prefix nmust not be propagated to AS64498.

For both use cases it is necessary for the ISP to conmuni cate the
meani ng of their locally defined communities to others. Currently
this is typically done by publishing a list of comunities on a web
page, or as a remark inside an "autnun object in the Internet
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Routing Registry. This nakes it cunmbersonme to determ ne whether and
where an | SP publishes community information. The |lack of a well -
defined structure nmakes it hard to create a standardi zed publi shing
mechani sm and to develop tools for automatically parsing community
informati on and eventual ly triggering configuration actions.

The purpose of the YANG nodel defined in this docunent is to provide
a standardi zed format for publishing cormmunity definitions. These
definitions help applications to interpret the structure and purpose
of BGP comunities. For exanple, |ooking glasses may use the
publ i shed definitions to parse communities seen in BGP announcenents
and display their nmeaning. Another potential use case is in
generating routing policy configurations based on comunity
definitions published by an upstream ASN. This could be achi eved
automatically using external tooling to generate router
configurations, or inside a router’s comand-line interface by
inmporting the definitions and providing the CLI-user with avail abl e
choi ces for manual configuration

Thi s docunent describes a data nodel for the publishing format of
community definitions. The data nodel does not nake any assunption
about the protocol used to publish/retrieve formatted data foll ow ng
the nodel. Section 8 describes an optional discovery mechani sm using
the RPKI, which requires publishing at an HTTPS Uni f orm Resource
Identifier (URI)[RFC9110]. O her publishing |ocations and publishing
mechani sms are outside the scope of this specification

4. Tree view

The foll owing tree diagram provides an overview of the "ietf-bgp-
conmuni ti es" data nodel

modul e: ietf-bgp-comunities
+--r0 bgp-communities

+--ro serial? ui nt 32

+--r0 aut ononobus-systemid? i net: as-nunber

+--ro uri? i net:uri

+--ro description? string

+--ro contact-url? inet:uri

+--ro0 contact* [enmail -address]

| +--ro enunil-address i net:emmil -address
+--ro0 name? string
+--ro role? string
+--ro0 organi zation? string

I

I

I

| +--ro organizational-unit? string
+--ro0 regul ar* [ name]

| +--ro nanme communi ty- nane

| +--ro category? communi ty- cat egory
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| +--ro description? conmuni ty-descri ption
| +--ro global-admn t wo- oct et - as- nunber

| +--ro local-admn

| +--ro format? | ocal - adm n-f or mat

| +--ro field* [name]

| +--ro0 nane fiel d-nane

| +--ro length? uint8

| +--ro0 pattern field-pattern

|

+--ro description? field-description
+--ro0 extended* [ nane]

+--ro description? field-description

| +--ro nanme communi ty- nane
| +--ro category? communi ty-cat egory
| +--ro description? conmmunity-description
| +--ro type uint8
| +--ro subtype uint8
| +--ro (gl obal-adm n)
| | +--:(asn)
| | | +--ro asn? t wo- oct et - as- nunber
| | +--:(asn4)
| +--ro asn4? i net: as- nunber
| +--ro local-admn
| +--ro format? | ocal - adm n-f or mat
| +--ro field* [name]
| +--ro name field-nane
| +--ro |l ength? uint8
| +--ro0 pattern field-pattern
|
+--ro |large* [nane]
+--1ro0 nane conmmuni ty- name
+--ro category? communi ty- cat egory
+--ro description? conmuni ty-description
+--ro gl obal -adm n i net: as- nunber
+--ro local -data-part-1
| +--ro format? | ocal - adm n-f or mat
| +--ro field* [nane]
| +--ro0 nane fiel d-nane
| +--ro length? uint8
| +--ro0 pattern field-pattern
| +--ro description? field-description
+--ro |local -data-part-2
+--ro format? | ocal - adm n-f or mat
+--ro field* [name]
+--r0 name field-nane
+--ro length? uint8
+--ro0 pattern field-pattern

+--ro description? field-description
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5. Base Mbdul e

This section contains the base YANG nodul e for BGP comunity
definitions.

Several elenments in this nodule use data types from|[RFC9911]. These
data types are represented with the prefix "inet".

<CODE BEG NS> file "ietf-bgp-communiti es@026-01-05.yang"

nmodul e ietf-bgp-communities {
yang-version 1.1;
namespace
"urn:ietf:parans: xm :ns:yang:ietf-bgp-communities"”;
prefix bgp-comm

inmport ietf-inet-types {
prefix inet;
ref erence
"RFC 9911: Common YANG Data Types";

}

organi zati on
"I ETF GROW Wor ki ng G oup”;

cont act
"WG Web: <https://datatracker.ietf.org/wy/ grow >
WG List: <mailto:grow@etf. org>

Aut hor : Martin Pels
<mai |l to: mpel s@i pe. net >";
description
"This nodul e describes a structure for BGP Comunities

Copyright (c) 2025 | ETF Trust and the persons identified as
authors of the code. All rights reserved.

Redi stri bution and use in source and binary forms, with or

wi t hout nodification, is permitted pursuant to, and subject to
the license terns contained in, the Revised BSD License set
forth in Section 4.c of the | ETF Trust’'s Legal Provisions

Rel ating to | ETF Docunents
(https://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC YYYY; see
the RFC itself for full |egal notices.

The key words ' MUST', ' MUST NOT', ' REQUI RED , ' SHALL', ' SHALL
NOT’, ' SHOULD , ' SHOULD NOT', ' RECOMVENDED , ' NOT RECOMVENDED ,
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"MAY', and 'OPTIONAL' in this docunment are to be interpreted as
described in BCP 14 (RFC 2119) (RFC 8174) when, and only when,
they appear in all capitals, as shown here.";

/1 RFC-EDI TOR pl ease update YYYY with this RFC ID

revi si on 2026-01-05 {
description
"Initial revision.";
reference
"RFC YYYY: A YANG Data Mbdel for BGP Conmunities
RFC- EDI TOR: pl ease update YYYY with this RFC I D';

}
typedef two-octet-as-nunber {
type uint 16;
description
"This type represents autononpus system nunbers, which
identify an Autononopus System (AS)
Aut ononobus system nunbers were originally limted to 16
bits. BGP extensions have enl arged t he autononbus system
nunber space to 32 bits. The two-octet-as-nunber type uses
an uint1l6 base type for use cases where the enlarged nunber
space i s not supported.”;
ref erence
"RFC 1930: Cuidelines for creation, selection, and
regi stration of an Autononous System (AS)";
}

typedef communi ty-nanme {
type string {
length "1..255";
pattern '[Ms]+;

description
"This type restricts values for the name of a BGP comunity.";
reference
"RFC YYYY: A YANG Data Model for BGP Communities
RFC- EDI TOR: pl ease update YYYY with this RFC I D';

}

typedef comunity-category {
type enuneration {
enum i nformati onal {
val ue 0;
description
"Informational conmunity";
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enum action {
val ue 1,
description
"Action conmunity";
}

}

description
"This type restricts values for the category of a BGP
conmunity.";

ref erence
"RFC 8195: Use of BGP Large Communities";

}

typedef comunity-description {

type string {
Il ength "1..65535";

}
description
"This type restricts values for the description of a BGP
community.";
reference
"RFC YYYY: A YANG Data Mdel for BGP Communities
RFC- EDI TOR: pl ease update YYYY with this RFC I D';

}

typedef | ocal -adm n-format {
type enuneration {
enum deci mal {
val ue 0;
description
"Deci mal nunber string";

enum bi nary {
val ue 1;
description
"Bit string";
}

}

description
"This type defines the format options for a BGP comunity
Local Adm nistrator/Local Data field encoding";
reference
"RFC YYYY: A YANG Data Model for BGP Communities
RFC- EDI TOR: pl ease update YYYY with this RFC I D";

}
typedef field-nane {

2026
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type string {
Il ength "1..255";

pattern '[Ms]+;

description
"This type restricts values for the nane | eaf of a BGP
community Local Administrator/Local Data field.";
ref erence
"RFC YYYY: A YANG Data Mddel for BGP Communities
RFC- EDI TOR: pl ease update YYYY with this RFC I D';

}

typedef field-pattern {
type string {
| ength "1..4095";
pattern '[-0-9.,*?27&+| () {}\[\]]+

description
"This type restricts values for the pattern | eaf of a BGP
community Local Administrator/Local Data field. Patterns
are described as POSI X Ext ended Regul ar Expressions”;
ref erence
"I EEE 1003. 2-1992: Information Technol ogy - Portable
perating SystemInterface (PCSIX) - Part 2: Shell and
Uilities (Vol. 1)";
}

typedef field-description {
type string {
length "1..65535";
pattern " (\*) [ (["*]+)";
}
description
"This type restricts values for the description |eaf of a BGP
community Local Administrator/Local Data field. The string
containing a single asterisk '*' indicates that the value of
the field should be used as description.";
ref erence
"RFC YYYY: A YANG Data Model for BGP Communities
RFC- EDI TOR: pl ease update YYYY with this RFC I D';

}

groupi ng | ocal -adm n-fields {
description
"A group of subfields inside the Local Adm nistrator/Loca
Data section of a BG Conmmunity";
list field {
key "nane";
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order ed- by user;
description
"Ordered list of fields with their neanings”;
| eaf nane {
type fiel d- nane;
description
"The name of the field";

}
| eaf length {

type uint8;
description
"Length of the field. |If local-admin-format is 'decinal’,
this is a nunmber of digits. In case local-admn-format is
"binary’, it is a nunber of bits.

Parsers use the field length to determ ne how many
decinmals or bits fromthe Local Adm nistrator part of the

community are used by this field. If this leaf is not
defined, the length is assuned to be the maxi num al | owed
length of the entire field list. 1In this case the field

list MUST NOT contain nore than one el ement.";

| eaf pattern {
type field-pattern;
mandat ory true;
description
"Used by parsers to match on the content of the field.
This could be a single value or a regul ar expression
pattern matching nultiple values.";

| eaf description {
type fiel d-description;
description
"A text description of the field pattern. This description
can be used to provide neaning to specific values for a
field.";
}
}
}

groupi ng nmai ntai ner-contact {
description
"A mai ntai ner contact entry";
| eaf emmil -address {
type inet:email -address;
description
"Mai ntai ner contact e-nail address";
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| eaf nane {

type string {
length "1..255";
}

description
"Mai nt ai ner contact nane";

| eaf role {

type string {
length "1..255";
}

description
"Mai nt ai ner contact role";
}

| eaf organization {

type string {
Il ength "1..255";
}

description
"Mai nt ai ner contact organization";
}

| eaf organizational-unit {

type string {
Il ength "1..255";
}

description
"Mai ntai ner contact organizational unit”;
}

}

groupi ng regul ar-comunity {

description

"A Regul ar BGP conmunity definition";
| eaf nane {

type community- nane;

description

"Comuni ty name";

}

| eaf category {
type comunity-category;
description
"Category of the comrunity"

| eaf description {
type comunity-description;
description
"Description for the comunity";
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| eaf gl obal -admin {
type two-oct et -as-nunber
mandat ory true;
description
"d obal Adm nistrator field";
}

cont ai ner local -adnmin {
description
"Local Administrator Field";
| eaf format {
type | ocal -adm n-fornmat;
default "decimal";
description

"Format used for parsing Local Adm nistrator subfields";

uses | ocal -adm n-fi el ds;
}
ref erence
"RFC 1997: BGP Communities Attribute";

}

groupi ng extended-conmunity {
description
"An Extended BGP community definition";
| eaf nane {
type comunity- name;
description
"Comuni ty nane";

| eaf category {
type conmunity-category;
description
"Category of the commnity"”;

| eaf description {
type comunity-description;
description
"Description for the community";

}
| eaf type {
type uint8 {
range "O0| 2| 64| 66";

mandat ory true;
description

2026

’

"Hi gh-order Type of the comunity. Supported values are 0O

(0x00) for Transitive Two-Cctet AS-Specific Extended
Conmunities, 2 (0x02) for Transitive Four-Cctet
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AS- Speci fi ¢ Extended Comunities, 64 (0x40) for

Non- Transiti ve Two-Cctet AS-Specific Extended Communities
and 66 (0x42) for Non-Transitive Four-QCctet AS-Specific
Ext ended Communities.";

}
| eaf subtype {
type uint8;
mandat ory true;
description
"Low- order Sub-Type of the comunity";

choi ce gl obal -adnin {
mandat ory true;
description
"d obal Administrator Field";
case asn {
| eaf asn {
type two-oct et -as-nunber;
must "../type = 0 or ../type = 64" {
error-nessage
"../type nust match Two-Cctet AS-Specific Community";

description
"Two- Cctet AS';

}
}
case asn4d {
| eaf asn4 {
type inet:as-nunber;
must "../type = 2 or ../type = 66" {
error-nessage
"../type nust match Four-Cctet AS-Specific Comunity";
}
description
"Four-Cctet AS';
}
}

}

contai ner |ocal-admn {
description
"Local Administrator Field";
| eaf format {
type | ocal -adm n-format;
default "decimal";
description
"Format used for parsing Local Adm nistrator subfields"”;

uses | ocal -adnm n-fields;
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}

ref erence
"RFC 4360: BGP Extended Conmmunities Attribute";

}

groupi ng | arge-comunity {

description

"A Large BGP community definition";
| eaf nane {

type community- nane;

description

"Comuni ty nane";

}

| eaf category {
type comunity-category;
description
"Category of the comrunity"

| eaf description {
type comunity-description;
description
"Description for the comunity";

| eaf gl obal -admin {
type inet:as-nunber;
mandat ory true;
description
"d obal Adm nistrator field";
}

contai ner |ocal-data-part-1 {
description
"Local Data Part 1 Field";
| eaf format {
type | ocal -adm n-format;
default "decimal";
description
"Format used for parsing Local Data Part 1 subfields";

}

uses | ocal -adm n-fi el ds;
}
contai ner |ocal-data-part-2 {
description
"Local Data Part 2 Field";
| eaf format {
type | ocal -adm n-format;
default "decimal";
description
"Format used for parsing Local Data Part 2 subfields";
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uses | ocal -adm n-fi el ds;
}
ref erence
"RFC 8092: BGP Large Communities Attribute";
}

cont ai ner bgp-comunities {

config fal se;

description
"A comunity set";

| eaf serial {
type uint32;
must ". > 0" {

error-nessage "serial nust not be 0";

}

description
"Version nunber of the conmunity set. This value waps and
shoul d be conpared using sequence space arithnetic.
Publ i shing inplementations are free to decide how to
generate this value. One exanple nmethod is to use the
YYYYMVDDnn syntax as commonly used inside the DNS.";

ref erence
"RFC 1912: Common DNS Operational and Configuration Errors”;

| eaf autononous-systemid {
type inet:as-nunber;
description
" Aut ononpous System authoritative for the community set"

leaf uri {
type inet:uri;
description
"Publication point for the comunity set";
}

| eaf description {

type string {
Il ength "1..65535";
}

description
"A description for the conmunity set";
}

| eaf contact-url {
type inet:uri;
description
"A reference to a webpage wi th nmintai ner contact
i nformation";
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st contact {
key "email - address";
description
"Alist of contacts for the conmunity set maintainer(s)";
uses nmai nt ai ner-cont act;

ist regular {

must
"(./global-admn = ../autonomous-systemid) or
(./global-adm n >= 64512 and ./ gl obal -admi n <= 65534)" {
error-nessage
"gl obal -adm n nust be private ASN or match
aut ononous-systemid";
}
key "nane";
or der ed- by user;
description
"Alist of objects describing RFC 1997 BGP Communities";
uses regul ar-conmunity;

i st extended {

nust
"(./asn = ../autononobus-systemid) or
(./asnd4 = ../autononous-systemid) or

(./asn >= 64512 and ./asn <= 65534) or
(./asn4 >= 4200000000 and ./asn4 <= 4294967294)" {
error-nessage
"gl obal -adnmi n nust be private ASN or match
aut ononous-systemid";
}
key "nane";
or der ed- by user;
description
"A list of objects describing RFC 4360 Extended BGP
Conmunities. Two-COctet and Four-COctet AS Specific
communities are supported by this nodel.";
uses extended-comunity;

ist large {
must
"(./global-admin = ../autononous-systemid) or
(./global-admn >= 64512 and ./ gl obal -adm n <= 65534) or
(./gl obal -adm n >= 4200000000 and
./ gl obal -adm n <= 4294967294)" {
error-nessage
"gl obal -adnmi n nust be private ASN or match
aut ononous-systemid";
}
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}
}
}
<CODE ENDS>
6. Augnentation Mdul e
Thi s section contains a YANG nodul e defini ng augnentations for the
"ietf-bgp" YANG nodule. It can be used to annotate BGP conmunities
inaBG RB
<CODE BEG NS> file "ietf-bgp-conmunities-annotate@026-04-14.yang"
modul e i etf-bgp-communities-annotate {
yang-version 1.1;
namespace
"urn:ietf:parans: xnl:ns:yang:ietf-bgp-communities-annotate”;
prefix bgp-comm an;
import ietf-bgp-communities {
prefix bgp-comm
ref erence
"draft-ietf-grow yang-bgp-comunities-08: A YANG Data
Model for BGP Communities";
}
inmport ietf-routing {
prefix rt;
ref erence
"RFC 8349: A YANG Data Model for Routing Managenent
(NVDA Version).";
}
import ietf-bgp {
prefix bgp;
ref erence
"draft-ietf-idr-bgp-nodel-19: YANG Model for Border
Gat eway Protocol (BGP-4)";
}
organi zati on
"I ETF GROW Wor ki ng Group";
cont act
"WG Web: <https://datatracker.ietf.org/wy/ grow >
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WG List: <mailto:grow@etf.org>

Aut hor : Martin Pels
<mai | to: npel s@i pe. net >";
description
"Thi s nodul e augnents the ietf-bgp nodule with support for
communi ty annot ati ons.

Copyright (c) 2025 | ETF Trust and the persons identified as
authors of the code. All rights reserved.

Redi stribution and use in source and binary forms, with or

wi t hout nodification, is permitted pursuant to, and subject to
the license ternms contained in, the Revised BSD License set
forth in Section 4.c of the I ETF Trust’s Legal Provisions

Rel ating to | ETF Docunents
(https://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC YYYY; see
the RFC itself for full |egal notices.

The key words ' MUST', ' MUST NOT', ' REQU RED , ' SHALL', ' SHALL
NOT", *SHOULD , 'SHOULD NOT', ' RECOMVENDED , ' NOT RECOMVENDED ,
"MAY', and 'OPTIONAL' in this docunment are to be interpreted as
described in BCP 14 (RFC 2119) (RFC 8174) when, and only when,
they appear in all capitals, as shown here.";

/1 RFC-EDI TOR pl ease update YYYY with this RFC ID

revisi on 2026-04- 14 {
description
"Initial revision.";
ref erence
"RFC YYYY: A YANG Dat a Model for BGP Communities
RFC- EDI TOR: pl ease update YYYY with this RFC I D';

}

augrment "/rt:routing/rt:control-plane-protocols/”
+ "rt:control -pl ane- prot ocol / bgp: bgp/ bgp: rib/"
+ "hbgp: comuni ti es/ bgp: communi ty" {
description
"Augnments a Regul ar BGP conmunity fromthe
ietf-bgp nmodule with an optional annotation."”;
cont ai ner annotation {
presence "true";
description
"The presence of this container indicates
that a community definition is avail abl e";
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uses bgp-comm regul ar-comuni ty;

}

augrment "/rt:routing/rt:control-plane-protocols/”
+ "rt:control -pl ane- protocol / bgp: bgp/ bgp: rib/"
+ "bgp: ext-comruni ti es/ bgp: ext-conmunity" {
description
"Augnents an Extended BGP community fromthe
ietf-bgp nodule with an optional annotation.";
contai ner annotation {
presence "true",
description
"The presence of this container indicates
that a community definition is avail abl e";
uses bgp- comm ext ended- comuni ty;

}

augrment "/rt:routing/rt:control-plane-protocols/”
+ "rt:control -pl ane- prot ocol / bgp: bgp/ bgp: rib/"
+ "bgp: | arge-communi ti es/ bgp: | arge-communi ty" {
description
"Augnments a Large BGP community fromthe
ietf-bgp nmodule with an optional annotation.";
cont ai ner annotation {
presence "true";
description
"The presence of this container indicates
that a community definition is avail abl e";
uses bgp-comm | ar ge- comuni ty;
}
}

}
<CODE ENDS>
7. Operational guidelines
7.1. Publishing guidelines
Qperators SHOULD only publish BGP conmunity definitions for networks
they control. This may include comunities where the G oba
Admini strator field contains a private ASN, if this comunity has a
| ocal meaning inside the network of the publisher.
When publishing comunity definitions with overlapping field

patterns, these definitions MJUST be ordered fromnost to | east
preferred. This ensures parsers can performdetermnistic nmatching
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(see Section 7.2). For exanple, a definition for a single comunity
"64500: 123" needs to be specified before a definition that matches a
covering range of communities "64500: *".

7.2. Parsing guidelines

A published BGP comunity definition can be used by parsers to

di splay information about a received comunity. |f a received
community matches multiple published cormunity definitions, the first
mat ching definition in the published order takes precedence.

Parsers that use published community definitions fromnmultiple
operators SHOULD NOT attenpt to match received comruniti es where the
G obal Administrator field contains a private ASN, unl ess they have
some nmethod to determ ne which published definition is the

aut horitative one.

By default, communities are conpared using the decinmal representation
of the fields. |If "format" for a Local Adm nistrator or Local Data
Part is set to "binary", the fields in the received comunity are
converted to strings of zeros and ones before conparison

See Section 11.2 for security considerations when parsing conmunity
definitions.

8. RPKI-based Conmunity Definition References

Aut ononbus System operators MAY publish the |ocation of JSON encoded
community definitions through the Resource Public Key Infrastructure
(RPKI) [RFC6480]. This section defines a Cryptographic Message
Syntax (CMB) [ RFC5652] protected content type, termed a Community
Definition Reference (CDR), to facilitate discovery of online
publication | ocations of BGP conmunity definitions.

8.1. ASN. 1 Notation

The eContent of a Community Definition Reference is formally defined
using ASN.1 ([ X. 680]) as foll ows:
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RPKI - CDR- 2026
{ iso(1l) menber-body(2) us(840) rsadsi (113549) pkcs(1)
pkcs-9(9) smme(16) nodul es(0) id-nod-rpki-cdr-2026(TBD1) }

DEFI NI TIONS EXPLICI T TAGS :: =
BEG N

| MPORTS
CONTENT- TYPE
FROM Crypt ogr aphi cMessageSynt ax- 2010 -- From [ RFC6268]
{ iso(1l) menber-body(2) us(840) rsadsi (113549) pkcs(1)
pkcs-9(9) sminme(16) nodul es(0) id-nod-cns-2009(58) }

AccessDescri ption
FROM PKI X1l nplicit-2009 -- From [ RFC5912]
{ iso(1l) identified-organization(3) dod(6) internet(1)
security(5) mechani sns(5) pkix(7) id-nmod(0)
i d- nod- pki x1-inplicit-02(59) } ;

i d-ct-CDR OBJECT | DENTIFIER :: =
{ iso(1l) menber-body(2) us(840) rsadsi (113549) pkcs(1)
pkcs-9(9) id-smine(16) id-ct(1) CDR(TBD2) }

ct- CDR CONTENT-TYPE :: =
{ TYPE Conmuni tyDefinitionReference | DENTIFIED BY id-ct-CDR }

Conmuni t yDefi ni ti onRef erence ::= SEQUENCE {
version [0] | NTEGER DEFAULT O,
asl D I NTEGER (1..4294967295),
yangRevi si on I A5String (SIZE(10)) DEFAULT YangRevi sion,
| ocation AccessDescription }
YangRevi sion 1 A5String ::= "2026-01-05" -- From [ RFCYYYY]
END

8.1.1. version
The version field contains the format version for the
Conmuni t yDefiniti onReference structure, in this version of the
specification it MJST be 0.

8.1.2. aslD

The asID field contains a positive integer that represents the
Aut ononobus System nunber of the authorizing entity.
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Consuners of the JSON encoded comunity definition referenced in
Section 8.1.4 MIST check that the ASN contained in the asID field of
the eContent matches the ASN val ue in the autononous-systemid | eaf
of the conmunity definition

8.1.3. yangRevision

The yangRevision field contains the revision identifier for the
appl i cabl e YANG nodel, in this version of the specification it MJST
be 2026-01- 05.

8.1.4. location

The location field contains an instance of AccessDescription with an
accessMet hod of id-ad-communityDefinition and an accesslLocation which
MUST be an HTTPS Uni form Resource ldentifier (URI) as defined in

[ RFC9110] that points to the JSON encoded BGP comunity definition
for the Autonomous Systemidentified in the aslD field.

Consuners of the comunity definition MIUST check that the URI
contained in the accessLocati on of the eContent exactly matches the
URI contained in the uri leaf of the community definition

8.2. CDR publication guidelines

To avoid proliferation of CDRs in RPKI repositories, Certification
Aut horities (CAs) SHOULD maintain a single CDR object for a given
Aut ononobus System for each YANG nodel revision supported by the CA
RPs SHOULD pass on to consuner applications a deduplicated |ist of
community definition locations annotated with revision identifiers
for each Autononmous System CAs SHOULD anticipate RPs to inmpose an
upper bound on the nunmber of CDRs for a given Autonompbus System and
that if such thresholds are exceeded, RP inplementations will treat
all CDR objects related to the AS as invalid, i.e., not enmt a
partial list of community definition |ocations.

CAs are RECOVMENDED to generate a new key pair for each new CDR and
only sign one CDR with each EE certificate. This type of EE
certificate is termed a "one-time-use" EE certificate (see Section 3
of [ RFC6487]).

CAs are RECOVMENDED to foll ow the guidelines for nam ng CDR objects
based on Section 2.2 of [RFC6481], i.e., convert the 160-bit hash of
the EE's public key value into a 27-character string using Base 64
Encoding with the URL and Fil ename Safe Al phabet (see Section 5 of

[ RFC4648]). See Section 8.7 of
[1-D.ietf-sidrops-publication-server-bcp] for nore information and
consi derati ons.
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8.3. CDR validation guidelines

To validate a CDR, the RPKI Relying Party (RP) MJST performall the
val i dation checks specified in [ RFC6488] as well as the follow ng
addi tional CDR-specific validation steps:

* The Autononous System ldentifier Del egati on Extension [ RFC3779]
MJUST be present in the end-entity (EE) certificate (contained
within the CDR), and the asID in the CDR eContent MJST match the
ASld specified by the EE certificate’ s Autononbus System
Identifier Del egation Extension

* The Autononous System ldentifier Del egati on Extension MJIST contain
exactly one "id" element (Section 3.2.3.6 of [RFC3779]) and MJST
NOT contain any "inherit" elements (Section 3.2.3.3 of [RFC3779])
or "range" elenents (Section 3.2.3.7 of [RFC3779]).

* The | P Address Del egati on Extension [RFC3779] MJST be absent.
9. | ANA consi derati ons
9.1. YANG Nanespace Registration

Thi s docunent registers the followi ng XML nanmespace URN in the "I ETF
XML Registry", following the format defined in [ RFC3688]:

URI: urn:ietf:parans: xm:ns:yang:ietf-bgp-communities
Regi strant Contact: The | ESG
XM.: N A, the requested URI is an XM. nanespace.

9.2. YANG Mdul e Regi stration

Thi s docunent registers the follow ng YANG nodule in the "YANG Mdul e
Nanmes" registry [ RFC6020]:

Nane: ietf-bgp-comunities

Mai nt ai ned by | ANA? N

Nanespace: urn:ietf:paranms:xm:ns:yang:ietf-bgp-communities
Prefix: bgp-comm

Ref erence: RFCYYYY

9.3. YANG SID All ocation

Thi s docunent registers the following entry in the "I ETF YANG SI D'
registry [ RFC9595]:
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SID range entry point: TBD

SI D range size: 100

YANG nodul e nane: ietf-bgp-comunities
Ref erence: RFCYYYY

9.4. RPKI ldentifiers
9.4.1. SM Security for SSMMe Mdule ldentifier registry
Thi s docunent registers the following entry in the "SM Security for

S/M ME Modul e Identifier (1.2.840.113549.1.9.16.0)" registry
[ RFC7107] :

Table 1: SM Security for S/M ME Mdul e
I dentifier

9.4.2. SM Security for SSMMe CM5 Content Type registry

Thi s docunent registers the following entry in the "SM Security for
S/IM ME CMS Content Type (1.2.840.113549.1.9.16.1)" registry

[ RFC7107] :
[ ety gty g —p—p——(——————r—— o
| Decimal | Description | Specification |
[ ool ooy oo e
| TBD2 | id-ct-CDR | RFCYYYY |
F---- - - - F-- - - - - - S I +

Table 2: SM Security for S/IM ME CVS
Content Type

9.4.3. SM Security for PKIX Access Descriptor

Thi s docunent registers the following entry in the "SM Security for
PKI X Access Descriptor"” registry [RFC7299]:
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| Decimal | Description | Specification |
[} ety e —————————————————————(——— i p—p—p———r 0
| TBD3 | id-ad-communityDefinition | RFCYYYY |
S TRy e S I +

Table 3: SM Security for PKI X Access Descri ptor
9.4.4. RPKI Signed (bject registry

Thi s docunent registers the following entry in the "RPKI Signed
oj ect" registry [ RFC6488]:

| Narme | OD | Specification |
[} gttt ——— e pp—p——————————————————————————— Ll p—p—p——————
| Community | 1.2.840.113549.1.9.16.1.TBD2 | RFCYYYY |
| Definition | I
| Reference | |
Fomm e oo - o e e e e e e e e m e e o m e e e oo - +

Table 4: RPKI Signed Object
9.4.5. RPKlI Repository Name Schene registry

Thi s docunent registers the following entry in the "RPKI Repository
Nanme Schene" registry [ RFC6481]:

[ sl ey ey o
| Filenane Extension | RPKI Object | Reference |
| .cdr | Community Definition Reference | RFCYYYY |
o e e e o e e e e e e e e e e e o m o R +

Tabl e 5: RPKI Repository Nane Schene
9.4.6. Media Type registry

Thi s docunent registers the the nedia type application/rpki-cdr in
the "Media Type" registry [ RFC6838]:
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10.

Type name: application

Subt ype nanme: rpki-cdr

Requi red paraneters: N A

Optional parameters: NA

Encodi ng consi derations: binary

Security considerations: Carries an RPKI CDR [ RFCYYYY].
This media type contains no active content. See
Section XYZ of [RFCYYYY] for further information

Interoperability considerations: None

Publ i shed specification: [RFCYYYY]

Applications that use this nedia type: RPKI operators

Addi tional infornmation:

Content: This nmedia type is a signed object, as defined
in [ RFC6488], which contains as payload a reference
to an online publication of a Conmunity Definition
as defined in [ RFCYYYY].

Magi ¢ nunber(s): None

File extension(s): .cdr

Maci ntosh file type code(s):

Person & enmanil address to contact for further information:

Job Snijders <job@sd. nl>

I nt ended usage: COVMON
Restrictions on usage: None
Change controller: |ETF

| mpl enent ati on status

This section records the status of known inplenmentations of the
protocol defined by this specification at the tinme of posting of this
Internet-Draft, and is based on a proposal described in [ RFC7942].
The description of inplenmentations in this section is intended to
assist the IETF in its decision processes in progressing drafts to
RFCs. Please note that the listing of any individual inplenmentation
here does not inply endorsenent by the | ETF. Furthernore, no effort
has been spent to verify the information presented here that was
supplied by I ETF contributors. This is not intended as, and nust not
be construed to be, a catalog of available inplenmentations or their
features. Readers are advised to note that other inplenentations may
exi st.

According to [ RFC7942], "this will allow reviewers and worki ng groups
to assign due consideration to docunents that have the benefit of
runni ng code, which nmay serve as evidence of val uabl e experinmentation
and feedback that have made the inplenmented protocols nore mature.

It is up to the individual working groups to use this information as
they see fit".
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10.1. Publishing inplenentations

The foll owi ng networks are known to publish BGP comunity definitions
according to this specification.

| ASN | Publication URI | YANG nodel
| | | revision |
[ oo pumsfemef oo oo e s oo e e ey e
| 197000 | as197000. ] son | 2026-01-05
| | (https://web.adm ndns.ripe.net/draft-ietf- | |
| | grow yang-bgp- comruni ti es/as197000. j son) | |
R o m m e e e e e e e e e e e e e e e e mee oo T +
| 25152 | as25152.json | 2026-01-05
| | (https://web.adm ndns.ripe.net/draft-ietf- | |
| | grow yang- bgp- communi ti es/as25152. j son) | |
T o m e e e e e e e e e e e e e e e eee e Fom ek +
Tabl e 6: Publishing inplenmentations
10.2. Parser inplenmentations

The foll owi ng known parser inplenentations exist.

| Nare | YANG nodel

| | revision |

[ s s sy e p—p——

| NLNOG Looking d ass | 2025-07-04

| (https://github.com NLNOG | g.ring.nlnog.net/) | |

o m e e e e e e e e e e e e e e e e e e e e e e eme—— o - T +

Table 7: Parser inplenentations
10.3. CDR inplenentations

No Community Definition Reference inplenentations are known at this
tinme.

11. Security considerations
11.1. Publishing considerations

This section is nodel ed after the tenplate described in Section 3.7.1
of [ RFC9907].
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11.

The "ietf-bgp-communities” YANG nodul e defines a data nodel that is
designed to be accessed via YANG based managenent protocols, such as
the Network Configuration Protocol (NETCONF) [RFC6241] and RESTCONF
[ RFC8040]. These YANG based nanagenent protocols (1) have to use a
secure transport layer (e.g., Secure Shell (SSH [RFC4252], TLS

[ RFC8446], and QUI C [ RFC9000]) and (2) have to use mutual

aut henti cati on.

The Network Configuration Access Control Mdel (NACM [RFC8341]
provides the nmeans to restrict access for particular NETCONF or
RESTCONF users to a preconfigured subset of all avail abl e NETCONF or
RESTCONF protocol operations and content.

There are no data nodes defined in this YANG nodul e that are
writabl e/ creat abl e/ del et abl e.

Sone of the readabl e data nodes in this YANG nodul e may be consi dered
sensitive or vulnerable in sone network environments. Specifically,
the follow ng subtrees and data nodes have particul ar sensitivities/
vul nerabilities:

* bgp-conmuni ti es/ contact/enmil -address
* bgp-conmuni ti es/ cont act/ nane

Di sclosing this informati on may be misused, e.g., for tracking and
data correlation. Publishers MJUST NOT popul ate these elenments with
Personally ldentifiable Information (PIl). For exanple, these

el ements nay be set with infornmation that refers to generic contact
i nformati on, not pointing to specific individuals.

2. Parsing considerations

The YANG nodul e described in this document nay be used to specify BGP
community definitions in different serialization formats, such as
XM., JSON or CBOR.  Applications that parse these community
definitions SHOULD reject objects that do not conformto the YANG
model .  Furthernore, parsers SHOULD check that the sum of the
specified Local Adm nistrator or Local Data Part field lengths in
each community definition does not exceed the local part size of the
specified community type. For exanple, a Regular BGP conmunity
definition with format "decimal" containing a field of length 4 and a
field of length 2 would be illegal, as the Local Administrator field
has a maxi num | ength of 65535 (5 digits).
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The "bgp-communi ties/contact-url" element nmay contain a link to an
unt rust ed webpage. Parsers MAY opt to render the URL as plain text
rather than a clickable link, to prevent inadvertent exposure of

i nformati on by users of the rendered out put.

Several elements with the "string" data type may be used to display
information in a web page or application. Parsers should take care
that the appropriate escaping is performed to protect agai nst cross-
site scripting attacks.

11.3. CDR considerations

perators publishing CDRs in the RPKI MUST specify an accesslLocation
that points to a web object under their own control.

Applications retrieving the location of comunity definitions through
the RPKI MJST performall checks specified in Section 8.1 and

Section 8.3. Wien downloading a definition fromthis location via
HTTPS, applications MJST perform HTTPS (TLS) vali dati on.
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JSON Exanpl es

Thi s section shows exanpl e use cases for the YANG nodul e defined in
this document, using JSON encodi ng (see [RFC7951]). The exanples
contain long lines that may be fol ded, as described in [ RFC8792].

A 1. RFC8195 Sel ective NO EXPORT definition

A JSON definition for the exanple Large BGP comunity described in
Section 4.1.1 of [RFC3195] | ooks as foll ows.
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====—===—=—===—==== NOTE: '\’ |i ne \Nrapp| ng per RFC 8792 ================

"ietf-bgp-conmunities: bgp-communities": {
"aut ononpus-systemid": 64497,
"serial": 2023080101,
"uri": "http://exanpl e.net/ peering/ comunities",
"description": "BG Conmunity exanple for ASN Based Sel ective \
NO_EXPORT",
"contact": |
{
"emai | - address": "noc@xanpl e. net",
"name": "Exanpl e.net contact",
"role": "Adm nistrative contact",
"organi zation": "Example.net",
"organi zational -unit": "NOC'

}

arge": [
{
"name": " RFC8195- NOEXPORT- ASN',
"category": "action",
"description": "Do not export route to ASN',
"gl obal -adm n": 64497,
"l ocal -data-part-1": {
"field": [
{

]

"nanme": "Function",
"pattern": "4",
"description": "ASN No-Export"
}
]

,ocal -data-part-2": {
"field": [

}

"nanme": "ASN',
"pattern": ".*",
"description": "*"
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A.2. RFC4384 Data Collection definition

A JSON definition for the exanpl e Regul ar and Extended BGP
communities described in Section 4 of [RFC4384] | ooks as follows.

=============== NOTE: '\’ |i ne \Nrapp| ng per RFC 8792 ================
i etf-bgp-comunities:bgp-comunities”: {

"aut ononpus-systemid": 10876,
"serial": 2023080101,

"uri": "http://exanpl e.net/peering/ comunities",
"description": "BG Community exanple for Data Collection",
"contact-url": "https://exanple.net/contact",

"regular": [

"name": "RFC4384- REGULAR- ORI G N- OC/ FJ",

"description": "A national route over a terrestrial link \
fromthe Fiji Islands",

"gl obal -admi n": 10876,

"l ocal -admi n": {

"format": "binary"
"field": [
{
"name": "Region",
"l ength": 5,

"pattern": "00010",
"description": "OC'

¥
{
"name": "Satellite",
"length": 1,
"pattern": "0",
"description": "*"
¥
{
"name": "Country"
"l ength": 10,
"pattern": "0011110010",
"description": "FJ"
}
]
}
}
I,
"extended": [
{

name": " RFC4384- EXTENDED- ORI G N- OC/ FJ",
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"description": "A national route over a terrestrial link \
fromthe Fiji Islands",
"type": O,
"subtype": 8,
"asn": 10876,
"l ocal -admi n": {
"format": "binary"
"field": [
{
"name": "Reserved",
"l ength": 16,
"pattern”: "0000000000000000"
b
{ _
"name": "Region",
"l ength": 5,
"pattern”: "00010",
"description": "OC'
b
{
"nanme": "Satellite",
"l ength": 1,
"pattern": "0",
"description": "*"
b
{
"name": "Country",
"l ength": 10,
"pattern”: "0011110010",
"description": "FJ"
}
]
}
}
]
}
}
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